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Abstract

In this paper, a modified algorithm for an affine coordinate system is
proposed to speed up encryption and decryption processes in elliptic curve
cryptography (ECQ). In fact, inversion, squaring and multiplication are the main
processes for both point addition and point doubling. For three different
processes, the inversion process has the highest cost. In the related works, to
find 8P where P is represented as a point on curve, at least two inversion
processes are needed to perform this task. On the other hand, the proposed
method requires only one inversion process to compute 8. The experimental
results show that the proposed method can perform the process faster than
2(4P) method. In general, the method is suitable for computing 7 = kP, where
K= 8/+jand /is a small integer. Moreover, the proposed method also can be
chosen to apply with Ternary/Binary Approach which is an improved point

multiplication method to speed up ECC.

Keywords: Elliptic Curve Cryptography (ECC), point addition, point doubling,

inversion, Computation Time.

Introduction

Nowadays, Communication technology is grown very fast and users can
communicate each other very easy. Because, the communication channel is
insecure, the private message may be trapped during transferring via the
channel. Therefore, protecting the secret information becomes a major issue.
Cryptography used to protect information by using encryption and decryption
process is one of security technigues. In deep, there are two types of cryptography,
symmetric key cryptography and asymmetric key cryptography. Symmetric key
cryptography is the fast method when it is compared with the other. However,

the problem is about the way to exchange the secret key between sender and
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receiver. In 1976, W. Diffie and M.E. Hellman (Diffie & Hellman, 1976) proposed
the other cryptography, called asymmetric key cryptography (or public key
cryptography). The main idea is about using two different keys. One which is
disclosed to everyone is called public key and the other corresponding key
which is kept secretly is called private key. With two different keys, public key
cryptography can be chosen to solve the key exchanging problem. RSA is the
best-well known public key algorithm proposed in 1978 (Rivest et al., 1978).
This method is based on integer factorization. Although it is very difficult to
break RSA, bits length for RSA should be at least 1024 bits. In 1980, Elliptic
curve cryptography (ECC) (Koblitz, 1987) and (Miller, 1985) which is another
public key cryptography was presented. The advantage of this method is security
level which is very close to RSA, although bits length of ECC is very smaller
than RSA. For example, (Prasana & Reddy, 2017) 160 bits length of ECC has the
same security level with 1024 bit lengths of RSA. Therefore, ECC is well suitable
with devices which have limited storages and low processing power such as
smart phone. Furthermore, ECC can be applied with three different tasks, data
encryption, digital signature and key agreement protocol (Elbirt, 2009).

Additionally, point addition and point doubling are the main processes
to compute point multiplication: Q = kP, where Pand Q are represented as the
points on curve and k is integer. In fact, many techniques were proposed to
speed up point multiplication such as binary method (Amara & Said, 2011) to
compute Q = kP by converting k& as binary base for scanning bits of & from left
to right or right to left and non-adjacent form (NAF) which is the signed binary
representation having lower hamming weight in comparison to binary method
(Karthikeyan, 2012).

Assuming, P is the generator point to find © = 8A, usually three
sequence point doublings are required, Q = (2(2(2P))). First, 2P = P+ Pis performed
to find 4P = 2P + 2P. Then, the last is the process to find 8P = 4P+4P. That
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means, three inversion processes are included for the computation. In fact,
inverse computing is the highest cost in comparison to squaring and multiplication
computing. In 2006, the improved process for affine coordinate system to find
4P requiring only one inversion process was proposed (Ciet et al., 2006). Thus,
the process to find 8P = 2(4A) requires two inversions, one is for 4P and the
other is for point doubling.

In this paper, the new technique to reduce inversion processes of point
addition to speed up 8Fis introduced. The proposed algorithm requiring only
one inversion process is modified from the process to find 4~ in (Ciet et al,
2006). In fact, assuming /is represented as small integer, the proposed method
suits for Q = kP when k = 8/ + J Furthermore, the method can be chosen to

speed up point multiplication process because the inversion process is reduced.

Related Works
Eliptic Curve Cryptography

ECC is one of public key cryptography proposed by Miller and Koblitz.
This method has very high security level although bits length is small. Therefore,
it is suitable for communication devices which have limited storages and low
processing power. In fact, ECC can be applied with several sets such as real
number field, prime field (AFp)), p is prime number, and binary field. However,
only prime field is focused in this paper. The equation of ECC over prime field is

as following:
2 3
y =X +ax+ bmod p (1)
Where a and b are the constants with

42°+275 # 0 mod Yo, 2
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In general, addition between two points on curve is the main core.
Assuming P = (x;, 14) and Q = (x, 1) are represented as points on the curve. It is

divided as two parts, point addition and point doubling as follow:

Point addition: (P # O, R = (X, 15) = P+ Q

YoV
m= " (3)
X2 X1
X3 = m2 - XZ - Xl mOd ,O (4)
y3 = /77()(1 - X3) - )/1 mOd ,O (5)

From (3) - (5), performing a point addition takes 1 inversion, 1 squaring

and 1 multiplication.

Point doubling: (P= Q), 7= (x;, yu) = P+ P

3Xf+a
m = (6)
2)/]
X = M — 2x mod Yo, (7)
Vo = mx, — X)) — ), mod p (8)

From (6) — (8), performing a point doubling takes 1 Inversion, 2

squarings and 1 multiplication.

Improving point addition and point doubling

Recently, many researchers improved the equation in both of point
addition and point doubling to reduce computation time. Assigning I, S and M
are represented as inversion, squaring and multiplication, in order.

In 2003, the modified equation to compute 2P+ Q (Eisentrager et al,,
2003) was proposed by leaving some process to compute y. Generally, it
usually takes 2I, 25 and 2M when the process is begun with # = P+ O and is
followed by R+ P= 2P+ O, two point additions are included. Then, it becomes

U7 6 atiuii 2 (2561) ISSN 2287-0083



UDON THANI RAJABHAT UNIVERSITY JOURNAL OF SCIENCES AND TECHNOLOGY

page | 20

taking 2I, 3S and 2M whenever 2P is calculated before computing 2P + Q.
However, the modified equation takes only 21, 3S and 1M.

Ciet et al. (2006) proposed the improved equations to reduce modular
inversion. Although, processes of modular multiplication are increased, one
inversion process is more expensive than many multiplications. In addition, the
improved equation to find 2P + Q, 3P, 3P + Q and 4P were also introduced in
that time. In fact, 4P takes 11, 9S and 9M.

Moreover, the improved approach which is called Ternary/Binary
Approach was proposed to speed up point multiplication. A recursive function
is included in the process. However, kis divided by 6 whenever the function is

recalled. Assuming r= kmod 6, the result is distinguished as 4 cases as follows:

k
Case 1: r= 0 or 3, Return 3( g )P

k
Case 2: r=2or 4, Return 2(=)P

2
Case 3: r=1,
k-1
(=—
6
Return 2((30P) + P
Cased:r=5
k+1
(=—
6
Return 2((30P) + P
Algorithm: 4P
Input: P = (x,, y,)
1. /41 = Xp
2.8 =34 +a S
3.6 = Yo
4.4 =28, -8 A4C SSM
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5.8, = 3545 +16aC; SSM
6. G = B(GAC - A) - 8C) M
7. As = Bo- 8AC SSM
8. G = B(8A,Co - As) - 8CH SM
9.IF GG =0 then
10. Return @
11. End IF
12. /1= (4GG" Mi
13. x, = Asl SM
14. y,= G/ MM

Output: O = (x; »,)

Furthermore, in 2011, the method (Li & Feng, 2011) to reduce inversion
process to find 3P+Q was introduced. Usually to find 3P + Q, three processes of
point additions and point doublings are required, thus 31 must be also computed.
For Li & Feng’s method, although more multiplications and squarings are
required, only one inversion is implemented, it takes only 1I, 3S and 16M to

compute 3P+Q.

The Proposed Method

The aim of this research is to propose the new process to find 8~ by
reducing the inversion process. In fact, the proposed method is suitable for some
point multiplications which have to compute continuously point doublings at
least three times. In general, 4P using (Eisentrager et al., 2003) and point
doubling are required, in order. Therefore, 2|, 11S and 11M must be executed.
However, only 1 inversion will be required to calculate 8P for the proposed

method. Assuming Q = (x,, ) = 4P, R = (x, y,) = 8F, it implies that
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2
3xq+a

M =
qu

2
3Xq +a

2C5P)
2
3xq+a

_(2C3)/3
= (3)(;27 +a2a) (!

= (3)(2 +a26) (7Y

Because, /= (4C1C2)71, then (4C,G) = 7' Thus, it implies that
2 -1 3
m =(3x, +al2G) (4G G)

Assigning the values of 4, B, G, A, B, C,, As and G for the proposed
method are similar to all of them which are during step 1 to step 11 in

algorithm 4. Therefore, the remaining steps to find 8~ are as following:

Algorithm: The proposed method (8P
Input: P = (x,, 1)

1. H=4GG, M
2.)=2G

3. /= (H)' M
a.h=1, (h=0CGS)" M
5.h=1H, (,=QC)H) MSS
6. X, = Aol SM
7. Y= G/ MM

8. K= (3)(/2j +a)
9. L = K/Z
10. %, = £° = 2x,

= 0= »

R A
Output: 7= (x, y,) = 8P
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In fact, the computation costs in the remaining steps are 1l, 55 and 9M.
Therefore, the total costs are 11, 13S and 14M when they are combined with
the other parts during step 1 to step 11 in algorithm 4/~

Example: Assigning P = (31, 5) is the point on curve: )/2 = X +29x+ 3 mod 41,
finding 7= 8P using the proposed method
Sol: From steps 1 - 11 of algorithm 4R, A =31, B, =1, GG =5 A, =33, B, =
35, =35 A=3and GG =6
Therefore, the process to find 82 using the proposed method can be
performed as follows:
1. H=4*5*35mod 41 = 3
2. /=26 mod 41 = 12
3./=(3*12)-1 mod 41 = 8
4. 4 =8*12mod 41 = 14
5.4 =8%34 mod 41 = 33
6. x,=3" 142 mod 41 = 14
7. yy=6%143 mod 41= 23
8. K=(3*142 + 29) mod 41= 2
9. L =233 mod 41 = 25
10. x, = 252 - 2(14) mod 41 =23
11. y, = 25(14 - 23) - 23 mod 41 = 39

Therefore, R = (23, 39) is the result point requiring only one inversion

process.
In fact, assume / j € Zand jis a small integer, the proposed method
is suitable for the following equation: Q = &7, where k = 8/ +/, because,

8% P = (8(8(8( (8P))))

[
i
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Experimental Result

In this section, the proposed method (8A) is chosen to compare about
the speed to finish the process 8P with the compared method using 2(4A). 160
bits length of ECC is selected for the implementation. In addition, number of
times to compute 8P are during 1000 -10000. However, Java Language and
Biginteger Class (Deligiannidis, 2015) are selected to implement the proposed
method and the compared one. In order to control the same settings, all
experiments were conducted on 2.20 GHz an Intel® Core i7 with 4 GB memory.

The experimental results show that the proposed method can finish &
loops of 8P faster than the compared method. Furthermore, the average
computation time is decreased about 11%. In fact, if the compared method is
chosen to find 84, then the total costs which are for 4~ and point doubling are
21, 11S and 11M. However, the proposed method takes only 1l, 13S and 14M.
Although, both of squaring and multiplication processes of the proposed method
are larger than the compared technique. The costs are only a little in comparison

to the cost of inversion process.

Computation Time to Find BP

10000 20000 30000 &0000 50000 60000 TOOOD 0000 S0000 100000

Nme (mSec)

Murmnber of Time

W The Proposed Method B The Compared Method (2(4P))

Fig. 1 Computation Time to find 82 by using The Proposed Method
and Compared Method
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Furthermore, the proposed method can be chosen to combine with
Ternary/Binary Approach to speed up the process. In fact, some inversion
processes can be removed whenever at least three points doubling are
performed continuously.

For example, assuming 4 is equal to 52360, the beginning process to
find &P by using Ternary/Binary Approach is as follows:

Step 1: (52360 mod 6 = 4), 52360 = 2(26180)~P

Step 2: (26180 mod 6 = 2), 26180 = 2(13090)~

Step 3: (13090 mod 6 = 4), 13090 = 2(6545)P

In fact, for the first three steps to find 52360P by using Ternary/Binary
Approach, three points doubling are required continuously. Therefore, if the
proposed method is combined with Ternary/Binary Approach, then three points

doubling can be replaced by the proposed method as follows:
52360 = 8(6545)P

Therefore, only one step is required instead of three points doubling.

Conclusion

In this research, the modified equation of affine coordinate system to
speed up 8Pis introduced. The key is to reduce the inversion process, although
both of squaring and multiplication processes are a little increased. The reason
is that inversion process takes very expensive cost when it is compared with
squaring and multiplication processes. In fact, number of squarings and
multiplications are larger than the compared method (2(4P)) about 2 and 3
processes, respectively. In addition, the experimental results show that the
proposed method can finish process faster than the compared method. In

deep, ECC is more suitable than RSA to be chosen to apply with low power and
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limited communication devices, because it uses only small key length with high

security level.
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