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Keystroke Dynamics Authentication with Trajectory Dissimilarity
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From a typical authentication scheme, a userame and a password are used for user verification
process. However, the scheme still has some weaknesses because a usemname is not secret and an
imposter can guess a password fo break into the system. Our research focuses on this weakness and
tries to improve security level of this system by combining keystroke dynamics into the system. A
username is normally unchanged but a password should be changed regularly for security purposes.
Therefore, we propose to investigate a keystroke dynamics profile of a username with a small set of
sample data and use trajectory dissimilarity for the main algorithm for authentication verification. We
also propose a method for keystroke dynamics feature selection to build a trajectory profile which
givesauthentication accuracy 96% or 4% equal error rate (ERR).
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