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Development of Protocols for Smart Meters Based on DLMS/COSEM Specification
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Abstract

This paper presents a design and development of the DLMS/COSEM‘s protocol for
smart meter. It explains how the smart meter and its components work in details. Researcher
teams select a suitable smart meter’s hardware components and develop a protocol software to
implement in those hardware. The software has been simulated using PC as a simulated hardware.
Results of simulation are in a good agreement with the DLMS/COSEM standard. The next step
is the implementation of the software in the real hardware to be used in the smart meter of the

Provincial Electricity Authority of Thailand.
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fmpsdaases (Smart Meter) ugunyailng
Ardafiunuinuazanuddyinnlussuy AMI
(Advanced Metering Infrastructure) Tediduih
Timsu3masmaians3s g Infnwesmslningau
28mA (Provincial Electricity Authority : PEA)
Wuldegnedidszansam Unfndmihiivedines
nunyuluslonsuazidugunsalilldamsuiuin
A ulningls lurhu Tssew vio v3n
Fanalindauginieazdesdeninanumnand
Innne Wou wilwesdaasuzaziugtnaaiasiy
Tmifivihuifidedoyansls Iniweeiuilaaly
Femslnfinsauglmauundalui@nng 156 wndl
Tngaedoyaniufanans (Media) wuufisng (Wireline)
wazasdoyauunlians (Wireless) Mndunsdsiiae
filmaidan3uzieeru DCU (Data Concentrator
Unit) fiogluudasmstinu ruia3edng WAN
(Wide Area Network) wasnslnihaaugfinie
T1$% Head End fivinsdiliu Gateway 15 MDMS
(Meter Data Management System) Farmih iy
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doyaveaieszuy uazaseginmslnihadiugiinne
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Provincial Electricity

Authority (PEA)
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| bcu
s pwsiees’ MDMS
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A 1 sUidumensieansvesiiinaidandey
anndumelgaenieiis MDMS

fnpsdansvzluszuvdeansineduasldnauy
DCU wag MDMS #3/3U4uu Protocol mMaisnasay

DLMS/COSEM (Device Language Message

specification/Companion Specification for Energy

Metering) [1-5] Fsldannagiu IEC62056 filinns
FasH NN TN UUM ISR RLUSTRLS (Billing)
wamem3lEndenulinlusfinuaciiaatiu (Load Profile)
MM IdansmaEnasnulninluusiazanud
(Power Management) ananIailosiuuaziisifion
AN3UAIN (Anti-Tampering) #5305 RUAINNEN
(Prepaid) masnauldidutaewnielunisfince
Anansszninemslindunianatuguilae
Tunse dmsumanaiiadrysmsunsidents Protocal
AuAIEL DLMS/COSEM Tuszup@nsnsiifie
f{udandnosdaasusnarsusenliauiiaus
waluladdmsuamsvinuuaznsinaodnans
wannuanagUuuy teensesnuuumaluladsne
fusuimaidaaiusravnanusayInenasl
dnwazRNzin MaseanInIdlineUaudas
U3tmaziitlymizasanudniuls (Interoperability)
Gethfinasfaniuzaoeianuaz sy
(Integration) upnanndianaagshlfiAnmIxnTIAYEY
AnanTimesfaniusiu dufuiiaudlatigmeanan
mafmuaINAsHIUR [0 speusuannyade s
foifudsiifienudduazaniiuagneds Sedanali
IEC 62056 andusulunisnanuaziinnisudedy
mansffidusssudndae

2. UaszU IEC 62056

IEC 62056 Wusnnsgiuniledi le3unsuausy
Tungquiszineylay Ysznoufasgnanasgusing 4
wosfiwas AN (Blectricity Metering) sasioliil

- IEC 62056-21: Direct local data exchange
(3d edition of IEC 61107) describes how to use
COSEM over a local port (optical or current
loop)

- IEC 62056-42: Physical layer services and
procedures for connection-oriented asynchronous

data exchange



- IEC 62056-46: Data link layer using HDLC
protocol

- IEC 62056-47: COSEM transport layers
for IPv4 networks

- IEC 62056-53: COSEM Application
layer

- IEC 62056-61: Object identification system
(OBIS)

- IEC 62056-62: Interface classes

Tag IEC 62056 grwmuduley IEC TC 13
wazleisunsatiayuain DLMS User Association
(DLMS UA) 1un15ﬂ°ﬁmumﬂiaummgﬂu

st Protocol snuuesgiu DLMS/COSEM dnmsusiuuuuiiinesdaaies 41'

62056-53 CO SEM GREEN
Application layer book

62056-47 COSEM Transport
layer for IPv4 n/w

62056-46 HDLC

62056-42 Physical layer

62056-21 Direct local data

Mode E exchange
Conformance test YELLOW

procedure book

Glossary of terms WHITE book

fisonndnsiusesdinaidaniss Insunnsgu
IEC 62056 §93JUNIAIFIUAINADD
Hersent O. and et.al [1]

DLMS UA (www.dlms.com) Aosatlud m.a.
1997 S wauasnBninnnd1 160 518 1140
Uszind fadugnaniinoidaaiusuazy Wusns
snsraaglne (i T Yszth wita Wudu) Tee
Suduldeulungudszneylsy nszisluiiagiy
Protocol DLMS/COSEM I¢isumszeusuldeau
pehaunsnaty uenwiaannguuszimeluglsuudn
FafliiTouazuansn lagasins DLMS UA Idrnun
Protocolsie T4 Serimuaifumsaumaneaila
panilu 4 dw Tegaunsafieuivannigiu IEC
62056 lsapsed 1 [2009-2010, DLMS User

Association]
A19190 1 AN NLEANAN I ULAYDIZIRINN

11M557U IEC 62056 N DLMS/COSEM

ANTFIU sgazidyn 189U
IEC nenaila
289 DLMS
62056-62 Interface class BLUE book
62056-61 OBIS code

logdonuuanuee DLMS/COSEM
Ieszymalunadoyauas Protocol dusmsfinsie
foanslasdiumasuasdayavasdinesudnnniu
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| Object
Attribute-1
Attribute-2

Data modeling
(COSEM interface

—

Aftribute-n

i ]

Communication

Protocol
service

Service_Id (Class_Id,
|——) Instance_Id,
Attribute Id/Method Id)

«@»

| Messaging

T
J’I']‘Wﬁ 2 mmam%’umauﬁaﬁmuﬂ
289 DLMS/COSEM

| Transporting |'—)

- Modeling: Tuguiinandsmnsluwadoya
snsuaUnsalfiwes waznglumsssydoya B
Tuwadayatiazdelimmusnuazmihfivesdines

- Messaging: nanafsmsWiamsmMsieanswaz
Protocol dwiumsutasluaadayaiiinassny
Application Protocol Data Unit (APDU)

- Transporting: A3AUA§NAUNIRDZNT
waz Protocol dnunsaedayannurinedayna
Tufpssunislumadoyavesiivnd Faluinnsgu
DLMS/COSEM anduinaianistuwea Object
Inedoyanne Mfiueglulimasazgnlumaludnwas
Object Inedl Attributes Vi’mﬁwﬁmsms@mé’ﬂwmz
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299 Object wazil Methods yiurtfisiunisiu
Attributes 19U MInTRaBUAMEDIABULLANDS
Attributes ﬁgﬁﬁﬁma\‘i Attributes 1ag Methods
fignaaudneaeiuidendn Object lag Attribute
fwINweyNe Object 38NN “Logical Name”
Faldviminiidmsunsszy Object Tagluwdls
Object &@uNTadaUUYDY Attributes Lag
Methods S1uauwihlafi e Object il Attribute waz
Method willaunuazgnisanidn Interface Class (IC)
Feanansaszyldlag Class_ID Tngnszuaunisaine
Object wa9 Interface Class (Instantiations of
ICs) ‘ﬁngﬂlﬁﬂﬂdﬂ COSEM Interface Objects
fistianananalérin Class Wity aiouusifiss (Template)
fildlunsasne Object Tusn Feeemausnge

a’m’ﬁﬂLL@@QI@EIi%LLNUﬂ’]Wﬁ\mWW‘ﬁ 3

COSEM Interface Object

Interface Class

Attributes 1...n

Class ID

- Methods 1...m
Attributes |

Attributes 2

Attributes

COSEM Interface Object

Attributes n

Methods |
Methods 2
0

A 3 JUuansdues Interface Class

way COSEM Interface Obijects

Attributes 1..n

Methods 1...m

Methods

a3y Attribute AIUINVNNY Object Ap
Logical Name 1fi 1/352nausas OBIS (Object
Identification System) Imsldentifier Fafintii
dusulddnededayanieg fegaelufines
IneABnseedeii Attributes Waz Methods finse)
T COSEM #7 Object snsnsassiunssneiiale
2 35 leun

- asdedelesld Logical Names (LN
Referencing): ’“J%ﬂ’ﬁﬁ Attributes ey Methods
#n99 lu COSEM Object ansn3asedele lngsiny
Identifier ?Jaﬂl,ﬁaﬁauuaiu COSEM Object lnainag

1B NN3919898 Attributes anunsasliunnInu
Class_ID, f1 Logical Name M&3u Attribute
WAZAUAIY Attribute index &uN1IR1NDeT
Method a13n3aaHIuA36NU Class_ID, An Logical
Name ludu Attribute wazmusig Method
Index ﬁy’\‘lﬁ Attribute Index way Method Index
azgndsnuduludiupes IC vavurazsn

- m3dreBalagld Short Names (SN Referencing):
PBansdwdewiediifegusadldnuiugunsal
4189 (Simple Devices) Tnelufitinnssnedais
Attributes 482 Methods #149 Tu COSEM Object
azl$38n1933 e 13-Bit Integer Ing3uuuaag
Syntax 7117 lunsdivae Short Name avfldnuauy
willouiugtuuuaes Syntax 7114 lumsszydevos
DLMS T#iusauds
Tup15192 azUEAANNIINBIEIUAeY Ty

Interface Classes (IC)

A1519fl 2 ANeuaReEIUsney 1y Interface
Classes (IC)

Class name Cardina Class_ID, Version
lity
Attributes(s) Data Min. | Max. | Def. | Short
type name
1. (static) Octet- X
Logical string
Name
2. (...) X +
0X...
Specific m/o
Methods
(if required)
1. X +
0x...
2. X +
0x...

- Class Name : U538nNganisadeyas IC oy
“Register”, “Clock” iJufu

- Cardinality : \flun1932yauIu Instances
299 1C Ty Logical Device

- Class_ID : Juswalunisszy IC
@Aluga95endne 0 9 65535)



gt Protocol mnunpsgu DLMS/COSEM dmsusunuviimessoages

a8 Class_ID 32iins 0 i 8191 gnaaulishmsu
DLMS UA

Class_ID 3¢wing 8192 flv 32767 gnaaauld
dwsudnantunisazy 1C

Class_ID 529319 0 s 8191 gnaaulfahnsu
ngui 14 lumsszy 1C

- Version : iuswalumsszy Version 29 IC

- Attribute (s) : 16Tunsszy Attribute (s)
Faduwas 1C

(dyn.) Ao Attribute (s) AfeaMNTATNARAN
fffineILeg

(static) Attribute (s) fiBelianunsadnianen
fffineILeg

- Logical_Name : fiafu Attribute fusnly
IC waue ansuldlunisssy COSEM Object
TazaziienannAdnsiu OBIS (Object Identification
System)

- Data type : thilszyslinaesdoyadmsy
Attribute

- Min. : enufvae Attribute TuasdfATinng
Sz

- Max. : fgnudnua Attribute Tunsdififinng
FLYANGIER

- Def. : fgnuAves Attribute TWAsdENATIANg
szufnBusY (Default) Farndsnanaaziumvos
Attribute #8931n¥1NA13 Reset 7138

- Short Name : Wlagwmsunsdnedeves
Attribute (s) %38 Method (s) IagA8n3uuy Short
Name (SN)

- Specific Method (s) : L&AIIIYAITVDY
Method (s) Feifuaae COSEM Object

- m/o : GL%a"m%’iJmﬁzu‘ Method (s) 17'iar;j
object Iu wUUTIAURIBUULNNGLEDN

43

AWIILDY Interface class WAANAININT 4

l = l
Data || Association SN [ | Clock

class_id: 1 class_id: 12 class_id: 8
Register | | AssociationLN | | | Script table

class id: 3 class_id: 15 class_id: 9

| el SAP Assignment Seheduie
iR class_id: 17 class_id: 10
Demandregister | | | Imagetransfer | | 5”‘::'”

class_jd: 5 class_id: 18 class_id: 11

Ragister | | securitysstup | | | Activity calendar
ia3s_id: 6 class_id: 84 class_id: 20
| | Profile genaric [ | ister monitor
class_id: 7 class_id: 21
Utiity tables i Single acticn
S class_id: 22
Register table Sensor

class_id: 61 class_id: 67

Status mapping Duuu:\;ct

] id: 63 I <oy

A class_id: 70

Limiter

class_id: 71

Access control
and
management

2NN 4 Eﬂ WAMNNINIINYDY Interface class

Time- and avent

Dsta siorage bound control

daufi 1

Nl 4 snsnsautsesnlddesialui

- Data Storage

- Access Control and Management

- Time and Event Bound Control

- Communication Channel Setup

IngsneaziBunvaeusias Interface Class 6131350
Anwiuinldannienais Technical Report
Companion Specification for Energy Metering
(Blue Book 10°*: COSEM Identification System
and Interface Classes) Tufidueensagng Interface

Class Register (Class_ID : 3, version : 0) %‘l\‘iamgﬁ

'
P

iidAuly COSEM Object flapnsnedi 3

W
AN
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A1979f 3 ANTeuEAeEIusNe 9 Tu Interface

Classes = 3
Register class_id = 3,
version = 0
Attributes(s) Data Value
type
1. Logical (static) Octet- 1.1.72.7.0.255
Name string
2. value (dyn.) | CHOICE 2309
3. Scaler Integer -1
scaler_unit Unit Enum 35
(static)
Specific m/o
Methods
(if required)
1. reset o] -
(data)

I Interface Class : id 3 IFdnsuifiuen
wiaanuzlusguvee Register FeAvae Logical
Name Tusuzes Attribute azgnld lun1sdreds
doyafioglulnseaine COSEM Object TuiiiiAnd
Register IagAn Logical Name = 1.1.72.7.0.255
wuswa OBIS (Object Identification System)
Code Tazazldnaniessazidoasely lufiien
1.1.72.7.0.255 vsnefensanedeandenulni
anndiwasdiuzaauseulumwa 13 Fadurdvue
YDIWIAUINAT (Instantaneous Value) lagen
wsesuignulefianingy value x 10 = 2309 x
10" = 230.9 Fefimheiduliad (Enum-35 = Volt)

F0LNnAUIY (Unit) fenansnlduananalaun

- Time - Phase - Temperature | - Currency
angle

- Length - Speed - Volume - Mass

- Energy - Active - Apparent - Reactive
power power power

- Current - Voltage - Capacitance - Resistance

- Inductance | - Ampere- | - Frequency - Etc.,
hours

[Wewions Mee 0| SFSKMAC
o tmeouts
claan . 82 cane e
SFSKNAC
couners
clans_d: §3

Communicaton channel satup

Wi 5 JUuanInIWIINDeY Interface class
s 2

#1130 Object Identification System (OBIS)
Wusiadedoududmsuls lugunsaifines Tng
aznamaemsdaulas (Mapping) TEMITRYAAN 9
lu COSEM Object ¢ OBIS Code Hazvinlif
maszudoyaie q lugUnsalfiwesJuenanual
(Unique) Biifipsusianzanilgarnms oy
WAFNTINTNANUINGTIN (Abstract Values) finee
fldlumsdiern womssudeyaduisadaedty
aunsaln3n Tnosia ID code 718 lusnmsguil
azgnld unsszy

- Logical Names ¥89 Object #14¢
lgnananauntng

' :
aly

- Uayasine q NaeusTuudeans

- dayass q fignuanswuniniailives

TagsnmsgIusia ID Code danunsauszeng
I iuguUnsalfiwesvnaiia Ty OBIS Code
azszymemaneg il lugtnsallimesiulnseaie
s (Hierarchical Structure) Insutiananiiiy

" |

A 6 Taseasewas OBIS Code

6 dau Fan Nl 6

|A|BCDE

anamd 6 wazidunveiaseEine OBIS
code UsznaUmIY

- Group A : Mdwmsumssrypdanasnud
Wedesivaunsailines
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- Group B : lawvhe Wl lunsszyduau
ﬁaﬂmﬁmﬁm%’umzﬁﬁqﬁmzﬁﬁ WaIRAUIU Input
innndmils Tnput uenanniidsanansaldluns
ST 3ADaN Y

- Group C: W lumsszymemadoyaunssam
wiomanmiliAgdesiuunasdoyafisula gy
ATTUE W39 Ade USines wazgamail udu
Falunstenudayadenaniifusgiodoyalungu A

- Group D : Anlunguills lumsssyysziam
wianal [fannsUszananatsunamemenm
Fegnazylagalungy A uaz C auad

- Group E : Wlunmsssynsuszananaiia
WarBeduunySinadagnazylaselungu A fia D

- Group F : Anlunguillélumsszydedoya
Tuofin Begnazy lawenlungu A s E anugas
soudafiuansneiu dwsunsdifideyalifiay
WAendeeiuelungudug Alungusnansatily
18 lumsauuausuinadug Tuaunenls

snsugasvosdnlungy B, C, D, E, uay F
finangUnsalflwmesaunsavrluldeuny
TagszaeAnfaensie

- Group B: 128...199

- Group C: 128...199, 240

- Group D: 128..254

- Group E: 128..254

- Group F: 128..254

dfuaninsidalafianulugreirvoangud
vuslidnedy azfiodnsia OBIS Code W
fonulasuanlagiang (Manufacturer-Specific)
faduenlungudy o iddudesihmuanudosny
finanlinountiil
3. Hardware lia: Software RTSWaULN Protocol
auIasgu DLMS/COSEM

AT TN INGN AN YATAN GRS LPRRILN
Smartmeter 7itfJu Hardware 92000559 Primus
wazlddedoyaann Smartmeter s Module A0&13

45

(ZigBee) fivinsciidu Router 118 Module Apans
(ZigBee) Tty Coordinator taediUanemedia
Software DW DCU wazld Protocol DLMS/COSEM
lunsldnaudeansiu & ZigBee waz Protocol
DLMS/COSEM vhaulagndae Software Du
DCU a:zfipauaneiayarae ZigBee waz Meter

D lg7intnas fannd 7

Al 7 nMawansdioyaves ZigBee uaz
Meter ID Ui Software 7ifinssiu DCU

SZOMNNBL4NA
& | REICO
A == =

AN 9 JUsBEe Module d0ans (ZigBee)
Al Tunuide
wanand A uddelawau Software
fivinuuusi DCU a1n DLMS / COSEM Stacks
anndlad GuruX (http://www.gurux.fi/) 39
Stack sffuupy Open Source
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A 10 §eene DCU waz Software fildusnsiogyaues
ZigBee way Meter ID 7ild luanu3ae

4. wan1snaaayJ

ganguasiivauduly Dcu T8 Tgnauiu
Smartmeter 698 Protocol DLMS/COSEM Wa
thdnyai lfunuansuainiias DCU Fedinsslu
sl
AN39# 4. f1 Meter ID uasdoyawes ZigBee
fuBouse

ZigBee ‘ﬁm L“ﬁaumﬁiwu Network (ZigBee Router)
Meter
No D Network

Address MAC Address

0x3131393939303037 | F2B5

PANID | CH

0x3569A 13

0x00124B000205FF37

0x3131393939303037 | 61EB | 0x00124B000205FF37 0x359A 13

0x3131393939303037 F193 | 0x00124B000205FF37 0x359A 13

0x3131393939303037 | 8DD1 | 0x00124B000205FF37 0x359A 13

g B W] N -

0x3131393939303037 5A94 | 0x00124B000205FF37 0x3569A 13

ZigBee Coordinator (Network Address) : 0x0000
MAC Address : 0x00124B00051CF 9CF, PANID
: 0x359A, CH : 13

EPID : 0x4B61736574000000, Key : 0OxA0A1A2
A3A4ABABATABAIAAABACADAEAF

3 e TRERITTY ~

A WA 11 30 Meter ID : 0x3131393939303037
wazdpyazee ZigBee
#i DCU snuelagld DLMS / COSEM
ANMNNANMINATDUINUIU b ﬂ%\‘iLLﬁﬂﬂiﬁLﬁU’h
Software #ing/lu DCU 1614 Protocol DLMS/

COSEM uansnafn Meter ID ldagnagnsias fe
0x3131393939303037 $aen Meter ID fiazldigneds
Smartmeter fiinsnd@auluszuy Aiunaulae ZigBee
Coordinator a¥mnuaAT Network Address 284
ZigBee Router Wit/anuudasegjiaus usiin ZigBee
Router flsni@auszuuifufidn MAC Address Anifis
Aifuuuuifmanzinszuy Network Hazldnsnenns
Address fiflagjpensdinlsAuanTign

5. unasu

aAlfdanansauasiunzauiuiinasiaeses
facldludszmelng wazldwniun sanduasnidu
Protocol MMM DLMS-COSEM  Nan13WmIun
Temonsuasnidnulaase anasgwiifnun dmsy
BaNdwI5E A EUATINaeeuUY (simulation)
Togld PC undnsaladuayy wazuanang
NaUReAITIanssULldnafiunela wazldn
soniudt lWlFTansaudfiduduysnoundnes
Tmpsiaadyy ifuuuuvesinessanuziazinan
lfuszupiwesdaasuzoesmslningianasely
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