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Botnet Spam Detection and Facebook Phishing Scam Awareness
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Abstract

Phishing scam and botnet spams are examples
of cyber crime that substantially affect online users.
A considerable number of victims have suffered the
intrusion of sensitive information such as their login
information, entry password and credit card details.

The paper provides guidance on how to monitor and

detect malicious activity on the Internet such as spam,
botnets, and phishing emails that imitate famous
web sites including renowned Facebook. Finally,
effective guidelines with regard to social networking
threat detection and fraud preventive measures are

suggested to IT users and systems administrators.

Keywords: Social Networking Threat, Phishing,
Botnet, Spam
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From hostdomain @ facebookmail.com | 69.63.179.27 US - United States

3Ufl 10 nsasedulanasnsindudiwslaen

Thailand
168%
Republic of Korea
30%
China
35%

arih .;mnrir.!

12%
South America
1i%

sin 11 NANITATIUBLNAFLLN Facebook

Fugoan indayadiuduaaiasavadras (From:
Email) luwdays MX Host (Tuazi8uansdum
MX Host @1d31n [2]) wdrdapwduwloR Geanlu
URRERENEE

update+nflyzkybw@facebookmail.com loien
MX Host fia mx01.facebookmail.com US - United
States saulafae 69.63.179.27 :niurnmyaum
unandszmnala BENMITWASITLIwAa WL
naantladnlefegludszina US - United States
éﬁgﬂﬁ 10 wan19idIsuiiey wudwﬁmﬁgﬂmm
Nndszinaioasud Lwiﬁa%i MX Host maa;&’da
Ll,aﬂmuua%ﬂuﬂi:mmL;J'%m qua%iﬂuazlmqﬁ'u
sniunamIanasueldnwdaiiiusuly Wasen
aranunIdaaunlastayadds (andayaass

From:)

707

AINOANDINNAINANINOUININAFOUNUBLNS
NwT9 Facebook mmmm‘nﬁﬂ@”magﬂﬁaaﬂiﬁ

1%

A o
Youar 94 laswsnainlownid FInwaas
sun 11 lulsundtiads dszndlne@eduay 4

=) 6
Tumssadiudaauyy

6. nMsilasiwmsalsanandauauasilyds
Wiesanmstasuuastiiewiuazminiy a:
Aoudromienty Facebook 209939870 @avinles
maldnuldglddinasn URL lag URL 289939
axdastiln facebook.com L¥int wAvaslaew
anfudnsmelaungas (Sub-domain) F9asiide
Tmuuq@ua:’é‘uq AN LT Eﬂ'ﬁ' 12 @39 URL
www.facebook.com.ujjhyuy.eu  laiuunasifa

ujjhyuy.eu lailglaiunaSevas Facebook.com



nmTImmsEandwIannite 17 21 atui 3 nu-5A. 2554
The Journal of KMUTNB., Vol. 21, No. 3, Sep. - Dec. 2011

| x Coogle

.| [r Favarites =5 - |

512 n. URL ugaslimAiningu Facebook

PYayUany

hmé' . ..
| x Coogle

.l i Favorites  |E81- 8

gﬂﬁ' 12 2. URL Facebook 284334

wiagnala @2 URL dufivinldadouesesedsiae
Facebook.com suiiluieslaiundagues ujjhyuy.eu
wwrnp s idandSusounesuianauil
;ﬁ%n"wé’aa&iﬁﬁﬂmﬁ ujjhyuy.cu lalziv'lod

Facebook.com

7. mailasnudrmivdauaszuy

WoanUsunmdwssuduuasAadagiunle
JTUU L’“Jumamaﬁ’ﬁ%a;ﬁﬂﬁﬁﬁmﬁaamigLLaLLa:
Noarudsil

1 lidawmsiuasswsaanasansaivuesa
DALFEAIANNLAKA

2. winaan URL %%aéaﬁﬁmmﬁ’u’é‘mﬂﬁ@’h
URL siilulanassvasiulodvizals wioidwiios
Taluudas

3. windedsniaiaiwsiuaiaiudyaainilu
AUIBIU Lﬁaiﬁpj’é"ua']w’]inawiavlﬁmsﬁ'nﬂu
MunnAnunu IR uTaANNSIINAN (Text)

A g o o [ o A = &l
WatlasnuainnesaludanazainiiuenuasiNg 1
wIa A sNLUUNaSuaNToNFa UM NAAG a6 1 UG
unu laglidasszyiuasduanniiiy

4. liasasanwdluszuuiuuaTass (CatchAll)
wrzazynliBianldinszyseagiuniaszyse
A liflegluszuy gnasdhanluszuuaunagun
TaLunL AN

5. MIENATLUININTA199 1% Facebook,
Twitter AITIEBLUANS 153 Hotmail, Yahoo, Gmail
A A ' Al & &
wi0du9g ldanslddiusuasasding

8. a?ﬂ

UNANNRLAULFUENDRWINFLUNLNG NN
rIanavsenIssnnivlodsianaanlaide
@38819 Facebook dwngldmnannusziaszislu
mslfou fanagnarsliasdayasanlu Sl
Usrasdantsuaniiaswdutduiasasiolunns
. A A A & J‘/qu
sonviead nifunanaitldasduminemana
WFLUNNS waziawanIsisaanasnulunisaiig
'Y & oA Lo oA ' o o A
Juauduudanunssfiagaannanluiatan s
FNNIDUN VT IV U N NRNERANNTHORIR
116 wannuhlugiwigldianauusuuiniinig
éfjlaaﬁue?m%’ugi}’l‘ﬁmuua:g@LLa‘s::'uu TIRNNITOUN
Tlgfunmavihgsnsswdianniefinddus 1w gInTw
NTUIATURENTEBDLANNTOANF bt

1aNa13819D9

[1] Facebook &0@, (01/08/11). [Online]. Available:
http://www.facebook.com/press/info.php?
statistics

[2] naunesa §IZQUA, “msnsadauluannuaniia,”
msﬁwuf uwﬁ'ﬂmé’mmmiulaﬁmmawmﬁw
WIzUATAIE, 2552.

[3] Y.F. Chiu, C. M. Chen, B. Jeng, and H. C. Lin,
“An Alliance-based Anti-Spam Approach,”

Third International Conference on Natural

708



nsimmnsaamndmesasnite U9 21 a3 no-sa. 2554
The Journal of KMUTNB., Vol. 21, No. 3, Sep. - Dec. 2011

(7]

Computation(ICNC2007), IEEE, 2007.

M. Dredze, R. Gevaryahu, and A. Elias-Bachrach,
“Learning Fast Classifiers for Image Spam,”
Email and Anti-Spam (CEAS 2007), CA, USA,
August, 2007.

B. Issac, W. J. Jap, and J. H. Sutanto, “Improved
Bayesian Anti-Spam Filter, ” /CCET, vol. 2,
pp-326-330, International Conference on Computer
Engineering and Technology, 2009.

A. Kosmopoulos, G. Paliouras, and I.
Androutsopoulos, “Adaptive Spam Filtering
Using Only Naive Bayes Text Classifiers,”
Email and Anti-Spam (CEAS 2008), CA, USA,
August, 2008.

C. Dietrich and C. Rossow, “Empirical research
on IP blacklisting,” Email and Anti-Spam
(CEAS 2008), CA, USA, August, 2008.

J. Jung and E. Sit, “An Empirical Study of
Spam Traffic and the Use of DNS Black Lists,”
in Proceedings of the 4th ACM SIGCOMM

conference on Internet measurement, Taormina,

709

Sicily, Italy, October 25-27, 2004.

B. Biggio, G. Fumera, I. Pillai, and F. Roli,
“Image Spam Filtering by Content Obscuring
Detection,” Email and Anti-Spam (CEAS 2007),
CA, USA, August, 2007.

[10] B. Biggio, G. Fumera, I. Pillai, and F. Roli,

“Improving Image Spam Filtering Using Image
Text Features,” Email and Anti-Spam (CEAS
2008), CA, USA, August, 2008.

G. K. Tak and S. Tapaswi, “Query Based Approach
Towards Spam Attacks using Artificial Neural
Network,” International Journal of Artificial
Intelligence & Applications (1JAIA), vol.1, no.4,
October, 2010.

[12] K. Saraubon and B. Limthanmaphon, “Fast

Effective Botnet Spam Detection,” in Proceedings
of 4th International Conference on Computer
Sciences and Convergence Information Technology
(ICCIT 2009), IEEE, Seoul, November 24-26, 2009.

[13] IP Database Contributions. (09/09/10).

[Online]. Available: http://www.phpclasses.org



