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The Factor Analysis and Modeling for Risk Prediction of Information
Security Threats in Organization of Thailand

Thanawan Chantaratanapibul' and Ajagit Utatham?*

Abstract

The purposes of this study are to find factors
causing information security threats and to design
a model forcasing risks of the cyber threats, using
a questionnaire survey consisting of 2 parts. Part |
asks about the potential threat factors from 117 staff
members for relevant information system organizations
as samples searches for factors of the threats. Part 2
includes a set of in-depth additional questions, asking
298 supervisors/ employees from information system
departments for further analysis and generating a
forecasting model. Multinomial Regression, s-2Log

likelihood and Wald Statistics are used for assessing

2

the model reliability and variables’ coefficients and
develop the model into a predicting program. This
study reveals 24 factors, of the threats and the model
can significantly predict 7 factors (p<.05), including
1) Human mistakes 2) Intrusion 3) Threats for information
4) System or information destruction 5) Stealing
6) Attacking software and 7) Hardware technical
errors. The agreement results between the model and
the mentioned factors are 50.00%, 79.17%, 66.67%,
43.75%, 83.33%, 91.67% and 93.75% respectively.

Keywords: Security Threats, Risk Prediction, Threat

Factors
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