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Security Problem Evaluation of Open Source VoIP Software Packages

Khathawut Chanbuala'* and Somnuk Puangpronpitag?

Abstract

There are several open-source VoIP software
packages on the Internet. Of these, AsteriskNOW,
Trixbox, Elastrix, EZY IP-PBX and ISANBox.A
are the most popular ones. These packages are very
useful for VoIP administrators since they can be
easily installed and managed. However, the security
performance of these packages is still questionable.
Hence, this paper comparatively evaluates their
security performance using several attacking
techniques. The attacking experiments are run on

a test-bed. From the experimental results, ISANBox.
A has demonstrated the highest security performance
among the aforementioned five packages. Yet, the
experimental results have also demonstrated some
unsolved security problems of ISANBox.A. The
security problems, found from the experiments, can be a
guideline to improve the VoIP software packages in
the future.
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u File View Configure Tools Help

W OHER +v RLIIPEE=0¥YR 0?0
[& Decoders | @ Network [B9 Sniffer |&f Cracker | €& Traceroute |E ccDU [ wireless [ Query |

B
File View Configure Tools Help

a3 H @k |+ R RVDEE2O82 O ? i
[& Decoders | @ Network |8 Sniffer [f Cracker | &R Traceroute |E CCOU B Wireless | Query |

|1P2 (Codec) | File | size

Realm | User Name | Password | URI | Nonce | Response | Method | Type | Started [Closed [ 1P1 (Codeq)
\?\aslensk 1000 abcl23 ip:10359.24  612dc3al REGISTER  MD5 §708/07/201... 08/07/2012.. 1035913:5062 (PCMAS... 10.359.20:5063 (PCMA... RTP-20120707173015512.mp3 605376 b
§708/07/201... 08/07/2012.. 1035913:5062 (PCMAS... 10359.20:5063 (PCMA... RTP-20120707174304750.mp3 47226241
§708/07/201... 08/07/2012.. 10.35913:5062 (PCMUB... 10.35.9.15:17616 (PCM... RTP-20120707174747315.mp3 1615680 |
Realm I USeI’ Nﬂme I paSSWOfd I UR.[ I Nonce §717/08/201... 17/08/2012... 1035913:32798 (PCMU,... 10359.26:15768 (PCM... RTP-20120817151622765.mp3 1205568 |
§717/08/201... 17/08/2012.. 10.35913:14336 (PCMU,... 10.35.9.18:33688 RTP-20120817151522414.mp3 153792 b
'%asterisk 1000 abcl23 5ip;10_35_9_24 612dc3al §17/08/201... 17/08/2012... 10359.26:15946 (PCMU,... 10.359.13:49476 (PCM... RTP-20120817151626893.mp3 62208 by
$717/08/201... 17/08/2012... 10.359.26:15946 (PCMU,... 10.359.13:49476 (PCM... RTP-20120817152418477.mp3 3654720 |
§717/08/201... 17/08/2012.. 1035913:2496 (PCMUS... 10359.26:19618 RTP-20120817152022490.mp3 142848 b
§704/09/201... 04/09/2012.. 1034.68:19036 (PCMAS... 10.34.614:5058 (PCMA... RTP-20120904163949326.mp3 326592 b
§704/09/201... 04/09/2012.. 10346815490 (PCMUS... 1034.614:16376 (PCM... RTP-20120004164239472.mp3 436032 b

@

gﬂﬁ 3 dayansanay SIP (REGISTER)
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anavldan Trixbox, Elastix, AsteriskNOW, EZY
IP-PBX Souaninassmansonsléidilam=ligns
IR REsY swnanoes 2 udneueaawEss

3UN 4 MIanWaLRBINIRUNI

Jlu.hll.l AT AN LLL.LJ.J...J.L ll.LlL..u it L llml,hull L lLIl.h;l
3s 4s Ss 6s 7s 8s 9s

3 5 ansacafwiss Bidhais (1) —dhia (2)

299 ISANBox.A @sugnineslisansonsldiinle
a2l wRpaFo990 9 189910 ISANBox. A 81313n
Daldnulwilnaea SRTP ld evilwiFoagnid
5% §9m9 ISANBox.A Hlanansussmsidaldnm
Tnslnaas SRTP fidaLan ud& M3y IP-PBX Server
50 4 drinlinuiaisudnsunsideldanulnsinaes
SRTP ¥hlAidusnsaunildgnidrava ifaniw
lisuaslugunurueiosneg é’aa;ﬂlumﬁaﬁ 3

A1519N 3 HANNTNARDIANWINITRUNUN

IPPBX Server | Gndutdzafinnas widped
awnnwla | apmdiladnle
Worzla
Trixbox v v
Elastix v v
AsteriskNOW v v
EZY IP-PBX v v
ISANBox.A v X

(v) dlandguda (x) slanlidnsa
U U
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4.3 SIP Flooding Attack L‘ﬁlasl‘quf Server ﬂﬁmﬁ
n15UIN9

SIP Flooding Attack Liwtn ﬂﬁﬂm's;ﬂﬂ'«a AflgnanTn
fINANITNURANBA UG IP-PBX Server ldinaziiln
Qmmwmﬂﬁﬁmi NNIVNTUIRUIBUTENIANE
na1g (CPU) aznileanadn (Memory) il
mydsiuiedasRansondiziasil

1) Uiasnislduimoniela: Tuameriinisg
f;ﬂw wihodszanananasuazniiaanusiinige
miﬁwmmﬁugaﬁmﬂﬂa awldaunsadszuiana
fnaaang luvaeinld audusngrililisnann
lﬁu’%ﬂmﬂéaogmhﬁ'éiuq ¢ mInaaaslt Softphone
(PhonerLite 2.0) inmyasnzid puevalfusn139n
IP-PBX Server mm:ﬁuamnas’ﬁ']msﬂw niiu
@Na‘*?'iLﬁ@%u'jwzgﬂﬂﬁLaﬁmﬂﬁ’u‘%mmm IP-PBX
Server 130 bl

2) MIvwTeInslszaIaNanaly (CPU
Utilization) Lﬁ'wgaﬁ@ﬂﬂa%%"laj: n3glay
IP-PBX Server 91NHWA51980UMIANUVEIWIY
dszunawanans lagvinnsdseifiunaiasazaas
mynunsnuadouaiu 3 maﬁaﬁaumsﬁw
wnuzimaglay LLa:ﬂﬁﬁuﬁmﬁi‘m'ﬁiﬂw

3) #8AINT (Memory Usage) fmslfnuia
gaﬁ@ﬂn@%%a"l,u': sUupumMIUiinkaniIgnud
wnilannunsdizinnarsniiglszuananany

ﬂ@@@diﬂiﬁmﬁ’mmﬂﬁﬂ SIP Flooding Attack
lawld Backtrack 5 ¥inm3sadaniny INVITE lug3

IP-PBX Server ludamainuiiaady 11,111
Packets @ia?mﬁﬁa@"ﬁamqlugﬂﬁ 6 w3
Uszifin IP-PBX Server anudadians 3 9o (A
fMuualidsdu) mﬂwamsmaaa%aa@ﬂmué”a%ﬁ'@
fisnnual3lanadsit

1) Tm:ﬁﬂﬂﬂi’;ﬂjﬂu IP-PBX Server Naaad kg
Softphone ﬁ@@ﬁ”‘auuméaagﬂﬂw myasnzidon
Wevaldusn13a1n IP-PBX Server WadaLa3ad
gninsgnuftasnslivinslagauds an 1P-PBX
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./inviteflood ethO target_extension target_domain target_ip
number_of_packets

rootlibt : /pencest/voip/inviteflood$ ./invicteflcood ech0 1000 10.35.9.24
10.35.9.24 10000000

inviteflood - Version 2.0
June 09, 2006

source IPv4 addr:port = 10.35.9.19:9
dest IPv4 addr:port = 10.35.9.24:5060
targeted UA = 1000810.35.9.24

Flooding destination with 10000000 packets
sent: 141709

gﬂﬁ' 6 m33lasuuy SIP Flooding Attack

Server 113 5 o %mgﬂﬁaﬁu'mu@'lajmm'mﬂauﬁ'u
SIP Flooding Attack e

2) iudayanslinuvasmiisdszanananas
nng 13w laoudadu 3 e ldud feur
miglaw 30 wfl smeglan 60 Fwfl waans
gﬂﬁm 150 3% K39auNINNUILUIZNIANANA1VB
I[P-PBX Server nné’n:ﬁué’mé’mﬂuﬂﬂa lasvinms
nanad 30 a39 Wialildnanimanaslasady (x) A
sEeUAMUTDN 95% é’aa’gﬂlumﬁaﬁ 4

ms’mﬁ 4 CPU Utilization

IP PBX Before 30 Attack 60 After 150
Server
x(%) x(%) x(%)

Trixbox 0.13£0.13 91.28 493 | 848 +3.80
Elastix 0.17+£0.14 9645+321 | 18.75+£5.56
AsteriskNOW | 0.27 £0.18 9695254 | 1632444
EZY IP-PBX | 0.26 +0.17 88.98 +3.56 30.89 +4.37
ISANBox.A | 027 +0.17 50.3+0.13 3.83+2.03

NNANTIN 4 wuiwm:v‘hmi@wmiﬁwm
mammuﬂszmaﬂmaﬁﬁmiﬁwmgaq@ﬁa Asteris-
KNOW 96.95+2.54 uaz Elastix 96.45+3.21 3838941
1w Trixbox 91.2844.93, EZY IP-PBX 88.98+3.56,
ISANBOx.A 50.3+0.13 @MU810L HANINARDILEA
I#AuIN ISANBox.A dmsvinanuzesniisdszuia
Naﬂmﬂumngﬂﬂamﬁ'u%uﬁaﬂﬁzg@

mnﬁaga’[ugﬂﬁ 7 wudnﬁaﬁwﬁﬂmi?ﬂwiu
F29198771 30 37 MIFNITURINDUTEIARANET
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SIP Flooding Attack
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Eﬂﬁ 7 SIP Flooding Attack (CPU Utilization)

289 TP-PBX Server vanuadimsvnamdininedng
AnUnd Taoifeursnaarinamiouidy 100% Jifes
ISANBox.A iim37hamads 50% LLa:Lﬁa%qﬂmi
j:‘]l'huﬁmonm 90 3u#l MInuvaInILlIzNIe
nananspasLaunanuaEuiuewnaudulnaly
F9a17 130 Iwfilasiady oniiu EZY IP-PBX
Aldanfusnauiudndidisna 180 wnhas
fia ISANBox.A #n13¥119u189rUI18U52078Ka
ﬂmaﬁaﬂﬁqmﬁagﬂiﬂw uaz EZY IP-PBX l4iian
*‘ﬁuné’umLﬂuﬂﬂaﬁamuﬁq@Lﬁanwsgiawvl@ﬁuq@ao

3) mufiudayanisldnumisanuiives Ip-
PBX Server azthmufivdayalwion g dumaiiu
Fayanarhnusesmbhelzaananans lasazfiu
dayanng 13wl lasutadu 3 gasna ldun
dawiniaglan 30 Aufl vaueglan 60 Fufl was
ﬂ’]i;ﬂﬂﬁm 150 Aw#l [pwdganumaiudayaniag
UT2anaHaNa1T TINaNIINAaeIaILaasluanef 5

A1319N 5 Memory Usage

IP PBX Before 30 Attack 60 After 150
Server x(%) x(%) x(%)
Trixbox 290+0.0 30.83+0.17 | 29.49+0.09
Elastix 8.0+00 1162+043 | 995+0.29
Asterisk NOW 6000 8.53+042 7.35+0.16
EZY IP-PBX 29.0+0.0 3527+0.57 | 32.83+0.31
ISANBox.A 16.0+0.0 1692+0.07 | 1644 +£0.08
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SIP Flooding Attack
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gﬂ‘ﬁ. 8 SIP Flooding Attack (Memory Usage)

./rtpflood sourcename destinationname srcport destport numpackets
segno timestamp SSID

root@br : /pentest/voip/rrpflood$# ./rrpflood 10.35.9.23 10.35.9.24
8000 8002 10000 15000 2000 18800532

Will flood port 8002 from port 8000 10000 times
Using sequence number 15000 timestamp 2000 SSID 18800532

We have IP_HDRINCL
Number of Packets sent:

ISent 16631 160 1631 I

gﬂﬁ 9 n133lanuny RTP Flooding Attack

NN 5 msisudayanisldnunie
AN ﬁ]:m%slm‘ﬁUuﬁauuamﬁamsﬂawaaLL@iaz
IP-PBX Server lagazlaii/Sonifioununsnue Wiz
IP-PBX Server Laazarldauninaanuiiniieainy
T PRI waﬁvlﬁwudwmxﬁwmsjkm
éhﬁﬁmﬂ‘ﬁmwmﬂmwﬁ']guq@ﬁa EZY IP-PBX
6.72% 3898978 Elastix 3.62%, AsteriskNOW 2.53%,
Trixbox 1.82% &z ISANBox.A 0.92% ¢USIAL
mn“ﬂ”a;ujawu’jﬂummz’;ﬂwmﬂ"ﬁmwmﬂmmﬁiwaa
udaziRnduisaintiay é‘aLLa@ﬂugﬂﬁ 8 LAz
nmmsﬁué”mammymmaﬁwma@ﬂﬁaaﬁ'ugﬂﬁ 7

4.4 RTP Flooding Attack Lﬁ'a‘su NIBNIIEBNNN
nanadld Backtrack 5 n133la IP-PBX Server
wtuzfl Softphone (A) uaz Softphone (B) faavinns
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MNNANIINAFBINUIN Trixbox, Elastix, Asterisk
NOW, EZY IP-PBX Lﬁ'agﬂgiwﬁlﬁmsummﬁ@
?{usﬁaﬁﬂﬁ@mmﬁ@uﬁqmmweﬁ'maazhuﬁu"lﬁ%’@
# % ISANBox.A lifinansenula g \Redumsvinns
jlay sougasluansei 6

ms’mﬁ 6 Wan1Inaaad RTP Flooding Attack

SIP/2.0 200 OK

Via: SIP/2.0/UDP 10.35.9.13;branch=29hG4bKkfnyfaol;received=10.35.9.13;rport=5060
From: "1000" ;tag=hcykd

To: "1000" ;tag=as644fe807

Call-ID: jwtgckolgnoylaf@backtrack

CSeq: 134 REGISTER

User-Agent: Asterisk PBX

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY
Supported: replaces

Expires: 3600

Contact: ;expires=3600

Date: Tue, 01 Feb 2011 17:55:42 GMT

Content-Length: 0

gﬂ‘ﬁ 10 SIP OK Response

@ root@bt: /pentest/voip/teardown

(slandiiga (x) glawlisnise

4.5 Cancel/Bye Attack ti1in W8 a8 saaIia7
4uusnld Wireshark $nduen SIP OK Response
2843 Softphone (A) Waz Softphone (B) Yneasnzidon
\a2alfu3n1597n IP-PBX Server Soilan s GR
é’agﬂﬁ 10 ﬁ]”]ﬂ‘lf%?\t]ﬂﬂllﬁil&l Backtrack 5 lasldTaya
14 SIP OK Response Lﬁﬂﬁﬂﬂﬁ@ﬁ%é’@gﬂﬁ 11
AMNNANINARBINLIN IP-PBX Server Loy
ﬁv'wmLﬁagﬂgﬂwL'ﬂuwa’lﬁmiéamsﬁummﬂ%agu
ﬁg@]ﬂ”liﬁ%“fl%ﬂ@ﬂé%ﬁd flle9 ISANBox.A 7ldiAe
wansznula g lusazyhmaglay dauaadluasai 7

@13191 7 Cancel/Bye Attack

IP PBX Server Cancel/Bye Attack
Trixbox v
Elastix v
Asterisk NOW v
EZY IP-PBX v
ISANBox.A X

() shwduda (x) slaalignisa

5. andUsenauazayyl
ndspitldhiauenmsdsnfiudymduaina

Junsvasgazandudf VoIP 7l Asterisk 1ilu

IP-PBX %G"Lﬁ i Trixbox, Elastix, AsteriskNOW, EZY
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./teardown ethO 1000 10.35.9.24 10.35.9.24
backtrack hcykd asé44feg07

= 10.35.9.19:9
10.35.9.24:5060
1000@10.35.9.24

as644fe807
jwegckolqnoylgf@backtrack

IP PBX Server RTP Flooding Attack i
o/ voip/
Trixbox v jwtgckolqnoylqf@

A teardown - Version 1.0
Elastix v Feb. 17, 2006
Asterisk NOW v source IPv4 addr:port

dest  IPv4 addr:port =

targeted UA =
EZY IP-PBX v From Tag = neyka

To Tag =
ISANBox.A X Call ID =

zﬂ'ﬁl 11 n33lauuuy Cancel/Bye Attack
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