nmTImmswsEaandwIannite 17 22 aUL0 3 na. - 54, 255
The Journal of KMUTNB., Vol. 22, No. 3, Sep. - Dec. 2012

> (Y 1 [ Aa o 1
ﬂavlﬂﬂ']‘iﬁ‘i':ﬁ)ﬁ]ﬂ u,az‘ﬂ [AN] num‘sgfau LIULLDNNA Lﬂﬁ%zﬂ LL‘]J‘UGL‘WN

Taanistsauldiasnninios

A New Detection and Protection Mechanism Against Web Application
Attack with HTTPS Enforcement

= i a e {1* o o a aa 52
FUWN WRHWIWANNY - URS I ﬂi?%ﬂﬂ

Somnuk Puangpronpitag'™ and Nattavut Sriwiboon?

UnAnga

HypertextTransfer Protocol (HTTP) overTransport
Layer Security (TLS) %58 HTTPS ({{w3%n135asns
iagaﬁlﬁumLﬁaﬂaaﬁ'uﬁuLLawwaLﬂﬁ'uaNﬂmi
law@dndudoya msﬂhmmmdwgﬁﬂﬁ WRZMT
jlanuny Sidejacking atnglsfianunslandaas
3% TLS Strip Lﬂu’i%msﬁ;ﬁamﬁﬁwﬂ“ﬁﬁﬂﬁmﬁ
HTTPS inmsansnawisonauninit nsiaueds
maeutlutlymmslan@dauds TLS Strip uddisdl
daunwiassudszansnwlumsiloais lunuisedt
Javwainuslumsdsiliuvnamaun ldywwesnn
Ssurewwhiluazauaitmadontlodym laod
mInesaudszansnwuesismsiauolunudsui
HANINAROULEAI IS ANTAIND93 TN TLaUD
autlatfymnmslandiuledasds TLS Stip

v
v A

ard@n: HTTPS miglanuuuidudidni Side-

q

jacking, TLS Strip

Abstract

Hypertext Transfer Protocol (HTTP) over
Transport Layer Security (TLS) or HTTPS is a secure
communication method to protect web application
against eavesdropping attacks, such as cookie replay
attacks, sidejacking attacks, sniffing attacks. However,
the TLS stripping technique has been deployed by
attackers to bypass the HTTPS. According to the
literature, there have been several solutions recently
proposed to fix the TLS stripping problem; however
all of them still have some critical weaknesses.
Consequently, we have proposed in this paper an
evaluation of the previous solutions. After that, a
new solution has been proposed to fix the weakness.
The evaluation of our new solution on a test-bed
network has also been carried out. The experimental
results have revealed favorable features regarding our

solution.
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