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ABSTRACT

In this paper we present a case study of hacker/intrusion activities on newly registered
websites. We study how much of the incoming traffic is potentially malicious and if different
web designs attract different types of malicious ftraffic. To implement our study, we
simultaneously register and activate two websites - with similar designs but different content
- and a comparison website with no content. The sites run for two months on a platform of
a commercial web-hosting provider. The sites are registered under a domain of network
research consortium wirlab.net. The platform utilizes a standard Linux operating system with
an Apache web server with no known vulnerabilities. All network traffic to the sites is recorded
using the tcpdump application. Our analysis shows that more than 90% of all traffic to the
websites is potentially malicious. Moreover, most of the intrusion attempts use the ssh
(secure shell) protocol instead of http. Of the two non-empty web sites, the more adult
oriented one attracted more intrusion attempts. Moreover, we compare the newly registered
sites with an established site and notice differences in the web traffic.
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1. Introduction

According to a recent estimate, there are one billion websites on the World Wide Web
[1]. The same report states that Google deems over 50 million websites malicious: code on
these sites was either trying to steal information or install malicious software. In 2012, the
Sophos corporation [2] estimated that more than 30,000 websites are infected every day.
High profile website defacements (replacing the original content by misleading or insulting
messages) are likewise commonplace [3, 4]. Trying to get access to web servers (“‘website
hacking”) may have been originally a hobby of activists and pranksters, but it is now seen

as a more professional pursuit related to cybercrime [5, 6]. The motivation can be simply
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financial gain: a successful breach can turn a server computer into a crypto currency miner
[7].

A lot of research concentrates on preventing and detecting web server intrusion
attempts, [8-10] but, to our knowledge, there are less studies about profiles of web servers
that get compromised. In this paper we present a comparison of two simple websites that
are designed to appear as product/service advertisements. Both sites run in a standard Linux
virtual machine leased from an inexpensive service provider. A few days before the web
pages were uploaded, their domains were registered and the web server software (Apache)
started. Additionally, we leased and registered a third web site that only shows the Apache
default start page.

Data about network traffic to the sites was collected during a period of two months (in
the future we will collect data from much period). We tracked all incoming TCP and UDP
traffic using the tcpdump program. Neither of the websites was mentioned on any social
media or via e-mail discussion to anyone, nor were they promoted by using search engine
optimization on the pages. The site dataentryapp.wirlab.net describes a Windows/OSX
application that can be used to record survey data. The site bangkoktour.wirlab.net describes
a fictional tour guide company whose (only) service is to introduce tourists to Bangkok
nightlife. The empty (Apache default start page) website is registered with the name
pc123.wirlab.net. The front pages of each site are shown in Figure 1.

In this experiment, the research questions are (i) what is the proportion of
malicious/hacking traffic in comparison with legitimate traffic to newly registered websites (ii)
does the content of the website affect the size or proportion of malicious/hacking traffic and
(iii) does the traffic that the sites receive differ from traffic that an older, more established
website receives. The older site in question is wirlab.net’s main web server, which has been
active since 2001.

The rest of the paper is organized as follows. In Section 2, we describe the content and
provisioning of the websites, and how data about network traffic is collected. Moreover, we
study the traffic to the websites. Section 3 presents improvements to web server security

based on our findings and Section 4 summarizes the results.
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Figure1 Pc123.wirlab.net (top left), dataentryapp.wirlab.net (top right), and

bangkoktour.wirlab.net.

2. The Websites, Data Collection and Analysis

Our data collection period was Feb 14 — April 11 2017. At all three sites we were able
to see incoming traffic to a wide variety of ports, but much of the traffic was related to the
virtual machine hosting environment. The web server software was activated on Feb 16th.
The first http requests arrived within one hour after starting the web server software, and
even before the registration of the domain names were propagated by the domain name
system (DNS). However, other suspicious traffic started at both sites as soon as the virtual
machines were activated. We consider traffic suspicious (potentially malicious) if it consists
of requests to log in to the virtual machine (by ssh) or requests that test HTTP vulnerabilities.
It is, of course, possible that this kind of traffic originates from outsourced security

consultants, but we could not confirm this with the service provider.
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Table 1 shows the breakdown of incoming IPv4 traffic by destination port at the sites.
The amount of IPv6 traffic was insignificant. We see that for all the virtual machines, ssh
traffic has a large volume. Another interesting feature was the number of incoming

connections from different IP addresses.

Table1 Incoming Traffic by Packets

dataentryapp bangkoktour pc123
Incoming packets 1.8M 3.3M 3.3M
Incoming tcp packets 1.56M 3M 3.2M
ssh 14 M 2.9M 1.56M
http 17700 23300 1266
telnet 36000 33800 0
remote desktop 13600 2700 0
Incoming udp packets 270 000 460 000 7132
dns 256 000 447000 802
sip 6000 6000 0
ssdp 1800 2000 0
data/other 6000 2000 6330
Unique IP’s 60000 53600 21000

Table 2 shows the number of initiated ssh connections, and the number of IP addresses
where the connections originated. The number of initiated connections corresponds to “key
exchange init” packets in the ssh traffic. We can see that the bangkoktour site attracted twice
the amount of ssh connection attempts compared with the dataentryapp site. However,
connection attempts to bangkoktour originated from just 691 IP addresses, whereas attempts
to dataentryapp came from 1352 addresses. 142 of these addresses attempted ssh
connections to both sites. Surprisingly, these IP addresses are not listed at openbl.org, a
website that collects information about intrusion attempts. Figure 2 shows the distribution of

the attacks by date. The pc123 site received ssh connection attempts from a range of IP
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addresses, but the attempts were not as persistent as with the other sites. For all the sites,
most of the IP’s that tried to connect by ssh were located in China PR (IP geolocation for
the IP addresses was provided by www.infobyip.com). However, for the dataentryapp site,

the top originator site was in the Czech Republic.

Table 2 Incoming Ssh Connection Attempts

dataentryapp bangkoktour pci123
Number of attempts 151456 358400 126787
Unique IP’s 1352 691 3105

Compared to ssh connection attempts, there were few apparent intrusion attempts by
http. We can quite safely assume that a human user accesses a website using a standard
web browser that loads the images from the site. Since our sites had images, we should find
a request of loading them in the web server’s logs. However, there were none. Thus, it looks
like all the accesses were via computer programs. Some of these were web indexing
programs like Googlebot, but most requests were trying to find vulnerabilities in an obvious
way by issuing requests like “GET /current_config/passwd HTTP/1.1”. Dataentryapp and
bangkoktour were accessed from 650 and 611 IP addresses, respectively. 115 of these were
the same. Interestingly, only 10 of the addresses that tested web server vulnerabilities were
the same as those that tried to intrude by ssh. Dataentryapp received many more
connections (probable intrusion attempts) by the remote desktop protocol. Moreover, the
most active web server vulnerability probes came from North America and the Netherlands.
Details of http probes are shown in Table 3. This table contains, additionally, a comparison

with http traffic that www.wirlab.net received during the same time.
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Table 3  Features of HTTP Traffic

Dataentryapp Num. requests | Robots Probably Probably
malicious human

Request 2568 60 1456 0

Unique IP’s 650 36 70 0

Bangkoktour

Requests 2801 57 1897 0

Unique IP’s 611 40 126 0

Pc123

Requests 1316 53 1263 0

Unique IP’s 223 40 183 0

www.wirlab.net

Requests 26337 3458 7878 400

Unique IP’s 8697 668 6704 27

Comparing the http traffic of the newly registered sites with traffic of www.wirlab.net
(registered since 2001) reveals some more characteristics. Www.wirlab.net received almost
10 times the amount of http requests compared to either of the new sites. About 30% of the
traffic seems malicious. However, the newly registered sites received bursts of vulnerability
probes from the same IP addresses (ca 15 to 20 probes per address). Www.wirlab.net

received such requests only at the rate of 1.2 probes per address.

3. Towards Improved Web Server Security

Though brief, our data collection and analysis indicate that web servers are under
constant probes and intrusion attempts. However, we can see that the intrusion attempts are
not very sophisticated: the intruders’ favorite methods seem to be brute force or dictionary
based ssh break-in attempts (see e.g. [11]) and scripts that try to exploit web server

vulnerabilities that our web server does not have.
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Fortunately, it is possible to protect one’s web server against such intrusion attempts
by well-known “host hardening” [6] methods: up-to-date security patches, strong passwords,
firewalls and other intrusion detection systems; and backups.

® Security patches: most Linux/Apache based web servers run a popular Linux
distribution like Ubuntu, that can be configured to apply security updates automatically. To
our knowledge, the most recent critical vulnerability was heartbleed [12] that affected the ssh
service. The servers used in the case study were not vulnerable to it.

e Strong passwords: in our virtual machines, the only login method was using ssh. The
ssh user account had a long, randomly generated password.

® Firewalls and other intrusion detection systems: the popular software-based firewall
Snort [9] can be configured to detect and stop requests like “GET /current_config/passwd
HTTP/1.1” discussed in Section 3.

® Backups: if the website is compromised, the most obvious recovery method is to re-
create it completely by using a new virtual machine and the most recent backup of the web

pages.

4. Summary, Conclusions and Future Work

In this case study, the research questions were (i) what is the proportion of
malicious/hacking traffic in comparison with legitimate traffic to newly registered web sites
(i) does the content of the website affect the size or proportion of malicious/hacking traffic
and (iii) does the incoming http traffic of newly registered web sites differ from that of older
sites.

We registered three web sites, pc123.wirlab.net (that shows only Apache default page),
dataentryapp.wirlab.net and bangkoktour.wirlab.net using a low-cost virtual machine
provider. In all the newly registered sites, potential intrusion attempts by the ssh protocol
started almost as soon as the virtual machines were set up, and intrusion attempts by http
occurred within 1h — 12h of turning on the web server software. Most of the incoming traffic
was intrusion attempts: trying to crack ssh credentials or trying to gain access by web server-
related vulnerabilities. We estimate that the proportion of malicious/hacking traffic was about
90%, but the exact number is difficult to establish since some of the traffic could be standard

probes and updates by the virtual machine provider.
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The dataentryapp.wirlab.net and bangkoktour.wirlab.net websites contained a form that
a customer can fill in and a working e-mail address. The form and the e-mail address could
have attracted interest from website scanners since implementing forms often provides
opportunities to find vulnerabilities, and e-mails can be harvested and sold for marketing.
However, the forms were not submitted with false data, nor did we receive any mail from the
e-mail addresses.

Bangkoktour.wirlab.net received much more ssh intrusion attempts than dataentryapp
and pc123, but the amount of intrusion attempts by http was fairly similar at both
dataentryapp and bangkoktour. It is interesting to note that the attempts most often did not
originate from the same IP addresses. Moreover, the source of http intrusion attempts was
often in the US and the Netherlands, whereas the ssh attempts came most often from China.

We see interesting differences when we compare http traffic of these newly registered
sites with http traffic to a more established site, www.wirlab.net. The newly registered sites
received a lot of malicious requests from a small set of IP addresses (15 to 20 requests per
address), whereas www.wirlab.net received malicious requests from a wider set (1.2
requests).

Since our sample of web sites was very limited, this case study only serves as a proof
of concept for a much larger, and longer-term data collection®. The case study was limited
in other aspects, too: the websites (dataentryapp and bangkoktour) had only one script,
whereas hackers are probably more attracted by e-commerce and content management
system (CMS) websites that rely heavily on scripts. To our knowledge, research on security
of CMS systems has concentrated in finding vulnerabilities in CMS’s rather than in empirical
analysis [13]. Thus, in the future, our research will concentrate in (i) long term changes in
traffic patterns and (ii) analysis of targeted attacks to e-commerce platforms.

This research has been partially supported by Webster University Thailand grant “Big
Data Integration” 19th June 2017.

® Our reference site, www.wirlab.net has web server logs since 2005. Our reference CMS
site (running WordPress) has been active for 4 years. Both of these are “real” web sites

serving an active user community.
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