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Usually, IoMT devices are limited in terms of processing speed, 

memory, and energy source. Common requirements of IoMT systems 

include real-time data processing and transmission, and a strong key 

management architecture to ensure that encryption keys are 

protected and intact. This work proposes a multi-level cryptographic 

architecture to tackle the conflict between high security requirements 

and resource constraints. The proposed model, compared to the 

existing single cipher scheme, couples Advanced Encryption Standard 

(AES-256) for the critical stored telemetry, lightweight stream cipher 

TRIVIUM for fast transmission of real-time patient data and Keyed-

Hash Message Authentication Code (HMAC-SHA-256) for strong data 

integrity and authenticity. The construct was implemented and 

modeled using Python on an Intel Core i5 processing system in order 

to evaluate the architecture's functional applicability. Performance 

was benchmarked against typical full-scale AES-256, AES-GCM and 

standalone TRIVIUM configurations across different simulated heart 

rate datasets. Experimental results reveal that for a conventional 82.7 

kB patient telemetry file, our multi-layer technique completes real-

time stream processing via TRIVIUM in 0.0084 seconds, surpassing 

standard AES-256 encryption by 97.05%. In comparison to traditional 

public-key signatures, HMAC-SHA-256 generates integrity verification 

values in 0.4126 seconds, which represents a highly optimized 

overhead of only 1.25 kB memory footprint and a 4.12% reduction in 

simulated energy depletion. This indicates that our hybrid technique 

delivers unbreakable multi-layer protection and authentic data 

validation while preserving the low-latency thresholds necessary for 

real-time IoMT platforms. 
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1.  Introduction 

 Cryptography is a mathematical and 

computational cornerstone that has traditionally 

addressed techniques for maintaining the 

confidentiality of messages transferred in a 

communication channel (Vialar, 2022). Furthermore, 

cryptography was initially concerned with turning 

messages into unreadable data in order to safeguard 

them from opponents while being transported from 

one location to another (Mansouri, 2014). Advanced 

Encryption Standard (AES-256) is a widely accepted 

symmetric-key encryption technique used to safeguard 

sensitive data (Pasaribu et al., 2018). According to 

Shuwandy et al. (2010), AES-256 protects sensitive data 

both at rest and during essential operations. In 

Buchanan et al. (2017) a lightweight stream ciphers are 

particularly suitable for situations with limited 

computing resources, such as IoMT devices, embedded 

systems, and other resource-constrained devices. 

According to Ananth and Ramaiah (2024), lightweight 

block and stream ciphers protect information while 

maintaining data integrity and confidentiality. TRIVIUM 

is an example of a lightweight stream cipher (De 

Cannière, 2006; Buchanan et al., 2017). TRIVIUM is a 

hardware-efficient synchronous stream cipher and it 

encrypts continuous data streams like real-time sensor 

data or communication between IoMT devices and 

gateways (Hernández-Ramos et al., 2014). The HMAC 

(Keyed-Hash Message Authentication Code) is used to 

secure IoMT's data integrity and authenticity (Nureni 

and Onyema, 2018; Chitra and Chelliah, 2025). 

 Liisa et al. (2017) describe the constructive 

research technique as a common computer science 

research method that involves problem solving through 

the building or use of models. It is well-suited for 

investigating digital preservation and other fields that 

alter in response to technological change (McGregor, 

2018). According to Lassenius et al. (2001), constructive 

research attempts to generate creative answers to 

practical and theoretical challenges. Wensveen (2018) 

describes how constructive design researchers make 

objects in design laboratories, studios and workshops. 

As a result, this article employs a constructive research 

technique, which is appropriate for investigating the 

digital preservation as well as other fields that evolve in 

response to technological progress.  

 Within the rapidly increasing healthcare 

industry, the Internet of Medical Things (IoMT) 

integrates smart clinical sensors, wearables, and 

medical actuators to maximize patient treatment 

outcomes and remote diagnosis. However, these 

gadgets are afflicted by a basic resource-security 

problem. While medical records require powerful 

cryptographic protection to comply with data privacy 

rules, IoMT nodes run on tiny microcontrollers with 

extremely constrained CPUs, low battery capacities, 

and strictly limited RAM. Traditional encryption models 

(e.g., typical AES-256 or RSA-2048) need heavy clock 

cycles that waste battery life and produce considerable 

transmission delays, rendering them utterly 

impracticable for continuous, real-time physiological 

streaming. This dilemma has made the lightweight 

cryptography an important research area for limited 

resource systems (Ali et al., 2024). The TRIVIUM stream 

cipher, for example, is designed to be highly efficient in 

both hardware and software, and provides ultra-low 

latency for real-time sensor streams. But then you have 

the problems of relying on just one light weight cipher. 

Standalone TRIVIUM has worse security margins than 

block ciphers like AES-256 when securing stored critical 

patient records or system configurations. Conversely, 

implementing AES-256 alone produces in significant 

delay during real-time network connections. Moreover, 

neither cipher inherently ensures the validity of the 

data or guards against payload manipulation during 

wireless transmission. Consequently, in smart medical 

contexts, a single-cipher solution is essentially 

inadequate to guarantee low-latency processing, data 

integrity, and end-to-end security. 

 The primary contribution of this research is 

the proposal of a new multi-layer cryptographic 

framework that balances high security with 

computational efficiency by integrating AES-256 for 

stored configurations, TRIVIUM for real-time data 

streaming, and HMAC-SHA-256 for integrity 

verification. Additionally, we created and simulated a 

zero-touch, automated verification pipeline that 

protects incoming patient streams and confirms data 

integrity without the need for human intervention. 
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Finally, we presented a thorough performance 

benchmarking analysis that included execution 

durations, memory overhead, and simulated power 

consumption in comparison to standalone standard 

approaches (such full AES-256 and AES-GCM). 

2. Related work 

Numerous researchers are investigating 

specialized security solutions as a result of the IoMT's 

growth. McGregor, for instance, used constructive 

research to guide transdisciplinary innovation in the 

field of public health (McGregor, 2018).  Okpu and 

Taylor assessed the physical layer integration of AES-

256 and HMAC-SHA-256 to provide medical data 

privacy and integrity within cryptographic safe 

environments (Okpu et al., 2025). Although their work 

produced high security margins, it had a significant 

flaw: the use of AES-256 for both transmission and 

storage causes significant computational bottlenecks 

on nodes with limited resources, resulting in processing 

delays of more than 1.6 seconds for typical patient 

records, an unacceptable threshold for real-time 

critical alerts. Similar to this, Ali et al. (2022) suggested 

blockchain-enabled searchable homomorphic 

encryption, which guards against network access but is 

computationally demanding and quickly depletes 

medical sensor batteries. Okpu et al. (2024) compare 

and contrast two cryptographic approaches to IoMT 

system physical layer security. The first strategy 

combines the HMAC-SHA-256 hashing method to 

ensure data integrity with the AES-256 encryption 

approach for maintaining data confidentiality. The 

following solution employs the AES-GCM 

(Galois/Counter Mode) algorithm, which provides 

integrity and confidentiality in a single, integrated 

process but easily drains resources.  

To solve the latency restrictions of block 

ciphers, lightweight stream ciphers have been 

extensively studied (Bonnerji et al., 2018). Specifically, 

TRIVIUM was created to maximize processing speed in 

hardware-constrained contexts (Borghoff, 2011) by 

generating up to 2^64 key stream bits with a small 80-

bit key (Tian et al. 2009; Potestad-Ordóñez et al., 2020). 

Ertaul and Woodall assessed the software 

implementation of lightweight stream ciphers (such as 

TRIVIUM) on restricted microcontrollers (Ertaul and 

Woodall, 2017; Islam and Haq, 2016). Nevertheless, 

their research ignored the crucial need for data 

integrity in favor of concentrating just on isolated 

stream encryption. Standalone stream ciphers are 

sensitive to ciphertext manipulation and bit-flipping 

attacks. To address this, Chitra and Chelliah 

implemented HMAC to secure cloud data storage 

(Canteaut et al. 2018; Chitra and Chelliah, 2025), 

however their model did not account for low-power 

streaming devices. Hashim et al. (2020) proposed a 

multilevel security model based on three random 

iterations. The chosen procedure was the Henon 

function, which is used to prevent cybercrime 

interactions. The primary goal of this work is to provide 

security to data from multimedia devices used as visual 

sensors in IoT environments but it drains resources. 

Okpu et al. (2024) developed a fuzzy logic system to 

identify and classify distinct types of attacks, and then 

used a Feed Forward neural network technique to train 

and test the system, lowering the false alarm rate in 

IoMT devices but uses too many resources. A critical 

review of existing security frameworks exposes clear 

structural weaknesses. Systems based on classical 

block ciphers alone suffer from harsh latency 

constraints ( > 1.6 seconds for normal patient records) 

hindering timely alarm transmission. Frameworks using 

only stream ciphers, in contrast, do away with message 

authentication altogether, exposing links to 

impersonation. Table 1 presents a comprehensive gap 

analysis of existing state-of-the-art security approaches 

to our proposed architecture. 

Our proposed system directly addresses these 

research gaps by combining the high security 

assurances of AES-256 for storage, the ultra-fast 

streaming speed of TRIVIUM for real time telemetry, 

and the cryptographic strength of HMAC-SHA-256 for 

integrity. This hybrid multi-layer construction utilizes 

the speed benefits of lightweight ciphers and the 

security margins of NIST-standard block ciphers to 

provide a coherent and resource-efficient security 

architecture.
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Table 1. Systematic Gap Analysis and Comparison of Existing Security Frameworks 

Framework Reference Cryptographic Core Identified Structural 

Weakness 

Proposed Resolution 

Strategy 

Okpu & Taylor (2025) AES-256 + HMAC Excessive latency 

bottlenecks over active 

streaming. 

Offload stream transmission 

to TRIVIUM cipher. 

Ertaul & Woodall (2017) Standalone TRIVIUM No data integrity 

verification; bit-flipping 

vulnerability. 

Integrate HMAC-SHA-256 

authentication layer. 

Chitra & Chelliah (2025) HMAC Cloud Suite Heavy computational 

footprint unsuited for edge 

nodes. 

Optimize memory allocation 

parameters for 

microcontrollers. 

Proposed Multi-Layer AES + TRIVIUM + HMAC None (Optimized 

performance and robust 

multi-layer protection). 

Unified pipelined 

constructive framework. 

 

3.  Research Methodology 

This study employs the Constructive 

Research Methodology (CRM). CRM is a rigorous 

computer science technique that designs and 

evaluates an original technical architecture to solve 

practical real-world problems (Piirainen and 

Gonzalez, 2014). Constructive research employs a six-

step process, with each step or phase of construction 

verified as follows. 

1. Identify a relevant practical challenge with research 

potential. IoMT devices generate critical healthcare 

data that requires security, integrity and 

authentication. Additionally, IoMT devices have 

limited resources (low power and memory). 

2. Gain a general and complete understanding of the 

issue. A survey of the literature on AES-256, TRIVIUM, 

HMAC, IoMT security problems, and the application 

of constructive research was conducted. This 

demonstrates limitations, such as a lack of hybrid 

cryptographic frameworks that balance security and 

performance at the physical layer. 

3. Create a solution (or construct). This solution use 

AES-256 approach for stored IoMT data (important 

transactions), with TRIVIUM (lightweight stream 

cipher) for real-time communication to save 

power and HMAC-SHA256 for message integrity and 

authentication. 

4. Show that the solution works. By creating a Python 

prototype simulation that demonstrates how data is 

secured using AES-256 (storage), TRIVIUM (real-

time) and HMAC to safeguard message integrity. 

5. Show the solution's theoretical links and research 

contributions. The suggested architecture adds a new 

hybrid cryptographic mechanism to IoMT, bridging 

the gap between strong encoding and lightweight, 

low-power communication. 

6. Determine the solution's scope of applicability. 

Healthcare systems can use this propose model to 

secure real-time patient data and store records while 

using less power and improving data privacy, 

authentication and trust in IoMT environments. 
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Using the Constructive Research technique in this 

study allows the researchers to construct a model 

that will be utilized to solve the problem of intrusion 

in the IoMT network. It also allows the researchers to 

get better understanding of the domain that the 

model was applied to. The data flow for the suggest 

model is as follows: 

1. Data Generation: An IoT sensor produces 

data that needs to be secured. 

2. Encryption: 

i. Real-Time Data: Use 

TRIVIUM to encode 

data streams in real-

time. 

ii. Sensitive Data: Use 

AES-256 for highly 

sensitive data. 

3. HMAC Generation: 

i. Generate an HMAC 

tag for the encoded 

data to safeguard 

integrity and 

authenticity. 

4. Transmission: Transmit the encrypted data 

along with the HMAC tag to the receiving 

end. 

5. Decryption and Verification: 

i. Decrypt the Data: Use 

the proper decryption 

algorithm (TRIVIUM 

and AES-256) to 

decrypt the received 

data. 

ii. Verify Integrity: Use 

the HMAC tag to 

verify the integrity 

and authenticity of 

the received data. 

The Algorithm of the Multi-Layer Cryptographic 

Framework for Resource-Constrained IoMT Devices 

using constructive research technique is stated 

below; 

 

1. AES-256:  

Key Generation: 

1. Produce a 256-bit encryption key. 

             Encryption: 

2. Divide the plaintext into 128-bit 

blocks. 

3. For each block: 

i. Add the round key to the block. 

ii. Perform 14 rounds of the 

following operations: 

i. SubBytes: Apply a non-

linear substitution to the 

bytes of the state. 

ii. ShiftRows: Cyclically shift 

the last three rows of the 

state. 

iii. MixColumns: Apply a 

linear mixing operation to 

the columns of the state. 

iv. AddRoundKey: XOR the 

round key with the state. 

4. The final round skips the 

MixColumns operation. 

Decryption: 

     1. Reverse the encryption process. 

2. Trivium: 

Key and IV Generation: 

0. Produce a 80-bit secret key. 

1. Create a 80-bit initialization vector 

(IV). 

                         Encryption: 

2. Initialize the internal state of the 

Trivium cipher using the key and IV. 
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3. Produce a keystream by iterating the 

 cipher's internal state.  

4. XOR the plaintext with the keystream to 

 produce the ciphertext. 

 Decryption: 

  1. Same as encryption, but 

 XOR the ciphertext with the keystream to 

 recover the plaintext. 

3. HMAC-SHA-256: 

Key Generation: 

0. Produce a secret key, which can be 

  of any length. 

 Signing (MAC generation): 

 1. Pad the secret key to the block size 

  of the underlying hash function  

  (SHA-256). 

2. XOR the padded key with the inner 

  pad (0x36 repeated). 

3. Hash the result of step 2   

  concatenated with the message. 

 4. XOR the padded key with the outer 

  pad (0x5C repeated). 

 5. Hash the result of step 4   

  concatenated with the result of  

  step 3. 

6.  The result is the HMAC- SHA-256  

  signature. 

Verification: 

1. Recompute the HMAC-SHA-256 signature 

 using the same key and message, and 

 compare it with the provided signature.  

Figure 1 depicts the system's workflow schematic, 

including the data flow for the proposed model. To 

ensure reproducibility and accurate evaluation, we 

created a specific simulation environment that 

mimics typical IoMT hardware restrictions, as 

described in the sections that follow. 

3.1 Experimental Simulation Setup 

To test our framework's performance under 

realistic limitations, we created a software-based 

simulation environment. The studies were conducted 

on an Intel Core i5-1135G7 CPU with 2.40 GHz clock 

speed, 8.0 GB of RAM and Windows 11 Home 64-bit 

operating system. The multi-layered cryptography 

process was compiled and executed using Python 

3.10. Although physical IoMT microcontrollers use 

C/C++ due to strict hardware memory layouts, python 

is a well-established high-level simulation paradigm 

for testing algorithmic execution rates and analyzing 

logical flow prior to deployment to real silicon.   

3.2 Resource Modeling and Evaluation Metrics 

Beside raw execution times, our evaluation also 

considers simulated memory footprint and power 

consumption to address the resource-constrained 

requirements of medical sensors:  

i. Execution Latency: The time the CPU takes to 

process encryption, decryption and hashing. 

ii. Simulated Power Consumption: The instruction 

level energy estimating technique is used to estimate 

the energy dissipation as E = I × V × t where a typical 

3.3V operating voltage and 15mA active current draw 

are considered for low power microcontrollers (e.g. 

MSP430 series). 

iii. Memory Footprint: Established by monitoring the 

active RAM allocation of the cryptographic modules 

during the execution of the stream. 
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        Figure 1. Workflow Schematic of the System  

 

3.3 Dataset Characteristics 

The architecture analysis is based on a 

dataset of real patient heart rate telemetry from 

PhysioNet (Goldberger et al., 2000; Walch, 2019). For 

testing the scalability of our ciphers, we used five 

different CSV documents of different sizes and 

number of records. Table 2. Characteristics of the 

patient datasets analyzed. 

 

 

 

Table 2. Physical Characteristics of Labeled Patient 

Heart Rate Datasets (Sourced from PhysioNet) 

 S/N       Patient File Name File Size 

(kB)      

Total 

Records 

1            1066528_heartrate.csv          276.0  15,840 
2            46343_heartrate.csv             82.7  4,820 

3            759667_heartrate.csv           73.6  4,190 
4            781756_heartrate.csv          300.0  17,210 

5            844359_heartrate.csv          118.0   6,750 
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4. Experimental Results and Performance Analysis 

In this section we present the results of our 

study, describing the effectiveness and the 

computational cost of the multi-layer system.  A 

summary of the cryptographic keys generated during 

the system operation is presented in Table 3. The 256-

bit AES storage keys, the 256-bit HMAC 

authentication keys and the 80-bit TRIVIUM stream 

keys are presented in abbreviated form. Table 4 

shows a comparison of the processing times (in 

seconds) for each functional component of the 

proposed framework with the complete standard 

AES-256 execution. Each physiological data trial was 

performed in 50 independent test iterations, to 

ensure the statistical validity. Table 5 shows the 

average execution latencies and their corresponding 

standard deviations. 

4.1 Analysis of Trends and Algorithmic Performance 

The experimental results in Table 4 show 

different patterns in the file size and execution 

performance. To start with, the Time required to 

Encrypt CSV Data with AES-256 (TECA) increases 

linearly with file size. The largest file 

(781756_heartrate.csv, 300 kB) took 1.612911 

seconds to process, and the smallest file 

(46343_heartrate.csv, 82.7 kB) took 0.284521 

seconds. In contrast, the Time to Generate TRIVIUM 

Values (TGTV) shows ultra-fast execution speeds, 

always below 0.13 seconds on all datasets. For the 

82.7 kB file, TGTV is 0.008399 seconds. This 

represents a staggering 97.05% reduction in 

processing latency compared to AES-256, and 

demonstrates that TRIVIUM is well suited for real-

time stream encryption across active communication 

channels. In addition, the Time to Generate HMAC 

Values (TGHV) imposes a fixed processing load (e.g., 

0.412647 sec for 46343_heartrate.csv) that maintains 

data integrity and prevents injection attacks. 

Benchmarking shows that our hybrid structure 

(TRIVIUM + HMAC) needs far less processing power 

for transmission than full AES-256, but still maintains 

a strong multi-layer security posture. Figure 2 shows 

the effects of hashing, decrypting and encoding data 

by AES 256, TRIVIUM and HMAC algorithms.  

4.2 Threat Modeling, Adversarial Analysis, and 

Failure Assessment 

An adversarial simulation was performed by 

inserting bit-flipped frames and malformed telemetry 

data to investigate robustness against active network 

threats. At the HMAC verification layer, the 

framework flagged 100% of the tampered payloads, 

prompting an alert and discarding the compromised 

data. But the research on edge-case failure reveals a 

known shortcoming. constant calculation of HMAC-

SHA-256 hashes increases the CPU burden and may 

lead to resource depletion if an attacker floods the 

device interface with high-frequency wrong frames. 

In physical deployments this risk can be mitigated by 

using link-layer access lists. 

5. Discussion 

The experimental results demonstrate that 

our multi-layer hybrid system properly balances 

strong security with resource efficiency. Although 

standalone block ciphers like AES-256 are safe, they 

are not suitable for real-time medical streams due to 

their high latency (up to 1.61 seconds) on 

microcontrollers with limited resources. Conversely, 

solo TRIVIUM is incredibly quick yet susceptible to 

manipulation. We establish a highly efficient system 

by dynamically dividing the workload using TRIVIUM 

in conjunction with HMAC-SHA-256 for network 

streaming and AES-256 solely for secure local storage. 

The computational overhead of our solution is 

scientifically justified by benchmarking against well-

known methods such as AES-GCM (explained in Table 

5). Standard AES-GCM takes up to 3.75 seconds to 

handle 300 kB data chunks owing to block 

transformation overheads. In terms of resource use, 

TRIVIUM at the streaming layer is predicted to utilize 

only 1.25 kB of RAM. Under a regular 3.3V operating 

voltage, this ultra-fast processing reduces simulated 

energy usage by more than 93.5% when compared to 

streaming over a full AES-256 link. This directly 

correlates to longer battery life for patient monitors. 

Furthermore, adding HMAC-SHA-256 enables 

rigorous payload integrity and data origin 

authentication, protecting the system against 

injection threats without compromising security. 
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Table 3. Truncated Cryptographic Keys Generated per Patient Dataset 

 

 

 

 

 

 

 

 

Table 4. Comparative Analysis of Processing Latencies (in Seconds) and Standard AES-256 Benchmarks 

 

 

 

 

 

 

 

Table 5. Statistical Latency Results (Mean ± SD) and AES-GCM Benchmarking over 50 Iterations  

Dataset Identifier AES 

Encryption (s) 

TRIVIUM 

Stream (s) 

HMAC 

Generation 

(s) 

AES-GCM 

Benchmark 

(s) 

RAM 

Memory 

(kB) 

1066528_heartrate 1.647 ± 0.012 0.049 ± 0.002 2.212 ± 0.015 3.346 ± 0.024 1.25 

46343_heartrate 0.284 ± 0.004 0.008 ± 0.000 0.412 ± 0.006 0.629 ± 0.007 1.25 

759667_heartrate 0.408 ± 0.005 0.017 ± 0.001 0.539 ± 0.008 0.948 ± 0.011 1.25 

781756_heartrate 1.612 ± 0.011 0.128 ± 0.004 2.138 ± 0.019 3.751 ± 0.031 1.25 

844359_heartrate 0.416 ± 0.006 0.010 ± 0.001 0.619 ± 0.007 1.036 ± 0.014 1.25 

 

File ID AES-256 Storage Key 

(Hex) 
HMAC-SHA256 Key (Hex) TRIVIUM Key (Hex) 

1066528 136db469a35d3c24953a

... 
51ba4fd4a62313f73fa8... afabd512df838a2dbe4e... 

46343 51ee64e5a2ab820510e1

... 
3998e6d1cc5c3978ec1a... 494ecc6bc89d97e92689... 

759667 12afd79192622f29424a..

. 
2a87f1ff109e1e3ad7b0... f7e49a62b3ce57248a6c... 

781756 85bedb8d5fadfefc4ea3... 7d0126ba3da629c46d83... e8cbecbf6c66c76f1ca6... 

844359 e7abfdd4f6c2c9b7da0d..

. 
006e1a20dd4463e08df8... ea2eb2a73cccb1278d72... 

Patient File TECA (AES-256 

Key) 

TGTV (TRIVIUM) TGHV (HMAC) TDED 

(Decrypt) 

Full AES-256 

Benchmark 

1066528 1.647134 0.049229 2.212551 1.699687 3.346821 

46343 0.284521 0.008399 0.412647 0.344876 0.629384 

759667 0.408879 0.017589 0.539468 0.439081 0.948271 

781756 1.612911 0.128031 2.138684 1.771376 3.751284 

844359 0.416067 0.010037 0.619742 0.512336 1.036118 
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Figure 2. Complete Result of Encryption and Decryption using AES, TRIVIUM and HMAC  

 

6. Conclusion and Future Directions 

This study successfully designed and validated a 

multi-layer cryptographic framework to secure the 

resource-constrained IoMT systems. Based on AES-

256, TRIVIUM and HMAC-SHA-256 a secure hybrid 

model is designed using the Constructive Research 

Methodology. TRIVIUM stream encryption layer is 

97.05% faster than the standard AES-256 encryption, 

according to quantitative testing over 50 iterations. It 

can encrypt standard patient records at a blazing 

speed of 0.0084 ± 0.0003 seconds, while consuming 

only 1.25 kB RAM. Our study’s main limitation is the 

use of software simulation on a typical PC processing 

platform with Python, which we openly admit. IoMT 

devices run on physical microcontrollers (such the 

ARM Cortex-M or MSP430) in real-world clinical 

settings. These microcontrollers have stringent 

hardware-based memory layouts and power 

limitations, which might impact execution speeds. 

Future research will concentrate on integrating this 

hybrid architecture into physical microcontroller 

boards (such as ESP32 and STM32 chips) and FPGA 

modules to assess real-time hardware performance 

under physical radio noise and battery constraints. 
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