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Abstract

Supply chain transparency is essential in creating trust, traceability and accountability in today’s
global and distributed supply chains. The traditional supply chain management platforms are not
transparent, have no data repository, and are subject to manipulation by auditors with time—-consuming
audit procedures. The study identifies the nature of blockchain technology for enhancing transparency in
supply chains through decentralizing data sharing, access to data and effective consent mechanisms. A
controlled blockchain system was designed and tried with a kind of fake data of 50,000 data transactions
in five functional phases of the supply chain. It analysed the performance of Proof of work (PoW), Proof of
Stake (PoS), Practical Byzantine Fault Tolerance (PBFT) and Merkle tree based verification, in a practical way.
The findings show that compared to PoW, PBFT has a much better latency of transactions by a margin of
90 ms and throughput of 300 transactions per second; in contrast, PoW has 950 ms and 15 transactions per
second. The Merkle Tree verification also implemented greater transparency as accuracy rate in traceability
was enhanced to 99.8% and also decreased the time taken on auditing to 12 seconds per product which
was a cut in over 90 percent time in the current supply chain systems. Experiments on fault tolerance
revealed that PBFT could achieve ledger consistency even in the presence of a faulty node count in up to
33% of the nodes. Altogether, the results prove that the blockchain-based supply chain systems can
significantly enhance the transparency, traceability, and effectiveness of audit measures and can be non-

neglectable in an actual enterprise and regulatory context.

Keywords: Blockchain, Supply Chain Transparency, Traceability, Consensus Algorithms, Distributed Ledger
Technology

1. Introduction

With a world economy that is becoming more globalized and interconnected, supply chains have
become more complicated, thus having a variety of stakeholders located in various regions worldwide.
Although such complexity makes it efficient and scalable, it also creates a lot of issues concerning
transparency, traceability, data integrity, and trust. The conventional supply chain management systems are
highly centralized and rely on the disintegrated information exchange between manufacturers, suppliers,

logistics companies, and retailers. These systems are susceptible to manipulation of data, have no real-
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time visibility and it becomes hard to trace the source, flow and processing of goods at different points in
the supply chain lifecycle [1]. The implications of these restrictions are severe such as alternatives of fake
goods, unethical sourcing, and non-compliance with regulations, as well as decreased consumer
confidence. The blockchain technology has developed as an innovative solution that can help overcome
such issues by integrating transparent and secure and intrusion—free data sharing through the supply chains.
Blockchain is a distributed registry, and its operations include storing the transactions in blocks, which are
unchangeable and validated via consensus mechanisms [2]. This decentralized architecture is such that no
central authority is required and at the same time all such participants who have permission to do so have
access to one, common, and reliable version of supply chain data. Consequently, blockchain would increase
the visibility in the end-to-end, strengthen the accountability of the stakeholders, and allow things to be
tracked at any given time, as lateral visibility of goods on their way to destination [3]. Moreover, business
operations, including payments, compliance control, and quality control on the basis of preset regulations,
are automated with the use of smart contracts in blockchain-based supply chains. This saves on the amount
of manual intervention, minimises errors and enhances operation efficiency. Blockchain technology is also
supporting sustainability efforts by providing transparent product history and tracking, as well as ethical and
regulatory audits. As a result, the transparency of supply chain brought about by blockchain technology
has attracted both academic and industrial attention as a means to build resilient, trusted, efficient supply

chain ecosystems.

2. Related Works

The problem of improvement of blockchain technology in the context of increasing transparency,
security and sustainability in different supply chain environments has been studied in detail in recent years.
Jimenez—Castillo, et al. [15] proposed blockchain as a governance system of ecologically sustainable supply
chain management by studying the related use case. In their work, they demonstrate the benefits resulting
from use of immutable ledgers and decentralized control structures which increase accountability, limit
opportunistic behavior, and assist in environmental compliance. The paper highlights governance
transparency as an essential enabler of sustainable supply chains, whilst its scope is mainly on policy and
managerial implications as opposed to evaluating their performance in the systems level. The detailed
description of the blockchain management on the security, traceability and data integrity of the supply
chain was given in the context of the article by Karaduman Ozgur and Gulsena [16]. Their results verify that
blockchain is useful in enhancing end-to-end visibility, tamper resistance but also acknowledge scalability
and interoperability as nagging problems. While the latest developments are summarized in their review,
they are not validated experimentally on consensus mechanisms for realistic workload from supply chains.
Kiu et al. [17] have talked about the factors that promote and hinder blockchain adoption in construction
supply chains. Their analysis notes transparency, trust and traceability as the key forces behind adoption

whereas cost, technical complexity and regulatory uncertainty are hindrances. The research adds insightful

Journal of Manufacturing and Management Technology UMMT) Vol 5, No. 1, 2026 (January — June)

(SN
I



sanswalulagnIsnanazn1sInnIg

,\\ N T4 5 avvii 1 unsreu - dquien 2569

information on adoption, but it lacks quantitative results regarding the attained gains by transparency as a
result of the implementation of blockchain.

The study of Kostopoulos et al. [18] focused on outside commercial supply chains and reviewed
the works in the military sphere. They base their systematic review on the idea that blockchain enhances
secure logistics tracking, asset traceability, as well as the transparency of operations in defense operations.
Even though it is not a supply—chain-focused bit of research, their findings confirm that blockchain is strong
in high—security and multi stakeholder settings. Liu [19] was interested in the security of financial transactions
data provided by blockchain systems, and it shows enhanced effectiveness in the data integrity and fraud
resistance with the help of cryptographic tools. Although the supply chains are not specifically addressed
in this work, its security model can be applied in the transparent financial settlements and payments in the
blockchain supply chain environment. Liu and Wang [20] empirically examined the performance
implications of adopting blockchain in supply chains. In their research, they find that the adoption of
blockchain has a positive effect on the transparency of the supply chain and its performance, differently
depending on the organization and technological alignment. Though, their contribution is based on a high
degree of survey-based analysis but not on the experimentation on a system level. Ma et al. [21] assess
the usage of blockchain by consumers and discuss the impact that consumer quality preferences have on
blockchain implementation decisions. The authors conclude that transparency and verifiable and product
information are highly motivated reasons to adopt, especially in quality concerned markets.

Manuela and Ferreira [22] suggested the implementation of decentralized identity and digital twins
with blockchain to obtain verifiable product identity in agri-food supply chains. Their model goes beyond
simple traceability and provides more in-depth transparency, but the system becomes more complex.
Mulamba [23] performed systematic review on the application of blockchain in improving data security and
privacy in information systems and found it pertinent in the context of transparent data sharing. Narendra
et al. [24] and Nayal et al. [25] also applied blockchain to energy and agricultural supply chains and focused
on the advantages of sustainability and transparency. Lastly, Nofandi et al. [26] exhibited a blockchain
supply chain web-based system, which proved its practical feasibility but was not analyzed in terms of

performance.

3. Methods and Materials

The paper has embraced an experimental research design that uses blockchain solutions to assess
the role played by distributed supply chain ledger technologies to improve supply chain transparency,
traceability, and trust. The approach integrates transactional data, that is real-life based, through blockchain
network simulation, and consensus and verification algorithms that are typical in supply chain blockchain
systems [4]. The resources consist of synthetic yet realistic supply chain data, authorized blockchain

ecosystem, and four fundamental algorithms that help to ensure transparency and data integrity.
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3.1 Data Description

There are several tiers in the supply chain such as raw material suppliers, manufacturers, logistic

service providers, distributors and retailers. The transactions trace the movement and status of the products

through all stages of transportation. Attributes of the data are product ID, batch number, origin location,

timestamping, transporter ID, temperature and humidity as well as transaction hash. loT type sensor values

are also added to recreate the real time logistics monitoring. The data is recorded on-chain in hashed

varies, and descriptive statistics are stored off-chain to make sure of the scalability and privacy [5]. It is

assumed that the dataset size will be 50,000 transactions, which will be enough to examine the

performance, latency, and transparency metrics in realistic settings. Table 1 gives a summary of dataset

characteristics, which will be used in the study.

Table 1. Supply Chain Dataset Description

Parameter Description Value
Number of products Unique items tracked 1,000
Supply chain stages Supplier to retailer 5
Total transactions Blockchain records 50,000

Sensors per shipment  Environmental monitoring 3

Average block size Stored transactions 200 tx

3.2 Algorithms Used

Four algorithms are picked as they are relevant to blockchain—-based supply chain transparency,
Proof of Work (PoW), Proof of Stake (PoS), Practical Byzantine Fault Tolerance (PBFT), and Merkle Tree-
based Data Verification.

In Proof of Work (PoW), data integrity is achieved by having the nodes (miners) solve mathematical
puzzles before they can add a block. PoW offers high levels of immutability in supply chains, which ensures
that records of transactions cannot be altered [6]. It, however, causes high energy consumption and latency
and this can cut transparency in real-time. PoW is primarily used as a performance and security trade-off

metric, which can be used to evaluate other more efficient algorithms.

“Initialize difficulty
While true:
block.nonce <— random
hash «<— SHA256(block data + nonce)
If hash < difficulty target:
Broadcast block
Add block to chain

Break”
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The Proof of Stake (PoS) is evidence-based, which substitutes computation with economic staking
that is energy-intense. The validators are chosen according to their interest in the network and block
creation is accelerated and more energy efficient. PoS is also used in supply chain systems to enhance
transaction throughput, as well as to facilitate near real-time tracking, with decentralization. It makes it

especially applicable to consortium blockchains in which trusted parties are involved [7].

“Select validator based on stake
Validator proposes new block
Other validators verify block
If majority approve:

Add block to blockchain

Reward validator”

Practical Byzantine Fault Tolerance (PBFT) is permissioned and is therefore very suitable to
enterprise supply chains. PBFT enables the system to achieve consensus in case some nodes act
maliciously. It also provides low latency and high-throughput that allows product movements to be visible
as required [8]. PBFT maximizes transparency through validity of transactions as all of the authorized

participants are required to sign in on a transaction.

“Client sends request to primary
Primary broadcasts pre-prepare message
Replicas send prepare messages
If 2/3 prepares received:
Broadcast commit
If 2/3 commits received:

Execute request and add block”

To check the integrity of transactions efficiently Merkle Tree Verification is employed. Hashes on
transactions are stored in a tree format with the root hash of the transaction being the whole block. Any
change of data is detected immediately. Merkle Trees can be used in supply chains to facilitate transparent

auditing and fast verification of provenance of products without the need to reveal entire datasets [9].

“Hash all transactions
Pair hashes and hash again

Repeat until root hash obtained
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Store root hash in block header

Verify transaction by recomputing path”

3.3 Performance Evaluation

The algorithms are tested according to the performance measures concerning transparency like
transaction latency, throughput, fault tolerance, and energy efficiency. Simulated experiments are made to
compare the speed with which product data become visible to the participants and also the ability of the

system to withstand tampering or failure of a node [10].

4. Results and Analysis

4.1 Experimental Setup

The simulated environment that was used to carry out the experiments was a permissioned
blockchain where a multi-organizational supply chain network was simulated. The network has suppliers,
manufacturers, logistics companies, distributors and retailers that form blockchain nodes. Every node will
have a coordinated registry and will be engaged in validating transactions, depending on the desired
consensus algorithm. The test blockchain was implemented using 20 validator nodes and was created on
virtual environments in order to simulate the work of a real enterprise. A simulated sample of 50,000 supply
chain transactions was utilized, which is a real-life logistics process [11]. These transactions involve product
development, shipment positioning, quality, environmental sensor, delivery, etc. Every transaction was
hashed and stamped at the time of addition to the blockchain. Large metadata files were stored off-chain
and transaction hashes and verification pointers were on—chain to be scalable. Proof of Work (PoW), Proof
of Stake (PoS), Practical Byzantine Fault Tolerance (PBFT), and Merkle Tree based verification as the four
blockchain mechanisms were implemented and tested separately with the same conditions of workload.
Some of the transparency-related metrics studied were the visibility delay of a transaction, accuracy of

traceability, system throughput, fault tolerance and audit efficiency.
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Figure 1 “Blockchain Technology in Supply Chain Management: Enhancing Transparency and Efficiency”

4.2 Evaluation Metrics

In order to have an overall evaluation, the following metrics were put into measures:

nodes.

4.2.1 Transaction Latency: The amount of time it takes to make a transaction seen by all

4.2.2 Throughput: The amount of transactions that are done in one second.

behavior.

4.2.3 Traceability Accuracy: Capacity to reproduce product history accurately.

4.2.4 Fault Tolerance: Resilience of systems in the event of node failure/malicious

4.2.5 Audit Time: This is the time needed to check product provenance.

4.3 Experiment 1: Transaction Latency and Throughput Analysis

In the first experiment, system responsiveness was tested to increase the load of transactions. All

the consensus algorithms were experimented with between 5,000 and 50,000 transactions. PBFT was always

computational costs [12].

the lowest-latency protocol since its consensus is usually fast, whereas PoW was much bigger because of

Table 2. Latency and Throughput Comparison

Algorithm Avg. Latency (ms) Max Latency (ms) Throughput (tx/s)
Pow 950 1300 15
PoS 180 260 120
PBFT 90 140 300
Merkle Verification 20 35 1000

The findings suggest that the PBFT and Merkow-based verification would have a substantial contribution to

transparency through the provision of data in near-real-time to anyone related to the supply chain.
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Figure 2 “Blockchain in Supply Chain Market Size”

4.3 Experiment 2: Traceability and Data Integrity

In this experiment, the capability of the system to reconstruct the entire provenance of the product
was evaluated. Random audit questions were run in order to track products back to retailers. Merkle Trees
also facilitated a quick check of the integrity of transactions helped to enhance transparency and privacy

without providing the entire transaction information [13].

Table 3. Traceability Performance

Algorithm Traceability Accuracy (%) Data Tamper Detection
Pow 96.2 High
PoS 97.8 High
PBFT 99.1 Very High
Merkle Verification 99.8 Excellent

The Merkle Tree version was the most accurate and their use proved to be useful in the transparent and
verifiable auditing procedures.

4.4 Experiment 3: Fault Tolerance and Network Reliability

The controlled node failures and malicious behaviors were introduced to measure resilience.
Maximum 30 percent of nodes were switched offline or programmed to provide wrong transactions. At that,
PBFT ensured consistency of the system when not more than a third of nodes are faulty, but PoW and PoS

demonstrated once-off inconsistencies during recovery [14].
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Figure 3 “Role of Blockchain in Enhancing Supply Chain Transparency”

Table 4. Fault Tolerance Evaluation

Algorithm Max Faulty Nodes (%) Ledger Consistency Recovery Time (s)
Pow 20 Medium 45
PoS 25 Medium-High 30
PBFT 33 High 12
Merkle Verification N/A High 5

PBFT was also more reliable and this is essential in having a transparent and trustworthy supply chain record
keeping.

4.5 Experiment 4: Audit Efficiency and Compliance Verification
Regulatory compliance and transparency require audit efficiency. The time to conduct provenance and
compliance records audit was measured in this experiment [27]. Blockchain auditing was compared to

conventional central databases.

Table 5. Audit Time Comparison

System Audit Time per Product (s) Manual Effort  Error Probability
Traditional SCM 180 High Medium
PoW Blockchain 65 Medium Low
PoS Blockchain 40 Low Very Low

PBFT + Merkle 12 Very Low Minimal

PBFT-merkle combination saved more than 90% of the audit time than in the case of the traditional systems

and this indicates that it is effective in verifying compliance in a transparent manner.
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Figure 4 “Model of supply chain using blockchain for event data and point-to—point integration”

4.6 Experiment 5: Comparison with Related Work
The results were assessed in relation to the performance ranges reported in recent literature
involving supply chain studies built on blockchain to put the findings in the context. Associated work usually

documents a better traceability but can be characterized by increased latency or poor scalability [28].

Table 6. Comparison with Related Work

Approach Latency (ms) Traceability Scalability Transparency Level
Traditional SCM (Related Work Avg.) 1500 Low High Low
Blockchain (PoW-based) 900 High Low Medium
Blockchain (PoS-based) 250 High Medium High
Proposed PBFT + Merkle Model 90 Very High High Very High

However, the proposed approach shows considerably lower latency, greater transparency, and
greater scalability than related work, and therefore becomes more appropriate in supporting real-world
enterprise supply chains [29]. A systematic comparison with prior studies is presented in Table 7 to highlight

the distinctive features and contributions of the proposed framework.
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Table 7. Distinctive Features and Contributions of The Proposed Framework
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Blockchain Consensus Statistical
Study Research Focus Key Limitation
Mechanism Comparison Analysis
Focused on managerial
Jimenez- Blockchain
Sustainable supply and policy implications
Castillo et governance No No
chain governance rather than system
al. [15] framework
performance
Karaduman Lacked empirical

Security, traceability,  Blockchain-based

Ozgur and No No evaluation of

and data integrity SCM review
Gulsena [16] blockchain mechanisms
Blockchain adoption
Adoption Focused on adoption
Kiu et al. [17] in construction No No
framework barriers and drivers
supply chains
Other Insufficient comparison
Traceability and Single blockchain Rarely
Blockchain Limited across consensus
transparency protocol included
SCM Studies mechanisms
Supply chain
PoW, PoS, PBFT, Addresses scalability,
Proposed transparency, Comprehensive
and Merkle Tree Yes fault tolerance, and
Study traceability, and comparison

verification audit efficiency

audit efficiency

The comparison highlights several notable gaps in the existing body of research. First, prior studies
have largely emphasized conceptual models, governance structures, and challenges related to adoption,
while offering limited large-scale experimental validation. Second, there is a lack of systematic comparative
analysis of multiple blockchain consensus mechanisms within a single, controlled supply chain setting.
Third, the combined application of cryptographic verification methods such as Merkle Trees alongside
consensus protocols has not been extensively examined empirically. Finally, rigorous statistical evaluation
of performance outcomes is largely missing in earlier work.

To address these limitations, the present study develops and empirically evaluates a blockchain-
based supply chain transparency framework using a simulated dataset of 50,000 transactions across five
operational stages. In contrast to earlier research, this study provides a structured comparison of Proof of
Work (PoW), Proof of Stake (PoS), Practical Byzantine Fault Tolerance (PBFT), and Merkle Tree-based
verification under uniform experimental conditions, supported by statistical testing.

The results indicate that the PBFT mechanism, when integrated with Merkle Tree verification,
delivers the best overall performance across key indicators, including transaction latency, throughput,
traceability accuracy, audit efficiency, and fault tolerance. Accordingly, this research advances current
knowledge by offering both empirical evidence and methodological rigor on the role of blockchain

technologies in improving supply chain transparency.
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4.7 Result Discussion

As the results of the experiment clearly indicate, blockchain technology significantly contributes to

supply chain transparency in contrast to the traditional one. PBFT along with Merkle Tree verification is

among the reviewed mechanisms, and it was always superior to PoW and PoS in terms of latency, the

accuracy of the traceability mosse, and fault tolerance compared to the mentioned methods [30]. These

enhancements directly appeal to the major transparency issues, which include the latent disclosure, data

manipulation and complicated auditing systems. Moreover, the proposed model has better performance

than the existing ones at a practicable scale. The results provide confirmation that blockchain-based

platforms that have reliable consensus and validation mechanisms can serve as a solid foundation for the

creation of a transparent, secure, and accountable supply chain management system.

5. Conclusion

The study has shown that blockchain technology offers a powerful and effective solution to
overcome the lack of transparency in the complex, multi-stakeholder settings in the supply chain. Using
the decentralized quality, the immutability and the unalterability of blockchain, the suggested architecture
will solve essential concerns of the conventional supply chain systems, such as a lack of visibility, the
alteration of data, delayed information exchange, and inefficient auditing of the conventional system. The
conducted experiment proved that blockchain—based mechanisms considerably enhance the accuracy of
traceability, the real-time availability of data, and trust between participants of the supply chain. The
comparative analysis of the consensus and verification algorithm revealed that the latencies, throughput,
fault resistance and audit efficiency of permissioned blockchain systems and, in particular, the system that
used Practical Byzantine Fault Tolerance (PBFT) and the Merkle Tree verification technique were superior
to those of traditional systems. The proposed approach can be compared with related work and its shown
higher levels of transparency and scalability along with sensible feasibility to be adopted by an enterprise.
Furthermore, the results also suggest that blockchain can enable regulatory compliance, sustainability, and
consumer trust, as it can offer traceability and auditability for the products' journey and transactions.
Overall, it could be concluded that the present paper confirms that blockchain technology is not a mere
improvement, but a promising tool to support a model of supply chain management that is clean, resolute
and responsible. The future studies can build on this research by incorporating the use of Internet of Things
streams of data, superior methods of ensuring privacy and cross chain interoperability so as to enhance

more darkness and scalability in supply chain implementation in the real world.
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