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ABSTRACT

Key management is one of the challenging issues in
group communications. It is generally used to secure
multicast data transmission as well as preventing po-
tential eavesdropping by malicious attackers. Group
security key should be maintained for data encryp-
tion, while group key update and dissemination pro-
cesses are required when a new user joins or leaves
the group, which eventually lead to high communica-
tion and computation cost. Since eavesdrop activities
can be initiated by capturing the disseminated keys,
higher communication and computation cost due to
frequent updates also increase the possibility of at-
tack of multicast transmission. In this paper, a key
management scheme for IPv6 networks is proposed
to reduce communication and computation cost and
therefore, fewer security risks. The obtained results
from test-bed implementation show the efficiency of
proposed scheme in terms of communication and com-
putation cost, number of updated paths and security
index due to key updating, while at the same time
achieving both forward and backward secrecy.

Keywords: Group Communication Security, Key
Management, Wireless IPv6 Test-bed, Path Proba-
bility of Attack

1. INTRODUCTION

Multicast is an efficient way to distribute data from
one sender or multiple senders to multiple receivers.
It is sometimes called as one-to-many or many-to-
many communications [1–3].

One of the main challenges in multicast networks
is to protect data which is multicast to many partici-
pants. In general, the security method should provide
authenticity, confidentiality and data integrity. To
achieve this, several key management protocols have
been proposed to generate, distribute and update the
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key for data encryption. A common design for key
management protocol is to support the security of
network, transport and application layer [4]. When
a change in group membership occurs, the new key
needs to be generated and then sent to all members
of the group [5, 6]. It means one user/member can
affect all members to be updated, which is referred
to 1-affect-n problem. When a user joins the group,
it must be prevented to access the past data which is
called backward security. Similarly when a member
leaves the group, it must be prevented to access the
further data transmitted to the group, called forward
security [1, 7, 8].

Group key management protocols can be divided
into three categories, namely, centralized, decentral-
ized, and distributed. In centralized schemes, a Group
Controller (GC) or server handles the key genera-
tion, distribution and update process [1, 9, 10]. In
distributed schemes, these actions are taken by each
member and server. In decentralized schemes [11],
one large group is divided into some subgroups with
separate key management services. The advantages
and disadvantages of the existing methods will be dis-
cussed in the next section.

Some of the existing methods mentioned above are
based on key tree graph. The server can use logical
key tree graph to handle key management procedure
to achieve lower rekeying cost. Key management pro-
tocols based on the hierarchical tree significantly re-
duce the communication and computation cost [12,
13] which was proposed in [9, 14] and later was en-
hanced in [15–18]. The communication and compu-
tation cost of key updating is proportioned logarith-
mically to the size of the group [2].

In this paper, a decentralized multicast-unicast key
management scheme is proposed to reduce the secu-
rity risk, communication and computation cost of key
updating in IPv6 networks while at the same time
providing forward and backward secrecy. Specifically,
we extend our previous work in [19], and consider the
different types of DoS attacks, and improvement of
the framework of the proposed scheme. In our pro-
posed scheme, the key update process of multicast
network is divided into two levels: multicast level
from the server to the Access Points (APs) and uni-
cast level from APs to the end users. Here, each sub-
group under the AP (i.e., unicast mode) is respon-
sible for key management including distribution and
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update process. Whenever a user joins or leaves the
group, the entire member of the group does not need
to be updated, and therefore, the 1-affect-n problem
is prevented. Therefore, the communication and com-
putation cost due to arrival and departure of users
can be decreased since the key update process can be
handled by the AP or locally within the subgroup.
Our proposed scheme also solves the problem of cen-
tral key server failure in centralized scheme and un-
safe key derivation in distributed schemes. In addi-
tion to key management, the same multicast-unicast
paradigm can also be used for multicast data deliv-
ery. In [20, 21], we have shown that such a multicast-
unicast approach is able to increase the quality of
multicast services is wireless IPv6 networks.

The rest of the paper is organized as follow. Sec-
tion II provides an overview of several existing key
management methods, specifically on their advan-
tages and disadvantages. The multicast-unicast key
management is explained in Section III. Finally, the
test-bed implementation and performance evaluation
of our proposed multicast-unicast scheme is discussed
in Section IV, followed by some concluding remarks
and future extensions of our work.

2. RELATED WORKS

A summary of existing key management protocols
are described in this section.

Wallner et al. [9] proposed a Logical Key Hier-
archy (LKH) for Group Key (GK), Key Encryption
Key (KEK), and Individual Key (IK) of each user to
provide secure key management scheme for multicast
networks. A server constructs a virtual key tree and
considers all members as leaves of tree. Each mem-
ber holds all the keys up to the root of tree (server),
which is the group key. The intermediate nodes of
the tree are KEKs, which are used to encrypt the
IKs. Fig 1 shows the construction of key tree from
communication network of n users (U1...Un). When-
ever a new user join or leave the group, the server
re-construct the tree and then updates the members
with new keys to provide forward and backward se-
crecy. For example, if Un joins or leaves the group,
KEKm and GK need to be changed and sent to the
members who have access to these keys. This update
process is called rekeying procedure. LKH reduces
the number of required keys of rekeying, which de-
pends on the height of tree (h) and the type of tree.
The type of tree is considered as the number of chil-
dren of each node (denoted as d) in the tree, hence,
the tree is called d-ary tree where d > 2, and binary
tree where d = 2. The communication cost of join and
leave operations are 2∗h and d∗h, respectively, where
h = 1 + lognd . Now we derive the computation cost,
which refers to the number of key encryption (E), de-
cryption (D), derivation (F ), and random generation
(G) in the key management procedure. For join op-
eration in LKH, two encryptions for group key and
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Fig.1: Key tree construction from communication
network of n users.

individual key of the new member, and one key gener-
ation are required depend on the height of the logical
tree. Therefore, the computation cost is h(2E + G).
But in leave operation, the d encryption is required,
therefore the computation cost is h(dE +G).

In SKDC [1], a key server has built to implement
and perform rekeying for join and leave procedures
based on the key graphs. Specifically, a different key
hierarchy is proposed to solve the scalability problem
of large groups, and a user-key relation maintained
by trusted server is introduced. Suppose there are
nine users (u1 − u9); three users in three subgroups
(sub1 − sub3). Three keys are given to each user,
namely, individual key, group key, and subgroup key.
When a user leaves the group (let say sub1, which
now has two users), the server sends the new group
key to the users of sub1 and sub2 by encrypting with
the existing subgroup keys of sub2 and sub3. The
users in sub1 receives the new subgroup key which
is encrypted by individual key of each user, and new
group key which is encrypted with new subgroup key.
d ∗ logd(n) encryption is needed by the server to per-
form rekeying procedure, where n is the number of
members and is a power of d. In this method, a server
construct rekey messages and distribute to the mem-
bers based on the key graph. When join operation
occurs, only 1 key is needed for new member, while
in leave operation, (n− 1) keys for (n− 1) members
are needed. In regards to computation cost, two en-
cryptions for group key and individual key of the new
member, and one key generation are required in join
operation. However in leave operation, one key gen-
eration is done by the server with (n−1) encryptions
for the existing multicast members.

Recently, Shared Key Derivation (SKD) for group
key management was proposed by Lin et al. [2], which



Secure Multicast Group Communication Scheme in Wireless IPv6 Networks 9

can be classified as distributed scheme. Generally it is
proposed to reduce the communication and computa-
tion cost of rekeying procedure. Members can derive
the new key with shared key derivation and there-
fore, server does not need to generate and distribute
the new keys when membership changes due to mem-
ber join and leave. However, the communication cost
for join and leave operations depends on the h and
d, and equal to h and (d − 1) ∗ h, respectively. The
existing cryptographic function is used for key deriva-
tion function, which has the following criteria: i) by
giving derivation key, easy to compute key derivation
function, but by giving key derivation function, it is
impossible to compute derivation key. ii) by giving
the derivation key of all members, if computing the
derivation key is impossible, then computing the key
derivation function is impossible. Therefore, it is im-
possible to predict the new key without derivation
key. Strong encryption should be used to achieve a
secure multicast group.

Sherman and McGrew [10] proposed a scalable
centralized method based on One-way Function Trees
(OFT) for large dynamic groups. The rekeying proce-
dure is done from bottom to the up level of tree. The
communication cost is reduced to 1 + lg(n) (which is
equal to h) for join and leave operations, where n is
the number of members in the group. The key tree
is binary in this method, which means each node of
key tree has exactly two children. In addition, each
node has two cryptographic value, namely, node se-
cret and node key. Here, the cryptographic function
has the same criteria as SKD. A node can compute
the node key from the node secret, but by giving the
node key, it is impossible to compute the node se-
cret. The node secret is supposed to be distributed to
the members during group initialization stage, which
consist of three steps; i) establishment of shared key
between server and members, ii) OFT key tree con-
struction by server, and placing the members into the
tree, iii) each member compute the group key by us-
ing node secret, which is encrypted by node key and
broadcasted to all members by server. When a join or
leave operation occur, the server broadcast the new
node secret. Then all affected members (which are
in the path between the join/leave member and the
server) and server compute the new group key sepa-
rately.

The communication cost of join and leave opera-
tions for the OFT are equal to the height of the tree.
The computation cost also depend on the height of
the tree and can be summarized as h(2E +2F ) + 2G
and h(E + 2F ) for join and leave operation, respec-
tively.

In summary, the centralized approaches suffer from
circumventing a single point of vulnerability problem,
as well as 1-affect-n problem. The decentralized ap-
proach (e.g., Iolus [11]) is not well-defined and it is
difficult to implement in real network. In Iolus, the

subgroups are connected to each other by group se-
curity intermediaries by bridging between them. The
decryption and re-encryption happen when trans-
mitted data pass through a subgroup. With in-
creasing the number of subgroups connected to each
other, many encryptions/decryptions are required
and therefore, the computational cost increases. And
finally, in distributed approaches, since the members
are involved in the key derivation process, each mem-
ber should have enough information to derive the new
key. The key derivation is done using cryptographic
function, and thus a high computation cost with high
complexity is expected.

Therefore, we proposed a lightweight decentralized
approach that solves the above mentioned problems
experienced by the existing methods, reducing the
communication and computation cost, as well as pro-
viding a secure multicast communication.

3. THE PROPOSED MULTICAST-UNICAST
SCHEME

In this section, the theoretical framework of the
proposed scheme is explained and to show the effi-
ciency of our scheme, the following issues are out-
lined (which make our scheme more apparent); path
probability of attacks, scalability, intra-domain mo-
bility, preventing the inside-group attacks, and many-
to-many consideration.

The proposed key management scheme is based on
key generation, distribution and updating for multi-
cast in wireless IPv6 networks. The aim is to reduce
the communication and computation cost while in-
creasing the security of multicast over wireless IPv6
networks. Whenever a join or leave occurs, only a
subgroup is affected for updating. The following steps
summarizes the theoretical framework of the join op-
eration in our proposed method. The notation A →
B(m) denotes A sends message m to B.

1. New User → AP → Server (Join)

2. AP keeps the new user’s join record

3. Server authenticates new user

4. Server informs AP

5. AP updates routing table by adding new user’s MAC

6. AP → New user (Individual key)

7. AP → Subgroup users (New multicast key)

Similar description applies to a leave operation.
The following steps depict the leave operation of our
proposed method.

1. User → AP → Server (Leave)

2. AP keeps the user’s leave record

3. Server → AP → User (Acceptance)

4. AP updates routing table by deleting user’s MAC

5. AP → Existing users (New multicast key)

We have separated the communication network
into two levels, namely, multicast level from the server
to lowest level (i.e., AP), and unicast level from AP
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User requests to join/leave the multicast group

Authentication is done by AP/server

AP updates the routing table

Key generation, updating and distribution

Server streams a video to multicast group

AP converts the received multicast packets to unicast

AP forwards the packets to the members’ MAC address

 

Fig.2: Work Procedure of the Proposed Key Man-
agement Scheme.

to the end users. In the proposed scheme, the whole
group is divided to some subgroups which are man-
aged with one manager. The managers that can be
APs in wireless intra-domain networks are responsible
for key updating and unicast data delivery to the end
users instead of multicasting. Each AP, re-encrypt
the packets and send to the MAC address of wire-
less members. Fig 2 shows the work procedure of the
proposed key management and data delivery scheme.
The reason of converting multicast packets to uni-
cast MAC packets are; firstly, AP is layer 2 device
which has access up to the second layer of OSI model
(MAC layer), secondly, by changing the MAC address
of multicast packets to unicast MAC address without
changing the multicast IPv6 address, the end-to-end
multicasting is achieved. It should be noted that our
proposed scheme is viable with IPv4 as well. The
implementation of IPv6 protocol is considered in this
paper, which has been introduced to replace the con-
ventional IPv4 [22]. Therefore, the characteristics of
IPv6 in wireless network is taken into account by us-
ing IPv6 address for all members in our test-bed and
transmission of IPv6 packets. Moreover, the IPv6
test-bed considers the multicast transmission of real-
time traffic such as video application for evaluation
of the proposed scheme (shown in Fig 2).

Network
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Fig.3: An example of multicast network.

By dividing the multicast network into two sepa-
rated level, key updating is not needed for the whole
group when a join and leave operation of node are oc-
curred and therefore the number of key transmission,
and required bandwidth are minimized. The novelty
of our proposed method is the combination of mul-
ticast and unicast transmission and use in multicast
networks. By integrating both multicast and unicast,
the proposed scheme inherits their monumental ad-
vantages. The bandwidth advantage of multicast is
used from the server to the AP, and cost-reduced and
secured advantages of unicast transmission are used
from the AP to the members in wireless networks.

In our proposed scheme, only valid members can
access to the keys and data, only during the period
of their memberships to the group, hence, the for-
ward and backward secrecy are provided. In addi-
tion, the proposed scheme can protect the group keys
from inside-group and outside-group attackers, which
the existing methods did not consider it.

In the following we describe an example that can
adopt multicast-unicast scheme to improve the se-
curity of multicast over Wireless Local Area Net-
work (WLAN), while reducing the communication
and computation cost of rekeying procedure. Sup-
pose in a university, there are 4 faculties and each
faculty has 4 departments. Each department has dif-
ferent labs and lab areas, where students and lec-
turers with mobile devices can connect to the net-
work through APs. To support real-time lecturing
or video-conferencing, a server is located at the uni-
versity or outside which sends multicast streams to
groups of users. When a mobile user wishes to join
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Fig.4: An example of communication network.

or leave the group, a rekeying procedure is needed to
achieve forward and backward secrecy. To end that,
the server needs to update all the security keys which
lead to 1-affect-n problem and therefore high com-
munication and computation cost, and high security
risk. We can divide a large group (entire university)
to subgroups (each AP) based on the location area.
Each AP is responsible for key updating, therefore,
when a user join or leave the group, the server does
not need to update all members by new key.

The example described is illustrated in Fig 3.
There are 5 domains representing of faculties in a
university. Each domain is connected to the net-
work through AP and router. When a server (located
at the network) sends a multicast stream, it goes to
router and is forwarded to AP. Each AP handles the
key management and rekeying procedure. Whenever
a user (let say a user from domain 1) joins or leaves
the group, the rekeying procedure is needed only for
its domain.

3.1 Path Probability of Attack

Fig 4 illustrates a balanced communication net-
work, where server connected to two multicast router
(MR1 and MR2). Each router has two AP connec-
tion and 3 mobile users are connected to each AP.
Balanced communication network is considered for
simplicity, means that all the nodes in the same level
have the same outgoing paths or connection. For ex-
ample in 3rd level, each AP has connection to 3 mo-
bile users. Suppose a server key is Ks, when a join or
leave occurs, the server has to send a new key (i.e.,
K ′

s) to the all users. It means all the paths are af-
fected (by key updating) and the path probability of
attack is equal to the number of all affected paths.

Three levels from the server to end users are con-
sidered here. Let us denote i, j, and k, as the num-
ber of outgoing paths of each node in 1st, 2nd, and
3rd level, therefore, i=2, j=2, and k=3 in this exam-
ple. The number of paths in 1st, 2nd, and 3rd levels
are i, i*j, and i*j*k, respectively. For example P1
and P2 in 1st level, and P1.1, P1.2, P2.1, and P2.2

in 2nd level, and so on. Let denote Np as the to-
tal number of the paths in the network. Therefore,
Np = i+ (i ∗ j) + (i ∗ j ∗ k) = i ∗ (1 + j ∗ (1 + k)).

In this paper, we consider the probability of attack
based on the number of the paths which needs to be
updated. In the existing key tree-based approaches,
when a join or leave operation occurs, all the paths
are affected by new server key (i.e., i+(1+j*(1+k))
paths). But in our proposed scheme, when a join or
leave occurs, only k paths are affected. This is mainly
due to dividing the network into two separate levels,
namely, multicast level from server to AP, and unicast
level from AP to end users.

We define two parameters to evaluate the path
probability of attack, namely, Security Index (SI)
and Risk Index (RI). By reducing the risk of attack,
the security of the network is increased, therefore,
SI = 1/RI. SI is calculated as follow: SI = ρ/NP ,
where ρ is the probability of attack. By decreasing
the number of updated paths (NP ), the SI is in-
creased, meaning that our network is more secured.
When there is definitely an attack, then ρ = 1, and
when there is no attack, then ρ = 0.

3.2 Scalability

The proposed scheme can solve the scalability
problem by setting a trust center in each subgroup.
Trust center is an entity or device to be used for the
implementation of the proposed scheme. This trust
center can be implemented in AP, extra entity con-
nected to AP, or in a higher level of communication
network (e.g., faculty level or university level in our
example, or in base station in cellular network).

In fact, the situation here is same as when there
are many users try to connect to the AP using WiFi
at the same time. Since the AP can handle only 30
users at particular time [23, 24], to avoid unsuccessful
connection of users, the administrator should set and
install more APs in that area to allow more users’
connectivity.

3.3 Intra-domain Mobility

Suppose there are two intra-domains in one do-
main, (see domain 5 in Fig 3). AP1 and AP2 can com-
municate and update each other about their member-
ships. Whenever a user moves from one intra-domain
to another (e.g., user1 moves from AP1 to AP2),
there is no need for authentication again and rekey-
ing update for leave and join operation since AP2
has the record of the user. The advantage of this is-
sue is more apparent when user1 is traveling between
AP1 and AP2 frequently. The user can join or rejoin
the intra-domain very quickly without waiting for au-
thentication each time, which led to less packet lost
for real-time applications.
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3.4 Inside Group Attacks

AP is able to detect Denial-of-Service (DoS) or IP-
Spoofing attacks from any group members, and can
simply prevent the forged user to launch attack by
removing the MAC address of user from its routing
table. The attacker cannot connect to another intra-
domain where the intra-domain APs update each
other and therefore, they have the record of the at-
tackers. Refer to Fig 3, suppose user1 (in domain 5)
connects to AP1 and launches attack. AP1 is able
to detect and update AP2 (and other intra-domain
if exist) about this attack. After detection, AP1 ter-
minate the connection of attacker to prevent it from
sending forged packets to the network. If attacker
moves to AP2, AP2 will reject this user from regis-
tration to its group. As far as the attacker remains
in this domain, it is prevented to access the network.

We show that how our proposed method can de-
tect and prevent the different types of DoS attacks in
Section 4.2.

4. EXPERIMENTAL RESULTS AND EVAL-
UATION

The performance evaluation and feasibility of our
scheme are provided by implementation of real test-
bed. We setup a test-bed based on the communica-
tion network in Fig 4. Note that, all of the nodes
including server, routers, APs, and mobile users are
PC-based, which gives us an ability to run desired
program and self configurations. PC-based mobile
users are equipped with wireless card, which can con-
nect to the particular AP and working as wireless
user. We use Linux operating system (which can ac-
cess to the kernel and easy to run our programs) for
all nodes with global IPv6 address.

In the following subsections, we evaluate the com-
munication and computation cost of the proposed
key management scheme. Then, the detection and
prevention of different types of DoS attacks are dis-
cussed, followed by the results and discussion on the
path probability of attack.

4.1 Communication and Computation Cost

We evaluate the communication and computation
cost of the existing methods based on the explanation
of each method in Section 2, and compare with our
proposed scheme. From the test-bed we measure the
communication and computation cost by implement-
ing the proposed and existing (LKH, SKDC, SKD,
and OFT) methods. Therefore, the required pro-
grams are written in gcc on Linux. Fig. 5 shows the
communication cost of join operation for multicast-
unicast, LKH, SKDC, SKD, and OFT. LKH has the
highest communication cost compared to other meth-
ods, while multicast-unicast and SKDC offer the low-
est communication cost equal to 1 key only. By in-
creasing the number of mobile users, the communica-

Fig.5: Communication cost of join operation for
multicast-unicast, LKH, SKDC, SKD, and OFT.

Fig.6: Communication cost of leave operation for
multicast-unicast, LKH, SKDC, OFT, and SKD.

tion cost is increased for LKH, OFT, and SKD, while
it is constant in multicast-unicast and SKDC meth-
ods.

Fig. 6 illustrates the communication cost of leave
operation. As can be seen, our proposed multicast-
unicast method has lowest communication cost com-
pared to other methods. The communication cost of
leave operation for SKDC, LKH, OFT and SKD are
increased due to increasing of number of mobile users,
and SKDC offers the highest communication cost be-
cause all the members need new key when leave op-
eration occurs. In both join and leave operations,
the communication cost of our proposed multicast-
unicast method is constant due to the dividing the
communication network to two separate levels.

The computation cost of the server for the existing
and proposed method for join and leave operations
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Fig.7: Computation cost of join operation for
multicast-unicast, LKH, SKDC, SKD, and OFT.
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Fig.8: Computation cost of leave operation for
multicast-unicast, LKH, SKDC, OFT, and SKD.

are shown in Fig. 7 and Fig. 8 , respectively. As can
be seen, our proposed method experiences the low-
est computation cost compared to the other meth-
ods. OFT has the highest cost in join operation due
to the key derivation process. However in leave op-
eration, the computation cost of SKDC is increased
by increasing the number of users, and is higher than
the OFT, SKD, LKH, and our proposed method due
to key generation and distribution processes in the
server, which is required for all members in the group.

4.2 DoS Attack Detection

We wrote and installed a program on user1 to sim-
ulate DoS attack by sending malicious data (by us-
ing UDP port 5001) to the server through the AP1
(based on the network shown in Fig 4). This kind of
attack represents the inside group attacks described

Fig.9: DoS attack detection by AP.

in Section 3.4. The IPv6 addresses of user1 (attacker
here) and AP1 are 2404:1:1:1::20 and 2404:1:1:1::40,
respectively, as illustrated in Fig 9. The bandwidth
usage is increased to 51.5 Gbits/s for the interval of
10 second due to DoS attack. Then the AP1 detects
the attack and prevents the attacker to send malicious
data, which is shown in Fig 9, “connection refused”.
The MAC address of the attacker is blacklisted by
AP1, and therefore, the attacker cannot connect to
the AP1 anymore. Moreover, AP1 updates other APs
(e.g., AP2) in the same domain. From then, the at-
tacker is not able to connect to the network through
this domain.

To prevent the attack, we set a maximum thresh-
old for each user based on the bandwidth usage. If the
bandwidth usage reaches the specified threshold, the
AP behaves with it as attacker. Note that in the case
of many-to-many communications which user needs
more bandwidth usage, the user is not detected as at-
tacker if AP authenticates the user to be as a server.

It is worthwhile to highlight that the DoS attack
mentioned above is considered as inside group at-
tacks and it is not specially for multicast transmis-
sion. However, a possible DoS attack for multicast
transmission would be one where a node repeatedly
joins and leaves a secured group at a rate so fast that
rekeying takes longer than the join/leave sequence,
meaning that there are never any valid keys for the
subnet. Our proposed scheme can detect the so-called
“DoS-Key-Request” attack and prevent the attacker
by ignoring the join/leave request from it. The AP
keeps the record of the requests of each users and be-
have the user as attacker if a node repeatedly sends
the request.

It should be noted that in this case, even if the
attacker sends many join/leave requests, the mali-
cious requests affect the subgroup manager instead
of making the server busy due to the separated levels
of communication network in our proposed method.
This kind of attacks can be considered as one of dan-
gerous DoS attacks against multicast communication,
which can be detected and prevented in our proposed
method.

4.3 Path Probability of Attack

Referring the explanation of path probability of at-
tack in Section 3.1, we consider different communica-
tion networks based on different value of parameters
i, j, and k. Recall that i, j, and k are the number of
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Fig.10: Total number of updated paths.

Fig.11: Security index.

outgoing paths in 1st, 2nd, and 3rd level of the com-
munication network (shown in Fig. 4), respectively.
Two parameters are constant while one is increasing,
then we measure the number of updated paths (as il-
lustrated in Fig. 10) and security index of the network
(as illustrated in Fig. 11).

Fig. 10 illustrates the number of update paths
(NP ) of the existing and proposed methods for 1st,
2nd, and 3rd levels. The NP for 1st level means i
varies from 1 to 10 when j = 2, k = 3. As men-
tioned before, the number of update paths is equal to
k in multicast-unicast scheme, and therefore, the NP

is constant when i and j vary. But in the existing
method, NP is increased.

The NP for 2nd level means i = 2, j = 2, and k
varies from 1 to 10. The NP is increasing slowly in
multicast-unicast method when k is increased, while
in the existing method, the NP is increasing dramati-
cally when i, j, and k are increased (3rd level). When

NP is increased, the security index of the network is
reduced due to increasing the risk index and path
probability of attack.

Fig. 11 illustrates the security index (SI) of the
existing and proposed multicast-unicast methods.
When i, and j are increased, the SI of multicast-
unicast method is constant, but in the existing
method, the SI is decreased.

When k is increased, the SI of both methods is
decreased. But multicast-unicast method achieves
higher SI compared to the existing method due to
separating the communication network to two levels.
Recall that, whenever a join or leave operation oc-
curs, only a subgroup of users under an AP require
key updating which lead to small number of updated
paths and therefore, higher SI.

5. CONCLUSION AND FUTURE EXTEN-
SIONS

This paper proposed a new key management
scheme for multicast over wireless IPv6 networks.
The proposed multicast-unicast scheme, which di-
vides the multicast network to two separate levels,
solves the 1-affect-n problem, and reduces the com-
munication and computation cost of key updating.
Moreover, the proposed scheme is able to detect and
prevent different types of DoS attacks, and also im-
proves the security of the network by decreasing the
risk probability and increasing the security index
compared to the existing ones. It is implemented in
terms of experimental test-bed and the efficiency of
the scheme is apparent by show its superiority in real
time network.

The proposed key management scheme is able to
outperform the existing methods by significantly re-
ducing the communication and computation cost,
while at the same time providing secure multicast
communication.

At present, we are investigating the efficiency of
our proposed scheme in terms of computation and
storage cost or rekeying procedure for further im-
provement. At the same time, we are working on
implementation of our proposed scheme in larger ex-
perimental environment.
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