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ABSTRACT
Since mobile code can migrate from a remote site

to a host and can interact with the resources and fa-
cilities of the host, security becomes the key to the
success of mobile code computation. Existing mobile
code security mechanisms such as access control are
not able to fully address the import security proper-
ties of the host including confidentiality and integrity.
And these practices tend to protect the host from po-
tential attacks by confining the mobile code, thus will
impair the function of mobile code. Information-flow
policy is a technique that can ensure confidentiality,
however the analysis of the information flow is prac-
tically difficult. This paper describes an innovative
approach to provide Java mobile code system secu-
rity by bytecode analysis. The key technique of the
approach is the dependence analysis adapted to in-
formation flow analysis. A security model for mo-
bile code system is also proposed in this paper. By
this approach, two major properties of the host secu-
rity – integrity and confidentiality can be protected
while the additional restriction on mobile code can be
greatly avoided. A prototype has been implemented,
which can be applied to analyze Java class file, applet
and mobile agent.

Keywords: Mobile code security, Bytecode, Depen-
dence analysis, Information flow

1. INTRODUCTION

With the growth of distributed computers and net-
work systems and the Internet Technologies, the uti-
lization of mobile code system such as applets, mobile
agents systems is increasing. Mobile code utilization
may raise security problems because it is generated by
an untrusted producer and can run at a remote host
without user’s approval or intervention. Malicious
mobile code can attack the local host by destroying
data, releasing sensitive information. To avoid these
risks, existing security approaches focused on confin-
ing the mobile code so as to ensure that it can do
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no harm to the host but the cost is a large amount
of useful applications of mobile code are sacrificed to
comply with this security policy. The sand-boxing
technique can ensure the security of the host, but
it also unduly restricted the function of the mobile
code. For example, certain application needs infor-
mation from a file however it is considered sensitive
information of the host thus the privilege to read the
file cannot be granted to this application; therefore
this application can not get the information because
of the restriction of security policy. Although the ap-
plication does no harm to the host, it still cannot
fully perform its task without necessary information.
Furthermore, existing security approaches are inade-
quate and unsatisfactory to guarantee the data con-
fidentiality and integrity. These approaches can only
restrict the information release but not propagation.
Once information is released from its container the
accessing program may improperly transmit the in-
formation out in another form.

To address the inadequacies, several new ap-
proaches have been developed. Cryptographic code-
signing is a token that denotes a security property
of the signed code unit. This approach does no re-
striction on the mobile code. It works by certifying
the origin of the mobile code and its integrity, but it
cannot address the fundamental security risk inhered
in mobile code, which is related to the behavior of
mobile code. In another word, this approach can cer-
tify the producer but not the behavior of the mobile
code, thus the security of the host cannot be fully en-
sured. The Proof-carrying code (PCC) [17] approach
enables safe execution of a code from untrusted source
by requiring a producer to furnish a proof regard-
ing the safety of the mobile code. It is applicable to
generate proofs for simple properties such as mem-
ory safety, but for complex security properties, it is a
daunting problem to automatically generate proofs.
On the other hand, it is also very difficult for a pro-
ducer to know all the security policies which the con-
sumers are interested in when generating the proofs.
Other approaches, such as code verification [10,12],
code transformation [18], cannot fully address these
problems either. Information flow verifier focuses on
protecting confidentiality by information flow analy-
sis. The current approach is using type systems, by
which security properties are verified as ordinary data
type checking [21,22,23]. In this approach, the lack of
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principal type may result in the loss of precision [24].
The above approaches can protect the host against
attacks however they will restrict the mobile code to
a certain degree and can hardly enforce confidential-
ity and integrity of security policies.

Both [12] and [13] focus on handling information
flow policies. [12] transforms bytecode and uses JVM
verification, while [13] use abstract interpretation to
check the information flow inside the bytecode. These
approaches abstractly execute the bytecode in secrecy
level to verify information flow policy. The perfor-
mance can be a problem for large systems.

Java, a safe intermediate language, is widely used
in mobile code system transmitted in bytecode for-
mat. This paper describes a technique that protects
host security by verifying information flow via Java
bytecode analysis. There are three ingredients in
host security: integrity, confidentiality and availabil-
ity. The protection of availability is achieved by JVM
because of the safe characteristic of java language.
So the major properties need to be protected are in-
tegrity and confidentiality. If a program intends to
destroy a host’s integrity or to let out sensitive in-
formation from a host, it must access the system re-
sources first, like file system, network, or other I/O
devices. By this discretion, once the behaviors that
export data to system resource are controlled, the vio-
lation towards system integrity or confidentiality will
be prevented. In our approach, information-flow pol-
icy is applied to ensure confidentiality properties. An-
alyzing information flow inside a program is difficult
and has not been fully addressed yet. To address the
issue, information dependence analysis is introduced
in. Dependence analysis was originally used in pro-
grams written in high-level programming languages
used for software engineering such as program under-
standing, compiling optimization. In this paper, this
technique is introduced to analyze Java bytecode for
enforcing host information-flow policy.

The rest of the paper is organized as follows. Sec-
tion 2 gives related research background. Section 3
is an introduction of our approach, including security
model, verification mechanism, and the implementa-
tion. Section 4 is the conclusion.

2. BACKGROUND

2.1 Mobile Code Security

Mobile code from any arbitrary sources may be
executed in an environment that exposes access to
system resources, so the host may face the following
risks when the code is executed.
1. Denial of services. Execution code may monopo-
lize certain resource like screen, CPU time or thread-
ing service, etc. System may be rendered.
2. Corruption. Execution code may modify or erase
important data of the system.
3. Leakage. Mobile code may release sensitive infor-
mation to an outside party.

4. Spoofing. Mobile code may masquerade as another
one by faking the UI, thus fooling the users to entrust
them to obtain critical resources and data.

Viewing from the perspective of host security, the
following properties should be protected.
• Integrity. System resources should be protected
from unauthorized modification, erasing, or other
means of tampering.
• Confidentiality. Sensitive information should be
protected from being released by unauthorized chan-
nels.
• Availability. System should be protected from in-
terferences that affect its normal operation and avail-
ability of service.

Java is a strong typed intermediate language, and
many protections can be achieved by its safe char-
acteristic. The Java Virtual Machine (JVM) byte-
code [1,2] representation is specially designed to pro-
tect the execution units from interfering with each
other and from accessing the JVM’s internal state.
Firstly, JVM bytecode is strictly typed. Secondly, it
does not allow pointer arithmetic. Before dynami-
cally linked into the JVM, bytecode should pass the
verification to guarantee that it is type-safe. There-
fore, the system’s safety (in another word, low level
security) can be achieved by JVM bytecode verifica-
tion mechanism. Thus, in Java mobile code system,
the system integrity and confidentiality are the key
properties to ensure host security.

2.2 Java Bytecode

Because mobile code is transmitted in bytecode
format, understanding the characteristic of Java byte-
code is necessary.

In Java, programs are being compiled into a bi-
nary format called bytecode which is a sequence of
instructions of the machine language for Java virtual
machine. The bytecodes in a method are executed
when that method is invoked during the course of
running a program. Each instruction consists of a
one-byte opcode specifying the operation to be per-
formed, followed by zero or more operands supplying
arguments or data used by the operation [2].

Figure 1 summarizes the instruction set of the Java
virtual machine. A specific instruction, with type
information, is built by replacing the T in the in-
struction template in the opcode column by the letter
in the type column. For instance, iload reprensents
loading an integer value, aload represents loading an
object [10].

2.3 Information Flow

Data confidentiality can be ensured by enforcing
information-flow policy. Secret input data cannot be
inferred by an attacker through the attacker’s obser-
vations of system output, this policy regulates infor-
mation flow.
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Fig.1: JVM Instruction Set

The information flow model can be defined by

FM =< N, P, SC,⊕,→> (1)

N = {a, b, . . .} is a set of logical storage objects or
information receptacles. Elements of N may be files,
or program variables. P = {p, q, . . .} is a set of pro-
cess. SC = {A,B, . . .} is a set of security classes
corresponding to disjoint classes of information. The
class-combining operator “ ⊕ ” is an associative and
commutative binary operator. A flow “→ ” relation
is defined on pairs of security classes. For classes A
and B,A → B means if and only if information in
class A is permitted to flow into class B [9].

The security requirement of the model is that a
flow model FM is secure if and only if execution of
a sequence of operations cannot violate the relation
“ → ”. To comply with this policy, information at
a given security level is not allowed to flow to lower
levels. A security system is composed of a set S of
subjects and a disjoint set O of objects. Each subject
s ∈ S is associated with a fixed security class C(s),

denoting it clearance. Likewise, each object o ∈ O is
associated with a fixed security class C (o), denoting
its classification level. The security classes are par-
tially ordered by a relation ≤, and ≤ forms a lattice.

To prevent subjects with low clearance accessing
sensitive data, we need the following property:

A subject s may have read access to an object o
only if C(o) ≤ C(s).

To prevent subjects with high clearance to release
sensitive data to low clearance subjects, we need the
following property:

A subject s who has read access to an object o may
have write access to an object p only if C(o) ≤ C(p).

The information-flow theory is highly theoretical,
the practical application to a program still needs fur-
ther study. In our approach, information dependence
analysis is applied to analyze information flow in
bytecode.

2.4 Dependence analysis

To analyze bytecode information flow, a way that
applies the dependence analysis technique tradition-
ally used in software engineering for program anal-
ysis is proposed. Program dependencies are rela-
tionships among elements in a program, they are de-
termined by the control flows and data flows in the
program. Dependence analysis is the process to dis-
close the program’s dependencies by analyzing con-
trol flows and data flows in the program. Previous
works on dependence analysis mainly focused on pro-
grams that written in high-level programming lan-
guages [26,27], rather than programs written in low-
level programming languages. Several dependence
analysis techniques for bytecode have been proposed
[5,6,7,8]. Now this technique is introduced to analyze
Java bytecode information dependence for protecting
host security.

Given a bytecode B, the control flow graph (CFG)
of the bytecode is an ordered pair (V,A), where V is a
finite set vertices; and A is a finite set of the Cartesian
product V ×V , called arcs, i.e., A ⊆ V ×V is a binary
relation on V. For any arc (v1, v2) ∈ A, v1 is called
the initial vertex of the arc, and v2 is called terminal
vertex of the arc. Assuming that the control flow
graph has one and only one final node, if i, j ∈ V, j
post dominates i, denoted by j pd i, if j 6= i and j is
on every path from i to the final node.

By analyzing data dependence in bytecode, the de-
pendence relationships among variables can be dis-
closed. Different from high-level programming lan-
guage, in bytecode instruction set there is no assign-
ment directly from a variable to another. Instead, a
value is assigned by loading to the stack and stor-
ing to a local variable. According to JVM, once a
method is invoked, a fixed sized frame is allocated,
which consists of a fixed sized operand stack and a
set of local variables. A bytecode instruction that
loaded the value of a variable forms a use of the vari-
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able while an instruction that stored a value from the
stack to a variable forms a definition of the variable.

The explicit information flow can be determined by
data dependence analysis. However, it is inadequate
to address information flow because information may
flow implicitly. Given two variables m and n, m con-
tains some sensitive data and n is globally accessible,
in another word, variable m has higher secrecy level
than variable n. In the following expressions:

x = m;
n = x + 1;

The value of m flows to variable n explicitly. By
data dependence analysis, n depends on m, shows the
value of defined variable flows to used variable.

However, information may flow implicitly by the
following expressions:

if (m > 0) n = 1;
else n = 0;

The information in variable n depends on the value
of variable m. The value of n can be used to conjec-
ture the value of m.

Being combined with control flow analysis, data
dependence analysis is extended and used for infor-
mation flow analysis. It is called information depen-
dency analysis in this paper.

3. OUR APPROACH

3.1 Security Model and Verification Mecha-
nism

In the security model, the mobile code system is
considered being composed of two parts, the mobile
code process and the system resources. The mobile
code process is considered as a subject, the system re-
sources including file systems, network resource, IO
devices and others are a set of objects. Regarding
the operations that the mobile code process inter-
acts with the system resources, there are two types
of actions: input and output. Input action means
the process obtains data from system resources, such
as reading data from file or network. Output action
means the subject’s activities change the status of the
object, such as writing data to a file or doing some
operations on a device. The output action causes the
status change of an object. Since only the output
action can finally modify the host’s data or release
sensitive information to a third party, the proposal in
our approach is to monitor these output actions.

Figure 2 presents the model of our approach. Mo-
bile code execution in a host run time environment
is a process, which may interact with the system re-
sources. When it gets data from the system, the input
action will occur and the information will flow from
system resource to the process; when it puts data
into the system, the output action will occur and the

Fig.2: Security Model.

information will flow from the process to system re-
source. It is the output action that causes security
violation. If these actions are under control, the sys-
tem security properties can be protected. Because
the input actions are not restricted, the mobile code
impairment caused by conventional access control can
be avoided.

The types of system resources (system storage ob-
jects) to which access is required include:
• file system
• network
• output devices (entire display, various windows,
speaker . . .)
• input devices (keyboard, microphone, . . .)

To protect host integrity, a privilege level is
granted to the process and integrity levels are as-
signed to the objects. When an output action occurs,
the integrity level will be checked to ensure that this
behavior does not violate the host’s integrity policy.
The rule of this policy is that the privilege level of
the process cannot be lower than the integrity level
of the object.

To protect host confidentiality, the secrecy levels
are assigned to the objects. When an output action
occurs, the secrecy level of the data that the action
depends on will be checked. To perform this verifi-
cation, the secrecy level of the data is needed. After
the information dependence analysis the secrecy level
of every variable in the bytecode can be computed. If
the data’s secrecy level is higher than the object that
the action affects, this operation is considered illegal
according to the information flow policy.

We propose a new abstract model to represent this
protecting mechanism as following:

OpV

Q→ Q́
(2)

In this formula, Op denotes an output action, while
V denotes the data related to the output action, Q
and Q́ are the status of the object before and after
the output action occurs. Output action depends on
related data. For example, mobile code process writes
some data to a file, the data are related data. Or the
process tries to delete a file in some condition, the
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Fig.3: An implicit flow in bytecode.

data used for conditional test is related data. These
related data are denoted by “V” in our model. When
an output action occurs on an object, the status of
this object will be modified. Our approach is to check
if this modification complies with the host’s integrity
and confidentiality policy.

The policy for the mechanism is that the privilege
of Op should not be lower than the integrity level of
the Q and the secrecy level of V should not be higher
than that of the object Q.

P (Op) ≤ P (Q) (3)
S(V ) ≤ S(Q) (4)

The privilege of Op, the integrity level and the se-
crecy level of object Q are defined beforehand. When
the Op occurs, the value of these levels can be used
for verification. The secrecy level of V [S (V)] can
be computed with the secrecy levels of the input ob-
jects related to the data V. The relationship between
the input objects and the data V can be disclosed by
information dependence analysis.

3.2 Information Dependence Analysis

Information flow in the bytecode of a method can
be either explicit or implicit. When an assignment
is executed, the information flows explicitly. When a
conditional branch occurs, the values defined inside
the scope of the branch depend on the data tested by
the conditional transfer instruction and the informa-
tion flows implicitly.

The bytecode shown in Figure 3 corresponds to a
method mt of a class A. The value of the field f of a
class B is loaded in instruction 2, which is tested by
the branch instruction 3 and has not been assigned
to another variable. The final value of A.f, 0 or 1,
depends on this value. Even without storing instruc-
tion, the information in B.f still flows to A.f implicitly.

When analyzing information flow, the implicit flow
should also be disclosed. A data flow shows the flow
of information from its source to its destination, and
a control flow represents the executing flow of a pro-
gram. Therefore, data flow can be used to disclose
explicit information flow, while control flow may be
applied to determine implicit information flow.

Control dependencies represent bytecode instruc-
tions related to control conditions on which the ex-
ecution of an instruction depends. There are four
types of JVM instructions that may cause control de-
pendencies.

First, the control transfer instructions condition-
ally or unconditionally cause the Java virtual ma-
chine to continue execution with an instruction other
than the one following the control transfer instruc-
tion. These instructions can cause control dependen-
cies.
• Unconditional branch instructions: goto, goto w, jsr,
jsrw, ret.
• Conditional branch instructions: ifeq, if lt, if le, ifne,
ifgt, ifge, ifnull, ifnonnull, if icmpeq, if icmpne,
if icmplt, if icmpgt, if icmple, if icmpge, if acmpeq,
if acmpne.
• Compound conditional branch instructions:
tableswitch, lookupswitch.

Second, in JVM, a method must return the control
to its caller after execution. The caller is often expect-
ing a value from the method called. JVM provides six
return instructions. These return instructions cause
another kind of control dependencies.
• Return instructions: ireturn, lreturn, freturn,
dreturn, areturn, areturn.

Third, another kind of special branch is the jsr.
It remembers where it came from. Instruction jsr
branches to the location specified by the label, it
leaves a special kind of value on the stack called re-
turnAddress to represent the return address. This
cause certain control dependence.

Fourth, instructions that may explicitly or implic-
itly throw exceptions can also cause control depen-
dencies because they can either explicitly or implic-
itly change the control flow from one instruction to
another. These instructions lead to another source of
control dependencies.
• Explicit throwing exception instruction: athrow
• Implicit throwing exception instructions: aaload,
aastore, anewarray, arraylength, baload, bastore,
caload, castore, checkcast, daload, dastore, faload,
fastore, getfield, getstatic, iaload, iastore, idiv,
instanceof, invokeinterface, invokespecial,
invokestatic, invokevirtual, irem, laload, lastore, ldc,
ldc w, ldc2 w, ldiv, lrem,monitorenter, monitorexit,
multianewarray, new, newarray, putfield, putstatic,
saload, sastore.

After analyzing control dependencies, the CFG of
the method can be built. Explicit information flow
can be determined via data dependencies analysis.

Data dependencies represent the data flows among
the instructions in the bytecode method. Informally
a variable u is directly data-dependent on another
variable v, if the value of v has a direct influence on
the value of u. Data dependencies can be computed
by determining the definition and use information,
i.e., the set D and U.
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First, the definition information, i.e., the set D, of
each instruction in a bytecode method can be deter-
mined as following:
• A bytecode instruction that stores a value to a local
variable forms a definition of that variable. Therefore,
the instructions istore < n >, istore, iinc, fstore <
n >, fstore, astore < n >, astore, dstore < n >
, dstore, lstore <n>, and lstore form the definitions
of the local variable.
Second, the use information, i.e., the set U, of each
instruction in a bytecode method can be determined
as following:
• A bytecode instruction that loads the value of a lo-
cal variable forms a use of that variable. Therefore,
the instructions iload < n >, iload, iinc, fload <
n >, fload, aload < n >, aload, dload < n >
, dload, lload < n >, and lload forms uses of a sin-
gle local variable.

Besides data dependence determination, control
dependence must be taken into account. The condi-
tional branch depends on the value used for test. In
the conditional branch, the variables loaded for the
conditional transfer instruction form the use informa-
tion and the variables stored within the scope of the
conditional branch depend on these used variables.

3.3 Analysis Algorithm

To verify bytecode information flow, three steps
are taken in our approach: disclosing the depen-
dence relationship among variables in every bytecode
method, computing the secrecy level of variables, and
verifying security policies by checking the rules (3)
and (4). The key technique in this approach is in-
formation dependence analysis which is achieved by
control flow analysis and data dependence analysis.

3.3 .1 Control Flow Analysis

Branches introduce forks and joins in the control
flow of a method. By detecting the conditional trans-
fer instructions introduced in 3.2, the forks of control
flow can be determined. The joins of the control flow
can be achieved by tracing the branch path. In our
approach, the CFG of a method is presented by a
set of special directed graphs (V, A), in which V is a
list of nodes, one for each instruction, and A is a set
of the Cartesian product V×V. For any two nodes i,
j∈V and j>i, j pd i. In short, the special graph is a
chain, which is a subset of CFG. Each of these special
graphs can be denoted by:

S = {i0, i1, . . . in} i : bytecode instruction.

Initial node i0 is the start node or a fork of the
method’s CFG. Terminal node in is the end node or
a join of the method’s CFG. In the CFG, the scope of
conditional branch scope can be determined by these
forks and joins. The instructions inside any condi-
tional branch are marked with the fork instruction to
disclose the control dependence relationship.

For the method in figure 3, CFG is presented by

CFG = {S1, S2}
S1 = {0, 1, 2, 3, 4, 5, 7, 8}
S2 = {3, 6, 7}

Instruction 3 is a fork and 7 is a join. There is a
two arms branch in this CFG.

b1 = {3, 4, 5, 7}
b2 = {3, 6, 7}

The control dependence of these arms is presented
by:

cd1 = {, 3, 3, }
cd2 = {, 3, }

3.3 .2 Data Dependencies Analysis

JVM is a stack-based abstract machine, in JVM
most operations occur via stack. Different from vari-
able, stack does not keep the value after stored it
to the variable. Once a storing operation occurs,
the stack is cleared. A storing operation causes the
data flow from source variables to a destination vari-
able, which can be presented by a definition-use pair
(DUP). As it was discussed in 3.2, an instruction that
stores a value to a variable forms a definition of that
variable and a bytecode instruction that loads the
value of a variable forms a use of the variable. Data
flow in a method is caused by a series of data loading
and storing operations. So it can be presented by a
sequence of DUPs.

A DUP is denoted by

d ← U or d← {u0, u1, . . .}
d : defined variable
U : set of used variables

To disclose the data flow in a method, DUP caused
by instructions should be determined. Figure 4 de-
fines the rules for data dependence analysis, in which
the abstract status of an instruction information flow
is presented as a transition relation i : (S, U, Di) →
(S′, U ′, Di′). i is the instruction, S is a set of vari-
ables loaded to the stack, U is a set of used variables
and Di is a DUP corresponding to the instruction i.
Constant is denoted by τ , and Φ = {}. var(n) de-
notes a variable assigned by the bytecode instruction
index n. ↓ denotes down-set of set. Umt represents
the set of used variables formed in the method mt.
According to these rules, the DUPs of the method
can be achieved by analyzing these status transforma-
tions in bytecode executing order. The DUPs form
an ordered set in a method, which is the base for com-
puting secrecy level of the variables in the bytecode.
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Fig.4: Rules of the data dependence analysis.

Fig.5: Handling branch in control flow.

3.3 .3 Dealing with Branch and Predigesting DUPs

For determining information flow, forks and joins
in the control flow of the method should be cleared.
The variable defined inside the scope of the condi-
tional branch depends on used variables in the fork.
For an instance, there is a conditional branch with
two arms. The set of used variable in fork is Uf , the
DUP in one arm is d1 ← U1, and in the other arm is
d2 ← U2. d1 and d2 also depend on used variables
Uf , so d1 ← U1 ∪ Uf and d2 ← U2 ∪ Uf . And then
the graph of this branch is converted to a chain. (see
figure 5).

When a method is invoked, if there is no output
action occurred inside, then only the DUPs among
the arguments, global variables and return of the
method is concerned. These dependence relationships

can be achieved by predigesting the DUPs inside the
method.

Suppose there are two DUPs as following:

di ← Ui

dj ← Uj

i < j

The rules for DUP predigesting are:
• if di ← Uj , then dj ← Uj ∪ Uj

• if di = dj then dj ← Uj ∪ Uj

• Ui ∪� = Ui

By these rules, all local variables in the DUPs of a
method can be cleared. The dependence relationship
among the arguments, global variables and return can
be disclosed.

3.4 Secrecy Level Computation and Verifica-
tion

By the information dependence analysis, the infor-
mation flow of a method is represented by a sequence
of DUPs. In order to verify the security policy, the
secrecy level of output data should be computed. The
rule of secrecy level computation based on DUP is as
following:
• Secrecy level of defined variable is the least up-
per bound of that of used variable. If d ←
{u0, u1, . . . , un}, Then S(d)=S(u0)∨ S(u1)∨ . . .∨
S(un) ′∨′denotes the least upper bound operator
• Constant has lowest secrecy level. S(τ)=⊥

Once the secrecy levels of all the variables are
achieved, the security verification can be performed
by rule (3) and (4).

Regarding the whole mobile code security verifica-
tion process, the first step is to detect and to mark
all input and output operations in the program. And
next step is to analyze DUPs of all the methods, then
to compute the secrecy levels and verify the security
policies. If there is no monitored input/output op-
eration inside a method, only the DUPs among the
arguments, global variables and return of the meth-
ods are used to compute the secrecy level.

In our approach, the secrecy level of variables is
not involved when analyzing information dependence.
This is valuable for the fixed methods such as java
API, because the DUPs of these methods can be an-
alyzed and archived to library beforehand. When the
method is invoked, the analysis result can be used to
compute secrecy level, thus to save a lot of analyzing
time on the fly.

3.5 An Example

Here is a simple example illustrating our approach.
Given the bytecode and it’s CFG of a method in Fig-
ure 6. Step 1, the CFG is separated to two chains:

S1 = {0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 14, 15, 16, 17,

18, 19, 20, 21, 22}
S2 = {8, 12, 13, 14}
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Fig.6: A Method in Bytecode and it’s CFG.

There is a conditional branch with two arms: b1 =
{12, 13} and b2 = {9, 10, 11}

Both depend on the conditional transfer instruc-
tion at 8.

Step 2, by the rule of data dependence analysis
in figure 3, the analysis result is shown in figure 7.
p denotes argument of the method, while r denotes
local variable in the method.

The following is the DUPs formed in the method.

6 : r4← p2
8 : ← r4

10 : r5← τ

13 : r5← τ

17 : r5← r5 ∪ p1
20 : p3← r5
22 : ret← r5

The branch arms b1 and b2 depend on the vari-
able used at the fork 8, Instruction 10 is in b2 and
Instruction 13 is in b1. Used set in the fork is r4. The
DUP at 10 and 13 must be updated.

10 : r5← τ ∪ r4 ⇒ r5← r4
13 : r5← τ ∪ r4 ⇒ r5← r4

Thus, the branch can be merged, and the informa-
tion dependence pairs of this method can be repre-
sented by the following DUP list.

6 : r4← p2

10 : r5← r4
13 : r5← r4
17 : r5← r5 ∪ p1
20 : p3← r5
22 : ret← r5

According to the DUP predigesting rules, the in-
formation dependence relation among arguments and
return can be achieved:

p3 ← p1 ∪ p2
ret ← p1 ∪ p2

These DUPs show that in this method information
from p1 and p2 may flow to p3 and to the return
value.

Step 3, the secrecy level computing.
To verify the information-flow policy, suppose p1,

p2 and p3 have secrecy level 3,2 and 1 respectively.

S(p1) = 3
S(p2) = 2
S(p3) = 1

So the secrecy level of return can be computed by:
S(ret)= S(p1) ∨S(p2)=2

On the other hand, because p3←p1∪p2 and S(p1)
∨S(p2)< S(p3), an information flow policy violation
occurs when the data is stored to p3.
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Fig.7: Information Dependence of Method foo.

By this approach, a potential information-flow pol-
icy violation in this method can be detected automat-
ically. To be more specific, it is at instruction 20.

4. CONCLUSION

This paper described an innovative approach to
provide protect host security against attack of ma-
licious mobile code by analyzing the Java bytecode.
This approach monitors the system access actions,
analyses information flow inside the mobile code and
checks if there is any violation that will destroy the
host integrity and confidentiality. A security model
for mobile code system is also proposed and a tech-
nique named information dependence analysis and its
algorithm is described, by which the mobile code se-
curity verification can be more flexible, extensible and
effective and the impairment on mobile code can be
avoided. Dependence analysis was studied in various
programming languages, and was mainly applied to
compiler optimizing, program slicing and various soft-
ware engineering tasks such as program debugging,
testing and maintenance in high-level languages. In
this paper, it is creatively introduced into Java byte-
code information flow study.

Different from Abstract Interpreter which ab-
stractly executes bytecode in secrecy level, our ap-
proach determine the DUPs and then compute the
secrecy level. A method in bytecode the dependence
relationship among the variables does not change, so
the DUPs can be determined in advance. For the
fixed program such as API, the DUPs can be achieved
beforehand so as to avoiding repeating computing

while being invoked, Thus can save a lot of time on
the fly.

A prototype based on these techniques has been
implemented, however, the exception handling has
not been included in current version, and the DUP
library for Java API has not been built. These will
be the focus area in future research.
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