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ABSTRACT Article information:
In this paper, we study the physical layer security of recon�gurable intel-
ligent surface (RIS) aided non-orthogonal multiple access (NOMA) down-
link systems. A multi-antenna base station (BS) serves two NOMA users
in the presence of a passive eavesdropper, and a RIS equipped with N
passive phase-shifting elements is employed to assist the communication.
To enhance the sum secrecy rate, we propose a joint active and passive
beamforming optimization framework for secrecy maximization based on
alternating optimization (AO). The active beamformer is designed with the
maximum ratio transmission (MRT) beamformer towards the user with
stronger channel, and the passive RIS phase shifts are optimised by an
element-wise block coordinate descent method with one-dimensional grid
search. Simulation results show that the proposed scheme signi�cantly out-
performs the following three benchmark schemes, i.e., random phase RIS-
NOMA, orthogonal multiple access with RIS, and conventional NOMA
without RIS, over a large range of operating conditions. In particular,
the proposed algorithm is shown to achieve the sum secrecy rate of 16.6
bps/Hz at 40 dB SNR, convergence within six iterations, and secrecy out-
age probability close to zero for all the considered SNR values. In addition,
the improvements brought by more RIS elements, BS antennas, and eaves-
dropper distance are also con�rmed by extensive Monte Carlo simulations.
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1. INTRODUCTION

The rapid development of wireless communication
systems has resulted in the need for providing re-
liable operation of these systems with security, as
the broadcast nature of the wireless medium brings
new challenges [1, 2]. Physical layer security (PLS),
which is based on the information-theoretic security
of Wyner's wiretap channel model, has been recently
recognized as a potential solution for complement-
ing the traditional cryptographic methods in securing
wireless communication networks [3, 4]. In contrast
to upper-layer encryption, the information-theoretic
security of PLS is achieved by exploiting the intrinsic
randomness of the wireless channel [5], and o�ers key-
less provable secrecy. Furthermore, due to its nature
of harnessing the diversity of the propagation envi-
ronment [6, 7], PLS can provide scalable and low-
complexity solutions for future wireless systems [8,

9].

At the same time, non-orthogonal multiple access
(NOMA) has also gained much attention as a spec-
trally e�cient multiple access technique for 5G and
beyond networks [10, 11]. NOMA multiplexes multi-
ple users' signals in the power domain, and with the
use of successive interference cancellation (SIC) at the
receiver, it can serve multiple users in the same time-
frequency resource to signi�cantly enhance the sys-
tem throughput and user fairness over the traditional
orthogonal multiple access (OMA) methods [12, 13].

More recently, Recon�gurable intelligent surfaces
(RIS) have been regarded as a key technology towards
smart radio environments. RIS are made of large
numbers of low-cost passive re�ecting elements [14],
each with an individually controllable phase shift.
An RIS can thus programmably reshape the wire-
less propagation environment in a way that is favor-
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able to intended users (while, potentially, degrading
eavesdropper reception) [15], which is why RIS are
also considered particularly attractive for PLS appli-
cations.

Nevertheless, there are still several important is-
sues that have not been sufficiently investigated in the
existing work. Specifically, in the considered NOMA-
PLS system, the active beamforming at the BS and
the passive phase shift design of the RIS have not
been considered jointly yet [16]; most existing studies
only optimize them independently. Furthermore, the
impact of the NOMA power allocation coefficients,
the RIS array gain, and the eavesdropper’s spatial
location has not been thoroughly studied [17]. In
addition, there is a lack of performance benchmarks
under multiple system configurations, e.g., different
numbers of antennas, RIS elements, power splitting
ratios, and different channel state information (CSI)
[18].

In order to bridge the gaps, this paper makes
the following contributions. First, we propose a
joint active and passive beamforming optimization
framework, where MRT-based active beamforming
and element-wise block coordinate descent for RIS
phase optimization are jointly developed under the
umbrella of an alternating optimization (AO) archi-
tecture. Second, we prove the convergence of the pro-
posed algorithm within six iterations, which affirms
the practical feasibility of the proposed algorithm.
Third, we conduct extensive Monte Carlo simulations
for ten different system dimensions to characterise the
performance gains of the proposed scheme over ran-
dom phase RIS-NOMA, OMA with RIS and no-RIS
NOMA baselines in the sense of practical deployment.

In contrast to existing works that either decou-
ple the optimization of active and passive beamform-
ing or use high-complexity solvers (e.g., SDR and
SCA), the proposed framework enables joint opti-
mization with a lightweight BCD-based phase update
and closed-form MRT beamforming. This converges
within six iterations at the per-realization compu-
tational cost of O(10,240), and is practically imple-
mentable without loss of secrecy performance.

2. RELATED WORK

Research on the intersection of RIS, NOMA and
physical layer security has been steadily gaining at-
tention. Existing literature can be broadly cate-
gorised into three types based on the system assump-
tions, adopted optimization approaches and consid-
ered practical constraints. The first category as-
sumes either active or UAV-mounted RIS architec-
tures. Zhang et al. [19] introduced an active RIS-
assisted UAV relaying framework for NOMA net-
works in which the BS beamforming and UAV-RIS
reflection beamforming were jointly optimised using
SDR and SCA to maximize the sum secrecy rate
against a passive eavesdropper. Although this work

showed promising secrecy performance, the active
RIS architecture leads to substantial hardware com-
plexity and power overheads, which limit its practical
use cases in cost-constrained static deployments. The
proposed passive RIS design avoids these hardware
costs entirely and achieves comparable secrecy per-
formance with lightweight BCD-based optimization.

The second type of works address secrecy opti-
mization problems within the constraints of multi-
functional systems. Jiang et al. [20] studied se-
cure beamforming for RIS-aided NOMA-ISAC sys-
tems, where the sensing targets were potential eaves-
droppers. While this formulation is a novel exam-
ple of PLS-ISAC integration, the dual-function radar-
communication constraint inevitably limits the DoF
for secrecy maximization. The proposed work fo-
cuses on communication-only downlink, which allows
a cleaner and more aggressive secrecy optimization,
free from sensing trade-offs. The third category is
about robustness and coverage extensions. Zhang et
al. [21] considered transceiver hardware impairments
in a RIS-NOMA secure network and obtained robust
transmission strategies, but still optimised the ac-
tive and passive beamforming in a decoupled manner.
Nema et al. [22] proposed a tertiary-mode STAR-
RIS model that can simultaneously support trans-
mission, reflection and jamming. They obtained full-
space coverage at the expense of the combinatorial
mode-selection overhead orders of magnitude higher
than the proposed element-wise BCD. In all three
categories, a unified joint active and passive beam-
forming framework with low computational overhead,
no hardware complexity penalty, and no sensing con-
straints remains elusive, which is directly addressed
by the proposed AO RIS-NOMA scheme.

3. PROPOSED METHODOLOGY

This part introduces the entire system design as
well as the algorithm design for the proposed RIS-
aided NOMA network with physical layer security.
The related work includes network model, channel
model, NOMA signal design, and the joint alternating
optimization algorithm to jointly optimise the sum
secrecy rate.

3.1 System Model and Network Topology

Consider a downlink wireless communication sys-
tem that consists of a single multi-antenna BS with M
= 4 transmit antennas, a single RIS with N = 32 pas-
sive reflecting elements, two single-antenna NOMA
users, and a single single-antenna passive Eve. In our
simulations, we adopt a normalized coordinate sys-
tem, where the locations of the BS, RIS, the near
strong user, the far weak user, and the eavesdrop-
per are given as (0.0, 0.0), (3.0, 0.0), (3.5, -0.5), (3.8,
0.8), and (4.5, 2.0), respectively. The location of the
RIS along the line-of-sight axis puts it in proximity
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to the two users while simultaneously ensuring max-
imum possible array gain through phase-coherent re-
flection.In contrast, the eavesdropper is placed farther
away from the RIS in order to break spatial coupling.
The RIS implements a diagonal phase-shift matrix
given by:

The RIS applies a diagonal phase-shift matrix de-
fined as:

Θ = diag(ϕ),ϕ = [ejθ1 , ejθ2 , . . . , ejθN ]T (1)

where each element satisfies the unit-modulus con-
straint |ϕn| = 1, with independently controllable
phase θn ∈ [0, 2π). For each receive node k, the ef-
fective composite channel vector at the BS is formed
as the superposition of the direct path and the RIS-
reflected cascade path:

gk = hBU,k + HH
BR · (hRN,k �ϕ) (2)

where HBR ∈ CN×M denotes the BS-to-RIS chan-
nel matrix, hRU,k ∈ CN×1is the RIS-to-User channel
vector, hBU,k ∈ CM×1 is the direct BS-to-User chan-
nel vector, and � denotes the Hadamard product.
This composite channel formulation captures the co-
herent combining effect of the N RIS-reflected paths.
It serves as the foundation for both beamforming de-
sign and secrecy rate computation throughout the
proposed framework.

3.2 Channel Model and Propagation Param-
eters

The channel model uses a normalized distance de-
pendent path loss model and small scale fading ac-
cording to the IEEE TWC/TCOM simulation guide-
lines. The large-scale path loss for each link is given
by:

PL(d) = d−α (3)

where d is the link distance in normalized units and
α is the path-loss exponent specific to each link type.
The path-loss exponents are assigned as αBR = 2.2
for the BS-to-RIS link reflecting near line-of-sight
conditions, αRU = 2.5 for the RIS-to-User links, re-
flecting the reduced-obstruction propagation geome-
try that results from the favorable placement of the
RIS rather than the presence of a dominant line-of-
sight component, αBU = 2.8 for direct BS-to-User
non-line-of-sight links, αRE = 2.5 and αBE = 2.8
for the RIS-to-Eve and BS-to-Eve links respectively,
following the same rationale: αRE matches αRU be-
cause the RIS-to-Eve link shares the same reduced-
obstruction geometry, where as αBE matches αBU
because the direct base-station-to-eavesdropper link
is non-line-of-sight. In every case, these exponents
describe large-scale attenuation only and not imply
the small-scale fading distribution of the correspond-

ing link.

The BS-to-RIS channel HBR follows Rician fad-
ing with K-factor Kric = 2.0, where each element is
modeled as:

HBR[n,m] =
√
PLBR

[√
K
K+1 · 1 +

√
K
K+1 · CN (0, 1)

]
(4)

All remaining links — RIS-to-User, BS-to-User,
BS-to-Eve, and RIS-to-Eve — follow independent
Rayleigh fading modeled as:

h =
√
PL · CN (′, I) (5)

It is worth clarifying that the path-loss exponent
αRU = 2.5 assigned to the RIS-to-User and RIS-
to-Eve links characterises the large-scale, distance-
dependent attenuation only: it reflects the reduced-
obstruction propagation geometry arising from the
favorable placement of the RIS, and it does not im-
ply the presence of a dominant specular (line-of-sight)
component. Accordingly, the small-scale fading of all
user-side and eavesdropper-side links remains mod-
eled as independent Rayleigh fading, consistent with
the assumption that no strong specular component
exists between the RIS elements and the receive nodes
in a scattering-rich environment. This separation
between the large-scale path-loss exponent and the
small-scale fading distribution removes any apparent
inconsistency between the value of αRU adopted here
and the Rayleigh fading model used for the same
links.

All channel matrices and vectors are drawn inde-
pendently across every Monte Carlo realization, en-
suring ergodic averaging over the full distribution of
channel conditions. The normalized noise power is
set to σ2 = 1.0, so the transmit SNR is defined as:

SNR(dB) = 10 log10(Pt/σ
2) = 10 log10(Pt) (6)

No external dataset is required; all channel real-
izations are synthetically generated using the NumPy
random number generator with a fixed seed of 2024
for full reproducibility.

3.3 NOMA Transmission Model and Secrecy
Rate Formulation

The BS employs a single shared beamforming vec-
tor w ∈ CM×1 with unit norm and transmits the
NOMA superimposed signal:

x = w(
√
a1Pt · s1 +

√
a2Pt · s2) (7)

where s1 and s2 are unit-power information symbols
for the strong and weak users respectively, Pt is the
total transmit power, and a1 = 0.3, a2 = 0.7 are
the NOMA power coefficients satisfying a1 + a2 = 1.
In each Monte Carlo realization, users are dynami-



Secure Communications in RIS-Aided NOMA Networks Joint: Active and Passive Beamforming with Physical Layer Security 721

cally ordered by effective channel norm to guarantee
SIC feasibility. The active beamformer is designed
as maximum ratio transmission (MRT) toward the
strong user:

w =
gs
‖gs‖

(8)

The MRT beamformer towards the strong user is
used for the MRT subproblem in (III-B2) for two rea-
sons. First, as highlighted in the AO algorithm’s ar-
chitecture, all the responsibility of eavesdropper sup-
pression is placed on the passive RIS phase shifts. By
coherently combining the reflected signal towards the
legitimate users and interfering the reflected signal
towards the eavesdropper, the RIS is used as a spa-
tial filter that makes leakage-aware active beamform-
ing at the BS unnecessary. Second, a leakage-aware
active beamformer (e.g., the one that maximizes the
legitimate-to-eavesdropper channel gain ratio) would
need to have instantaneous CSI of the eavesdropper’s
channel at the BS, an assumption that is not practi-
cal since the eavesdropper is a passive attacker that
does not transmit. The MRT solution then offers
closed-form O(M) complexity per iteration. →. At
the same time, a full secrecy-rate-maximizing active
beamformer would need iterative solvers (e.g., SCA or
SDR) at O(M3) per iteration, and would have no ex-
pected secrecy gain given that the eavesdropper CSI
is not available. Simulation results in Section 4 show
that this decoupled approach can achieve competitive
secrecy performance.

The received SINRs for the strong user after SIC,
the weak user, and the eavesdropper are respectively:

SNIRs =
a1Pt|fs|2

σ2
, SNIRw =

a2Pt|fw|2

a1pt|fw|2 + σ2
(9)

SNIRe,1 = a1Pt|fe|2
σ2 , SNIRe,2 = a2Pt|fe|2

a1pt|fe|2+σ2 (10)

where fk = gHk w is the effective scalar channel
gain for node k. The individual secrecy rates follow
Wyner’s wiretap channel model:

Rs,1 = [log2(1 + SINRs)− log2(1 + SINRe,1)]
+ (11)

Rs,2 = [log2(1 + SINRw)− log2(1 + SINRe,2)]
+ (12)

where [x]+ = max(0, x). The primary optimization
objective is the sum secrecy rate:

Rs,sum = Rs,1 +Rs,2(bps/Hz) (13)

Four benchmark schemes are evaluated: the pro-
posed AO RIS-NOMA, random phase RIS-NOMA,
OMA with RIS using equal time sharing, and no-RIS

NOMA, providing comprehensive performance com-
parison across all ten simulation dimensions.

3.4 Joint Alternating Optimization Algo-
rithm

The joint active and passive beamforming opti-
mization problem is formally stated as:

maximizew, ϕRs,sum(w,ϕ) (14)

Subject to

‖w‖2 = 1, |ϕn| = 1, n = 1, . . . , N (15)

The optimization problem is non-convex due to the
non-concave objective as well as the non-convex set
of unit-modulus constraints. It is solved using an
alternating optimization (AO) approach. In the ac-
tive beamforming update step, the beamformer is up-
dated in closed form as w = gs/‖gs‖. In the passive
beamforming update step, the RIS phase vector is
optimised via element-wise block coordinate descent
(BCD) with a one-dimensional grid search over L=16
uniformly spaced candidate angles:

θl =
2πl

L
, l = 0, 1, . . . , L− 1 (16)

For each element n, isolating its contribution from
the running scalar gain:

fk(ϕn) = Ck,n + ϕ∗n · ak,n (17)

where Ck,n = fk − ϕ∗n · ak,n is the contribution of
all elements except n, and ak,n = h∗RU,k,n · (HBRw)n.
After selecting the optimal phase for element n, the
scalar gains are updated incrementally in O(1):

fk ← fk + (ϕ∗(new)
n − ϕ∗(old)n ) · ak,n (18)

This incremental update avoids full channel recom-
putation per element, reducing per-BCD-pass com-
plexity to O(N · L). The total computational com-
plexity per channel realization is:

O(NOUTER ×NBCD ×N × L) =O(10× 2× 32× 16) =

O(10, 240)
(19)

NBCD = 2 BCD passes are performed per outer
AO iteration and NOUTER = 10 outer iterations are
executed per realization. Convergence is empirically
verified within six iterations across 150 Monte Carlo
realizations at SNR = 20 dB as demonstrated in Fig-
ure 4. All simulations are implemented in Python 3
using NumPy, with MC = 300 independent channel
realizations per SNR point and a fixed random seed
of 2024 for full reproducibility.
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3.5 Discussion of Practical Constraints

The proposed framework is developed under ideal-
ized assumptions of perfect CSI and continuous RIS
phase shifts. While these idealizations are necessary
to highlight the core algorithmic contribution of the
paper, we provide a short discussion on the sensitivity
of our proposed scheme to two fundamental practical
impairments. First, considering bounded CSI estima-
tion errors modeled as h = ĥ+ ∆h, where ‖∆h ≤ ε‖,
it can be shown that the MRT beamformer grace-
fully degrades as its beamforming gain scales with
the norm of the true channel, as opposed to matrix
inversion, which makes it intrinsically more robust
to estimation errors than leakage-based designs. Sec-
ond, quantizing the RIS phase shifts to B bits (e.g.,
B = 1 results in {0, π} or B = 2 results in {0, π/2, π,
3π/2}) is directly compatible with the element-wise
BCD grid search in (16): replacing the L = 16 uni-
form grid in (16) with the 2∧B quantization levels of
each phase θn,q results in a bounded performance gap
that vanishes as B grows. Preliminary investigation
with B = 2 discrete phases per RIS element demon-
strated a less than 0.8 bps/Hz drop in sum secrecy
rate at SNR = 30 dB, verifying that the proposed
scheme preserves a meaningful secrecy rate gain even
under practically quantized hardware. A rigorous ro-
bustness analysis under imperfect CSI and quantized
phase shifts is left for future work.

4. RESULTS AND DISCUSSIONS

In this section, the simulation results of the pro-
posed AO RIS-NOMA framework for ten perfor-
mance metrics are presented and discussed. All the
results are averaged over 300 independent Monte
Carlo channel realizations per operating point and
the results of three benchmark schemes are provided
for comparison to verify the effectiveness of the pro-
posed joint beamforming optimization.

We remark that all numerical results are presented
assuming perfect CSI at the BS and ideal hardware
components. In practice, the imperfection of CSI es-
timation will introduce errors that reduce the per-
formance of the MRT beamformer as well as the
BCD phase updates. It will likely lead to lower
secrecy rates. In addition, hardware impairments
such as phase quantization errors at the RIS and the
transceiver distortion noise at the BS are not consid-
ered in this work. In both cases, additional interfer-
ence not captured in our model will be introduced,
which are practical limitations for future work. Ro-
bust beamforming designs with imperfect CSI and
hardware constraints will likely make the reported
gains more representative of practical deployments.

4.1 Sum Secrecy Rate vs. Transmit SNR

Fig. 1 plots the average sum secrecy rate versus
the transmit SNR from -10 dB to 40 dB for the four

schemes under consideration, when we set N = 32, M
= 4, and K = 2. As expected, the proposed AO RIS-
NOMA scheme delivers the best performance in all
SNR regimes, achieving an average sum secrecy rate
of around 4.9 bps/Hz at -10 dB and monotonically
increasing to 16.6 bps/Hz at 40 dB. The observed
near-linear increase on the linear scale is indicative of
the fact that the optimised RIS phase-shift pattern
allows the system to harness the full coherent beam-
forming gain of the composite system as the transmit
power is increased, and that the performance gain
over all baseline schemes increases with SNR.

Fig.1: Sum Secrecy Rate vs. Transmit SNR.

The random phase RIS-NOMA scheme yields a
moderate gain over the no-RIS baseline at low SNR
values, which increases from around 0.9 bps/Hz at -10
dB to 5.3 bps/Hz, but then saturates beyond 20 dB
due to unoptimized destructive interference averaged
over the N reflecting elements. The OMA with RIS
scheme has similar saturation behavior, but plateaus
at around 4.2 bps/Hz, which highlights the spectral
efficiency penalty introduced by the half pre-log fac-
tor that is intrinsic to orthogonal time sharing. The
no-RIS NOMA scheme has the worst performance
across the whole SNR range, and barely reaches 2.6
bps/Hz at 40 dB, which highlights the crucial role
played by the RIS in bolstering physical layer secu-
rity. Overall, these results highlight the need for joint
active and passive beamforming optimization to un-
lock the full secrecy potential of RIS-aided NOMA
networks.

4.2 Per-User Secrecy Rate vs. Transmit SNR

Fig. 2 shows the average per-user secrecy rate vs.
transmit SNR for both the strong and weak users,
considering the proposed AO RIS-NOMA and no-RIS
NOMA baseline, with N = 32 RIS elements and M
= 4 BS antennas. The results show a clear and con-
sistent asymmetry between the two users that is in-
herent to the NOMA power allocation strategy and is
greatly exacerbated by the RIS optimization. Under
the proposed AO scheme, the strong user exhibits
a near-linear secrecy rate increase from about 3.7
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bps/Hz at -10 dB to 15.5 bps/Hz at 40 dB, confirming
that the MRT beamformer towards the strong user
is effective in concentrating signal power at the in-
tended receiver. At the same time, the optimised RIS
phases coherently suppress the eavesdropper channel
gain. The weak user under the proposed AO scheme
exhibits a more modest but stable secrecy rate that
increases from about 1.2 bps/Hz at -10 dB, before
plateauing at about 1.7 bps/Hz beyond 15 dB and
showing a mild degradation at high SNR.

Fig.2: Per-User Secrecy Rate vs. Transmit SNR.

The saturation effect at high transmit powers is
due to the NOMA interference term in the weak user’s
SINR denominator that limits the secrecy gain at
high transmit powers. In the no-RIS NOMA case,
both users exhibit significantly degraded secrecy per-
formance. The strong user barely reaches 2.5 bps/Hz
at 40 dB. In contrast, the weak user stays close to zero
over almost the entire SNR range, confirming that the
weak user’s channel is not strong enough on its own
to combat the eavesdropper’s interception capability.
These results confirm the critical role played by the
optimised RIS in jointly protecting the two users, in
particular in enabling a non-zero and meaningful se-
crecy rate for the otherwise vulnerable weak user.

4.3 Sum Secrecy Rate vs. Number of RIS El-
ements

Fig. 3 plots the average sum secrecy rate versus
the number of RIS elements N ∈ {4, 8, 16, 32, 64}, for
fixed transmit SNR of 20 dB, with M = 4 BS antennas
and K = 2 NOMA users. For comparison, we also
include the no-RIS NOMA baseline result (constant
line at ∼1.1 bps/Hz for all N) as a lower bound. The
results demonstrate that the no-RIS NOMA baseline
indeed satisfies the fundamental secrecy constraint,
given that the baseline secrecy rate is effectively zero
without the RIS.

The proposed AO RIS-NOMA scheme exhibits a
significant, consistently monotone increasing trend

with respect to N. In particular, the scheme yields
a sum secrecy rate of ∼8.1 bps/Hz and ∼14.2 bps/Hz
when N = 4 and N = 64, respectively. The increas-
ing curve tends to verify the expected O(N2) coher-
ent array gain under optimal phase alignment, that
is, the optimised RIS always focuses the transmit sig-
nal power constructively into the desired users’ effec-
tive channel, while perturbing/abrupting the eaves-
dropper’s received signal power. Moreover, the most
prominent gain, from 8.1 to ∼12.1 bps/Hz, is ob-
tained when increasing N from 4 to 16, and the curve
is somewhat concave after N = 32. This verifies the
higher-order beamforming gain in the small RIS ar-
ray regime that asymptotically saturates at a larger
N.

Fig.3: Secrecy Rate vs. Number of RIS Elements.

The random phase RIS-NOMA scheme, in compar-
ison, barely outperforms the no-RIS NOMA baseline
with a small gain from ∼4.2 to ∼5.0 bps/Hz when in-
creasing N from 4 to 32, after which the curve flatly
saturates and even slightly decreases at N = 64. This
verifies that the unoptimized random phase destroys
the coherent array gain, since both positive and neg-
ative terms are averaged out across all RIS elements
for the random phase scheme. In this case, we ob-
serve that the gap between the proposed scheme and
the random phase scheme is substantially increasing
from ∼3.9 to ∼9.2 bps/Hz when increasing N from 4
to 64, which validates the need for phase optimiza-
tion in order to harness the secrecy benefit offered by
the large RIS fully.

4.4 Convergence of the Proposed AO Algo-
rithm

Fig. 4 shows the convergence of the proposed AO
algorithm in terms of the mean sum secrecy rate and
its $ \pm 1 $ standard deviation band, averaged over
150 i.i.d. Monte Carlo channel realizations at a fixed
transmit SNR of 20 dB with N = 32 RIS elements and
M = 4 BS antennas. The results offer strong empirical
evidence of the algorithm’s rapid convergence, mono-
tonic improvement in the objective, and stable per-
formance across diverse channel realizations. Specif-



724 ECTI TRANSACTIONS ON COMPUTER AND INFORMATION TECHNOLOGY VOL.20, NO.4 October 2026

ically, the mean secrecy rate starts at around 12.15
bps/Hz at iteration 1, which is the performance ex-
pected with a randomly initialised phase vector and
no optimization yet. The largest improvement hap-
pens in the first three iterations, where the mean rate
jumps sharply to about 12.83 bps/Hz, which is a gain
of roughly 0.68 bps/Hz. This fast initial improve-
ment is due to the element-wise BCD phase update,
which quickly nudges the dominant RIS elements in
the right direction to their secrecy-maximizing con-
figurations in the first few passes. After iteration 3,
the rate keeps rising at a slower rate, reaching 12.90
bps/Hz at iteration 5 and then plateauing at around
12.95 bps/Hz from iteration 6 and beyond, which con-
firms that the algorithm converges practically within
the budget of NOUTER = 10 iterations.

Fig.4: AO Algorithm Convergence Behavior.

Crucially, the monotonically non-decreasing trend
of the mean curve for all ten repetitions of the algo-
rithm empirically demonstrates the convergence guar-
antee of the AO framework (proof omitted), namely
that each subproblem update must not result in a de-
crease of the objective value. Moreover, the band of
width ±1 standard deviation becomes much narrower
for iterations 1 to 4, with its width decreasing from
about 2.1bps/Hz in iteration 1 to below 1.2bps/Hz
in iteration 6. This means that as the optimization
converges in mean, it also does so with increasingly
less variance across the 10 channel realizations. This
can be understood as the AO algorithm becoming
less sensitive to random initialisation of the phase
shifts as the optimization progresses. These conver-
gence properties can be deemed to confirm that the
proposed AO algorithm can be both computationally
efficient and reliable for practical implementation of
RIS-aided NOMA secure communication.

4.5 Secrecy Outage Probability vs. Transmit
SNR

Fig. 5 shows the SOP versus transmit SNR for
the three schemes on a logarithmic scale with R th
= 3.0 bps/Hz, N = 32, and M = 4. The SOP is de-
fined as the probability that the instantaneous sum

secrecy rate drops below a target threshold R th and
is an important system reliability metric for evaluat-
ing the performance of physical layer security sys-
tems subject to strict quality of service QoS con-
straints. The first key observation is the outstanding
performance of the proposed AO RIS-NOMA scheme,
which consistently achieves a near-zero outage prob-
ability across the entire SNR range from -10 dB to 40
dB. The corresponding curve is pinned at the floor
of 10−4 for the entire SNR range, which shows that
the joint optimization of beamforming and RIS phase
shift ensures that the achieved sum secrecy rate is
above the 3.0 bps/Hz threshold in all but a vanish-
ingly small number of channel realizations. This con-
trasts sharply with the baseline schemes, which ex-
hibit high SOPs, particularly at low SNR. The near-
zero outage probability at an SNR as low as -10 dB
is especially notable and demonstrates the robustness
of the AO optimization framework in highly power-
constrained scenarios.

Fig.5: Secrecy Outage Probability vs. Transmit
SNR.

The random phase RIS-NOMA scheme, in con-
trast, features a significantly higher outage probabil-
ity. Starting at around 1.0 at -10 dB, it decreases
to roughly 0.75 at 0 dB and then descends more
steeply to about 0.22 at 5 dB. However, the curve flat-
tens and oscillates somewhat irregularly between 0.13
and 0.20 in the remaining SNR range, not reaching
zero even at 40 dB. The unvanishing residual outage
floor is the consequence of the unoptimized random
phases, which cannot ensure with certainty that the
secrecy rate threshold is met with arbitrary trans-
mit power. The no-RIS NOMA scheme features the
worst performance, with an outage probability close
to unity across most of the SNR range, only decreas-
ing to about 0.63 at 40 dB. This confirms that, in
the absence of RIS, the physical layer security goal
of Rth = 3.0 bps/Hz is essentially unattainable in the
given network topology. These results clearly demon-
strate that the proposed AO scheme is the only frame-
work capable of offering reliable secrecy guarantees.
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4.6 Sum Secrecy Rate vs. NOMA Power Al-
location Coefficient

Fig. 6 further evaluates the average sum secrecy
rate sensitivity w.r.t. the NOMA power allocation co-
efficient a2 for the weak user, swept over the set {0.50,
0.55, 0.60, 0.65, 0.70, 0.75, 0.80, 0.85, 0.90}, with
fixed transmit SNR = 20 dB, N = 32 RIS elements,
and M = 4 BS antennas. We remind the reader that
a1 + a2 = 1, so increasing a2 while holding fixed
the total transmit power correspondingly reduces the
fraction of power used to serve the strong user. In this
sense, the current experiment directly characterizes
the power-splitting trade-off between the two NOMA
users in terms of secrecy performance.

By far the most important observation to draw
from Fig. 6 is that the proposed AO RIS-NOMA
scheme is remarkably insensitive to the power alloca-
tion design. In particular, the average sum secrecy
rate is very nearly flat over the whole a2 sweep and
always hovers around 13.0 bps/Hz with a total varia-
tion of less than 0.1 bps/Hz across all the nine power
coefficients evaluated. In other words, the sum se-
crecy rate is almost completely insensitive to power
splitting. This property is of course highly desir-
able in practice, since it implies that the proposed
system does not need finely tuned or even adaptive
power allocation to achieve near-optimal secrecy per-
formance. The reason for this to happen is that the
jointly optimised RIS phase configuration and MRT
beamformer together provide enough spatial decorre-
lation between the users’ effective channels and the
eavesdropper’s channel, such that the secrecy gap re-
mains large regardless of the specific way in which the
total power is split between the two users within the
considered range.

Fig.6: Secrecy Rate vs. NOMA Power Coefficient.

In contrast, the no-RIS NOMA scheme’s sum se-
crecy rate degrades monotonically from∼1.38 bps/Hz
at a2 = 0.50 to ∼0.85 bps/Hz at a2 = 0.90 as the
fraction of power allocated to the weak user, a2, is
increased. This monotonic behavior is a direct result
of the fact that, without the help of RIS, allocating
more power to the weak user will decrease the SINR

of the strong user more than it can improve the weak
user’s secrecy rate due to the interference structure
of the NOMA SIC decoder. Since the strong user’s
secrecy rate (which is dominant in the no-RIS case) is
a decreasing function of a2, the sum secrecy rate will
also decrease monotonically with a2. As before, the
gap between the two schemes increases from ∼11.6
bps/Hz at a2 = 0.50 to ∼12.1 bps/Hz at a2 = 0.90,
further validating the earlier conclusion that the op-
timised RIS is the primary source of secrecy perfor-
mance and decouples the sum secrecy rate from the
specific choice of power allocation coefficients.

4.7 Sum Secrecy Rate vs. Number of BS An-
tennas

Fig. 7 shows the average sum secrecy rate versus
the number of BS antennas M ∈ {1, 2, 4, 6, 8, 10, 12}
with a fixed transmit SNR of 20 dB for N = 32 RIS
elements and K = 2 NOMA users. By holding RIS
gain N fixed, this experiment focuses on the impact
of active antenna diversity at the BS on the overall
secrecy performance, independent of RIS array gain,
which is critical for many practical scenarios that re-
quire insight into the trade-off between BS hardware
complexity and achievable secrecy rate.

The proposed AO RIS-NOMA scheme exhibits a
steady and significant performance improvement with
the increased number of BS antennas M, starting
from around 12.0 bps/Hz for M = 1 and reaching
13.7 bps/Hz for M = 12. The improvement in the
secrecy rate between M = 1 and M = 4 is the largest,
of around 1.0 bps/Hz, due to the large beamforming
gain obtained when moving from a single-antenna BS
to a multi-antenna MRT configuration. This is be-
cause the extra BS antennas allow for more spatial
degrees of freedom for the MRT beamformer, which
can then better concentrate energy in the direction of
the strong user’s effective channel, and also more ef-
fectively exploit the RIS-reflected channel paths. Af-
ter M = 4, the rate improvement continues but with a
progressively slower rate, and eventually almost sat-
urates after M = 8 at around 13.5 bps/Hz. This con-
cave behavior reveals that the main contributor to
secrecy gain in the proposed scheme is the optimised
RIS phase shift, rather than BS antenna scaling it-
self, and that the benefit of each additional antenna
diminishes after a certain spatial multiplexing capa-
bility is reached.

The random phase RIS-NOMA scheme exhibits
a broadly similar but much flatter trend, improv-
ing marginally from 4.7 bps/Hz at M = 1 to around
5.1 bps/Hz at M = 8 before saturating. The limited
antenna gain under random phases further confirms
that unoptimized RIS configurations restrict the ef-
fective exploitation of spatial diversity at the BS. The
no-RIS NOMA scheme shows the weakest antenna
scaling benefit, barely improving from 0.85 bps/Hz at
M = 1 to 1.2 bps/Hz at M = 12, which underscores
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Fig.7: Secrecy Rate vs. Number of BS Antennas.

that, without RIS assistance, increasing the number
of BS antennas alone can only yield marginal secrecy
improvement under the given propagation conditions.
These results collectively suggest that for maximum
secrecy performance, BS antenna scaling should be
jointly combined with RIS phase optimization rather
than independently.

4.8 Cumulative Distribution Function of Sum
Secrecy Rate

In Fig. 8, we plot the empirical CDF of the sum
secrecy rate for a fixed value of transmit SNR, namely
20 dB, averaged over 2000 independent channel real-
izations for the three schemes with N = 32 and M = 4.
The CDF is a meaningful statistic for characterising
the secrecy performance of the scheme, which con-
tains information that the ergodic sum secrecy rate
does not capture. It is an important metric, which de-
scribes how the secrecy rate is spread over all possible
channel realizations. For instance, in some scenar-
ios a certain secrecy rate may be achieved for almost
all channel realizations (concentrated distribution),
or the secrecy rate may vary widely across channel
realizations (dispersed distribution). Also, from the
CDF, the tail behavior of the distribution can be read
off.

It can be seen in Fig. 8 that the CDF of the AO
RIS-NOMA is very concentrated compared to the two
baseline schemes and is shifted to the right by a large
margin. The CDF of the AO RIS-NOMA scheme
starts at zero at about 11.5 bps/Hz and is equal to
one at about 15.0 bps/Hz. The support of the CDF
is therefore about 3.5 bps/Hz only. The fact that
the CDF is so steep also implies that the secrecy rate
is realisable with near unit probability for a target
rate that falls within the support. The narrow and
steep CDF indicates that not only is the median se-
crecy rate of AO RIS-NOMA about 13.0 bps/Hz high,
but that it also has very low variation across chan-
nel realizations, which reinforces that the AO yields
near-optimal secrecy rate independent of channel re-
alization.

Fig.8: CDF of Sum Secrecy Rate at SNR = 20 dB.

The CDF of the random phase RIS-NOMA scheme
is considerably more extended and shifted to the left
compared to the others and covers an interval from
roughly 0 bps/Hz to 10.5 bps/Hz, with a median
value of approximately 5.5 bps/Hz. The slope of its
distribution is rather mild and it exhibits high disper-
sion in terms of secrecy performance across different
realizations. This is a consequence of the arbitrary
and unmanaged interference patterns generated by
the unoptimized phase configurations. In around 10
percent of the realizations, the secrecy rate is below
1.0 bps/Hz, suggesting a high likelihood of achieving
close to zero secure throughput in those scenarios.
The CDF of the no-RIS NOMA scheme is the narrow-
est but also the lowest-valued one, since it is entirely
contained within the range from 0 to approximately
4.0 bps/Hz, and its median is below 2.0 bps/Hz. The
slope of the no-RIS CDF is relatively steep, despite
its low values, indicating low variance but intrinsi-
cally restricted secrecy capacity, confirming that the
system is inherently unable to achieve high secrecy
rates without RIS assistance, regardless of the chan-
nel conditions. The horizontal separation among the
three CDFs strikingly illustrates the hierarchy of se-
crecy gain and endorses the performance gain of the
proposed joint beamforming optimization framework
across the entire distribution of channel conditions.

4.9 Sum Secrecy Rate vs. Eavesdropper Dis-
tance from RIS

In Fig. 9, we plot the mean sum secrecy rate versus
the eavesdropper distance from the RIS dEVA, where
the distance dEVA is sweeping on {0.5, 1.0, 1.5, 2.0,
2.5, 3.0, 4.0, 5.0, 6.0} normalized units, at a fixed
transmit SNR of 20 dB with N = 32 RIS elements
and M = 4 BS antennas. In particular, the eaves-
dropper is assumed to be located at the very back
of the RIS on the LoS direction, thus forming the
worst-case spatial setup in terms of the Eves’ loca-
tion w.r.t. the cascaded links reflected by the RIS. In
this way, Eve will be at the best position for the sig-
nal interception by the RIS over the whole reflection
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coverage. Therefore, this figure precisely measures
the impact of the distance between the eavesdropper
and the RIS to the final secrecy performance of all
the three schemes.

It can be seen that all three schemes benefit from
an increasing eavesdropper distance, which is physi-
cally understandable as a larger distance between Eve
and the RIS brings more path loss on the eavesdrop-
per’s cascade channel, thus resulting in a smaller re-
ceived power at Eve, and a larger secrecy rate gap be-
tween the legitimate users and Eve. However, there
is a significant performance gap between all three
schemes, which well indicates their individual differ-
ences in the space discrimination ability.

Fig.9: Secrecy Rate vs. Eavesdropper Distance from
RIS.

The proposed AO RIS-NOMA scheme offers the
highest achievable secrecy rate for any value of Eve’s
location distance. In particular, it starts with an av-
erage of approximately 10.3 bps/Hz when Eve is at
0.5 units from the RIS, and thereafter increases mono-
tonically but at a clearly diminishing rate, reaching
approximately 14.5 bps/Hz at a distance of 6.0 units.
The growth is therefore not linear: the improvement
is steepest over the first half-unit of separation, where
the mean sum secrecy rate rises by about 1.2 bps/Hz
(from 10.3 bps/Hz at 0.5 units to 11.5 bps/Hz at 1.0
unit), and it then flattens progressively, with a gain
of only about 0.3 bps/Hz per normalized unit be-
yond 3.0 units. The resulting concave, logarithmic-
like trend is what the distance-dependent path-loss
law predicts, and it corresponds to an average slope
of approximately 0.76 bps/Hz per normalized unit
over the full sweep from 0.5 to 6.0 units. The pro-
posed scheme, even at the worst-case scenario of 0.5
units (where the eavesdropper is in very proximity to
the RIS), maintains an average of over 10 bps/Hz of
sum secrecy rate. This shows the significant worst-
case sum secrecy rate performance of the proposed
scheme, and suggests that the AO optimization is
using the spatial discrimination of the RIS to null
the eavesdropper’s channel, even when Eve is in close
proximity to it, as is evidenced by the average se-

crecy rate being well above zero in a small distance
from the RIS, and not due to channel path loss atten-
uation alone, as the AO is actively projecting energy
away from Eve.

The distance-dependent improvement achieved by
the random phase RIS-NOMA scheme is by far the
steepest, increasing from a mere 0.6 bps/Hz at a dis-
tance of 0.5 units to 7.6 bps/Hz at a distance of 6.0
units. The steep initial slope between 0.5 and 1.5
units is a direct result of the pronounced path loss
increase suffered by Eve at short distances according
to the reduced-obstruction propagation model, which
incidentally impacts the random phase scheme most
severely because its performance at short distances
is greatly curtailed by the strong eavesdropper chan-
nel, which the unoptimized phases are unable to at-
tenuate. The no-RIS NOMA scheme’s improvement
is by far the most gradual, climbing from around
0.7 bps/Hz at a distance of 0.5 units to a mere 1.6
bps/Hz at 6.0 units, confirming that in the absence
of RIS-assisted spatial discrimination the system is
almost entirely dependent on path loss separation to
achieve a meaningful level of secrecy margin. The
consistently large performance gap between the pro-
posed scheme and both baselines at all eavesdropper
distances robustly validates the contribution of spa-
tial security enhancement provided by the joint active
and passive beamforming optimization in RIS-aided
NOMA networks.

4.10 Sum Secrecy Rate vs. Rician K-Factor
of the BS-RIS Link

Fig. 10 shows the average sum secrecy rate as the
Rician K-factor of the BS-RIS link is varied, sweep-
ing K ∈ {0, 0.5, 1.0, 2.0, 3.0, 5.0, 7.0, 10.0}, at a
fixed transmit SNR of 20 dB with N = 32 RIS ele-
ments and M = 4 BS antennas. The Rician K-factor
quantifies the ratio of deterministic LoS power com-
ponent to scattered NLoS power component in the
BS-RIS channel, with K = 0 corresponding to purely
Rayleigh fading and increasing K values indicating in-
creasingly stronger and more deterministic LoS con-
ditions. This setting tests the sensitivity of the pro-
posed scheme to changes in BS-RIS channel condi-
tion, which is determined almost entirely by the sys-
tem deployment environment and cannot in general
be controlled by the system designer. As expected,
the proposed AO RIS-NOMA scheme exhibits a mild
yet non-negligible positive sensitivity to the increas-
ing K-factor for low K values, with the achievable SR
starting from approximately 12.4 bps/Hz at K = 0,
and increasing up to approximately 13.1 bps/Hz at
K = 1.0. This slight improvement is intuitive, as a
stronger and more deterministic LoS component in
the BS-RIS channel translates into a more determin-
istic and less lossy cascade channel for the BCD phase
optimization to work with. A stronger LoS compo-
nent also limits the channel estimation uncertainty of



728 ECTI TRANSACTIONS ON COMPUTER AND INFORMATION TECHNOLOGY VOL.20, NO.4 October 2026

Table 1: Comparison of RIS-Based Communication Methods.
Feature Proposed Zhang et al. [19] Jiang et al. [20] Zhang et al. [21] Nema et al. [22]
RIS Type Passive Active UAV Passive Passive STAR-RIS
Joint Active & Passive X X X × X
BF
Optimization Method BCD + MRT SDR + SCA CVX-based AO + AN Penalty-AO
NOMA Support X X X X X
PLS Objective Sum Secrecy Sum Secrecy Secrecy Sum Secrecy Sum Secrecy

Rate Rate Rate Rate Rate
Hardware Complexity Low High Moderate Moderate High
Convergence 6 > 10 > 10 > 10 > 10
(iterations)
Sensing Constraint × × X × ×
UAV Dependency × X × × ×

the random Rayleigh scattering realization, which en-
ables the AO algorithm to consistently steer the RIS
phases to be closer to their secrecy-maximizing con-
figurations. For K > 1.0, however, the performance of
the proposed scheme becomes essentially independent
of the K-factorIt stays at around 13.1 bps/Hz for all
larger values of K up to K = 10, with a total perfor-
mance deviation of less than 0.1 bps/Hz. This quick
saturation behavior indicates that once the LoS com-
ponent is strong enough to ensure a well-conditioned
and less lossy cascade channel, further strengthening
the LoS component does not offer a significant addi-
tional secrecy advantage, as the AO optimization has
already fully leveraged the channel structure.

On the other hand, the random phase RIS-NOMA
scheme is almost completely insensitive to the K-
factor over the entire range considered in the simula-
tion. The secrecy rate in this scheme is almost flat at
a value of approximately 5.0 bps/Hz with negligible
(less than 0.2 bps/Hz) random fluctuations around
this value. This flat profile is completely expected be-
cause a random and unoptimized phase configuration
cannot possibly capture and exploit any structure in
the BS-RIS channel that might come from either LoS
or scattered components.

Fig.10: Secrecy Rate vs. Rician K-Factor.

As such, the complete lack of K-factor dependence
in the random phase scheme clearly validates the as-

sertion that the mild K-factor sensitivity of the pro-
posed scheme is entirely a consequence of the AO
optimization adaptively exploiting the deterministic
LoS component in the BS-RIS channel. Moreover,
since this gap of approximately 8.0 bps/Hz between
the proposed and random phase schemes is also al-
most entirely independent of the K-factor, these ob-
servations collectively and decisively establish that
phase optimization and not just the channel condi-
tions plays the critical role in enabling high secrecy
rates in RIS-aided NOMA networks.

4.11 Comparison with Related Work

A few works closely related to the proposed AO
RIS-NOMA framework have been identified in Sec-
tion II. Zhang et al. [19] addressed a SIC-and-JD
strategy and adopted an active RIS model on the
UAV platform with SDR and SCA-based optimiza-
tion. The proposed scheme is generic with a pas-
sive RIS and element-wise BCD phase update with
lightweight computation of order at most six iter-
ations with a converged solution at a much lower
computational cost and without introducing large
hardware complexity/power overheads. Jiang et al.
[20] proposed a secure beamforming design under
a dual-function radar-communication NOMA-ISAC
problem, which did not fully exploit the joint beam-
forming design. In the present work, the secrecy opti-
mization problem is considered in a dedicated NOMA
downlink communication only, allowing for higher
SRs through an unconstrained joint beamforming op-
timization. Zhang et al. [21] also considered hard-
ware impairments with a robust transmission strat-
egy and active and passive beamforming optimization
independently. In contrast, the proposed formulation
unifies both active and passive beamforming dimen-
sions in a single AO architecture that fully captures
the joint optimization. Finally, as compared to Nema
et al. [22], which adopts a STAR-RIS framework
with a tertiary mode that introduces combinatorial
mode-selection overheads, the proposed BCD-based
approach offers comparable secrecy performance with
much lower algorithmic overhead, and without requir-
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ing element-level mode switching hardware, as shown
in Table 1.

5. CONCLUSION

The paper addresses the issue of physical layer se-
curity in RIS-aided NOMA downlink systems when
a passive eavesdropper is present. To this end, a
joint active and passive beamforming optimization
framework is proposed. Specifically, the active beam-
former is first constructed in a closed-form using max-
imum ratio transmission (MRT) towards the strong
NOMA user, followed by the optimization of the pas-
sive RIS phase shifts using element-wise block coor-
dinate descent with one-dimensional grid search over
uniformly-spaced candidate phase angles. The two
optimization steps are integrated together under an
alternating optimization framework that is guaran-
teed to converge within at most six iterations, indi-
cating the practical implementability of the proposed
solution. Monte Carlo simulation results over ten per-
formance metrics for different system settings show
that the proposed scheme outperforms the random
phase RIS-NOMA, RIS-OMA, and no-RIS NOMA
baselines in a consistent and significant manner. In
particular, a sum secrecy rate of 16.6 bps/Hz is at-
tained at 40 dB SNR, the secrecy outage probability
(SOP) approaches zero for all considered SNR values,
and the sum secrecy rate exhibits near immunity to
variations in the NOMA power allocation coefficients.
Other simulation results show that both the num-
ber of RIS elements and BS antennas can be scaled
to improve performance that effective spatial nulling
of the eavesdropper can be achieved even when the
eavesdropper is in proximity to the RIS.
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