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ABSTRACT Article information:
Android malware continues to pose a signi�cant threat to mobile security,
with millions of malicious applications detected annually. Graph Neural
Networks (GNNs) applied to Function Call Graphs (FCGs) have emerged
as a promising approach for malware detection. However, existing GNN-
based methods rely predominantly on mean aggregation, capturing only the
�rst-order statistical moment of neighborhood representations�insu�cient
for heterogeneous FCGs where malware classes exhibit fundamentally dif-
ferent connectivity patterns. We present an empirical analysis demonstrat-
ing that neighborhood degree variance di�ers signi�cantly across malware
classes (ANOVA, p < 0.001), motivating variance as an explicit aggre-
gation signal. Based on this �nding, we propose VE-GNN, a Variance-
Enhanced Graph Neural Network incorporating mean and variance ag-
gregation within a residual message-passing framework. Experiments on
MalNet-Tiny with �ve independent runs show that VE-GNN achieves a
macro F1-score of 0.9261 ± 0.0077, outperforming GIN by 4.57% (paired
t-test, p < 0.001). Ablation studies con�rm that mean-variance aggre-
gation is optimal, as higher-order moments degrade performance without
adaptive selection. The proposed method o�ers an e�ective and computa-
tionally e�cient solution for GNN-based Android malware detection.
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1. INTRODUCTION

Android has become the dominant mobile oper-
ating system, accounting for over 70% of the global
smartphone market[1], [2], [3]. This widespread adop-
tion has made Android a primary target for malicious
actors; in 2023, Google reported that real-time scan-
ning capabilities detected over 5 million new mali-
cious o�-Play apps [4]. Traditional signature-based
detection methods have proven inadequate against
rapidly evolving malware variants, as attackers can
obfuscate code to evade static signatures [2]. Con-
sequently, machine learning-based approaches have
gained signi�cant attention as a more robust alter-
native for Android malware detection[3], [5], [6].

Among these approaches, graph-based methods
utilizing Function Call Graphs (FCGs) have demon-
strated particular promise. An FCG represents

the calling relationships between functions within
an application, capturing behavioral patterns that
are more resilient to obfuscation than raw code fea-
tures [7]. Graph Neural Networks (GNNs) are well-
suited for learning representations from FCGs, as
they can capture both structural and feature informa-
tion through iterative message passing across graph
edges[8]. In this work, we focus on topology-driven
detection; in MalNet-Tiny, node attributes are not
provided, so node representations are initialized us-
ing simple degree-based structural features [9].

However, existing GNN-based malware detection
methods share a fundamental limitation: they rely
predominantly on mean or sum aggregation during
message passing [10], [11], [12], [13]. These aggre-
gation schemes summarize a neighborhood largely
through its �rst-order statistic, which can obscure
structural heterogeneity in FCGs. In topology-only
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FCG datasets such as MalNet-Tiny, where node rep-
resentations are learned from degree-based features,
the spread of neighborhood connectivity (e.g., vari-
ance in neighbor degrees) provides additional discrim-
inative information beyond the average. Mean aggre-
gation may map neighborhoods with similar averages
but different spreads to similar representations, de-
spite reflecting different malware behaviors.

To verify this hypothesis, we conduct a system-
atic statistical analysis of FCG degree distributions
across five malware categories in the MalNet-Tiny
dataset. One-way ANOVA tests confirm that all
four statistical moments — mean, variance, skewness,
and kurtosis — differ significantly across classes (p
< 0.001). Notably, variance yields an F-statistic of
56.22, demonstrating that the spread of neighbor con-
nectivity is a highly discriminative signal that mean-
only aggregation fails to exploit.

While Principal Neighbourhood Aggregation (PNA)
[14] has explored richer statistical aggregation in gen-
eral graph learning, it has not been applied to mal-
ware detection and incurs prohibitive computational
overhead — approximately 77 seconds per epoch on
FCG data compared to 1.1 seconds for our proposed
method. This makes PNA impractical for large-scale
malware analysis pipelines.

To address these limitations, we propose VE-GNN,
a Variance-Enhanced Graph Neural Network that ex-
plicitly incorporates variance aggregation alongside
mean aggregation within a residual message-passing
framework. Our approach is motivated directly by
the empirical observation that variance is the most
stable and discriminative higher-order moment for
FCG malware classification. The main contributions
of this paper are as follows:

1. We present a systematic empirical analysis
of FCG degree distributions across five An-
droid malware categories, demonstrating that
neighbor variance differs significantly across
classes (ANOVA, F = 56.22, p < 0.001), pro-
viding a principled motivation for variance-
enhanced aggregation.

2. We propose VE-GNN, a variance-enhanced
GNN architecture for Android malware de-
tection that achieves a macro F1-score of
0.9261 ± 0.0077 on MalNet-Tiny, outperform-
ing the strongest baseline GIN by 4.57% with
high statistical significance (paired t-test, p <
0.001).

3. We conduct a comprehensive ablation study
demonstrating that mean-variance aggrega-
tion is the optimal configuration, and that
higher-order moments such as skewness and
kurtosis degrade performance without adap-
tive selection mechanisms — motivating fu-
ture work on degree-aware moment gating.

Beyond the aggregation design, the scope
of this work includes a statistical (ANOVA)

analysis of FCG degree distributions, a resid-
ual layer-normalised variance-enhanced message-
passing layer, a multi-run evaluation against
GCN, GAT, GIN, and GraphSAGE, an ablation
over mean/variance/skewness/kurtosis and statisti-
cal readout, and an efficiency analysis covering both
training and inference cost.

The remainder of this paper is organized as fol-
lows. Section 2 reviews related work on GNNs and
Android malware detection. Section 3 presents the
proposed VE-GNN architecture. Section 4 describes
the experimental setup. Section 5 discusses results
and analysis. Section 6 concludes the paper.

2. RELATED WORK

2.1 Graph Neural Networks for Graph Clas-
sification

Graph Neural Networks have emerged as the dom-
inant paradigm for learning representations from
graph-structured data [8], [15], [16], [17]. Kipf and
Welling [10]proposed Graph Convolutional Network
(GCN), which approximates spectral graph convo-
lutions through a localized first-order neighborhood
aggregation scheme. While computationally efficient,
GCN is limited to weighted mean aggregation, which
restricts its ability to distinguish graphs with dif-
ferent neighborhood distributions. Graph Attention
Network (GAT) [11] extends this by introducing at-
tention coefficients to weight neighbor contributions
adaptively. However, GAT still produces a weighted
mean, and our experiments confirm that attention-
based mean aggregation performs poorly on hetero-
geneous FCGs, yielding the lowest F1-score among
all evaluated baselines.

Hamilton et al. [12]proposed GraphSAGE, which
learns aggregation functions by sampling and con-
catenating neighborhood representations. Graph-
SAGE supports multiple aggregation operators in-
cluding mean and max-pooling, offering greater flex-
ibility than GCN while maintaining computational
efficiency. Xu et al. [13] demonstrated theoretically
that sum aggregation, further extended to higher-
order variants by Morris et al. [18], as employed
in Graph Isomorphism Network (GIN), achieves the
maximum expressive power among message-passing
GNNs under the Weisfeiler-Leman graph isomor-
phism test. Despite this theoretical advantage, GIN
still operates on first-order moment aggregation and
does not explicitly model the distributional spread
of neighborhood representations (and thus neighbor-
hood connectivity).

Corso et al. [14] proposed Principal Neighbour-
hood Aggregation (PNA), which combines multiple
aggregation functions — mean, maximum, minimum,
and standard deviation — with degree-scalers to pro-
duce richer neighborhood representations. While
PNA represents the most comprehensive statistical
aggregation framework in the GNN literature, it has
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not been applied to Android malware detection. Fur-
thermore, its computational overhead renders it im-
practical for FCG-scale graphs, as demonstrated in
our efficiency analysis. Our work draws inspiration
from PNA’s use of statistical moments but proposes
a more focused and computationally efficient design
tailored specifically to the FCG malware detection
domain.

2.2 Android Malware Detection

Early approaches to Android malware detection re-
lied on static analysis of application permissions and
API calls. Arp et al. [19] proposed DREBIN, which
extracts broad static features including permissions,
intents, and API calls, achieving strong detection per-
formance through linear classification. Mariconti et
al. [20] introduced MaMaDroid, which models se-
quences of API calls as Markov chains to capture be-
havioral patterns while remaining robust to API-level
obfuscation.

The adoption of deep learning has further ad-
vanced the field. Several studies have applied Convo-
lutional Neural Networks (CNNs) to grayscale visu-
alizations of application bytecode, treating malware
detection as an image classification problem [21]. Re-
lated deep learning approaches learn from static anal-
ysis reports or system-level artifacts, such as TC-
Droid [22] and kernel task-structure features [23].
However, these approaches do not explicitly model
the structural relationships between functions within
an application.

Graph-based approaches have gained traction as a
more principled alternative. Complementary graph-
based techniques include app-level profiling [24],
sensitive-subgraph analysis for piggybacking detec-
tion [25], and permission-pair graphs [26]. Exist-
ing GNN-based malware detectors construct FCGs
from application binaries and apply GNN models
to learn graph-level representations. Recent journal
studies have explored graph learning for Android mal-
ware detection using heterogeneous graphs, semantic
FCGs, or graph-signal features [27], [28], [29], [30],
[31]. However, a common limitation across these
works is their primary reliance on standard mean or
sum aggregation during message passing [32], [33].
None of these methods explicitly model the variance
of neighborhood representations, despite its demon-
strated discriminative power for FCG classification.
Our work directly addresses this gap by incorporat-
ing variance aggregation as a first-class component of
the message-passing framework.

2.3 Statistical Properties of Function Call
Graphs

Function Call Graphs extracted from Android ap-
plications exhibit structural properties that can dif-
ferentiate malware from benign software. Prior stud-

ies note that malicious functionality often concen-
trates on a relatively small subset of functions, yield-
ing hub-like structures in call graphs that are useful
for learning-based detection [7], [24], [25].

Despite these observations, the statistical prop-
erties of FCG neighborhood distributions have not
been systematically analyzed in the context of GNN
aggregation design. Existing works treat FCGs as
generic graphs and apply off-the-shelf GNN architec-
tures without considering whether standard aggrega-
tion schemes are appropriate for the specific distribu-
tional characteristics of malware FCGs. Our empiri-
cal analysis in Section III bridges this gap by demon-
strating that variance — not merely mean — is a
highly discriminative statistical signal for FCG mal-
ware classification, providing a principled motivation
for the VE-GNN architecture proposed in this work.

Recent advances in GNN architectures have fur-
ther explored heterogeneous graph representations
and multi-scale aggregation for malware detection.
Guo et al. [33] proposed MalHAPGNN, which em-
ploys hierarchical attention pooling over function call
graphs to capture multi-granularity structural pat-
terns. Tekin et al. [32] introduced AndroMesh, a
function-aware local-global topology framework that
explicitly combines local neighborhood and global
graph-level signals. Gu et al. [30] developed GSE-
Droid, a lightweight semantic embedding approach
that integrates API call semantics into GNN-based
malware detection. Shen et al. [31] proposed GHG-
Droid, which constructs a global heterogeneous graph
to capture cross-application relationships between
API calls and malware families. Despite these ad-
vances, none of these methods explicitly model the
distributional spread of neighborhood representations
during message passing. Our work addresses this gap
by incorporating variance aggregation as a principled
extension to mean-based GNN methods, motivated
by statistical analysis of FCG degree distributions.

3. PROPOSED METHOD

3.1 Android Malware Detection

An Android application can be represented as a
Function Call Graph (FCG) G = (V,E,X), where
V denotes the set of nodes representing functions
within the application, E ⊆ V × V denotes the set
of directed edges representing function call relation-
ships, and X ∈ R|V | × 3 denotes the node feature
matrix. For each node vi ∈ V , the feature vector
xi = [deg(vi), in−deg(vi), out−deg(vi)] encodes the
total degree, in-degree, and out-degree of the corre-
sponding function.

The task of Android malware detection is for-
mulated as a graph classification problem: given a
dataset of FCGsD = {(G1, y1), (G2, y2), . . . , (Gn, yy)},
the objective is to learn a mapping f : G→ Y , where
Y = {benign, adware, addisplay, downloader, trojan}
represents the set of application categories. The
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neighborhood of node vi is denoted as N(i) = {vj :
(vj , vi) ∈ E}, and the hidden representation of node

vi at layer l as h
(l)
i .

3.2 Motivational Analysis

A fundamental assumption underlying our ap-
proach is that the distributional properties of FCG
neighborhoods — beyond the mean — carry discrim-
inative information for malware classification. To ver-
ify this hypothesis empirically, we conduct a one-way
Analysis of Variance (ANOVA) test on four statistical
moments of node degree distributions across the five
application categories in the MalNet-Tiny dataset.
The results are summarized in Table 1.

Table 1: ANOVA test results for statistical moments
of FCG degree distributions.

Statistical F-statistic p-value Significant
Moment
Mean 77.54 <0.001 Yes
Variance 56.22 <0.001 Yes
Skewness 23.11 <0.001 Yes
Kurtosis 18.44 <0.001 Yes

All four statistical moments differ significantly
across malware classes (p < 0.001), confirming that
FCG degree distributions are class-discriminative be-
yond the first-order moment. Notably, variance yields
a high F-statistic of 56.22, indicating that the spread
of neighbor connectivity is a strong discriminative sig-
nal that conventional mean aggregation fails to cap-
ture. Furthermore, while skewness and kurtosis are
also statistically significant, their F-statistics are sub-
stantially lower than those of mean and variance, sug-
gesting diminishing discriminative returns for higher-
order moments. This observation motivates the ex-
plicit incorporation of variance — and not higher-
order moments — as an aggregation signal in the pro-
posed architecture, a design choice further validated
through ablation studies in Section 5.

3.3 Variance-Enhanced Aggregation

The core component of VE-GNN is a variance-
enhanced message-passing layer that explicitly com-
putes both the mean and variance of neighbor repre-
sentations during aggregation. Given the hidden rep-

resentation h
(l)
i of node vi at layer l, the aggregation

proceeds in four steps.

Step 1 — Mean aggregation. The mean of neighbor
representations is computed as:

µi =
1

|N(i)|
∑

j∈N(i)
h
(l)
j (1)

Step 2 — Variance aggregation. The variance of
neighbor representations is computed as the mean
squared deviation from the neighborhood mean:

σ2
i =

1

|N(i)|
∑

j∈N(i)

(
h
(l)
j − µi

)2
(2)

Step 3 — Concatenation. The node’s own representa-
tion, the neighborhood mean, and the neighborhood
variance are concatenated:

ai =
[
h
(l)
i ‖ µi ‖ σ2

i

]
(3)

where ‖ denotes vector concatenation, yielding ai ∈
R3d for hidden dimension d.

Step 4 — Update with residual connection. The
augmented representation is transformed through an
MLP and combined with the original node represen-
tation via a residual connection, followed by layer nor-
malization:

h
(l+1)
i = LayerNorm(MLP (ai) + h

(l)
i ) (4)

The residual connection preserves information
from the previous layer and mitigates the risk of over-
smoothing in deeper architectures. Layer normaliza-
tion stabilizes training on heterogeneous FCGs where
node degree distributions vary significantly across
graphs.

3.4 Full Architecture

The complete VE-GNN architecture consists of
an input projection layer, three stacked variance-
enhanced aggregation layers, a graph readout mod-
ule, and a classification head, as illustrated in Fig.
1.

Fig.1: Architecture of the proposed VE-GNN.
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As illustrated in Fig. 1, VE-GNN processes an
Android FCG through five successive stages. The ar-
chitecture is designed to progressively transform raw
graph structure into a discriminative graph-level rep-
resentation suitable for malware classification.

Input Projection. The raw three-dimensional node
features are projected into a higher-dimensional em-
bedding space:

h
(0)
i = ReLU (BN(Win · xi + bin)) (5)

where W I
n∈Rdx3 is a learnable weight matrix and d =

64 is the hidden dimension.
Variance-Enhanced Layers. Three consecutive

variance-enhanced aggregation layers are applied as
described in Section 3.3. Each layer is followed by
dropout regularization with rate p = 0.3.

Graph Readout. After the final aggregation layer,
node representations are aggregated into a graph-
level representation using global mean pooling and
global max pooling, whose outputs are concatenated:

hG =[MeanPool(h
(3)
i ) ‖ MaxPool(h

(3)
i )

yieldinghG ∈ R2d
(6)

Classification Head. The graph representation is
passed through a three-layer MLP with batch nor-
malization, ReLU activations, and dropout to pro-
duce the final class logits:

ŷ = MLPcls(hG) (7)

The total number of trainable parameters in
VE-GNN is approximately 125,573, making it a
lightweight architecture suitable for large-scale mal-
ware analysis pipelines.

3.5 Computational Complexity

The time complexity of each variance-enhanced ag-
gregation layer is O(|E| ·d+ |V | ·d2), where |E| is the
number of edges, |V | is the number of nodes, and d is
the hidden dimension. The additional variance com-
putation requires a single additional pass over the
edges, contributing only a constant factor overhead
compared to standard mean aggregation.

Empirically (Section 5.4), VE-GNN incurs a mod-
est constant-factor overhead relative to first-order ag-
gregators such as GIN due to the additional vari-
ance pass, while remaining substantially more effi-
cient than multi-aggregator designs such as PNA [14]
in our setting.

4. EXPERIMENTAL SETUP

4.1 Dataset

Experiments are conducted on MalNet-Tiny [9], a
benchmark dataset for graph-based Android malware
detection. MalNet-Tiny consists of 5,000 Function

Call Graphs (FCGs) extracted from Android applica-
tion binaries, evenly distributed across five categories:
benign, adware, addisplay, downloader, and trojan,
with 1,000 samples per category. Table 2 summarizes
the dataset statistics.

Table 2: Dataset statistics of MalNet-Tiny.
Category Samples Description
Benign 1,000 Legitimate applications
Adware 1,000 Advertisement malware
Addisplay 1,000 Adware variant
Downloader 1,000 Downloader malware
Trojan 1,000 Trojan malware
Total 5,000 5 categories

The MalNet authors provide suggested stratified
splits of 70/10/20 (train/val/test) for MalNet-Tiny
[9]. In this work, we adopt a slightly larger valida-
tion set (70/15/15) to reduce variance in model selec-
tion on this small benchmark, yielding 3,500 training
graphs, 750 validation graphs, and 750 test graphs.
The split is stratified by malware category and fixed
by a random seed (42) for reproducibility; we report
results on this fixed split to ensure fair, paired com-
parisons across methods.

4.2 Baseline Models

Four baseline GNN models are evaluated to pro-
vide comprehensive comparison with the proposed
VE-GNN: GCN [10], GAT [11], GIN [13], and Graph-
SAGE [12]. In addition, we include Principal Neigh-
bourhood Aggregation (PNA) [14] only in the effi-
ciency analysis (Section 5.4) because its computa-
tional overhead is prohibitive in our setting.

Graph Convolutional Network (GCN) [10]applies
spectral graph convolutions through localized first-
order neighborhood aggregation with symmetric nor-
malization. GCN serves as a representative of
weighted mean aggregation baselines.

Graph Attention Network (GAT) [11] extends
GCN by introducing multi-head attention coefficients
to adaptively weight neighbor contributions. Despite
its adaptive weighting, GAT remains a first-order
mean aggregation method.

Graph Isomorphism Network (GIN) [13] employs
sum aggregation with a learnable MLP, theoreti-
cally achieving maximum expressive power among
message-passing GNNs under the Weisfeiler-Leman
test. GIN serves as the strongest theoretical base-
line.

GraphSAGE [12] learns aggregation by sampling
and concatenating neighborhood representations us-
ing a mean aggregator. GraphSAGE provides a scal-
able alternative to spectral-based methods.

VE-GNN (proposed) extends mean aggregation
with explicit variance computation within a residual
message-passing framework, as described in Section
3.
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All baseline models follow a consistent three-layer
architecture with hidden dimension d = 64, global
mean pooling and max pooling readout, and an iden-
tical classification head to ensure fair comparison. To
isolate the impact of the aggregation design, we inten-
tionally use a unified architecture and training con-
figuration across models rather than performing ex-
tensive per-model hyperparameter tuning.

4.3 Implementation Details

All models are implemented using open-source
deep learning and graph learning frameworks. Ex-
periments are conducted on a system equipped with
a single consumer-grade GPU (6 GB VRAM) and 28
GB RAM. Table 3 summarizes the hyperparameter
configuration applied uniformly across all models.

Table 3: Hyperparameter configuration.
Hyperparameter Value
Hidden dimension 64
Number of layers 3
Optimizer Adam
Learning rate 0.001
Weight decay 1× 10−4

LR scheduler CosineAnnealingLR
Training epochs 60
Batch size 32
Dropout (conv) 0.3
Dropout (classifier) 0.5
Gradient clipping 1.0

The learning rate is annealed following a cosine
schedule over the full training duration (T max =
60). Gradient clipping with a maximum norm of 1.0
is applied to stabilize training on heterogeneous FCG
structures. Node features are the raw degree, in-
degree, and out-degree of each function node, without
additional normalization.

4.4 Evaluation Protocol

Model performance is evaluated using macro-
averaged F1-score as the primary metric, which ac-
counts for class imbalance by computing F1 indepen-
dently for each class and averaging the results. Accu-
racy is reported as a secondary metric for complete-
ness.

To assess statistical reliability, VE-GNN, GIN, and
GraphSAGE are trained and evaluated across five in-
dependent runs using different random seeds: {42,
123, 456, 789, 2024}. The data split is fixed (Section
4.2); seeds affect parameter initialization, mini-batch
shuffling, and dropout. Performance is reported as
mean ± standard deviation across the five runs. GCN
and GAT are included as auxiliary baselines and are
reported from a single representative run; they are
not included in the statistical significance tests.

Statistical significance of performance differences
is assessed using a paired, two-sided t-test on the
per-seed macro F1-scores between VE-GNN and each
competing method (GIN and GraphSAGE). Addi-
tionally, we report a paired standardized effect size
(Cohen’s d on paired differences, sometimes denoted
d z), where values of 0.2, 0.5, and 0.8 are commonly
interpreted as small, medium, and large effects, re-
spectively.

5. RESULTS AND DISCUSSION

5.1 Main Results

Table 4 presents the classification performance
of all models on the MalNet-Tiny test set. VE-
GNN achieves the highest macro F1-score of 0.9261
± 0.0077 and accuracy of 0.9275, outperforming all
baseline models across both metrics.

Table 4: Classification performance on MalNet-
Tiny (* denotes auxiliary single-run baseline).

Model Test Test F1 vs VE-GNN
Accuracy (Mean ± Std)

GCN* 0.6813 0.6360 +29.01%
GAT* 0.4853 0.4219 +50.42%
GIN 0.8837 0.8804 +4.57%

± 0.0060
GraphSAGE 0.8736 0.8715 +5.46%

± 0.0102
VE-GNN 0.9275 0.9261 (proposed)

± 0.0077

Among the baseline models, GIN achieves the
strongest performance with a macro F1-score of
0.8804 ± 0.0060, consistent with its theoretical ex-
pressiveness under the Weisfeiler-Leman isomorphism
test. GraphSAGE follows closely with 0.8715 ±
0.0102, demonstrating competitive performance de-
spite its simpler mean-concatenation aggregation.
VE-GNN surpasses GIN by 4.57% and GraphSAGE
by 5.46% in macro F1-score, demonstrating that
the explicit incorporation of neighborhood variance
provides a meaningful discriminative advantage over
first-order aggregation methods.

Fig. 2 visualizes the macro F1-score of all evalu-
ated models with corresponding standard deviation
error bars where available. VE-GNN consistently
outperforms the multi-run baselines (GIN and Graph-
SAGE). GCN and GAT are shown as auxiliary single-
run references under the same fixed configuration and
should be interpreted cautiously.

Fig. 3 presents the confusion matrices of GIN
and VE-GNN on the MalNet-Tiny test set. VE-
GNN demonstrates consistently higher correct pre-
dictions across all five malware categories, with the
most notable improvements observed in the trojan
and downloader classes where misclassification rates
are substantially reduced compared to GIN. This per-
class analysis confirms that variance-enhanced aggre-
gation provides a more discriminative representation
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Fig.2: Macro F1-score comparison of all evaluated
models on MalNet-Tiny.

Fig.3: Confusion matrices of GIN and VE-GNN on
MalNet-Tiny test set.

not only in aggregate but also across individual mal-
ware families.

To complement the confusion matrices, Table 5 re-
ports per-class precision, recall, and F1-score for GIN
and VE-GNN. The largest gains of VE-GNN occur
for the trojan and downloader categories, confirm-
ing that variance-enhanced aggregation reduces inter-
class confusion most strongly where neighbourhood-
degree spread is the dominant discriminative cue.

Table 5: Per-class precision, recall, and F1-score
for GIN and VE-GNN, computed from the seed-42
confusion matrices in Fig. 3 (test set, 150 graphs per
class). Single-run macro values may differ slightly
from the five-run means in Table 4.

Class GIN GIN GIN VE- VE- VE- Support
Prec. Rec. F1 GNN GNN GNN

Prec. Rec. F1
Benign 0.853 0.853 0.853 0.915 0.933 0.924 150
Adware 0.862 0.873 0.867 0.933 0.927 0.930 150
Addisplay 0.872 0.860 0.866 0.933 0.933 0.933 150
Downloader 0.878 0.867 0.872 0.945 0.913 0.929 150
Trojan 0.842 0.853 0.847 0.915 0.933 0.924 150
Macro avg 0.861 0.861 0.861 0.928 0.928 0.928 750

Under the topology-only feature setting of MalNet-
Tiny and the unified hyperparameter configuration
used in this study, GAT underperforms GIN and
GraphSAGE (macro F1 = 0.4219). This suggests
that attention-based reweighting does not compen-
sate for the limited node semantics available in this
benchmark. GCN achieves a higher macro F1-score

(0.6360) but remains below the stronger baselines.
Because both GCN and GAT are reported from a sin-
gle representative run, we refrain from drawing strong
conclusions beyond this observation.

5.2 Statistical Significance

To verify that the performance improvements of
VE-GNN are not attributable to random variation,
we conduct paired, two-sided t-tests on the per-seed
macro F1-scores of VE-GNN against GIN and Graph-
SAGE over five runs. The results are presented in
Table 6.

Table 6: Statistical significance and effect size of
VE-GNN improvements (paired t-test).

Comparison Mean Diff. t-statistic p-value Cohen’s d Interpretation
(paired) (paired)

VE-GNN +0.0457 9.377 < 0.001 6.63 Very large
vs GIN
VE-GNN +0.0546 8.551 < 0.001 6.05 Very large
vs
GraphSAGE

Both comparisons yield highly significant results
(p < 0.001), indicating that the performance ad-
vantage of VE-GNN over GIN and GraphSAGE is
consistent across random seeds. The large paired ef-
fect sizes in Table 6 indicate substantial practical im-
provements; however, the number of runs is limited
(n = 5), and we therefore interpret statistical results
alongside the observed mean differences and standard
deviations.

5.3 Ablation Study

To identify the optimal aggregation configuration
and understand the contribution of individual sta-
tistical moments, we conduct a systematic ablation
study on VE-GNN. Starting from a mean-only base-
line (A1), we progressively add higher-order statisti-
cal moments and evaluate the impact on macro F1-
score. All ablation experiments are conducted using
a single run with seed 42. Results are summarized in
Table 7.

Table 7: Ablation study results on MalNet-Tiny test
set (seed = 42).

Config Aggregation Test F1 ∆F1
A1 Mean only 0.9202 −
A2 Mean + Variance 0.9258 +0.56%

(proposed)
A3 Mean + Variance 0.9066 -1.92%

+ Skewness
A4 Mean + Variance 0.8851 -2.15%

+ Kurtosis
A5 Mean + Variance 0.8818 -0.33%

+ Stat Readout

The ablation results reveal several important find-
ings. First, the addition of variance aggregation to
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the mean-only baseline (A1 → A2) yields a consis-
tent improvement of +0.56%, confirming that neigh-
borhood variance carries discriminative information
beyond what the mean alone captures. Second,
the further addition of skewness (A3) and kurtosis
(A4) results in notable performance degradation of
-1.92% and -2.15% respectively, relative to A2. This
degradation suggests that higher-order moments in-
troduce noise rather than signal when applied uni-
formly across all nodes, regardless of their local graph
structure. Specifically, nodes with low degree - which
are prevalent in FCGs - produce unreliable skewness
and kurtosis estimates due to insufficient neighbor-
hood samples, destabilizing the learning process.

We note that the absolute A1− >A2 gain is mod-
est in magnitude. We interpret it as an incremental
but consistent architectural refinement grounded in
the statistical motivation of Section 3.2, rather than
a large performance leap, and best read together with
the per-class error reductions (Table 5) and the multi-
run comparison against GIN and GraphSAGE (Ta-
bles 4 and 6).

Third, incorporating statistical features in the
readout module (A5) also degrades performance, in-
dicating that moment-based features are better ex-
ploited at the aggregation level rather than at the
graph pooling stage. Overall, the mean-variance con-
figuration (A2) represents the optimal trade-off be-
tween aggregation richness and training stability for
FCG malware classification. These findings motivate
future work on adaptive moment selection mecha-
nisms that dynamically gate higher-order moments
based on local node degree, as discussed in Section 6.

5.4 Computational Efficiency

Table 8 presents the computational cost of all eval-
uated models measured on the MalNet-Tiny training
set using the experimental hardware described in Sec-
tion 4.3.

Table 8: Computational efficiency comparison.
Model Time/Epoch (s) Relative to Parameters

VE-GNN
GAT ∼0.8 1.4× faster ∼118,469
GraphSAGE ∼0.2 5.5× faster ∼29,125
GIN ∼0.5 2.2× faster ∼63,237
VE-GNN ∼1.1 (baseline) ∼125,573
PNA† ∼77.0 70× slower ∼312,000

†PNA evaluated separately and excluded from the
main performance comparison due to computational
overhead. Wall-clock time per epoch is measured on
the training split using the same data loading and
batching configuration across models on the hardware
described in Section 4.3. VE-GNN requires approx-
imately 1.1 seconds per training epoch, representing
a 2.2× overhead compared to GIN, which stems from
an additional variance pass over edges. PNA is orders
of magnitude slower per epoch in our implementa-

tion, which makes it impractical for iterative exper-
imentation and large-scale analysis on this dataset;
we therefore report its runtime and parameter count
but do not include it in the accuracy comparison. As
shown in Fig. 4, VE-GNN reaches a higher validation
F1 plateau earlier and exhibits smoother convergence
than the baselines, consistent with the stabilizing ef-
fect of residual updates and layer normalization.

Because a model is trained once but queried con-
tinuously, inference latency is the operationally rele-
vant deployment metric. Table 9 reports single-graph
latency, p95 latency, and batched throughput. VE-
GNN performs single-graph inference in 6.56 ms (p95
8.67 ms) at about 1,600 graphs/s under batched scan-
ning; its per-graph latency is only about 1.2x that of
GIN, confirming that the additional variance pass in-
troduces modest inference overhead.

Table 9: Inference profile on an NVIDIA Tesla T4
GPU over the MalNet-Tiny test split (single-graph
latency at batch size 1, p95 latency, and batched
throughput at batch size 128; 50 warm-up iterations).

Model Params Inference p95 Throughput
(ms/graph, latency (graphs/s,
b=1) (ms) b=128)

GCN 28,741 6.56 8.75 2604
GAT 118,469 7.36 9.62 1877
GIN 63,237 5.34 7.42 2465
GraphSAGE 29,125 5.55 7.50 2907
VE-GNN 125,573 6.56 8.67 1608
Parameter counts follow the model configurations in Table 8; inference
latencies are indicative measurements obtained with a reference reim-
plementation on an NVIDIA Tesla T4 and are intended for relative
comparison.

Recent representation-centric approaches report
higher absolute F1-scores; for example, Kim et al.
(2026) report 94.47 ± 0.25%. Such methods typically
rely on richer learned or semantic representations and
different dataset/evaluation protocols, so their scores
are not directly comparable to ours (Table 10). VE-
GNN instead targets the topology-only FCG setting
of MalNet-Tiny and improves the aggregation mecha-
nism itself; our contribution is therefore complemen-
tary to representation-centric methods rather than a
claim of universal state of the art.

Table 10: Contextual comparison with recent An-
droid malware detection methods. Datasets, input
modalities, and evaluation protocols differ, so re-
ported scores are not directly comparable and are
listed for positioning only.

Study Year Dataset Input Task Reported Comparable?
modality F1

Kim 2026 Android Learned Malware 0.9447 No
et al. (repr.-centric) representation classif. ± 0.0025
GSEDroid 2024 Custom Semantic Multi- varies No
[30] FCG embedding class
GIN ours MalNet- Topology- 5-class 0.8804 -
[13] Tiny only
(baseline) FCG
VE- ours MalNet- Topology- 5-class 0.9261 -
GNN Tiny only
(ours) FCG
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Fig.4: Validation F1-score over training epochs on
MalNet-Tiny.

5.5 Threats to Validity and Robustness

Split protocol. Our evaluation uses a fixed
70/15/15 split to support stable model selection; the
MalNet paper recommends 70/10/20 stratified splits
[9]. Because performance can vary across split pro-
tocols, future comparisons should either adopt the
recommended split or report results across multiple
splits.

In-distribution evaluation. The reported results
reflect in-distribution testing on MalNet-Tiny, where
train and test samples are drawn from the same
benchmark distribution. Real-world deployment re-
quires robustness to distribution shift (e.g., unseen
families or temporal drift), which is an important
direction for follow-up evaluation. Recent work on
MalNet-Tiny variants highlights substantial accuracy
drops under distribution shift, reinforcing the need for
such evaluation [34].

Topology-only setting. MalNet-Tiny removes
function-level semantics to reduce reverse-engineering
risk, and our node features are degree-based. This
makes structural variance particularly informative,
but it may also limit generalization to scenarios where
semantic attributes are available or required. This
limitation has been explicitly discussed in robustness-
focused benchmarks built from MalNet-Tiny [34].

Computation and tuning. We use a unified archi-
tecture and training configuration across models to
isolate aggregation effects. Some baselines may ben-
efit from additional tuning, and we therefore empha-
size paired comparisons against the strongest multi-
run baselines (GIN and GraphSAGE) under the same
configuration.

Statistical reliability. We report mean±std over
five runs and paired tests for the primary baselines;
ablation experiments are currently reported for a sin-
gle seed and should be extended to multiple seeds for
stronger conclusions.

From a practical standpoint, VE-GNN offers sev-
eral advantages for deployment in real-world Android
malware detection pipelines. Its lightweight param-
eter count (∼125,573) and low per-epoch training

time (∼1.1 seconds on a mid-range GPU) make it
suitable for integration into automated app store se-
curity scanning systems, where throughput and la-
tency are critical constraints [6]. The mean-variance
aggregation mechanism requires no additional graph
preprocessing or specialized hardware beyond stan-
dard GNN infrastructure, enabling straightforward
integration with existing FCG extraction tools such
as Androguard [35]. Furthermore, the statistical in-
terpretability of the variance signal — directly mo-
tivated by ANOVA analysis of FCG degree distribu-
tions — provides a degree of model transparency that
supports explainable malware detection, an increas-
ingly important requirement in security-critical ap-
plications [24].

6. CONCLUSION

This paper presents VE-GNN, a Variance-
Enhanced Graph Neural Network for Android mal-
ware detection based on Function Call Graph classi-
fication. Motivated by the empirical observation that
neighborhood degree variance differs significantly
across malware categories (ANOVA, F = 56.22,
p < 0.001), VE-GNN explicitly incorporates vari-
ance aggregation alongside mean aggregation within
a residual message-passing framework. Experiments
on the MalNet-Tiny benchmark dataset demonstrate
that VE-GNN achieves a macro F1-score of 0.9261 ±
0.0077, outperforming the strongest baseline GIN by
4.57% and GraphSAGE by 5.46% (paired t-tests, p <
0.001; Table 6), with both improvements confirmed
as statistically significant. We note that this study
evaluates in-distribution performance on a fixed split
of MalNet-Tiny with topology-only features; robust-
ness under distribution shift and richer semantic fea-
ture settings remains an important direction for fu-
ture work.

Three key findings emerge from this work. First,
variance of neighborhood representations is a highly
discriminative signal for FCG malware classifica-
tion, capturing structural heterogeneity that mean
aggregation alone fails to exploit. Second, mean-
variance aggregation represents the optimal config-
uration among the evaluated moment combinations
— higher-order moments such as skewness and kur-
tosis degrade performance without adaptive selection
mechanisms, as nodes with low degree produce un-
reliable moment estimates that destabilize training.
Third, VE-GNN achieves a favorable computational
trade-off, requiring only 2.2× the training time of
GIN while delivering consistent and statistically sig-
nificant performance gains, and remaining 70× more
efficient than PNA on the same dataset.

These findings have practical implications for the
design of GNN-based malware detection systems.
The instability of higher-order moments without
degree-aware gating suggests that a fixed aggrega-
tion strategy is insufficient for heterogeneous FCG
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structures. This motivates the development of adap-
tive moment selection mechanisms that dynamically
adjust aggregation behavior based on local graph
topology. Future work will investigate an Adaptive
Moment Selection Network (AMS-Net) that employs
degree-aware gating to selectively activate higher-
order statistical moments, potentially recovering the
discriminative power of skewness and kurtosis while
preserving training stability. Additional directions
include validation on larger-scale datasets such as
MalNet-Large to assess scalability, evaluation under
temporal train-test splits to examine generalization
to emerging malware families, and extension of the
node feature space beyond degree-based features to
incorporate richer semantic information from API call
signatures.

Despite its promising results, the present study
has several limitations that warrant acknowledg-
ment. First, experiments are conducted exclusively
on MalNet-Tiny, a balanced benchmark dataset with
topology-only features. Generalization to larger-scale
and real-world datasets with richer semantic features
— such as API call signatures, permission strings,
and bytecode representations — remains to be eval-
uated. Second, the current evaluation employs a
random in-distribution train-test split, which may
overestimate performance under temporal distribu-
tion shift, where training and test sets are separated
by time to simulate the detection of emerging mal-
ware families [34]. Third, the robustness of VE-GNN
against adversarial perturbations — such as graph
structure modification attacks [36] — has not been
assessed. Addressing these limitations represents im-
portant directions for future work, including valida-
tion on MalNet-Large, temporal evaluation protocols,
and adversarial robustness analysis.
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