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ABSTRACT Article information:
Zero-day and malicious attacks are still a research challenge for host system
security. Zero-day attacks targeting the host systems digital data. To ad-
dress this problem, the proposed two-stage multi-layered framework detects
both zero-day and known attacks. The �rst stage uses a correlation-based
�ltering approach. Followed by feature selection using the Boruta algo-
rithm and then the autoencoder (BAE) anomaly detection module. The
second stage develops a stacking ensemble classi�er (SEC) and optimizes it
using the Swarm-Bayesian Hybrid Optimization (SBHO) technique. The
combined approach forms the BAE-SEC-SBHO model. The model has
been evaluated on the UNSW Windows ToN 2020 dataset, which includes
host behavioral features like process, disk, and memory activity. The sug-
gested pipeline reduces false-negative rates and improves recall rates com-
pared to traditional machine learning and deep learning models. The per-
formance and robustness of the proposed model are validated through an
ablation study and a Wilcoxon signed-rank test for host-based intrusion
detection.
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1. INTRODUCTION

In recent years, cyber-attacks have increased in fre-
quency and severity, impacting nearly every organiza-
tion [1]. As attackers continually enhance their tools
and exploit system vulnerabilities, they can launch
increasingly creative and sophisticated attacks. Since
both personal and organizational assets rely heavily
on digital data, they are prime targets [2]. The cyber-
attack statistics for November 2024 show the annual
escalation in attack rates [3]. The report reveals that
malware and unknown attacks cover a major portion
among all cyberattacks, representing approximately
26.83% of the total. Ransomware attacks constitute
the second-largest category, accounting for approx-
imately 13.4%. According to another analysis, the
global economy is expected to su�er losses exceeding
USD 10.5 trillion due to cybercrime. These losses in-
clude data destruction and damage, �nancial theft,
loss of research, theft of sensitive personal and busi-

ness data, ransom payments, and other related costs
[4].

When it comes to identifying such attacks, the in-
trusion detection system is considered the last line
of defense and is broadly categorized into host-based
and network-based intrusion detection systems [5].
Because malware exhibits limited and evolving be-
havioral patterns that are not represented in existing
signatures, signature-based security systems cannot
e�ectively detect zero-day attacks. Thus, securing
the host machines' digital assets is still a challenge
and an open area of research. In this study, a zero-day
attack is de�ned as an attack class absent from the
training data and introduced only during testing. In
particular, zero-day malicious programs remain un-
detected [6].

In this context, numerous researchers have pro-
posed innovative solutions utilizing machine learn-
ing techniques. A study used the Cuckoo Sandbox
environment and achieved an accuracy of 98.92%;
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however, the system still exhibited a high false-
positive rate [7]. Another study reported that the
zero-shot learning approach achieved an overall accu-
racy of 92.45% and offered faster processing. How-
ever, it exhibited a significantly higher false-negative
rate and a lower zero-day detection rate than the
other approaches [8]. Relevant research proposed a
comprehensive framework that combined supervised
and unsupervised learning by clustering similar data
points and defining minimum intra-cluster distances
[9]. However, while this model achieved 98.4% accu-
racy, it still experienced a 1.6% false-negative rate.
Clustering methods may be less effective for zero-day
attack detection because they rely heavily on well-
defined cluster structures, which often fail to adapt
to previously unseen attack patterns, resulting in in-
creased false alarm rates.

The latest study claimed an intelligent zero-day
attack detection framework using unsupervised ma-
chine learning (ZdAD-UML) [10]. The model uses an
Enhanced K-means Clustering-based Weighted Cray-
fish Autoencoder (EKC-WCAE) for feature extrac-
tion. Although it improves feature extraction per-
formance, it still has several limitations. The com-
putational cost of combining K-means and Crayfish
Optimization makes the model too complex. Further-
more, the limited training data can impair its detec-
tion accuracy and generalization with 20/80 or 30/70
train/test splits.

Zero-day attacks remain a major challenge to host
system security. The proposed research introduces an
autoencoder-assisted, hybrid-optimized stacked deep
learning framework for detecting both known and
zero-day intrusions in host systems to address the
limitations of existing methods. To enhance the host
system security by finding zero-day anomalies with
high recall and improving known intrusion detection
with fewer false alarms are the main goals of this
study. Here are some of the research works’ main
contributions and innovations:

• Discriminative Feature Extraction with
BAE: A correlation-based filtering approach was
first applied to eliminate multicollinear and redun-
dant features, preserving only those with minimal
interdependence. Boruta-based feature selection is
used to retain the most relevant attributes, fol-
lowed by autoencoder-based feature compression
for anomaly detection.

• Enhanced Autoencoder: This study follows a
systematic procedure to optimize the proposed au-
toencoder and determine the most effective latent
space representation. The suggested autoencoders’
learning rate and decay parameters were improved
using the Adam optimizer and Keras Tuner. MSE
was used as the reconstruction loss because it pe-
nalizes larger reconstruction errors more heavily
than MAE, making it more effective at capturing
anomalous patterns.

• Stacking Ensemble Classifier: The innovative
stacking ensemble (SEC) model efficiently classi-
fies anomalies as either benign or malware by com-
bining a SimpleRNN as the meta-classifier with
Bi-LSTM and GRU as base classifiers. The base
models may learn a variety of intricate attack pat-
terns because of this layered design, and the meta-
classifier cleverly combines their outputs to im-
prove decision-making. The combination reduces
overfitting, increases generalization, and enhances
feature representation.
• Swarm Bayesian Hybrid Optimization (SBHO)

Technique: To enhance zero-day and known mal-
ware classification, a hybrid optimization strategy
(SBHO) combining Particle Swarm Optimization
(PSO) and Bayesian Optimization (BO) has been
used to optimize the proposed deep learning stack-
ing ensemble classifier. This hybrid strategy strikes
a good balance between exploration and exploita-
tion. PSO helps avoid premature convergence by
maintaining diversity, and BO ensures a focused
search using acquisition strategies.

Finally, the novelty of the proposed research lies in
a hybrid framework that combines autoencoder-based
anomaly detection with a stacking ensemble classi-
fier. The stacking ensemble classifier is jointly opti-
mized using the SBHO strategy to improve its over-
all classification performance. Unlike conventional
approaches, SBHO enables cross-stage, dependency-
aware hyperparameter tuning, aligning feature learn-
ing and classification to improve zero-day detection
performance. Section 2 is dedicated to the discus-
sion of related work, while Section 3 provides a de-
tailed explanation of the proposed BAE-SEC-SBHO
pipeline. The experimental methodology used in this
paper is described in Section 4, while the results and
performance evaluation are discussed in Section 5.
Section 6 presents a comparative analysis between the
proposed approach and existing related studies.

2. LITERATURE REVIEW

This section presents a review of notable research
efforts addressing intrusion detection for zero-day
(unseen) attacks on host systems. Zero-day intru-
sion detection is a challenging issue in cybersecurity
since it requires detecting and preventing attacks that
exploit unidentified defects or vulnerabilities in sys-
tems, software, or networks. Researchers have devel-
oped a variety of methods to improve the efficiency
and accuracy of intrusion detection systems (IDS)
across different application domains. The authors
in [11] proposed a hybrid intrusion detection system
for both binary and multiclass classification. It inte-
grates models implemented on Apache 2. A similar
study achieved an accuracy of 99.87% for binary clas-
sification and 85.24% for multiclass classification on
the NSL-KDD dataset. However, it still exhibited a
high false alarm rate in the multiclass classification
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task.

A Gini impurity-weighted Random Forest-based
model was proposed in [12] for binary intrusion de-
tection and achieved an accuracy of 99.90% on the
TON IoT dataset. Although their work focused on
binary classification, they suggested that extending
it to multiclass detection could enhance overall per-
formance. Another study [13] employed a hybrid fea-
ture selection strategy to develop a multiclass intru-
sion detection system for cloud environments. Their
Random Forest-based model achieved 99% accuracy
on the Kyoto dataset and 98% accuracy on UNSW-
NB15. A similar study [14] achieved an accuracy of
99.30% in multiclass intrusion detection using XG-
Boost. These approaches perform well in detecting
known attacks but are ineffective against zero-day
threats. This highlights the need for more adaptive
methods capable of identifying previously unseen in-
trusions.

Anomaly intrusion detection is categorized into
three types. The statistical approach detects
anomaly intrusions by accumulating and analyzing
data records to construct a statistical model that rep-
resents the normal behavior of users and the system.
The knowledge-based approach uses existing system
data to identify anomalies. The use of machine learn-
ing techniques solves complex pattern-matching ca-
pabilities from training data [15], [16]. In the area of
host machine security, operating system research is
essential. The operating system is the only interface
the user has with the computer system. To interact
with the system, users typically use applications that
operate at the application layer, representing normal
host system behavior. Malicious software or code ex-
ists at the application level in the operating systems
background [17]. System call monitoring shows sig-
nificant behavior at the kernel and hardware levels
[18]. The research in [19] also proposed using oper-
ating system-level data shared across applications for
behavior-based intrusion detection.

This work focuses on using memory activity fea-
tures to identify zero-day intrusions on a host sys-
tem. Malware detection has recently made extensive
use of machine learning and deep learning techniques,
which help differentiate between normal patterns and
malicious behavior [20]. To detect anomalies, these
techniques analyze known or suspicious behavior [21].
In the rapidly evolving field of cybersecurity, iden-
tifying and mitigating zero-day (previously unseen)
threats has become a major concern [22]. Zero-day
exploits pose a significant threat because they can
bypass traditional security measures and exploit pre-
viously unknown vulnerabilities [23]. To overcome
this challenge, researchers have increasingly turned
to machine learning methods for intrusion detection,
particularly on host PCs [24], [25]. The authors of [26]
suggested using long short-term memory (LSTM) to
categorize sequential data from Windows executable

API calls. Most of the time, they were 95% accurate.
The reviewed studies indicate that detecting zero-

day attacks remains challenging because their un-
known behavior contributes to a high false-negative
rate. In response to the growing threat of malware,
modern techniques such as deep learning have shown
significant potential for improving zero-day intrusion
detection [27]. This paper introduces the BAE-SEC-
SBHO, a stacking ensemble classifier based on Bi-
LSTM [28], SimpleRNN [28], and GRU [29] that
uses behavioral activities to solve several kinds of
known and anomaly intrusion detection problems
with SBHO hybrid optimization. To provide more
context, the results are compared with zero-day de-
tection and with related studies.

3. PROPOSED METHODOLOGY

To address the issue of zero-day attack detection,
the proposed model is presented. There are three pri-
mary phases to the proposed BAE-SEC-SBHO frame-
work. The approach improves accuracy and adapt-
ability for complex, high-dimensional intrusion detec-
tion tasks. Fig. 1 shows all stages of proposed model.

Fig.1: The Architecture of Proposed Model.

3.1 Pre-processing, selecting optimal features

The dataset is first divided into separate train-
ing and testing sets. Here DATAtrain= {(x, y)|x ∈
Xtrain, y ∈ Ytrain = {n, a1, a2, . . . an}} and DATAtest

= {(x, y)|x ∈ Xtest, y ∈ Ytest = {n, a1, a2, . . . an, az}}
represent the training and testing datasets, respec-
tively. These expressions illustrate how the dataset
is partitioned into training and testing sets. Ytrain 6=
Ytest, meaning that the training set contains only the
known classes (normal, DDoS, DoS, and injection),
while the testing set contains both the known classes
and unseen attack classes (XSS, password, scanning,
and MITM). Here zero-day attack classes are XSS,
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password, scanning, and MITM. Fig. 2 and Fig.
3 illustrate the representation of the testing dataset
DATAtest and the training dataset DATAtrain.

A correlation-based filtering method was applied
to remove highly correlated and redundant features,
retaining only the most informative and independent
features. The dataset was then standardized using a
standard scaler as z scaled = (x−µ)/σ, where z rep-
resents the standardized value, x signifies the original
feature value, µ represents the feature mean, and σ
represents the feature standard deviation. This scal-
ing and standardization ensure that all features con-
tribute equally during training, enabling deep learn-
ing models to converge faster and optimize more ef-
fectively [29]. First, scaled data are used for dimen-
sionality reduction, after which Boruta feature selec-
tion removes features that are less significant than
shadow features by iteratively assessing the signifi-
cance of features on low-dimensional data [30]. To
avoid any data leakage, pre-processing steps that re-
quire parameter estimation, such as feature scaling,
are performed using only the training data, and the
same parameters are then applied to the test data.

Similarly, feature selection techniques such as cor-
relation filtering and Boruta are performed exclu-
sively on the training data. The selected features are
then consistently used for both training and testing.
This ensures that the model does not learn any infor-
mation from the test data during training.

3.2 Discriminative Feature Extraction with
BAE

To circumvent the challenges of identifying unseen
attacks, an autoencoder and neural network-based
approach was used to produce compressed features
and for anomaly detection [31]. The autoencoder re-
quired extensive fine-tuning and has scalability issues.
The input sample sets satisfy Xtrain ⊆ {x|y ∈ Ytrain}
and Xtest ⊆ {x|y ∈ Ytest}, where Ytrain ⊂ Ytest. The
autoencoder architecture consists of two core func-
tions: an encoder fenc(x; θenc) which maps each input
X ⊂ Rm into a lower-dimensional latent representa-
tion z ⊂ Rk with k � m, and a decoder fdec(z; θdec),
which reconstructs the input from the latent space.
The network parameters θenc and θdec are learned by
minimizing the reconstruction loss over the training
set. The loss is calculated using mean squared error
(MSE).:

L(θenc, θdec =
1

N

∑n

i=1
‖xi − fdec (fenc(xi)) ‖2 (1)

To ensure that the model generalizes well and pro-
duces high-quality latent features, a hyperparameter
optimization step is introduced. The hyperparameter
learning rate LR ∈ [LRmin, LRmax], batch size BS ∈
{BSmin, . . . , BSmax}, and number of epochs E ∈
[Emin, Emax] are tuned using Keras Tuner, which

systematically explores the defined search space and
identifies configurations that minimize the validation
loss. After identifying the optimal configuration, the
autoencoder was retrained using the optimized learn-
ing rate and batch size. The final optimization ob-
jective becomes:

minL = ‖X − fdec(fenc(X))‖2 (2)

Resulting in an optimized autoencoder Abest. The
trained autoencoder generates compressed latent rep-
resentations, Z = fenc(X), that preserve the essential
characteristics of the input data for subsequent clas-
sification. Because the training set excludes zero-day
class az, the latent features learned are representative
only of known behaviors.

3.3 Swarm Bayesian Hybrid Optimizer(SBHO)

The proposed hybrid approach uses the Simple
RNN as a meta classifier and the Bi-LSTM and GRU
as basis classifiers. The BAE-generated compressed
training and testing data are used as input, which is
then reshaped based on the needs of additional ex-
periments shown in Algorithm 1. The base classi-
fiers are optimized using a hybrid strategy (SBHO)
that combines Particle Swarm Optimization (PSO)
[32] and Bayesian Optimization (BO) [33] to achieve
optimal performance. PSO is used to efficiently ex-
plore the parameter space and identify promising re-
gions of the search space. Bayesian optimization
(BO) is then used to fine-tune the hyperparame-
ters within the promising regions identified by PSO.
The optimization begins by initializing a population
of N particles {x0

i }ni=1, where each particle is sam-
pled uniformly from the bounded search space ac-

cording to X
(0)
i ∼ Uniform(xmin, xmax). The corre-

sponding velocities, {V 0
i }ni=1, are also initialized by

sampling from a uniform distribution over the range
[−vmax, vmax]. Each particle objective value is then

computed as f (X
(0)
i ), and its personal best position

is set as P
(0)
i = X

(0)
i . The global best among all par-

ticles is determined by g(0) = arg mini f(X
(0)
i ). For

each iteration t ∈ {1, 2, . . . , T}, the velocity of each
particle is updated using the standard PSO rule:

V t
i = ωV

(t−1)
i + c1r1

(
P

(t−1)
i −X(t−1)

i

)
+ c2r2

(
g(t−1) −X(t−1)

i

) (3)

where ω is inertia weight, c1,c2 are cognitive and so-
cial acceleration constants, and r1, r2 ∼ Uniform(0, 1)
are random scalars. The updated positions are com-

puted as X
(t)
i = X

(t−1)
i + V

(t)
i , after which they are

projected back into the feasible search space to satisfy

the constraint xmin ≤ X(t)
i ≤ xmax.

Following the position update, the objective func-
tion is evaluated at each new particle position,
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f
(
X

(t)
i

)
. The personal best positions are then

updated according to the rule: if f
(
X

(t)
i

)
<

f
(
P

(t−1)
i

)
, then P

(t)
i = X

(t)
i ; otherwise, P

(t)
i =

P
(t−1)
i . The global best solution is updated by eval-

uating g(t) = arg mini f
(
P

(t)
i

)
.

To refine the global search with probabilistic mod-
eling, Bayesian optimization is applied at each iter-
ation. A surrogate model M, such as a Gaussian
Process, is trained using the current particle pop-

ulation X
(t)
i and the corresponding objective func-

tion values, f
(
X

(t)
i

)
. An acquisition function, such

as Expected Improvement (EI), is then maximized
over the search space to propose a refined candidate
xBO. The function value f(xBO) is evaluated, and
if f(xBO) < f(g(t)), the global best is then updated
to g(t) = xBO; otherwise, the current global best is
retained.

Until a convergence criterion, like the maximum
number of iterations T , is satisfied, this iterative op-
timization keeps going, or the stagnation of improve-
ment in f(g(t)). Upon completion, the final optimized
hyperparameter vector is denoted as xbest = g(T ),
which is then used to train the optimized autoen-
coder, Abest.

The search space for hyperparameters is explicitly
defined. The number of LSTM units fluctuated be-
tween 32 and 128, the dropout rate between 0.1 and
0.5, and the learning rate between 10−4 and 10−2.
These bounds are used during the PSO-based global
search. The objective of the optimization is to im-
prove model performance on unseen data. For hyper-
parameter tuning, the original training data are di-
vided into training and validation subsets in an 80:20
ratio. The optimization process uses only this split.
At the same time, the test set is kept completely sep-
arate and is used only once for final evaluation. This
ensures that the reported results are not influenced
by the hyperparameter tuning process.

The final model is a multiclass classifier trained on
known classes in a multiclass setting. At test time,
it encounters both known and previously unseen at-
tack types. As the unseen classes are not part of the
training distribution, the model maps these samples
to the most similar known class, or occasionally to
the normal class.

4. EXPERIMENTAL SETUP

The experimental setup for the proposed research
was implemented on a system equipped with an 11th
Generation Intelr CoreTM i5-11260H processor op-
erating at 2.60 GHz, 16 GB DDR4 RAM, a 256 GB
SSD, and a 1 TB HDD, running Windows 11. Python
was used as the foundation language in JupyterLab,
and the experiments were conducted in a miniconda
environment.
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4.1 Dataset Description

The UNSW TON-IoT 2020 dataset [34], which was
utilized for evaluation in this study. This dataset in-
cludes data collected from multiple sources, including
the Windows operating system and IoT and IIoT sen-
sor telemetry. Researchers at the Australian Defense
Force Academy (ADFA) Cyber Range and IoT Labs
collected the datasets from a large-scale, real-world
network environment. Researchers captured a variety
of normal activities and cyberattack events from net-
work traffic, Windows and Linux audit logs, and IoT
service telemetry. They processed these data sources
in parallel to efficiently handle the large volume of
generated data. It has host behavior features like
process, disk, and memory activity patterns, which
are essential for detecting abnormal intrusions in win-
dows host systems.

The proposed framework retrieves the DATAtest

dataset to address the objective of zero-day anomaly
intrusion detection. The collection consists of seven
dangerous classes and one normal class. Fig. 2 shows
the class-wise distribution of the DATAtest dataset.
Fig.3 shows the sample size for the DATAtrain

dataset.

Fig.2: DATAtest Size of Testing Data.

Fig.3: DATAtrain Size of Training Data.

4.2 Model Parameter Settings

The SimpleRNN serves as the meta classifier in the
suggested stacking ensemble model, while Bi-LSTM
and GRU serve as the base classifiers. This study

employs PSO and BO to offer the ideal learning rate,
number of neurons, and dropout rate [35]. The pro-
posed framework uses 114 neurons with ReLU activa-
tion in the outer layer, 32 neurons with ReLU activa-
tion in Dense Layer 1, 8 neurons with the “Softmax”
activation function in Dense Layer 2, and a dropout
rate of 0.1242 across all layers to optimize the base
and meta-classifiers. The base and meta-classifiers
employ the Nadam optimizer with a learning rate of
0.0085 generated by the PSO-BO optimization pro-
cess, 100 training epochs, and a batch size of 128.
The study calculates the average classification results
by performing multiple Monte Carlo-style evaluations
on the same training and testing datasets. Each run
differs only in the random initialization and internal
stochastic processes.

4.3 Model Evaluation Metrics

The quality of the suggested approach has been
assessed using a combination of assessment metrics:
accuracy(AC), precision(PC), recall(RC), F1C , false
alarm rate (FARC), and false-negative rate (FNRC).
In the evaluation, the meaning of the associated met-
ric label “C” varies based on the context. It is
treated as known detection (KD) when assessing per-
formance on known classes, and as zero-day detection
(ZD) when evaluating unseen attacks. This approach
allows all metrics to be computed separately for each
case (e.g., AKD and AZD), providing a clearer com-
parison of model performance. Consequently, the
metrics listed in Tab.1:

Table 1: Evaluation Metrics.
Metric Description
Accuracy(AC) The overall accuracy of(

TPC+TNC

TPC+TNC+FPC+FNC

)
× 100 the model, computed

across both zero-day
attack and benign
samples, is the
proportion of total
correct predictions.

Precision(PC) =
(

TPC

TPC+FPC

)
× 100 Correctly detected

zero-day attacks out of
a total samples
predicted as unseen.

Recall(RC) =
(

TPC

TPC+FNC

)
× 100 Correctly detected

unseen attacks from a
total actual samples of
unseen attacks.

F1C =
(

2∗RecallC∗PrecisionC

RecallC∗PrecisionC

)
× 100 The harmonic mean of

PrecisionC and RecallC
False alarm rate(FARC) = The model classifies(

FPC

TNC+FPC

)
× 100 some benign samples

as zero-day attacks,
and the resulting
proportion represents
the false alarm rate.

False-negative rate(FNRC) = The model incorrectly(
FNC

FNC+TPC

)
× 100 classifies a proportion

of zero-day samples as
benign.
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Fig.4: Multiclass Classification Results on All 10 Runs on Test Data.

Fig.5: Anomaly Detection on Test Data.

Table 2: Zero-Day Attack Results in Percentage.
Run AZD PZD RZD F1ZD FNRZD

1 99.80 100 99.42 99.71 0.58
2 99.81 100 99.46 99.73 0.54
3 99.80 100 99.44 99.72 0.56
4 99.80 100 99.44 99.72 0.56
5 99.80 100 99.44 99.72 0.56
6 99.81 100 99.46 99.73 0.54
7 99.81 100 99.46 99.73 0.54
8 99.81 100 99.46 99.73 0.54
9 99.79 100 99.40 99.70 0.60
10 99.81 100 99.46 99.73 0.54

Average 99.80 100 99.44 99.72 0.55

Fig.6: Known Attack Detection on Test Data.
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Fig.7: Zero-Day Attack Detection on Test Data.

Table 3: Known Attack Results in Percentage.
Run AKD PKD RKD F1KD FARKD

1-10 100 100 100 100 0
Average 100 100 100 100 0

Fig.8: Accuracy Curve of Proposed Model on Each
Run.

Fig.9: Loss Curve of Proposed Model on Each Run.

5. RESULTS AND DISCUSSION

The experiment consists of two sections to as-
sess the significant improvement of the proposed ap-
proach. First, the study evaluates the basic RNN,
GRU, LSTM, Bi-LSTM, and the proposed stacking
ensemble model without optimizing the individual
deep learning models. It then records their per-
formance for comparison. Next, the study applies
the optimization and enhancement approaches to im-
prove prediction accuracy. It then evaluates the pro-
posed stacking ensemble model in the second stage.

5.1 Anomaly Detection and Classification

The proposed model uses the compressed features
generated by the BAE for classification. Fig. 5 dis-
plays the anomaly data that the suggested stacking
ensemble classifier (SEC) would employ for additional
classification. Bi-LSTM and GRU have been used
to produce the level-1 predictions and further pass
them to the meta-classifier SimpleRNN for final clas-
sification. The final model performs multiclass clas-
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sification. The study derives the binary evaluation
results from the multiclass confusion matrix shown
in Fig. 4 by grouping class labels instead of using
a separate binary classifier. The evaluation groups
all attack classes observed during training into the
”known” category and compares them with the “nor-
mal” class. All unseen classes are grouped as “zero-
day” and compared against the “normal” class. The
perfect classification performance shown in Fig. 6
on known classes reflects the controlled experimental
setup and strong class separability, rather than im-
plying universal generalization. Fig. 7 presents the
zero-day detection results for each run. Fig. 8 and
Fig. 9 show the accuracy and loss curves of the pro-
posed model. The 50–100 epoch range is where the
accuracy level is maintained. The loss value decreases
as the number of epochs increases. Tab. 2 and Tab. 3
present a micro-level analysis of the results from each
run for zero-day and known attacks.

5.2 Comparative analysis and ablation study

This section aims to summarize previous findings
and compare the proposed model with and without
optimization techniques. The optimized stacking en-
semble model is evaluated against the LightGBM en-
semble method and four deep learning models, as pre-
sented in Tab. 4. The comparison is based on the
zero-day detection recall (RZD) and zero-day false-
negative rate (FNRZD) of each model. Fig. 10 shows
a consistent improvement in recall (RZD) and a re-
duction in the false-negative rate (FNR). The study
conducts an ablation analysis by comparing the pro-
posed model with and without optimization to as-
sess the effectiveness of the optimization stage. Let
Rno−opt

i represent the recall obtained without opti-
mization and Ropt

i represent the recall obtained with
optimization for the ith run in Tab. 5. The paired dif-
ference is defined as di = Ropt

i −R
no−opt
i . The average

paired difference across the ten runs is calculated as
d̄ = 1

n

∑n
i=1(di) , where n = 10. This metric directly

quantifies the contribution of the optimization stage.
Optimization confirmed a continuous gain, improving
recall by 1.05%

Table 4: Comparison Analysis of Recall Results.

Run LGBM LSTM
Bi-

GRU SRNN Proposed
LSTM

1 82.39 81.59 95.42 98.22 98.48 99.42
2 82.49 98.50 98.61 96.00 97.96 99.45
3 82.49 97.33 98.31 98.33 98.05 99.43
4 82.85 98.18 93.27 98.11 98.03 99.43
5 82.39 98.35 98.41 93.52 98.31 99.43
6 82.49 98.39 94.82 98.54 98.17 99.45
7 82.66 98.03 98.50 98.15 98.18 99.45
8 82.39 98.76 98.73 98.24 98.05 99.45
9 82.39 98.28 98.73 97.49 98.02 99.40
10 82.39 91.41 98.45 98.15 98.84 99.45

RZD 82.49 95.88 97.33 97.47 98.21 99.44
FNRZD 17.51 4.11 2.66 2.52 1.78 0.55

Fig.10: Comparison of Recall Results with Other
Models.

Table 5: Ablation Study Results Comparison.

Run
Proposed Model Proposed Model

diRecallno-optimization Recalloptimization

1 98.31 99.42 1.11
2 98.45 99.45 1
3 98.50 99.43 0.93
4 98.43 99.43 1
5 98.48 99.43 0.95
6 98.35 99.45 1.1
7 98.31 99.45 1.14
8 98.22 99.45 1.23
9 98.43 99.40 0.97
10 98.41 99.45 1.04

Average 98.39 99.44 1.05

5.3 Statistical analysis

The study uses statistical significance testing and
effect size analysis to assess the reliability of the pro-
posed method compared with earlier research. The
paired difference for each run is defined as di =
Recalloptimized,i,−Recallaverage,i where n = 10 and
i = 1, 2, . . . , n. The study then uses the paired dif-
ferences {d1, d2, . . . , dn} as input to the statistical
tests. The paired t-test determines whether the mean
of the paired differences (d̄) is significantly greater
than zero[36], whereas the Wilcoxon signed-rank test
determines whether the median of the paired dif-
ferences differs significantly from zero. The large
effect size (Cohen’s d = 11.1), paired t-test (t =
35.1, p < 0.0001), and Wilcoxon signed rank test
(W = 0, p = 0.002) confirm that the improvement
is both practically meaningful and statistically sig-
nificant (p < 0.05 in both tests). As a result, the
suggested strategy makes a solid and trustworthy im-
provement over earlier techniques.

6. COMPARISON WITH SIMILAR STUDY

The proposed approach demonstrates a more effi-
cient time complexity compared to the EKC-WCAE
framework [10]. The K-means clustering stage re-
quires O(n · k · d · i1) operations, where n denotes the
number of samples, k represents the count of clusters,
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d is the feature dimension, and i1 denotes the count of
iterations required for convergence. The crayfish op-
timization process further increases the cost, as each
solution evaluation involves autoencoder reconstruc-
tion, leading to a complexity of O(pf · i2), where p
is the population size, f is the cost function evalu-
ation time, and i2 is the number of iterations. Ad-
ditionally, weighted autoencoder training contributes
O(n · d · L · e) operations to the overall time com-
plexity, where L denotes the number of layers and e
represents the number of training epochs. Therefore,
the overall computational complexity of EKC-WCAE
is O(n · k · d · i1) + O(p · f · i2) + O(n · d · L · e),
which is significantly higher than that of the pro-
posed method. Equation (4) presents the total time
complexity of this strategy. The process begins with
a correlation-based filtering approach, which reduces
the dimensionality of the scaled data with a time com-
plexity of O(n ·d2), where n represents the number of
samples and d denotes the original feature dimension.
The reduced features are then refined using Boruta,
a Random Forest-based wrapper method for feature
selection, resulting in a computational complexity of
O(t · n · r · logn), where t denotes the number of it-
erations in the Random Forest and r represents the
number of trees. Finally, an optimized autoencoder,
tuned with Keras Tuner and the Adam optimizer, in-
troduces an intricacy of O(s · e · dnb e · r · h) where s is
the quantity of tuning trials, e is the count of epochs,
b is the batch size, and h is the depth of hidden units
in the encoder. The total time complication of BAE,
therefore, becomes

O(n · d2 + t · n · r · logn +s · e · dn
b
e · r · h) (4)

This approach is significantly more computation-
ally efficient than that presented in [10], where the
integration of K-means clustering and Crayfish Opti-
mization results in a higher computational cost. Tab.
6 shows that, although the proposed model achieves
accuracy comparable to existing methods, it offers
improved computational efficiency.

Table 6: Comparison with Similar Studies.
Approach Dataset RZD FNRZD Time

(%) (%) Complexity
[7] API Call 98.92 1.08% -

Sequences
[8] UNSW- 92.45 7.55 -

NB15
[9] IBM 98.40 1.60 -
[10] IoT-23 98.73 1.27 O(n · k · d · i1)

+ O(p · f · i2)
+ O(n · d · L · e)

Proposed ToN-IoT 99.44% 0.55% O(n · d2

2020 + t · n · r · logn +
s · e · dnb e · r · h)

7. CONCLUSION

In conclusion, the proposed approach employs a
more effective and scalable framework to enhance
the detection of both zero-day and known attacks in
host systems while overcoming the main limitations
of EKC-WCAE. This study addressed a major flaw in
conventional clustering-based intrusion detection sys-
tems. The developed BAE-SEC-SBHO model is a ro-
bust stacking ensemble classifier that employs SBHO,
a hybrid optimization methodology, for hyperparam-
eter tuning. The ensemble architecture leverages
the complementary strengths of multiple base learn-
ers, and the hybrid optimization approach enhances
hyperparameter optimization and accelerates model
convergence. The model achieves the best zero-day
attack detection performance, with a recall (RZD) of
99.44% and an FNR of 0.55%. The model gener-
ates no false alerts and achieves 100% accuracy in
detecting known attack classes. The ablation study
and the Wilcoxon signed-rank test assess the effect
of optimization on zero-day detection by comparing
the model with and without optimization. The re-
sults demonstrate that the BAE-SEC-SBHO model
achieves a superior zero-day attack detection rate,
with a statistically significant p-value of 0.002.

Although the results are encouraging, there are a
few limitations to keep in mind. The evaluation uses
a specific dataset, which may not adequately repre-
sent the diversity and variability encountered in real-
world network environments. Additionally, this study
defines zero-day attacks using a controlled experimen-
tal setup in which specific attack classes are excluded
during training and introduced only during testing.
Although this approach provides a systematic frame-
work for evaluating unseen attack detection, it may
not fully reflect real-world scenarios. Future work will
focus on broader validation across diverse datasets
and on improving adaptability to dynamic environ-
ments.
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