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ABSTRACT

This study proposes a unified, Python-based simulation framework to en-
hance the performance and security of cloud-integrated computer networks.
The framework concurrently addresses two critical aspects, load balancing
and intrusion detection, within a single reproducible environment. Using
the CICIDS2017 dataset, a Random Forest classifier was used to detect
a wide range of network attacks with high accuracy. To simulate realis-
tic traffic behavior, synthetic data were generated for performance metrics
such as latency, throughput, and packet loss. Load balancing is evalu-
ated using round-robin and random assignment strategies across virtual
servers, illustrating the trade-offs between uniformity and randomness in
the request distribution. The experimental results demonstrated a classi-
fication accuracy of 99.79%, with precision and recall metrics supporting
the robustness of the selected model. Feature importance analysis high-
lights the key indicators of anomalous traffic, and confusion matrices and
precision-recall curves validate the detection performance. Additionally,
the simulated network KPIs provide a scalable approximation of the Qual-
ity of Service under varying load scenarios. The proposed research is the
only one that suggests an integrated and data-driven approach to fill the
gap documented in previous studies, where network security and resource
optimization are frequently studied independently. The proposed frame-
work provides a convenient basis for additional scholarly and industrial
investigations in the field of secure cloud networking.
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1.

INTRODUCTION

Cloud-integrated computer networks serve as the
digital backbone of today’s technology ecosystems,
providing a scalable, adaptable, and cost-effective so-
lution that enables organizations to leverage remotely
hosted computing resources from geographically dis-
tributed data centers [1]. With the increased use of
cloud as their operational infrastructure, organiza-
tions’ reliance on virtualized computing has increased
performance constraints and network security con-
cerns for cloud infrastructure [2]. Cloud environments
are affected by high-bandwidth-consuming workloads
and heterogeneous applications combined with grow-
ing user demands. Network performance is usually
affected by increases in latency, service unavailability,
and decreases in throughput. In addition, the degree
and intensity of cyber threats, such as DDoS attacks

and new exploit variants, as well as the growing threat
of information theft, have increased the demand for
dynamic and defensive intrusion detection programs
[3]. These issues typically require an integrative se-
curity solution that aims not only to improve the re-
sponsiveness of a system but also to harden it against
malicious behavior.

To meet this challenge, researchers are develop-
ing simulation-based approaches that replicate real-
world cloud environments, allowing them to define
environmental control over several important system
variables. A Python simulation framework has been
reported in the literature that has gained much atten-
tion for its modular, adaptable, and inexpensive abil-
ity to simulate cloud workloads and model security
threats [4]. This paper presents a simulation frame-
work designed to simulate and benchmark the perfor-
mance of load-balancing algorithms, such as Round
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Robin and Random Assignment, while implementing
supervised machine learning models, especially Ran-
dom Forest, for multi-class intrusion detection. The
simulation environment uses a combination of real
datasets (CICIDS2017) and synthetic performance
metrics to provide an all-encompassing testbed that
supports researchers in addressing the trade-offs and
interdependencies between cloud system performance
and cloud security [5].

1.1 Background

Cloud computing has transformed the delivery of
IT services and offers solutions such as Infrastructure
as a Service (IaaS), Platform as a Service (PaaS), and
Software as a Service (SaaS) that allow organizations
to access on-demand computing and storage resources
[6]. Virtualization decouples applications from physi-
cal hardware, and software-defined networking (SDN)
allows for programmable and responsive control over
data flows [7]. This means that organizations can
now deploy mission-critical applications (e.g., arti-
ficial intelligence (AI), real-time analytics, IoT sys-
tems, and e-commerce systems) over highly scalable
and resilient resources [8]. Although the same flexi-
bility and complexity that are a part of cloud comput-
ing help with the deployment of various applications,
they also add the potential for problems in terms of
bottlenecks in the system or a greater potential for
cyberattacks.

1.2 Motivation

Although cloud systems have many advantages
and offer a high degree of flexibility, they also have
limitations that result in significant bottlenecks. Net-
work issues such as high jitter, unequal throughput,
and server throttling are still observed far too of-
ten during peak use times or in a distributed na-
ture [9]. These performance glitches harm the user
experience, particularly in latency-sensitive applica-
tions such as self-driving cars, telemedicine, and high-
frequency trade executions [10]. Beyond performance
issues, cloud services and data are also opportunities
for attacks as they continue to evolve. Multitenant
architectures augment the vulnerability between ten-
ants and shared resources. Hybrid/multicloud de-
ployments worsen poor security governance. Some
existing performance tuning methods or rule-based
security tools do not always have the right level of
flexibility to adapt to the changing threat landscape
and workload conditions [11]. A solid planning envi-
ronment is required to simulate all potential scenarios
and deliver intelligent automation with load manage-
ment and threat detection.

1.3 Problem Statement

Although cloud technology has matured, achieving
optimal performance and airtight security in cloud-

integrated networks remains challenging [12]. Load-
balancing algorithms, such as Round Robin or Least
Connections, although fast and straightforward, do
not dynamically adapt to real-time workload fluctu-
ations or resource availability [13]. On the security
front, conventional intrusion detection systems often
rely on predefined rules and are plagued by high false-
positive rates, making them unreliable for detecting
novel or stealthy attacks [14]. Furthermore, perfor-
mance and security are often treated as disjoint ob-
jectives, with little effort made to co-optimize them
within a single unified framework. There is a real
need for a solution that integrates the ability to sim-
ulate both load balancing decisions and security poli-
cies using an adaptive, data-driven, and extensible
approach.

1.4 Scope of the Study

This study was designed to create and deploy a
Python simulation framework for performance and
security analysis of networks that integrate cloud ar-
chitecture with flow monitoring capabilities. Pub-
licly available datasets (e.g., CICIDS2017) were uti-
lized, in addition to synthetic data generation meth-
ods, to model critical network performance indicators
that can impact latency, packet loss, and through-
put. The framework is not intended to be used for
live testing in the cloud or at the production level;
instead, it targets research and academic contexts,
such as algorithmic benchmarking, machine learning
model validation, and visualizing the interaction of
traffic routing and anomaly detection. It was de-
signed to provide a controlled environment for exam-
ining cross-cutting network behaviors by evaluating
different load-balancing strategies with an added ma-
chine learning-based intrusion detection module.

1.5 Significance of the Study

ormance and security to be examined in tandem,
rather than in isolation, as is often the case. The
dual-focus framework allows users to see how changes
to load-distribution strategies affect the system effi-
ciency (in terms of intrusion detection system per-
formance/impact) and vice versa, providing a more
accurate and reliable representation of what it means
to be part of cloud computing. Reproducible work-
flows and scalable architectures will also make it ac-
cessible to as enormous scope of usage as possible by
varying study participants and with varying research
interests in different institutions. Ultimately, vary-
ing levels of visual analytics, integrated classification
measures, simulated performance data included, com-
munity offering their evidence to contextual decision-
making about cloud infrastructure design and pol-
icy, and of the autonomous ’self-healing’ philosophy
of cloud systems that can monitor, adapt and opti-
mize based on aggregating incoming data in real time
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- all elements represent research that contributes to-
ward the development of a collective, evidence-based
knowledge associated with cloud computing.

2. LITERATURE REVIEW

This section reviews recent developments in cloud-
integrated IoT and cyber—physical systems, including
decentralized learning and blockchain-SDN architec-
tures for increased security, energy-aware offloading
for optimal performance, and multi-timescale orches-
tration frameworks for improved scalability and re-
source utilization in dynamic networks.

2.1 Security Enhancement in Cloud-Integrated
IoT Networks

Gongalves et al. (2024) suggested a decentralized
machine learning architecture to improve the security,
privacy, and performance of cloud-based IoT devices
[15]. They discussed the limitations of centralized
designs for managing IoT data, reducing reliance on
centralized servers, evading security vulnerabilities,
and facilitating efficient resource utilization. The ar-
chitecture also protects sensitive data at the edge and
can thus be used in privacy-sensitive applications.

Haritha et al. (2024) designed a Blockchain-
Software Defined Networking paradigm for enhancing
cloud-based IoT networks’ data protection [16]. They
combined the transparency and immutability charac-
teristics of blockchain with SDN’s flexibility of SDN
to facilitate real-time traffic management and secure
data handling. The model is robust in preventing
attacks such as data tampering, unauthorized access
to data, and DDoS attacks, and enables fine-grained
policy enforcement and decentralized trust manage-
ment.

Kumar et al. (2024) highlighted the need for
improved network security for cloud-connected IoT
devices by enumerating common vulnerabilities and
proposing architectural improvements [17]. They
underlined the need for multilayer security and
lightweight encryption, and the inclusion of anomaly
detection systems and real-time monitoring to im-
prove threat mitigation functionality. Furthermore,
several machine learning-based intrusion detection
systems have been developed using the CICIDS2017
dataset. Ustebay et al. [21] used the Random For-
est and trained the recursive features and removed
the feature elimination and deep learning classifica-
tion to increase the rate of detection. Stiawan et al.
[22] exploited the use of feature importance via infor-
mation gain, seeking to assess the performance of a
model on CICIDS2017. Despite their strong classifi-
cation performance, these studies neither investigate
the behavior of the system under different network
loads nor consider unified frameworks covering both
intrusion detection and performance simulation.
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2.2 Performance Optimization in Cyber—Physical

and Cloud-Based Systems

Ma et al. (2024) investigated the performance, re-
liability, and energy usage of cloud-integrated cyber-
physical systems (CPS) with shared servers and par-
allel services [18]. They found latency, computation
load balance, and system effectiveness issues. They
improved the processing speed and energy efficiency
but found potential reliability trade-offs under heavy
workloads.

Materwala et al. (2022) designed an Energy-SLA-
aware genetic algorithm for vehicular network com-
putation offloading in edge-cloud systems [19]. The
algorithm promotes task assignment based on energy
usage and service-level agreement requirements, re-
ducing power consumption without compromising the
quality of service. Therefore, it is suitable for real-
time vehicular applications requiring high responsive-
ness and optimum utilization of resources.

2.3 Orchestration and Resource Management
in Next-Generation Cloud Networks

Pagliuca et al. (2024) proposed a double timescale
orchestration framework for elastic management in
next-generation cloud-integrated networks [20]. It
applies short- and long-term orchestration mech-
anisms to manage network functions dynamically,
thereby enhancing scalability and flexibility. The re-
search demonstrated that it improves resource alloca-
tion efficiency and user experience in dynamic cloud
network environments.

2.4 Research Gap

Despite extensive advancements in cloud security
and performance management, existing studies tend
to focus on either security (e.g., intrusion detection)
or performance (e.g., load balancing) in isolation. A
unified, reproducible framework that simultaneously
addresses both aspects within a simulated environ-
ment using real and synthetic data is lacking. This
study fills this gap by integrating machine learning-
based intrusion detection with performance optimiza-
tion strategies, providing a holistic approach that has
been largely overlooked in previous studies. In ad-
dition, versions of CICIDS2017 have been well uti-
lized in previously conducted machine learning stud-
ies [21][22], yet they do not combine performance test-
ing or provide simulation of network-level behavior
faced when using load balancing, which this research
seeks to cover.

3. RESEARCH OBJECTIVES AND QUES-
TIONS

This study aims to design a Python-supported
simulation environment that solves performance en-
hancement and security issues in cloud-combined net-
works. The individual objectives are as follows:
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e To simulate and evaluate network performance
metrics, including latency, throughput, jitter,
and packet loss, under various load conditions
using a Python-based framework.

e To assess and compare the efficiency of tradi-
tional and advanced load-balancing algorithms
for optimizing traffic distribution across cloud-
integrated network servers.

e To simulate and analyze network security by in-
tegrating intrusion detection datasets and ma-
chine learning models for the classification and
mitigation of cyber threats.

e To develop a modular and extensible simula-
tion environment capable of generating syn-
thetic traffic data and visualizing performance
and security results using advanced plotting
tools.

Based on the above objectives, this study seeks to

address the following key questions:

RQ1: How effectively can a Python-based simu-
lation framework evaluate and optimize network per-
formance and load balancing in cloud-integrated net-
works under different traffic conditions?

RQ2: To what extent can machine learning mod-
els integrated into a simulated environment accu-
rately detect, classify, and mitigate security threats
using real and synthetic intrusion detection datasets?

4. METHODOLOGY

This study adopts a Python-based simulation and
optimization framework to improve the performance
and security of cloud-integrated computing networks.
The methodology covers five major components:
dataset preparation, feature engineering, intrusion
detection modelling, network performance simulation
and visualization of results. Each phase was carefully
designed to ensure its scalability, reproducibility, and
practical relevance.

4.1 Dataset Preparation and Pre-processing

The CICIDS2017 dataset was used in this study
to analyze network traffic, including DDoS, Brute
Force, Port Scanning, Botnet C&C, and Web Ex-
ploits. Data were ingested into pandas Data Frames
using Python, pre-processed to improve model per-
formance, and down-sampled to 20,000 rows. Attack
types with fewer than 100 instances were excluded
to avoid skewed learning. Missing numeric values
were handled through zero-imputation, and irrelevant
columns were removed for intrusion detection.

4.2 Feature Engineering and Standardization

The label column specifying the type of attack
was encoded as integers using Scikit-learn’s Label
Encoder to support multi-class classification. Fea-
ture scaling was performed with Standard Scaler
to standardize all numeric features such that their

mean would be zero and standard deviation would
be 1, thus enhancing model performance in multi-
dimensional analysis.

4.3 Intrusion Detection Modelling

A Random Forest Classifier was used because it
is highly accurate, robust, and capable of handling
high-dimensional data. The data were split using an
80-20 stratified sampling approach to ensure a fair
representation of all classes. The model was config-
ured with 100 estimators and a random seed that was
fixed to render the code reproducible.

To evaluate the performance:

e The precision, Recall, Fl-score, and Accuracy

were computed.

e A Confusion Matrix was used to detect the clas-

sification errors.

e Precision-Recall Curves were plotted to analyze

the model behavior under class imbalance.

4.4 Performance Simulation and Optimiza-
tion

A test environment was set up to evaluate the
network performance under various load balancing
schemes.  Synthetic Key Performance Indicators
(KPIs) were created for the following:

e Latency: 20-500 ms

e Throughput: 50-1000 Mbps

e Packet Loss: 0-5%

Two load-balancing algorithms were tested:

e Round Robin: Distributes incoming requests se-

quentially across five virtual servers.

e Random Assignment: Assigns requests ran-

domly to simulate real-world unpredictability.

Each algorithm handled 1,000 synthetic requests
to observe the differences in efficiency and load dis-
tribution.

4.5 Visualization and Reporting

The final component of the methodology focused
on visualizing the results for interpretability and doc-
umentation. A range of visualization techniques was
implemented using the Matplotlib and Seaborn li-
braries. These included:

e Feature Importance Bar Charts to rank predic-

tive attributes

e Correlation Heatmaps to explore inter-feature

dependencies

e Confusion Matrix Heatmaps for classification di-

agnostics

e Precision-Recall Curves highlighting model per-

formance under class imbalance

e Histograms for Latency and Packet Loss to re-

veal network performance patterns

e Load Distribution Charts for each load balanc-

ing strategy
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All quantitative outputs, including performance
scores and request counts per server, were exported
as CSV files to ensure full reproducibility and enable
further statistical analysis. The integration of these
visual tools supports a comprehensive understanding
of both security and performance in cloud-integrated
systems.

5. DATA COLLECTION AND ANALYSIS

This section explains the gathering, processing,
and analysis of real and simulated data employed to
test the integrated framework for network security
and performance.

5.1 Data Collection Strategy

This study employed a hybrid data strategy, where
real-world traffic data from the CICIDS2017 dataset
were integrated with synthetic datasets that were
produced with probabilistic functions that were ht-
tused to simulate performance measures under differ-
ent network loads, allowing for a holistic assessment
of intrusion detection mechanisms and network per-
formance behavior.

5.1.1 Justification for Synthetic Data Usage

The dataset employed in this study, CICIDS2017,
is a completely labelled intrusion detection dataset;
however, it is missing vital network performance
measurements, including but not limited to latency,
throughput, packet delays, and server-wise request
logs in fluctuating patterns of traffic. Such measures
play an essential role in assessing the load computing
of networks and modelling network-level behaviors.
To overcome this gap, synthetic databases were de-
veloped through realistic probabilistic sampling us-
ing limits on KPIs that were applied in book aids
and network modelling literature. The generated syn-
thetic data allowed for the strict simulation of request
distributions, performance fluctuations, and system
responses to various load balancing policies (Round
Robin and Random Assignment). In this way, the
framework can still have analytical integrity, test se-
curity with actual data, and simulate performance
with synthetic data, all while allowing reproducibil-
ity and different scenarios.

5.2 Analytical Framework

A modular Python pipeline was built for the fol-

lowing;:

e Security Analysis: Random Forest model
with the processed data was tested using accu-
racy, precision, recall, and F1l-score. Class-wise
prediction quality analysis was performed using
confusion matrices and precision-recall curves.

e Performance Evaluation: A total of 1,000
synthetic network requests were processed using
both the round-robin and random assignment

approaches. The KPIs were statistically aggre-
gated using the mean and standard deviation to
monitor the latency, throughput, and packet loss
trends.

Minimal visualization tools, such as histograms
and bar plots, were only necessary to identify outliers
and trends among the simulated metrics to facilitate
a good performance review.

5.3 Integration of Security and Performance
Insights

The analysis combines intrusion detection and per-
formance evaluations, examining how high latency or
uneven load distribution can affect detection reliabil-
ity. This emphasizes the need for the alignment of
optimization strategies for security and performance
in cloud network environments.

Although the data used to generate this data differ
in nature, the simulation environment enables exper-
imentation on how performance degradation, such as
adding latency or uneven traffic distribution patterns,
can impact the real-time responsiveness and correct-
ness of the intrusion detection protocol. For exam-
ple, bottlenecks in providing performance can cause
delays in the analysis of the packets or increase the
false positive rate of time-sensitive detection. Such a
controlled dual simulation sheds light on the perfor-
mance conditions for structuring the dependability of
security mechanisms under cloud integration.

6. RESULTS

The experimental framework focuses on the accu-
racy, performance, and network simulation metrics of
the intrusion detection system. The results are sup-
ported by tables, figures and theoretical discussions.
Figure 1 shows a bar chart of the attack type distribu-
tion with class labels (0-10) and instance counts. The
dark purple bars highlight the frequency differences,
indicating class imbalance in the dataset.

Distribution of Classes (Log Scale)

10°

104

10°

Count (log scale)

10!

10°
o - ~N m < n © ~ © o

Attack Type (encoded)

10

Fig.1:
types.

Class distribution (log scale) across attack

Figure 1 reveals a significant class imbalance, with
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class 0 having the highest number of instances, ex-
ceeding 105 while several other courses have far fewer
samples, often below 103. This imbalance suggests
the need for techniques such as resampling or class
weighting to ensure the adequate training and evalu-
ation of intrusion detection models.

6.1 Intrusion Detection Model Performance

Intrusion detection remains a cornerstone of cloud
network security and is tasked with recognizing ma-
licious traffic in real time. Our Random Forest-based
IDS was trained to differentiate 11 classes of net-
work traffic. Owing to their ensemble nature, ran-
dom Forests inherently reduce variance and improve
generalization, making them highly suitable for high-
dimensional cybersecurity datasets.

6.1.1 Classification Metrics

The model achieved a 99.79% accuracy rate in clas-
sifying network attacks, demonstrating the effective-
ness of ensemble models in capturing non-linear rela-
tionships and handling noisy data. Table 1 presents
the precision, recall, Fl-score, and support for each
attack class.

Table 1: Detailed Classification Metrics.

Class Label | Precision | Recall Fl- Support
Score
Benign 1.00 1.00 1.00 28133
Bot 0.81 0.55 0.65 31
DDoS 1.00 1.00 1.00 2314
DoS Golden | 5 | 096 | 098 | 69
Eye
DoS Hulk 0.99 0.99 0.99 1178
DoS Slow
HTTP test 0.90 0.88 0.89 32
DoS slow 100 | 100 | 100 | 34
loris
FTP-Patator 0.98 1.00 0.99 58
Port Scan 0.95 0.97 0.96 65
SSH-Patator 1.00 0.87 0.93 30
Web Attack =\ 05 | 997 | 099 | 37
Brute Force

The model achieved 99.79% accuracy with high
precision, recall, and F1l-scores across most classes,
with strong performance in Benign, DDoS, DoS at-
tacks, and Web Attack — Brute Force. However, the
Bot class showed lower recall and F1l-score, indicat-
ing a class imbalance. Despite this, the model’s high
macro-average F1-score demonstrates strong general-
ization ability.

6.1.2 Confusion Matrix Analysis

Figure 2 shows a heatmap of the confusion matrix
that visualizes the classification accuracy of the model
across the 11 classes. The diagonal values indicate
correct predictions, whereas the off-diagonal values

reveal misclassifications, providing a clear view of the
per-class performance.

Confusion Matrix Heatmap

94 1 o 6 3 o 1 2 0 4

~- 5 o 2309 o o 0 o o 0 o 4

25000

- 20000

- 15000

True

5

Iy
o
o
o
o
N
®
o
o
o
o
o

- 10000

o o o 4 o 36

10
-
- o
o
o
o

o 1 2 3 4 5 6 7 8 9 10
Predicted

Fig.2: Confusion Matriz Heatmap.

The confusion matrix demonstrates a high classi-
fication accuracy, with high counts along the diago-
nal. Minor misclassifications were observed for spe-
cific classes, such as the Bot and DoS Golden Eye.
This near-diagonal structure suggests that the intru-
sion detection system (IDS) is reliable, with minimal
false positives and false negatives, indicating its ef-
fectiveness in recognizing diverse attack types with
minimal operational disruption.

6.1.3 Feature Importance Interpretation

Understanding the features that contribute most
to the model performance ensures transparency and
aids in feature engineering for future enhancements.
Figure 3 displays a horizontal bar chart of the top 10
critical flow-based features used in the model, high-
lighting metrics such as packet size and length varia-
tions that significantly aid in intrusion detection.

Top 10 Important Features

Subflow Fwd Bytes

Avg Packet Size

Fwd Packets Length Total
Packet Length Std

Bwd Packets Length Total
Packet Length Variance
Bwd Packet Length Std
Bwd Packet Length Max

Bwd Packet Length Mean

Avg Bwd Segment Size

0.00 0.01 0.02 0.03 0.04 0.05 0.06 0.07

Fig.3: Feature Importance Bar Chart.

The model’s most influential features are Average
Bwd Segment Size, Bwd Packet Length Mean, and
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Bwd Packet Length Max, which indicate that varia-
tions in backward packet characteristics significantly
contribute to distinguishing between benign and ma-
licious traffic. This supports previous research identi-
fying packet size-related metrics as crucial indicators
for detecting attacks such as DoS.

Figure 4 shows a correlation heatmap of the top
10 features, using color gradients to reveal relation-
ships between them. It helps identify multicollinear-
ity and guide feature selection for improved model
performance.

Correlation Heatmap of Top Features
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Fig.5: Correlation heatmap of top 10 features.

The correlation heatmap in Figure 4 shows strong
positive correlations among backwards packet fea-
tures, such as Avg Bwd Segment Size, Bwd Packet
Length Mean, Bwd Packet Length Max, and Bwd

Packet Length Std, indicating significant redundancy.
However, features like Fwd Packets Length Total,
Bwd Packets Length Total, and Sub flow Fwd Bytes
show low correlations, suggesting their distinct con-
tribution to the model.

Figure 5 shows a pair plot of the top four fea-
tures, with scatter plots illustrating their relation-
ships and diagonal plots showing distributions. Col-
ored by class labels, it visually highlights feature clus-
tering and class separability.

Figure 5 shows clustering tendencies among se-
lected features across attack labels, with Bwd Packet
Length Max and Bwd Packet Length Std showing
good class-wise dispersion. These features effectively
separate classes like 0, 2, and 6, with nearly linear re-
lationships between Avg Bwd Segment Size and Bwd
Packet Length Mean. This validates their discrimi-
natory power and supports their selection for model
training and class differentiation in network intrusion
detection.

6.1.4 Precision-Recall Trade-offs

In highly imbalanced datasets, the Precision-
Recall curve provides a better measure of a model’s
effectiveness than the ROC curve. This curve is
particularly valuable in cybersecurity because false
positives (over-blocking) and false negatives (missed
intrusions) have profound implications. Figure 6
presents a multi-class Precision-Recall curve, plotting
precision vs. recall for each class. It’s ideal for im-
balanced datasets, with AP values in the legend in-
dicating class-wise model performance.

The Precision-Recall curves in Figure 6 show
that most classes achieve near-perfect or perfect AP
scores, indicating strong classification performance
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Multi-Class Precision-Recall Curve

Precision
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Fig.6: Precision-Recall Curve.

with minimal false positives or false negatives. Class
1 shows lower performance, possibly due to class im-
balance or feature overlap. The model’s effectiveness
in maintaining precision-recall balance is essential for
minimizing disruption in security-sensitive applica-
tions like cloud infrastructure.

6.1.5 Model Comparison with Literature Bench-

marks

We did implement a comparison of our model with
other models commonly used, as presented in avail-
able literature, with the CICIDS2017 data set to pro-
vide context on the performance of our model. A
summarized comparison of some of the key models
in terms of the reported accuracy and highlighted
strengths, limitations, and usefulness to practice, as
well as the implementation of the model in the cur-
rent research state in Table 2.

Computational Complexity Consideration

The training complexity of Random Forest per tree
is O (n log n), n being the number of samples. Ran-
dom Forest is simpler and faster, and can scale bet-
ter, compared to Gradient Boosting (which is often O
(n-log2 2n)), and Deep Neural Networks (in a multi-
epoch fashion with GPU acceleration).

Random Forest is the best among them in terms
of the trade-off of interpretability, execution speed,
and performance. Although the marginal success of
the deep learning models, e.g. DNNs, may be a bit
better in terms of accuracy, their computational ex-
penditure and opacity remain a dirty secret, particu-
larly during deployment in clouds. The information
gain models are effective but can overlook latent de-
pendencies since they are statically selected features.

The use of Random Forest in our study com-
bines high performance in regard to detecting at-
tacks (99.79%) with the capacity to work in resource-
constrained environments and integrate with a
simulation-based evaluation setting.

Table 2: Comparative Review of Key ML Models
for Intrusion Detection Using CICIDS2017.
Model Reported Strengths Limitations | Implement
Accuracy ed in This
(Literatur Study
e)
Random 98-99% It is fast, | Can v Yes
Forest resistant to | interfere
overfitting, with
and sequences
interpretabl
e
Deep ~98%+ Massive Requires X No
Neural data on | lots of
Network complex computatio
s data  sets. | n; black
(DNNs) Very box
accurate on | character.
large
complex
datasets
Info ~97-98% | Rich; Has to do | X No
Gain + binary, info | manual
ML gain feature
Classifie engineerin
s g
Gradient | ~97— Powerful Faster to | X No
Boosting | 98.5% ensembling; | converge.
Models good
generalizati
on

6.2 Network Performance Simulation

Simulation is a vital step in evaluating cloud net-
works, especially where physical infrastructure is lim-
ited. We conducted simulations to evaluate key net-
work KPIs (latency, throughput, packet loss) under
varied load-balancing strategies.

6.2.1 Synthetic KPI Distribution

Synthetic data was generated to reflect realistic op-
erational environments. These distributions simulate
scenarios such as peak traffic hours and packet con-
gestion. Table 3 summarizes the synthetic network
KPIs: latency, throughput, and packet loss, showing
their minimum, maximum, mean, and standard devi-
ation to capture overall network performance trends.

Table 3: Synthetic Network Kpi Summary.

Metric Min | Max | Mean | Std Dev
Latency (ms) 20.1 | 498.3 | 240.6 112.3
Throughput (Mbps) | 52.7 | 987.5 | 512.4 201.7
Packet Loss (%) 0.02 | 498 | 2.13 1.01

Table 3 shows significant network performance
variations, with latency ranging from 20.1 ms to 498.3
ms, and throughput ranging from 52.7 to 987.5 Mbps.
The mean latency is 240.6 ms, with a high standard
deviation of 112.3 ms. The average throughput is
512.4 Mbps, with substantial fluctuation. Packet loss
is low, with a mean of 2.13%, but could impact relia-
bility in high-performance or real-time applications.

Figure 7 shows a histogram of network latency dis-
tribution, with bins representing latency ranges and a
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smooth curve highlighting the overall frequency trend
in the synthetic dataset.

Latency Distribution

200 300
Latency (ms)

Fig.7: Latency Histogram.

Figure 7 displays a uniform latency distribution
with moderate fluctuations, ranging from 0 ms to
nearly 500 ms. Most latency counts fall between 40
and 60, indicating a balanced spread. The density
curve shows no skewness, but slightly more occur-
rences in the 100-150 ms and 400-450 ms ranges.

Figure 8 presents a histogram of throughput values
(in Mbps) with a KDE curve overlay, showing the fre-
quency and trend of data distribution across different
throughput ranges in the synthetic dataset.

Throughput Distribution
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Throughput (Mbps)

Fig.8: Throughput Histogram.

Figure 8 displays a diverse range of throughput
values, from 50 Mbps to 1000 Mbps, with balanced
frequency counts across bins. Peaks near 100 Mbps,
450 Mbps, and 750 Mbps indicate higher occurrences.
The KDE curve reveals multi-modal network perfor-
mance variability, crucial for assessing system perfor-
mance under varying traffic loads.

Figure 9 displays a histogram of packet loss per-
centages, with bars showing frequency across loss

ranges and a smooth curve indicating the overall
trend in the synthetic dataset.

Packet Loss Distribution

2 3
Packet Loss (%)

Fig.9: Packet Loss Histogram.

Figure 9 shows packet loss distribution evenly be-
tween 0% and 5%, with slightly more frequent occur-
rences between 1% and 3%. The KDE curve shows
moderate fluctuations but no strong skew, suggesting
a uniform pattern. This indicates that while packet
loss remains low to moderate, its variability could af-
fect service quality, especially in latency-sensitive or
high-throughput applications.

6.2.2 Load Balancing Simulation

We compared the Round Robin (RR) and Random
Assignment (RA) algorithms:

e Round Robin: Ensures each server processes an
equal number of requests, optimizing for fair-
ness.

e Random Assignment: While faster computa-
tionally, it introduces unpredictability, which
can cause resource overloading on specific
servers.

Example outcomes:

e RR: Perfectly balanced 200 requests per server.

e RA: Variability from 165 to 220 requests per
server.

Figure 10 shows a bar chart of client request dis-
tribution across five servers using the Round Robin
method, with each server handling an equal number
of requests.

The bar chart in Figure 10 shows a perfectly bal-
anced distribution, with each server receiving exactly
200 requests. This confirms that the Round Robin al-
gorithm functioned as intended, ensuring equal load
distribution across all servers. Such uniformity en-
hances performance stability and prevents any single
server from becoming a bottleneck in the system.

Figure 11 shows a bar chart of request distribution
across five servers using random assignment, high-
lighting slight imbalances in load handling under this
strategy.

The bar chart shows that the request distribu-
tion across servers using random assignment is pretty
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Round Robin: Request Distribution Across Servers
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Fig.10: Round Robin Distribution Bar Chart.
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Chart.

balanced, with Server-5 handling the highest num-
ber of requests (around 220) and Server-3 the lowest
(around 185). This slight variation highlights that
while random assignment can spread the load across
servers, it may still lead to minor imbalances that
could affect performance under high-demand condi-
tions.

6.3 Broader Interpretation

This dual-focused experiment shows:

o IDS Effectiveness: The Random Forest IDS pro-
vides near-perfect detection for high-volume at-
tacks and robust results for rarer attack classes.

e Optimization Impact: Load balancing also im-
pacts response time and stability directly. IDS
with strong functionality, combined with opti-
mized load balancing, constitutes a robust cloud
network.

e Synthetic Data Utility: The generated data sim-

ulates real-world conditions, offering a safe and
scalable way to stress-test optimization strate-
gies without risking live systems.

7. DISCUSSION

The research provides an efficient, scalable solu-
tion integrating machine learning-based intrusion de-
tection and performance optimization in cloud net-
works. The Random Forest model had excellent ac-
curacy, the simulations represented real network di-
versity, and Round Robin was the best load balanc-
ing strategy that improved security as well as perfor-
mance.

7.1 Effectiveness of the Intrusion Detection
Model

The Random Forest intrusion detection system
performed with 99.79% accuracy, high precision, re-
call, and Fl-scores in all classes except ’normal’.
Even though the class was imbalanced, the model
proved to be reliable for minority-class detection, sug-
gesting successful pre-processing. Confusion matrix
and precision-recall curves were used to verify negli-
gible false positives and false negatives, stating the
feasibility of Random Forests for high-dimensional
security-critical domains.

7.2 Feature Behaviour and Interpretability

The research discovered that backwards packet
features, such as Avg Bwd Segment Size and Bwd
Packet Length Max, are the most effective in dis-
tinguishing traffic. These flow-based indicators have
strong mutual correlation, proposing redundancy.
The capability of the model to use these character-
istics for class separation was established by evident
clustering behaviour in the pair plot.

7.3 Simulation of Network Performance

Synthetic performance data were employed to
model network dynamics for differing load conditions,
and the results indicated broad variation in measures
such as latency, throughput, and packet loss. His-
tograms presented scattered latency and throughput
distributions, with minimal packet loss. Such pat-
terns are fundamental in measuring QoS and network
robustness, and controlled synthetic data can success-
fully reproduce real-time variability in traffic.

7.4 Load Balancing and Traffic Distribution

The comparison of Round Robin and Random
Assignment load balancing schemes discovered that
Round Robin maintains load balance by distributing
requests evenly across all the servers, while Random
Assignment produces slight imbalances with fluctu-
ations of up to 35 requests per server. Although



554 ECTI TRANSACTIONS ON COMPUTER AND INFORMATION TECHNOLOGY VOL.19, NO.4 October 2025

Table 4: Comparative Summary of Existing Research and The Present Study on Cloud-Integrated Network

Optimization.
Author & Year Title Method Used Findings Superiority
Yo Decentralized Machine Reduced latency and . .
GonAfalves et al. Learning Framework for Decentralized ML improved edge-level Edge privacy with reduced

(2024) 10T Security

. tral d d
security central dependency

Blockchain-SDN Model

Haritha et al. (2024) for Secure IoT Cloud

Blockchain + SDN

Combines real-time control
with decentralized trust

Secure data routing with
tamper-resistance

Enhancing Security in

Kumar et al. (2024) Cloud-Integrated IoT

Layered encryption +
anomaly detection

Improved security for
resource-constrained
devices

Tailored for IoT with
minimal overhead

Performance of
Cybera€“Physical
Systems in the Cloud

Ma et al. (2024)

Shared servers +
parallelized processing

Improved efficiency with
trade-offs in reliability

Parallel processing for real-
time cloud CPS

Materwala et al.

(2022)

Energy-SLA-Aware
Computation Offloading

Genetic Algorithm with
SLA constraints

Energy-efficient with
maintained service levels

Energy-aware real-time
edge-cloud coordination

Dual Timescale
Orchestration for NextG
Networks

Pagliuca et al.
(2024)

Dual-scale
orchestration

Stable and scalable
performance under
variable loads

Adaptive control across
timescales

Optimizing Cloud-
Integrated Networks with
ML and Load Balancing

Current Study
(2025)

Random Forest +
Synthetic Simulation +
RR/RA

Unified security-
performance framework
with real and synthetic
datasets

High attack detection
(99.79%) and balanced
traffic distribution

low-computation and simple, Round Robin’s deter-
ministic nature is more predictable for regular traffic
patterns.

7.5 Integrated View:
mance

Security and Perfor-

This study integrates performance and security
analysis under a single paradigm, giving a compre-
hensive view of network architecture. The study
analyses the impact of load-balancing methods on
system performance and how biased traffic distribu-
tion impacts intrusion detection system accuracy and
latency. The Python-based modular design allows
dynamic experimentation under varying load condi-
tions.

7.6 Comparative Analysis with Existing Lit-
erature

Table 4 illustrates that past studies overlooked
other imperfections and analysed each one, sepa-
rately, that is, security, performance optimization (by
moving data closer to the requesting server and/or or-
chestrating the system behaviour) or machine learn-
ing based intrusion detection, whereas, in the present
work, the main distinction proved to be due to intru-
sion detection and optimization of performance be-
ing inseparable. Earlier publications based on CI-
CIDS2017, like those of Ustebay et al. [21] and Sti-
awan et al. [22], have shown good performance results
in security classification on their own; however, they
do not aim at explaining the impact of network per-
formance dynamics on the performance of detectors
or monitors. The combined approach used in this pa-
per is of high accuracy and reasonable utilization of
resources; therefore, it covers more ground and pro-

vides a more viable solution than the rest.

7.7 Stakeholder Relevance and Practical Im-
plications

The stakeholder implications of the findings of the
present research are direct implications of the deploy-
ment of resource-efficient and correct intrusion detec-
tion systems in the cloud. The transparency and in-
terpretability of Random Forest make the debugging
process faster and allow this method to be compliant
with the auditing requirements, which is helpful for
security engineers.

The model also has low overhead in training and
inference, useful in edge devices or systems with
limited computational capabilities, which makes the
model practical and applicable to system architects
and infrastructure planners.

Besides, the synergy of the IDS model and network
simulations (e.g., the effect of load balancing on KPI
metrics) provides the operations teams with a proac-
tive ability to make changes for improving reliability
and scalability.

8. CONCLUSION
TIONS

AND RECOMMENDA-

This work provides a framework that is simulation-
based and unifies and can solve security and perfor-
mance optimization problems in computer networks
with cloud integration. Fitted with an intrusion de-
tection system based on Random Forest and a syn-
thetic network performance simulator, the framework
presents a great classification accuracy (99.79%) and
has provided realistic traffic behaviour within a vari-
able setting.

The importance of feature analysis illustrates how
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the reverse packet elements are an essential vari-
able to detect malicious behaviour in the model,
thus framing the model’s interpretability. Latency,
throughput, and packet loss are simulated KPIs, and
they follow real-life operational trends, which justifies
the credibility and generalizations of the suggested
approach. Round Robin was the best performing
load balancing algorithm, compared to Random As-
signment, which was relatively unpredictable as to
resource allocation, and the distribution of the re-
sources among the servers occurred unevenly.

Additionally, the paper shows how Random For-

est is efficient in computation and scaling, which is
specifically convenient when using it in real-time or
highly restricted platforms like edge-cloud systems.
The scale-out architecture of this framework can be
used to rebuild a predictable structure, as targeted
by researchers, developers, and operations teams to
co-optimize network performance and security.

e According to the findings, the following recom-
mendations are suggested:

e Implement Integrated Frameworks: Analyse
performances and security in the same testbeds,
simultaneously.

e Apply Ensemble ML models: Apply the Ran-
dom Forest or other variants of the ensemble
model in a traceable and precise implementation
of the IDS.

e Reduce Feature Sets: Removing duplicate fea-
tures to lower the computation workload and
increase detection time.

e Prefer Deterministic Load Balancing: Use
Round Robin instead of random procedures to
have uniform use of servers.

e Traffic simulation to test the robustness: This is
the simulation of the traffic to test under various
and extreme conditions of the load conditions.
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