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ABSTRACT Article information:

The URL (Uniform Resource Locator) is a unique identifier for locating a
resource online. It generally includes a protocol (e.g., HTITP or HTTPS),
a subdomain (e.g., WWW), a domain name, a path or webpage, and pa-
rameters in the form of URL query strings (HTTP.GET). The parameters
proposed to identify the content of the destination webpage, e.g., the user
profile; the user activities, or the details of the specified object. Thus, the
destination webpage can pose privacy concerns when made publicly avail-
able. To rid these concerns in the local link of websites, a new privacy
preservation model is proposed in this work. It is based on a temporary
table. Aside from addressing privacy violation issues, a significant aim
of the proposed models is to maintain the data utility as much as pos-
sible. Furthermore, the proposed model is evaluated by using extensive
experiments. The experimental results show that the proposed model is
an effective privacy preservation model that can be used to address privacy
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1. INTRODUCTION

A serious concern in data collection is privacy vi-
olation issues when the data collection is released.
Countries have especially enacted laws to prevent per-
sonal data infringement, e.g., Thailand, Japan, Sin-
gapore, and the EU countries. For this reason, the
identifier values of users are eliminated by an appro-
priate approach before it will be released. Generally,
the identifier values of users in data collection are ex-
plicit identifier values and implicit identifier values
(quasi-identifier values). The explicit identifier value
is the value that the adversary can use to identify
the data owner of the specified data directly, e.g.,
SSN, citizen ID, student code, and name. Thus, they
must be removed before the data collection will be
released. With the quasi-identifier values, the ad-
versary can use their combined result to identify the
owner of the specified data, e.g., age, sex, education,
blood group, and zip code. For this reason, before the
data collection is released, the unique quasi-identifier
values are distorted by their less specific value to be
indistinguishable. Data distortion techniques often
used to eliminate the unique quasi-identifier values in
data collection are Domain Generalization Hierarchy

(DGH) [1]]2][3], data suppression [4], data shuffling
[5][6], data swapping [7], and data anatomization [8§].
Aside from explicit identifier and quasi-identifier val-
ues, the data collection collects the user’s sensitive
values, e.g., salaries, diseases, and lawsuits.

To achieve privacy preservation constraints in data
collection, the well-known privacy preservation mod-
els (e.g., k-Anonymity [9][10][11], I-Diversity [12], and
t-Closeness [13]) and their extended versions (i.e.,
[14], [15], [16], [17], and [18]) are proposed. The prin-
cipal aims of these privacy preservation models are
balancing the data utility and the data privacy of
data collection.

With k-Anonymity [9][10][11], data collection does
not have any concerns about privacy violation issues
when it does not include any explicit identifier values
and any unique quasi-identifier values. That is, be-
fore the data collection is released, the explicit iden-
tifier values of users are removed. The unique quasi-
identifier values are distorted by an appropriate data
distortion technique to be at least k indistinguishable
tuples.

With 1-Diversity [12], data collection can satisfy
privacy preservation constraints when it can guaran-
tee every sensitive value has the confidence of data
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The infographic of preserving the privacy data in the data collection is based on k-Anonymity, I-

Diversity, t-Closeness, and the expanded privacy preservation versions of them.

Sending the specified sending HTTP.GET value
EncodeBased64(1234567890) = MTIzZNDU2Nzg5SMDk4Nw==

https://www.x.com/%citizenID=1234567890987 https://www.x.com/?citizenID= MTIZNDU2Nzg5MDk4Nw==

It is the URL to the

destination webpage

It is the URL to the

destination webpage

Receiving and utilizing the specified sending HTTP.GET value in the destination webpage

GET]citizenID] is 1234567890987

$

It clearly has privacy
violation issues

DecodeBased64(GET][citizenID]) is 1234567890987

$

The adversary can also use the DecodeBased64 method to
violate the sending person-sensitive HTTP.GET value

Fig.2: The infographic of sending, receiving, and utilizing the passed person-sensitive URL query string and
the scenario of privacy violation issues in the based-64 encryption and decryption privacy preservation models.

re-identifications to be at least !/;. Aside from the
unique values, privacy violation issues in data collec-
tion can occur by considering the distance of sensitive
values. To address these issues, t-closeness [13] is pro-
posed. With this privacy preservation model, data
collection does not have any concerns about privacy
violation issues when the sensitive values can guar-
antee the distance between them and their related
sensitive values to be at least t.

In brief, the data collection does not have any con-
cerns about privacy violation issues with the above-
mentioned privacy preservation models after all ex-
plicit identifier values of users are removed. More-

over, the unique quasi-identifier values are distorted
by an appropriate data distortion technique to be
indistinguishable. In addition, some privacy preser-
vation models further consider the characteristics of
sensitive values in their privacy preservation con-
straints, i.e., the confidence and distance of data re-
identifiers. The infographic of preserving the privacy
data of these privacy preservation models is shown in
Fig.1.

The above-mentioned privacy preservation models
are used to address privacy violation issues in data
collection that are released. For this reason, they
could be ineffective and inefficient in addressing pri-
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vacy violation issues with other data forms, e.g., URL
query strings [22]. In addition, we will explain the
privacy violation issues in URL query strings in the
“Motivation” section. Moreover, we propose a new
privacy preservation model for URL query strings in
the “The proposed model” section.

2. CONTRIBUTIONS AND PAPER OUT-
LINES

The previous section (Section “Introduction”) pro-
posed presenting the well-known privacy preservation
models for addressing privacy violation issues in data
collection that are released. Then, the privacy viola-
tion issues in the URL query string are presented in
the “Motivation” section. Then, a privacy preserva-
tion model for addressing the privacy violation issues
in URL query strings will be explained in this section.
For this reason, a new privacy preservation model
for privacy violation issues in URL query strings is
needed. It will be presented in the “The Proposed
Model” section. In the “Experiment” section, the ex-
perimental results for evaluating the proposed model
through extensive experiments are discussed. Finally,
the conclusion of this work is discussed.

3. MOTIVATION

Websites are a dominant section of the internet.
Generally, they are the collection of related data files
that can be utilized and shared through web browsers.
Examples of data files are often available on web-
sites such as .htm, .html, .docx, .xlsx, .pptx, and .zip.
Moreover, we found that some websites are proffered
to manage the information for defining organization
policies, improving market strategies, and determin-
ing customer services. To make it easier to study
privacy violation issues on websites from URL query
strings, only HT'ML hyperlinks and webpage links
with JavaScript in .html and .htm are focused on this
work. They are shown as follows.

<a href = “the destination webpage path”>
The linked text
</a>

Aside from HTML hyperlinks, an HTML form is
often used to link from the current webpage to the
destination webpage. It is shown as follows.

<form action = “the destination webpage path” method =
“get/post”>

</form>

Another HTML form, “meta refresh,” can also be
used to redirect from the current webpage to the des-
tination webpage. Below is a form of using “meta
refresh.”

<meta http-equiv = "refresh" content = "0; url = the
destination webpage path and the sent parameters">

In addition to webpage links based on HTML, web-
page links can be constructed from JavaScript. An
example of JavaScript links is shown below.

<script>
function RedirectFn() {

window.location.href = "the destination
webpage path and the sent parameters";

}

</script>

The second example of JavaScript’s linked web-
pages is “window.location” as follows.

<script>
function Redirectln () {

window.location = "the destination webpage
path and the sent parameters"

/
setTimeout(function(){RedirectF'n(),}, 10000);

</script>

Another example of JavaScript’s linked webpages
is “window.location.assign”. It is as follows.

<script>
function RedirectFn () {

window.location.assign("the destination
webpage path and the sent parameters”);

J

</script>

An example of a URL for sending a param-
eter from the current webpage to the destina-
tion webpage is “https://www.x.com/?citizenID=
1234567890987”. That is, https://www.x.com/ is
the path of the destination webpage. The citi-
zenlD is a URL query string (or an HTTP.GET
parameter). 1234567890987 is the specified value
that is presented by citizenID. Moreover, we sup-
pose that 1234567890987 is Alice’s citizen ID, which
is available at https://www.x.com. Furthermore,
we assume that “https://www.x.com/?citizenID=
1234567890987” is the path to access Alice’s profile
webpage, which consists of Alice’s work histories, Al-
ice’s income and expense histories, and Alice’s health
examination histories. In this situation, if the ad-
versary can access this destination webpage, Alice’s
sensitive information can be violated.

To address privacy violation issues in URL query
strings, in [19], [20], and [21], the authors propose the
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Fig.3: The infographic of addressing privacy violation issues with the shortened URL and the vulnerability

of shortened URL privacy preservation models.

The current webpage

For every registered argument, the API
creates a reference key as GUID and the
lifetime of arguments is at most ¢

The destination URL and the reference key

The destination webpage

Fig.4: The infographic of using API, Globally Unique IDentifier (GUID), and the lifetime of arguments for

addressing privacy violation issues.

based-64 encryption and decryption privacy preserva-
tion model. Before the person-sensitive URL query
string (e.g., citizen ID, student code, and SSN) is
utilized through the web browser and embedded in
the webpage source code, it was encrypted as a data
form of based-64 encryptions. In addition, the en-
crypted URL query string can be utilized in the des-
tination webpage by using the based-64 data decryp-
tion method. However, in [23], the author demon-
strates that the data is based on the based-64 data

encryption and decryption; it still has privacy vio-
lation issues that must be addressed. That is, the
adversary can also use the based-64 data decryption
method to violate the passed and embedded encryp-
tion value that is available on the webpage. The info-
graphic of sending, receiving, and utilizing the passed
person-sensitive URL query string value and the sce-
nario of privacy violation issues in the based-64 en-
cryption and decryption privacy preservation models
are shown in Fig.2.
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To rid the vulnerabilities of based-64 encryption
and decryption, in [23], the authors recommend us-
ing a shortened URL data version to preserve the
privacy data available in web browsers and embed-
ded in the webpage source code. Thus, the webpage
seems to have no privacy violation concerns. How-
ever, to the best of our knowledge regarding privacy
violation issues in URL query strings, we found that
the originally person-sensitive version of the short-
ened URL is exhibited again when the destination
webpage is available. In this situation, we can brief
that the shortened URL can still have privacy vio-
lation concerns that must be addressed. The idea
of shortened URL privacy preservation in the URL
query string and its vulnerability is shown in Fig.3.
To rid the vulnerabilities of shortened URL, in [24], a
privacy preservation model is based on API, Globally
Unique IDentifier (GUID), and the lifetime of URL
query strings. That is, every URL query string is
defined for data utilization between the current web-
page and the destination webpage. It can be utilized
through an API by considering the generated GUID
as the data reference and the lifetime of the specified
URL query strings. The infographic of preserving
URL query strings is based on this privacy preserva-
tion model to be shown in Fig.4. For this reason, this
URL query string privacy preservation model does
not seem to have any privacy violation issues. How-
ever, we found that it still has vulnerabilities that the
website administrator must consider. For example,
there are vulnerabilities in setting up the lifetime of
URL query strings. That is, when the website admin-
istrator sets up the lifetime of URL query strings that
are too short, it could lead to data unusability issues
when the speed of internet is low. However, when
the lifetime of URL query strings is set too long, it
can lead to privacy violation issues by leaking the ref-
erence key. Moreover, the privacy preservation pro-
cesses of this model are separated into two sections,
i.e., API and website. If one of these sections is down,
all sections are also down. Furthermore, this privacy
preservation model does not have any processes that
are used to verify the destination webpage. There-
fore, the passed URL query string could be utilized
in the unwanted webpage.

To rid these vulnerabilities of the privacy preser-
vation models that proposed to address privacy vi-
olation issues in URL query strings, a new privacy
preservation model is proposed in this work. It will
be presented in the “The proposed model” section.

4. THE MODEL FOR PRESERVING PRI-
VACY DATA IN URL QUERY STRINGS

In this section, we propose a new privacy preser-
vation model that can be used to address the privacy
violation issues in URL query strings. Before the pro-
posed privacy is presented, we would like to define its
basic definitions first.

4.1 The basic definitions

Definition 1 (The temporary table of URL
query strings): Let W be the website that is pro-
posed to address privacy violation issues that are in
the form of URL query strings. Let S be the web
server that is proposed to provide W. Let Ky be
the token key of W, i.e., it uses to identify W in
S. Let Po and Pp be both of arbitrary related web-
pages in W. That is, Pc is the current webpage. Pp
is the destination webpage. Let T = {t1,ta,...,tn}
be the temporary table of URL query strings. Let
A = {a1,a9,...,a;} and V = {v1,vq,...,v;} be the
set of the argument names and the set of the ar-
gument values respectively, i.e., A and V are URL
query strings that are proposed to utilize between Po
and Pp. Moreover, let AV = {(aj,vj)la; € A,v; €
V}, where 1 < j < i, be the ordered pairs of A
and V. Let frpc(Kw, W, AV, Pp){Kw,W, AV, Pp}
Ky, TSav {AV, Pp, Kw, W, Ky, TSav} be the
function to register AV into T of W such that
Kay and TSay are the registered token key
and the registered timestamp of AV respectively,
i.e., every t, is presented in the form of t, =
{AV, Pp, Kw, W, Kay,TSav}.

Definition 2 (The privacy violation issue of
URL query strings in the current webpage):
Let Codep, be the HIML syntax or other syntax
forms that are used to construct Po. Let U be the
target user of the adversary in W. Let IDENy be
the U’s the identifier value. Let ENC(IDENy) :
IDENy — IDEN]; be a function for encrypting
IDENy to be IDEN{;. Let IDEN{; and Pp be
built to be a link and available in Codep,. Let
DEC(IDEN{; : IDEN{, — IDENy be a func-
tion for decrypting IDEN{, to be IDENy, i.e.,
DEC(IDEN};) = IDENy. The meaning of privacy
violation issues in Pgo is that the adversary can use an
appropriate DEC(IDENY{;) for decrypting IDENY{,
to be IDENY{;. Furthermore, the adversary uses the
decrypted value in conjunction with Codep, to dis-
close or violate the sensitive data of U from Pp.

Definition 3 (The privacy violation issue of
URL query strings in the destination web-
page): Let tay be an argument row that is registered
by Po and passed to Pp such that t oy is available in
T. The meaning of privacy violation issues in Pp is
that the adversary can utilize t oy with a data utiliza-
tion technique to disclose or violate the sensitive data
of U from Pp.

Definition 4 (The privacy preservation of
URL query strings): Let T'Sc represent the cur-
rent timestamp of S. Moreover, let T'Sp; be the maz-
imized lifetime of every argument that can be utilized
by Pp. Let fGET(KW7 KAV) : {Kw, KA\/} — AV be
the function for getting AV such that AV are satisfied
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by (TSc —TSav) < TSh.

4.2 The proposed model

This section is devoted to proposing a model for
addressing privacy violation issues in URL query
strings. The privacy preservation of the proposed pri-
vacy preservation model is that it does not allow Po
and Pp to utilize URL query strings directly, i.e.,
it does not allow Po and Pp to utilize URL query
strings through web browsers directly. For this rea-
son, the processes of the proposed privacy preserva-
tion model are separated into two sections (Sections
4.2.1 and 4.2.2).

4.2.1 Registering URL query strings

To address privacy violation issues in URL query
strings that are proposed to utilize between Po and
Pp, a temporary table is applied. That is, the URL
query string AV is utilized between Pg and Pp, they
are first registered into the temporary table T that
is available in S by Algorithm 1. Finally, they are
utilized by Algorithm 2 which is presented in Section
4.2.2.

Algorithm 1: frz:(AV, Ky, W, Pp)

IF Ky, = GET_K(W) THEN
K,y := GENERATE_GUID();
TS,y := GET_CURRENT_DATETIME();
T := TU{AV,Pp, Ky, W,Kuy, TSav};
RETURN Ky,

ELSE
RETURN Failure;

END IF

Algorithm 2: f;zr(Ky, Kay)

IF Ky, = GET_K(W) THEN
TSy :=c¢
TS;:=GET_CURRENT_DATETIME();
GET,, == GET_AV (Ky, Kav);
IF GET,,[AV] #NULL THEN
IF (TS; — GETy[TSyy]) < TSy THEN
UPDATE TS,y ] = oo;
RETURN GET,y,[AV];
ELSE
RETURN Failure;
END IF
ELSE
RETURN Failure;
END IF
ELSE
RETURN Failure;
END IF

With Algorithm 1, the inputs are AV, Kay,
TSay, W, and Pp. That is, AV is the set of or-
dered pairs of the argument names and the argument
values, Ky is the token key of W. Pp is the des-

tination webpage.
KAV-

To register the argument(s) from P¢ into S, the
specified input Ky is first investigated by comparing
with GET_K(W). If Kw is equal to GET_K(W),
the next processes for registering the specified argu-
ment(s) AV are enabled. But if Ky is not equal
to GET_K (W), the algorithm returns Failure. In
addition, GET_K (W) is the function that is pro-
posed for getting the token key of W from S. Then,
the token key of the registered argument(s) is gener-
ated such that it is a GUID. In addition, GUIDs are
the acronym that stands for Globally Unique Iden-
tifier, they are also referred to as UUIDs or Univer-
sally Unique Identifiers. Technically they are 128-bit
unique reference numbers used in computing which
are highly unlikely to repeat when generated despite
there being no central GUID authority to ensure
uniqueness. Subsequently, the current timestamp of
S is getting and it is set to be T'S4y. Then, all gen-
erated and defined values are stored into 7'. Finally,
K 4oy is returned.

An example of making Pp and AV in HTML hy-
perlink syntaxes or building a link from Ps to Pp
such that AV is the argument(s) that is proposed to
utilize between Po to Pp. It is shown as follows.

The output of this algorithm is

<ahref="Pp? Kyy& K 4y ">
The linked text
</a>

4.2.2 Getting URL query strings

This section is devoted to describing the data uti-
lization of AV in Pp such that it does not lead to the
concern of privacy violation issues. We know that AV
is sent from P to Pp indirectly. Thus, an appropri-
ate method or function for utilizing AV in Pp must
be defined, i.e., Algorithm 2.

With Algorithm 2, the inputs are Ky and Kuy
such that they are the token key of W and AV re-
spectively. The output of this algorithm is AV for
Pp. For getting AV from T of S to use in Pp, Kyis
first investigated by comparing with GET_K(W). If
Ky is equal to GET_K (W) then the next processes
for getting AV will be enabled, otherwise, the algo-
rithm returns Failure (the value of Ky is not cor-
rect). When the next processes are enabled, the
maximized lifetime T'Sp; of AV is set up to be ¢
seconds (the value of ¢ must set up to accord the
runtime of the server S that is used to build Pp).
Then, the information about the registered AV is ac-
cording to the specified website token Ky and the
specified token key argument(s) K4y to be get by
GETayv(Kw,Kay) and it is kept by GET4y. That
is, if Ky and K 4y are satisfied then the registered
argument(s) AV are returned from 7T and kept by
GET,y, otherwise, GET sy is NULL. Finally, the
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Table 1: The summary of the vulnerabilities for each experimental privacy preservation model.
Privacy preservation issue | The related | Invalid URL
Privacy preservation model Current Destination server down | query string
webpage webpage issue issue
Based-64 encryption and decryption v v — —
Shortened URL - v v —
APT and Globally Unique IDentifier (GUID) - - v v
The proposed model — — — —

algorithm checks that if GET 4y [T'Say] is not null
and (T'S¢ — GETav[TSav]) is less than and equal to
T'S)s then the algorithm returns GET 4y [AV] to Pp,
otherwise, the algorithm returns Failure.

5. RESULTS AND DISCUSSIONS

In this section, the proposed privacy preservation
model is evaluated by using data comparison with
the privacy preservation models proposed that are
presented in [19], [20], and [21]. All proposed eval-
uations are based on the experiments constructed
from 10,000 random URL query strings sent from the
current webpage to the destination webpage. With
[19], all random URL query strings are further en-
crypted and decrypted by using the based-64 en-
cryptions and decryption algorithm that is provided
on the website “https://www.base64decode.org”.
While the privacy preservation model that is pro-
posed in [22], the URL of the destination webpage
is transformed to be a shortened URL by the short-
ened URL model that is provided by the website
“https://www.shorturl.at]|.

5.1 The privacy violation issue in the current
webpage

All experiments show that the privacy preservation
model is proposed in [19]. The concern of privacy
violation issues still has to be addressed. That is,
although every URL query string in the current web-
page is decrypted to be a 64-based encryption and de-
cryption data form, the adversary can use a 64-based
decryption model to reveal the original data version
of the URL query string. However, the proposed pri-
vacy preservation model and the URL query string
privacy preservation models that are proposed in [22]
and [23], they do not have any concerns about privacy
violation issues in the current webpage because every
URL query string is proposed to utilize between the
current webpage and the destination webpage, it is
not available in the current webpage, i.e., it is kept
in the provided web server.

5.2 The privacy violation issue in the destina-
tion webpage

All experiments show that the proposed privacy
preservation models of [19] and [22] still concern pri-
vacy violation issues that the website administrator

must consider. With the privacy preservation model
of [19], the adversary can reveal the decrypted URL
query string by using a 64-based encryption model.
With the privacy preservation model proposed in [22],
we found that the original data version of the URL is
shown in web browsers when the destination webpage
is available. Also, the proposed privacy preservation
model and the privacy preservation model proposed
in [23] do not have any concerns about privacy vio-
lation issues because every URL query string is pro-
posed to be utilized between the current webpage and
the destination webpage, it is not available in the cur-
rent webpage and the web browser.

5.3 The privacy violation issue from an un-
suitably defined lifetime of URL query
strings

With all experiments that are proposed to eval-
uate the experimental privacy preservation models
about defining their lifetimes that are unsuitable, we
found that the privacy preservation model is pro-
posed in [23], it still has privacy violation issues and
invalid URL query string issues that must be ad-
dressed. That is, the default lifetime of registered
URL query strings is set to oo when it is active. More-
over, we found that the lifetime of registered URL
query strings is set to 0 (zero) when it responds to
the destination webpage successfully. Therefore, if
an arbitrary URL query string is sent to the destina-
tion webpage and it is not utilized by the destination
webpage successfully, it could be violated by the ad-
versary when the token key is disclosed. However,
the proposed privacy preservation model of this work
cannot have any concern about these issues. That is
because every registered URL query string is clearly
configured about its lifetime of data utilization in the
destination webpage. In addition, the proposed pri-
vacy preservation models of [19] and [22] do not have
any concern about the unsuitably defined URL query
strings in the destination webpage is not considered.

5.4 The data utility issue of URL query
strings is in the destination webpage when
the related web server is down

All experiments are proposed to evaluate the data
utility issue of URL query strings that are available
in the destination webpage when the related web
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server is down. Aside from 10,000 random URL query
strings that are sent from the current webpage to the
destination webpage, we suppose that the server that
is providing the shortened URL model and the API
of URL query strings, it is down. With this situa-
tion, we found that the privacy preservation model
that is proposed in [22] and [23], they cannot pro-
vide the sent URL query strings to the destination
webpage. However, the proposed privacy preserva-
tion model and the URL query string privacy preser-
vation that is based on the 64-based encryption and
decryption cannot have any effect on this situation
because they are only proposed to run on a provided
server.

In addition, the summary of the vulnerabilities
for each experimental privacy preservation model is
shown in Table 1.

6. CONCLUSION

In this work, a privacy preservation model for ad-
dressing privacy violation issues in URL query strings
is proposed. It is based on temporary tables. The
experimental results can indicate that the proposed
privacy preservation model is more effective than the
based-64 encryptions and decryption privacy preser-
vation model, the shortened URL privacy preserva-
tion model, and the privacy preservation model that
is based on API, Globally Unique IDentifier (GUID),
and the lifetime of URL query strings (arguments).
That is, the proposed URL query string privacy
preservation model can address privacy violation is-
sues and data utility issues in the current webpage,
the destination webpage, the unsuitably defined life-
time of URL query strings, and the data utility issue
of URL query strings is in the destination webpage
when the related web server is down. In addition, al-
though the proposed privacy preservation model can
address privacy violation issues that are in URL query
strings, an adversary will discover a new privacy vi-
olation approach that can be used to violate the pri-
vacy data that is available in URL query strings in
the future. Thus, an appropriate privacy preservation
model that can address the newly discovered privacy
violation issues should also be proposed in the future.
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