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ABSTRACT Article information:
International trade requires transparent visibility of the goods transporta-
tion. High-quality data related to containers is essential for container move-
ment across the border speed. However, customs and port authorities face
information incorrectness and inconsistency, which are signi�cant determi-
nants that decrease the performance of container clearance in supply chain
activities. The Seamless Integrated Data Pipeline principle has been pro-
posed to overcome the mentioned data quality shortcomings and enhance
supply chain visibility. Based on the Data Pipeline idea, we proposed the
Distributed Trust Backbone (DTB) as a model of secure information ex-
change between parties within the supply chain activity. However, the
supply chain data is highly dynamic. Access control on dynamic resources
is the key to enabling secure data exchange and clear visibility. We take
this challenge up in this paper. We propose an access control mechanism
based on the supply chain Data Pipeline concept and apply it to the DTB
model. The elaboration on the concrete detail of the system is presented
in this paper. The prototype has been developed and performed in the
simulation tests. It reduces 58% of requesting data for supply chain ac-
tivities. The results of the experiments show that our proposed method
performs 100% access control to data with BigO(1) accessing the Access
Control List. It can ensure that the information for decision-making in the
supply chain is of high quality. The supply chain visibility is clearer and
speeds up a modern information exchange system of supply chains.
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1. INTRODUCTION

Recently, international transportation has compli-
cated processes from start to end. Each method in-
cludes relevant organizations, constantly changing de-
pending on activities and transportation regulations.
The dynamic change of relevant participants creates a
complex channel of data exchange. However, the data
exchange in the supply chain needs to be completed.
For example, the exporter sends the export data to
the transporter, which is then saved in the system
before being forwarded to other relevant participants,
such as sea carriers or authorities. This �ow revealed
data states that consist of send, save, and forward.
Questions regarding the accuracy and completion of
duplicate sending data, called second-handed data,
contain a gap and error that would negatively a�ect
the system and are then put on the table.

The form of data sent from the sender to the re-
ceiver in the supply chain is called data push and
causes several problems related to data security. The
concept of data exchange with the contrary form us-
ing data as requested or data pull gained more in-
terest. Hence, the possibility of using the data pull
instead of the former data exchange scheme was stud-
ied [1]. The data pull scheme focused on accessing
data from the origin or the owner through a com-
puter network system based on the hypothesis that
the data received from the owner was more accurate
and reliable than other sources. In addition, the data
recorded in the source needs to be completed. Ad-
ditional data might be added later in each process
of transporting goods. The dynamically added data
provided a complicated process of gaining complete
data for further steps of transportation processing.
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Thus, the control of data accuracy exchanged in the
system is impressive.

The study of the data-pull model and data access
indicated more challenges to developing an effective
data communication system that could replace the
existing one. Regarding data efficiency within the
new system, qualified data is also required as the basis
of the essential key to smoothly driving the data ex-
change mechanism. The competent data will enable
greater visibility of the supply chain system. Control,
consideration, and decision-making can be performed
effectively and instantaneously because there are no
doubts regarding the received data. At the outset,
the design of data communication emphasizes the se-
curity of data. This paper proposes a data communi-
cation system with greater security through data pull
to provide adequate supply chain systems.

The development of the Seamless Integrated Data
pipeline principle, which uses data pull exchange,
is studied [2] [3]. We adopt its concept into this
work and divide it into two parts. Firstly, we design
core components that allow accurate and secure data
transfer from the source to the destination. Secondly,
we create control protocols that indicate the operat-
ing method and process of secure data exchange. The
Distributed Trust Backbone or DTB prototype sys-
tem is implemented by setting up computer systems
and software for each Data pipeline component. Six
servers in Europe, Indonesia, and Thailand simulate
data communication closest to the actual data com-
munication. The data access control mechanism is
created based on the type of supply chain components
and security protocols; this led to the demonstration
of the functional prototype.

This paper presents the design and model of data
exchange based on the latest data pipeline concept,
the DTB, which changes the current direction of data
exchange from data pushes to data pulls. The ba-
sic design of core components and their roles are de-
scribed together with the secure communication pro-
tocols that support the process for each element accu-
rately and effectively. The prototype system is set up
to simulate the data exchange based on the example
supply chain activity.

2. BACKGROUND

2.1 Information Exchanging in Supply Chains

Importing and exporting goods in Thailand in-
volves several steps and is relatively expensive com-
pared to countries in the European Union (EU).
An analysis has identified the main reasons for this.
The Thai Customs Department takes 14 days for
each process to coordinate between customs and im-
porters and exporters for exporting containers, which
is longer than in many countries in the European
Union [4]. To address this issue, a proposal has been
made to implement a Single Window System (SWS)
in Thailand. This system would facilitate the ex-

change of electronic documents between government
agencies (G2G) and between businesses and govern-
ment organizations (B2G) under the supervision of
the United Nations (UN) [5][6]. The SWS system
is currently in use. Research has also examined data
security responsibilities in the import and export pro-
cess under SWS guidelines. It has identified potential
problems in data exchange, along with suggestions
and solutions to address these issues [4].

Business procedures are an essential factor in in-
ternational trade. International trading generally
uses a “Buy-Ship-Pay” model [7], similar to regular
trade. The difference from regular trade is that it
uses containers to transport goods across countries to
their destinations, the primary method of transport-
ing goods across countries today. Many containers
arrive at the port daily, and inspecting every con-
tainer of goods is impossible. Before importing into
the destination country, selecting suspicious contain-
ers is a mechanism to reduce the number of containers
required to be inspected. The “Green Lane concept”
[8] clears containers into the country. The green lane
procedure relies on information related to the trans-
port of goods to assess the risk. Data is, therefore,
critical in this process.

In practice, however, information related to con-
tainerized products often contains many errors, for
example, due to the passing of incorrect informa-
tion between two or more supply chain actors [1].
Incorrect information makes decision-making ineffec-
tive. Product information transmitted electronically
through various systems may only sometimes be ac-
curate or up-to-date upon reaching its destination.
This error is mainly because product data is entered
multiple times into the systems of different stakehold-
ers (exporters, shippers, carriers, and customs). Each
may have its own internal systems, and there may be
intentional or unintentional errors in data entry. In-
correct information affects tax evasion attempts. Il-
legal transport of goods directly impacts the overall
supply chain efficiency. The government may lose tax
revenue and cause damage to the business. Therefore,
developing a central system that connects product in-
formation in real-time is necessary. Measures to con-
trol data entry and edit and check data regularly must
be accelerated. Therefore, the concept of a “Seam-
less Integrated Data Pipeline” [9] or simply “Data
Pipeline” has been proposed. This efficient data ex-
change system is designed to support the exchange of
information in international supply chains. A vital
feature of this system is its reliance on the principle
of acquiring quality information from the source of
information [10], emphasizing the importance of data
accuracy. The conceptual idea of the Data Pipeline
can be seen from Fig. 1.

Dutch Customs proposes a new solution to address
flawed supply chain data: the Seamless Integrated
Data Pipeline or Data Pipeline. The main idea of
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the Data Pipeline system is that product data will
be available to authorized partners as soon as it is
sourced. Data will be accurate and reliable because
it comes directly from the owner, reducing the need to
duplicate potentially inaccurate data [12]. Real-time
updates on product status will be provided, and all
systems will be connected to a single pipeline. Stake-
holders in the supply chain can share information con-
veniently. Based on this concept, the Data Pipeline
system will result in accurate, up-to-date, and reli-
able data. To increase supply chain efficiency, reduce
costs, prevent illegal transportation of goods, and in-
crease transparency. However, the Data Pipeline con-
cept is currently under development. Customs in the
EU work together with other agencies to put this con-
cept into practice today.

Fig.1: Information flows of the supply chain Data
Pipeline.

The Data Pipeline is continuously being devel-
oped. Government agencies and business organiza-
tions collaborate to create effective data pipelines
[13][14]. This research focuses on designing a se-
cure data-sharing method under the Data Pipeline
exchange system. It proposes a new model for a more
secure Data Pipeline called the Distributed Trust
Backbone (DTB). The DTB system aims to create a
secure data exchange within the Data Pipeline based
on principles. “Chain of Trust”. The main idea of
DTB is to allow only trusted actors to exchange in-
formation within the same community to create a se-
cure and efficient Data Pipeline system. It facilitates
reliable information exchange, reduces costs, and in-
creases supply chain efficiency.

2.2 Information Security and Chain of Trust

Information security principles in information ex-
change systems, especially for new concepts like the
Data Pipeline, focus on information security based
on CIA principles [15]. It consists of three groups:
Confidentiality, Integrity, and Availability. Confiden-
tiality means keeping data private and inaccessible
to unauthorized users. Data integrity means main-
taining the integrity and accuracy of data through-
out its lifecycle. Availability means ensuring that au-

thorized users can access data whenever they need
it. However, an additional principle is vital for mod-
ern multi-user data exchange systems: responsibil-
ity for the data itself. Data responsibility is identi-
fying and tracking the actions of users who create,
edit, or access data. This research uses these princi-
ples as the foundation for designing a secure data ex-
change system for the Data Pipeline, where the Data
Pipeline must prevent unauthorized access to confi-
dential data. This issue involves user authentication
and data access control.

When addressing data integrity, the system must
guarantee that data stays whole, consistent, and ac-
curate during transmission. Crucial measures such
as data validation and error checking should be im-
plemented. Additionally, the system should be able
to track user actions and identify the individuals re-
sponsible for creating, modifying, or accessing data.
This concept is called “Accountability”. It represents
the final “A” in the CIA-A principles. By adhering
to these principles, Data Pipelines ensures that data
exchange is secure, reliable, and accountable. This
is essential for efficient and dependable supply chain
management.

The Chain of Trust results from applying CIA-A
principles to information exchange because reliable
information exchange between organizations requires
a person to certify the reliability of each organization.
The format of exchanged information is dynamic, ne-
cessitating the system’s ability to adapt to changing
data formats used by different user groups and sup-
port the increasing number of users [16]. The Chain
of Trust principle, as referred to in Fig. 2, addresses
this by introducing a Trusted Third Party (TTP).
The TTP acts as an intermediary between the sender
and receiver of information [17], verifying the identity
of both parties and confirming the exchange’s exis-
tence and integrity. Through these checks, the TTP
builds trust between the sender and receiver, even
if they do not know each other directly. This ap-
proach ensures secure communication, regardless of
whether the parties are individuals, organizations, or
computer systems, and clarifies the role of the TTP
in establishing trust in information exchange.

Fig.2: The Chain of Trust.

The advantage of a chain of trust is that it in-
creases confidence and credibility in exchanging in-
formation through secure data communication chan-
nels. The system is more robust because a trusted
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middleman verifies it.
Applying a Chain of Trust to the Data Pipeline

principles can create a secure and reliable foundation
for exchanging data within an ever-changing supply
chain system.

3. THE PROPOSED DTB CORE COMPO-
NENTS

This Distributed Trusted Backbone (DTB) em-
phasizes the security of information systems within
supply chains. It will create high-quality data in sup-
ply chain systems and speed up the process for an
effective outcome. The data communication process
in the DTB has to be redesigned and changed. The
DTB architecture is designed based on stakeholders’
data exchange on their activities in a supply chain,
the so-called supply chain community, the group of
stakeholders relevant to each situation or activity that
will materialize dynamically depending on the activ-
ity of the supply chain. Indeed, it is found that each
trade lane of transportation consists of many commu-
nities, which different stakeholders continually pro-
cess. According to the study and data collection [9],
DTB is designed based on widely acceptable security
technology, i.e., PKI, to create a chain of trust among
stakeholders in different supply chain activities. DTB
can be revealed as a conceptual figure in Fig. 3.

Fig.3: Distributed Trust Backbone Architecture -
DTB.

DTB information exchange is used in a supply
chain community when an actor requires information
from another. The core components of DTB coor-
dinate to affirm the individual actor’s reliability and
create a chain of trust between actors. Based on the
analysis, we propose that the DTB consists of four
main system elements: DTB Central (Registration),
Gateway, Trusted Third Party, and Data Source sys-
tems [18].

3.1 DTB Central (Registration)

In DTB, the central system is designed to be the
core system for administration related to the Data
Pipeline. This system covers the registration of the
Data Pipeline member, discovery of relevant mem-
bers, and internal verification between the core com-
ponents of the DTB in the data exchange process.

This component stores the recorded collaboration of
all members along with their relevant processes. The
members of DTB can be divided into two groups: ac-
tors and system components.

Actors are the organizational computer systems re-
lated to the activities of the supply chain or any or-
ganization in the community. They consist of busi-
ness partners, transporters, and authorities who re-
quire data exchange with different actors, for ex-
ample, exporter or importer business partners, local
truck services, freight forwarders or sea carriers in
transporters, and customs or ministries of commerce
in authorities. These actors exchange data through-
out the transportation lanes, from the origin to the
destination. The diversity of actors depends on an
individual country’s transportation and governance
process. Consequently, actors must register as DTB
members to exchange data via each organization’s
computer system.

System components are coordinated computer sys-
tems aiming to support the data exchange of inter-
national actors in DTB, depending on the country’s
context. These include the Registration, the Gate-
way, and Trust Third Parties systems. In theory, the
registration system’s design is considered the single
central system that contains the data source of all
members operating supply chain activities. It is sim-
ple and convenient to access and is called a single
virtual registration system. In practice, a registration
system is a set of connecting and processing registra-
tion systems in the form of cloud computing and can
be located anywhere. Presently, the connection be-
tween sites is linked by high-speed networking world-
wide. Therefore, the site’s location is not a barrier
to establishing a registration system for operators in
different locations.

The infrastructure design of a DTB registration
system was based on the technology of cloud com-
puting and the Internet between the user and system
or system and system instead of a closed system and
private network. Moreover, data communication is
gradually increasing, which influences the number of
user-generated content (UGC) or the information cre-
ated by the user. Similar to a supply chain system,
each transportation consists of new operators; there-
fore, the DTB data of different operators must be
collected in a secure location with easy accessibility,
which can be fulfilled by cloud computing.

3.2 Gateway Systems

An international supply chain system is relevant to
stakeholders spread worldwide. The product informa-
tion must always be sent to the operators for consid-
eration before the product arrives. The stakeholders
who live in different countries are to exchange prod-
uct information continuously. The data exchange be-
tween stakeholders, but not all data to all stakehold-
ers, can be exchanged freely since the transporta-
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tion policy differs in other countries. Some countries’
policies promote electronic data exchange to hasten
transportation, e.g., countries in Europe, the USA, or
Canada. Conversely, some countries may not allow
free data access or exchange due to political concerns
or country instability. The Gateway system would
support the data exchange of related information,
enabling the international connection of members in
other countries.

The Gateway system was designed to control and
exchange data between countries following regula-
tions related to electronic data exchange. All coun-
tries that coordinate data exchange processing using
a Data Pipeline are to set up their Gateway system
as an entry point of data exchange related to import
transportation. The Gateway system will approve
the request or transaction at an international level
as the first point of consideration by the data ex-
change policy between the countries. Some requests
are only accepted if they are relevant to the signed
policy. Therefore, Gateway’s role is to extract the
data requested from other countries, especially coun-
tries with an exchange policy and bilateral agreement.

The architecture of the Gateway system is simi-
lar to that of the Registration system. It is a sin-
gle virtual system with an interface that links DTB
members who request to exchange data with overseas
members. The system must also be continually able
to extend its capabilities. Thus, forming a Gateway
system in cloud computing is suitable because it is
qualified to support both scalability and availability.
Set up their Gateway system as an entry point of
data exchange related to import transportation. The
Gateway system will approve the request or trans-
action at an international level as the first point of
consideration in the data exchange policy between
countries.

3.3 Trust Third Party Systems

The main feature of DTB data communication is
that it can effectively affirm the system’s members’
reliability. Also, it has to be able to create a chain of
trust between members for data exchange. The pro-
cess of DTB, through a medium system, will confirm
who is responsible as a supporter and can approve
the reliability of a member in the system. In DTB,
this is called a Trusted Third Party or TTP.

The Trusted Third Party supports the approval
process and confirmation of members in the system.
TTP generally refers to the Certificate Authority
based on PKI technology. Actors such as traders and
authorities must register for identification to the Cer-
tificate Authority or CA to obtain a digital certificate
and communicate with others in the secure channel
using a digital certificate. The CA plays the role of
the country’s TTP. However, when the actors in the
country used a different CA, problems with the sys-
tem with a digital certificate were found. The DTB

should use the trust model system as Root CA since
it is simple and suitable to the country’s environment.
Many countries, such as The Netherlands and Thai-
land, offer the National Root CA for their member
[4]. Overseas traders can check and assure traders
under the confirmation of the Root CA within those
countries. For example, the EU operates an electronic
identity (eID) management backbone across Europe
under the name of the STORK-eID Framework [13].
This project is responsible for confirming electronic
service accessibility, including supply chain systems
using central systems or TTP for identification. The
system of eID guarantees that the individual or orga-
nization in the EU is required to exchange electronic
data across the country. Member countries accept
STORK-eID and reduce the problem of user identifi-
cation. Nowadays, more than 550 organizations have
become members of STORK-eID.

Based on a recent study, the design of DTB high-
lights the advantages of identity verification before
data exchange as the main element in affirming the
members’ reliability, emphasizing the application of
PKI technology and digital certificates. These are the
critical elements in creating a chain of trust. DTB
members must register for national TTP to gain a
digital certificate. When registered, the TTP of the
individual’s country will record the member’s infor-
mation, which has been approved and is reliable.
Consequently, at the start of the DTB data exchange,
TTP will check the member’s status in collaboration
with Gateway and request the information from the
partner country. Suppose the TTP of the partner
country verifies the member’s reliability.

3.4 Data Source Systems

The final core component of DTB is the data
source system related to transportation activities. As
stated, the data communication in a Data Pipeline
was designed as a data pull, which is entirely differ-
ent from this current system. Especially the data
on transportation collected at the origin was only
accessed and retrieved from the authorized person.
The data source is the computer system that always
supports the data retrieved from the operators. The
transportation operators in each trade lane included
business partners, transporters, and authorities to
provide the system for data service. It reveals that
the product data will be recorded at the origin and
will not be duplicated or saved elsewhere. The data
will be a unique and up-to-date data source.

Moreover, the data in the source has to interface to
allow other operators to access the data. The person
wishing to access data has to link through each data
source’s specified secure channel, such as Secure Web
Services. This web service includes RESTful API pro-
tocols, which consist of an access code using the dig-
ital certificate from registration to verify the identity
with the country’s TTP. Since data is diverse within
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supply chains in each country, the data exchanged in
DTB will be formed into the same pattern or stan-
dard, and the duplicated data will be merged to facil-
itate a similar data source method. Data harmoniza-
tion to reach the standards of data sets exchanged
in DTB is essential to exchange data between data
sources. As a result, at each step of data exchange,
the data source’s format should relate to the stan-
dard of data format, which may be XML, JSON, or
any programming language agreed upon by the DTB
user.

The Distributed Trust Backbone (DTB) is the
infrastructure presented for data exchange security
with the Seamless Integrated Data Pipeline concept
based on Public Key Infrastructure Technology. Core
components have been designed based on data com-
munication in a supply chain community studied from
actual trade lanes. It approves the reliability of DTB
members and develops a chain of trust between data
source systems. The DTB represents a data exchange
model within a new supply chain, which will enhance
the reliability and quality of transportation informa-
tion. Moreover, the structure of DTB can resolve the
complexity of global data exchange. Fig. 4 shows
that if stakeholders of the supply chain system cur-
rently contain the amount of n where they directly ex-
change the data, the number of communication links
will be at n2. However, when the data is exchanged
through the DTB structure using the Gateway sys-
tem, the amount of m where m is much lower than
n. Then, the number of communication links will de-
crease to m2n. It implies that the complexity of data
communication decreases, which is one factor that
improves the smooth running of a supply chain.

Fig.4: The complexity of members in the DTB.

The complexity has been significantly reduced by
transitioning from a mesh network to a star network
topology. In a mesh network, each node is connected
to every other node, resulting in a complex web of in-
terconnections. This complexity can lead to increased
data traffic, higher energy consumption, and slower
data transmission speeds. On the other hand, a star
network topology simplifies the system by connecting
all nodes to a central hub, reducing the overall com-
plexity of the network. This complexity reduction
directly impacts the system’s cost, energy consump-

tion, data transmission speed, and routing to data
sources. Additionally, the network’s scalability is im-
proved by segmenting network groups into subgroups,
making it easier, safer, and smoother to increase the
number of communication nodes.

4. THE PROPOSED SECURE COMMUNI-
CATION PROTOCOLS

The data communication protocol is designed to
connect the members of a DTB system. The previ-
ous section discussed the DTB system with the reg-
istration system (RS), which collects the data of all
members. RS uses the cloud computing system as
it can cope with flexible sizing and can support pro-
cesses with more excellent proficiency. We suggest
establishing gateway systems to bridge connections
between members from different countries. Moreover,
each country has to provide an identification system
to verify members’ reliability as a trusted third party
related to the old and new systems. Therefore, a
computer system of core components has been de-
signed with a protocol to control and coordinate data
communication [10], which is designed into three sub-
protocols as follows:

4.1 Registration Protocol

The initial protocol registers all actors in a supply
chain as members of the DTB system. For identifi-
cation and reliability, all members must comply with
the registration process shown in Fig. 5.

Fig.5: Registration Protocol.

The protocol design shows the registration pro-
cess and verifies the actor’s reliability to gain credible
membership within the DTB system.

Protocol description:
Step 1: The initial stage starts with the requester,

an actor applying to become a member and submit-
ting an electronic registration request through their
country’s Gateway system. The request includes es-
sential information, such as the organization’s name,
network address, contact person, and the Trusted
Third Party (TTP) who can certify the actor.

Step 2: Upon receiving this request, the Gateway,
a trusted entity, contacts the TTP specified by the
applicant to request confirmation and verification of
reliability. This step underscores the Gateway’s cru-
cial role in ensuring the integrity of the DTB system.
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Step 3: TTP accepts the request and approves
the applicant’s information. Any TTP may be chosen
as long as the TTP serves in the applicant’s country.
However, the selected TTP has to provide the channel
for Gateway requests. For instance, TTP receives the
request through a web service. When the registration
at TTP has been approved, TTP will send the result
and identification of the actor to Gateway along with
the digital certificate.

Step 4: Gateway receives the identification result
from TTP through various channels, such as a web
service. The requester is verified as reliable enough
to become a member of DTB. Gateway then sends
all registered information and the requester’s digital
certificate to the registration system, where the data
is saved. The process of actor verification enables new
credible members to exchange data. The registration
system saves the connection data of the specific actor
for future use.

Step 5: The registration system prepares the
recorded information of members, especially the ID
of the DTB, which will then be sent back to the Gate-
way system of the specific actor.

Step 6: This final step concludes with the actor
who initiated the registration receiving confirmation
of their DTB membership. This marks the success-
ful culmination of the registration protocol, with the
actor now a credible member of the DTB system.

4.2 Discovery Protocol

After the registration process, members can ex-
change data with others. However, a member (re-
quester) most likely needs another member’s digital
certificate or contact details (data owner). Equally,
the data owner would need more information regard-
ing this requester. Solving the mentioned situation,
we proposed the Discovery protocol that supports
discovering members’ information. The search mem-
bers’ data has been collected in the registration sys-
tem. However, some essential information, such as
the member’s digital certificate, is collected by the
individual organization or TTP rather than RS. It
is easy to find general information regarding mem-
bers because all the data will already be saved in RS.
However, it is not easy to obtain a member’s digi-
tal certificate. The process of discovery protocol is
shown in Fig. 6.

Fig.6: Discovery Protocol.

Protocol description:

Step 1: The protocol starts when members re-
quest data, or requesters create a request-for-partner-
info, known as query messages. Alternatively, the
message is sent to the Gateway system in the re-
quester’s country since the gateway system acts as
the medium for connecting members to other core
components.

Step 2: Gateway will start proving the requester’s
reliability by checking the requester and TTP where
the member has been registered. If the results reveal
the requester is reliable, the Gateway system will for-
ward the request to the registration system (RS).

Step 3: The RS will request up-to-date informa-
tion regarding the member, especially the searching
organization’s digital certificate with their country’s
Gateway system. Since RS does not have updated
digital certificates, this data is requested of the mem-
ber’s TTP via the Gateway system.

Step 4: When the Gateway system receives the
request, it will ask the member’s TTP for an updated
digital certificate.

Step 5: The member’s TTP relays the digital cer-
tificate to the Gateway system. The TTP will notify
the requester if a problem is found with the certifi-
cate, such as an expired one.

Step 6: Similar to step 4, the Gateway system
acts as a medium to connect different core compo-
nents and will forward the data to the requester’s
Gateway system.

Step 7: Finally, the requested information and
the member’s digital certificate will be sent to the
requester; this can be relied on as accurate and up-
to-date.

4.3 Identification and Authentication Proto-
col

To connect with partners, related data and secu-
rity must be checked, especially the identification and
authentication of members before data exchange, to
create a chain of trust. The member must verify the
reliability of both sides. The identification and au-
thentication protocol is shown in Fig. 7.

Fig.7: Identification and Authentication Protocol.

Protocol description:
Step 1: When the partner’s data is needed to es-

tablish the identification and authentication of mem-
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bers in DTB, the process is initiated. Requesters
(members) send a connection request message to the
partner’s network address. This message contains the
requester’s details, including their network address,
name, contact number, and digital certificate. The
partner needs these details to conduct the verifica-
tion process.

Step 2: The partner receiving the request must
prove the requesting member’s reliability, which
DTB’s core components will verify. The partner’s
request will be sent to their country’s Gateway sys-
tem for reliable verification. The member’s request
for information will also be attached to the request
for reliable verification.

Step 3: The Gateway system acts as a bridge be-
tween countries. The Gateway system of the partner
country sends the request to the requester’s gateway
to check for TTP reliability in the requester’s country.

Step 4: The requester’s Gateway system will ask
the country’s TTP to prove the requester’s reliability.
According to the registration protocol, all members
must provide an approved TTP. The TTP also checks
and confirms the requester’s reliability in this case.

Step 5: The result will be sent to the Gateway
system.

Step 6: The Gateway system will forward this to
the partner’s gateway since it only transfers the data.

Step 7: The Gateway system will forward this to
the partner’s gateway since it only transfers the data.

Step 8: If the requester is proven reliable, the
information is sent directly to the requester and the
partner’s digital certificate. This state shows that
the identification and authentication are complete.
This indicates that the identification and authentica-
tion are complete. After that, data can be processed
for data exchange between members for information
unrelated to the system’s core component. The ex-
changed data will be directed through a secure web
service with an access code for security throughout
the data exchange session.

5. THE PROPOSED DATA ACCESS CON-
TROL MECHANISM

5.1 Supply chain community and relations

The data access control mechanism operates on the
computer system of the data source, whether there is
a trader, a transporter, or a responsible government
agency. The exchanged information is always stored
in the data source. Accessing information in the form
of data pulled from the data source obtains the cor-
rect and up-to-date information. Applying for a tax
privilege using the certificate of origin product in-
formation, a case study of the research, we consider
the actors involved in the exchange of information. It
can be shown as a relevant data exchange community
(Community), as shown in Fig. 8.

Four organizations are involved in the information
exchange: the exporter, the certification authority,

Fig.8: Data exchange community.

the customs, and the importer. This community ex-
changes information using data pull, storing data at
the data source. As a result, access control mecha-
nisms are utilized to store those data.

The data exchange operations with other organiza-
tions in the Community and ongoing transport activ-
ity determine data access control. For each request,
the data source must assign access rights to whoever
is involved, and the request is called a Transaction
[19].

Fig.9: The relationship between organizational data
and data operations.

The Member entity in the Community deals with
information such as the unique agency number, digi-
tal certificate, and details of organizations, countries,
and roles in the Community. They are correlated with
data operations (Transactions) prepared for requests
from relevant. One entity has a relationship with N
data items (Transactions).

5.2 Access rights and data processing

Transaction data stored in the system consists of
data fields and operations. These data fields are
standard data that are analyzed, designed, and ac-
cepted for information exchange in the supply chain.
They vary depending on each supply chain’s activi-
ties. This research uses data based on the ATIGA
Form D, established standards for ASEAN countries.

Let f1, f2, f3, . . ., be the data fields of the Trans-
action item, which refers to Certificate of Origin in-
formation (ATIGA Form D) shared within the orga-
nization, which can be written as a function as

Mn,Tm → D(f1, f2, f3, . . . , fk) (1)

Where D is the domain of f1, f2, f3, . . ., fk
he above functions can be expressed as the rela-

tionship of Mn, Tm, and D, called the Permission
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Policy Mapping table, as shown in Table 1.

Table 1: The permission policy mapping table.

The permission policy mapping table describes the
data action permissions as follows.

C = the right to create data (Create).
R = the right to read data (Read).
U = the right to correct information (Update).
D = the right to delete the data (Delete).

Mi, Tm refers to the memberi, who has the priv-
ilege to commit on the item in the transaction m. 
Each member has the data action permission of ×
(not eligible), replacing the value with 0, and X (el-
igible), replacing the value with 1. Therefore, the
data action permissions were replaced with 0 and 1
(Binary) and converted to hexadecimal. It will pro-
vide the permission policy of the member associated
with that transaction, as depicted in Table 2.

Table 2: The binary permission policy mapping ta-
ble.

The sample data access rights of M001,T001 can be
calculated as Permission Policy as follows.

5.3 Memory managing

Information exchange in various activities creates
diverse information exchanges, which requires a fast
access control mechanism that supports every activity
and meets massive requests. Therefore, authorization
must be processed in the organization’s memory sys-
tem—one consideration when processing in memory
is the size of the storage space that must be efficiently
stored. The memory space can be calculated to illus-
trate the memory space efficiency of the permission
policy napping designed as follows.

Memoryspace = number of relevant members x number of
data fields x number of data access rights

As an example, the memory space for the autho-
rization of Certificates of Origin data exchange can be

calculated as follows: 4 (organizations) × 190 (fields)
× 1 (CRUD gives 1 byte) = 760 bytes, and further
experimentally hypothesized that if the data has an
average number of 190 fields (as an example), and the
computer system has 1 gigabyte (1 GB) of memory
space to store these access rights, then 1,000,000,000
/ 760 = 1,315,789 permission policies can be stored.

The next step is to access those permissions to ver-
ify the requesting member after much access rights
information has been successfully stored in memory.
Accessing data in the worst case is accessed via se-
quential search, where access speeds based on pro-
cessing values are equal to BigO(n). As the number
of new members increases, the efficiency of access to
permissions decreases over time. Therefore, a more
efficient authorization is needed so that permissions
access speeds are still possible rather than sequential.

Using efficient hashed storage can speed up access
to the same amount of data as BigO(1). Perfect hash-
ing is a possible hashing process. It guarantees that
access to the hashed data is collision-free because the
key to a hash must be constant. The critical value
does not change while running, knowing all data to
hash.

Fig.10: Perfect hashing.

Where S is the set of all keys to be hashed, say
that the function 1} is the perfect hashing function
for S when h injection on S and There are no critical
collisions in S if (Fig. 10, left-hand side). Usually,
the size of T (|T|) should be greater than the num-
ber of keys in S because it reduces the number of
calculations made by the h function and the process-
ing of duplicate keys. Because when a key passes
the h function, the resulting value is duplicated. A
new function from the provided group of functions
must be selected to replace the original function h
that processes any two keys and repeats. However, if
the hash table size equals the number of keys in S (|T|
= |S|), the hash becomes Minimal complete hashing,
Shown in Fig. 10 (right). The data access speed in
the slowest case of perfect hashing is BigO(1). Af-
ter the hashing process, the access rights information
is saved to the computer system’s memory with the
characteristics shown in Fig. 11.

M001 data is a unique member alias, such as a
UUID. After the hash process, it obtains a memory
location that will link to the memory member’s per-
mission policy repository.
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Fig.11: Permission policies in memory space.

5.4 Access Rights Verification

The requesting member submits the request via
the Data Pipeline to the data source system, where
the data is stored with the member’s UUID, a unique
key. The authorization process has the following
steps.

Fig.12: Data access authorization procedures.

Step 1: The requested member information, com-
bined with the Transaction ID (Request for a Cer-
tificate of Origin), creates a unique key stored in the
hash table that sets the rights of the owner of that in-
formation, such as the Department of Foreign Trade.
Further, permissions are assigned once the certificate
is issued electronically. Therefore, when using the
perfect hashing process, this unique information is
immediately accessible.

Step 2: After the hashing process, it obtains
a memory location pointing to the requesting en-
tity’s permission policy index. If found, the requested
member information is in the same community as the
owner. The information has already been added, and
the permission policy will be called out for use in the
next authorization step.

Step 3: The permission policy is then converted
to binary and mapped to the right of action (CRUD)
with the respective data fields in every data field.

Step 4: The information requested by the request-
ing member is verified in the individual data fields.
It uses the AND process, a high-speed verification
process that grants access rights, as shown in the fig-
ure. If the result is 0, the requested action cannot be
performed, but 1, the requested action, is allowed.

Finally, the request for that data is processed

through access authorization. All the transaction
data and the member’s credentials are hashed. The
hash data can be used to verify the data’s integrity
when it reaches its destination. It confirms the accu-
racy of the information that matches the data’s ori-
gin.

6. PROTOTYPE AND EVALUATION

6.1 System Prototype

Creating prototype systems to simulate function-
ality is widely favored to prove the design concept.
The solid model system simulates work under speci-
fied conditions. By creating this prototype system, it
is divided into three parts:

Hardware and Infrastructure:
The DTB system infrastructure is set up us-

ing Amazon’s cloud system, which has three main
components: Registration System (RS), Gateway
Systems (GW), and Data Source Systems (DS -
Trader/Authority). The Registration System is a
Virtual Private Server (VPS) system that is dis-
tributed around the world. The minimum level of
machine capability that can work with the DTB sys-
tem is chosen to be 2 CPU cores and 4 GB of memory.
Cloud capabilities will support expansion (scalability)
and continuity in processing (reliability) and can also
change efficiency (performance) flexibly.

All created servers are assigned a domain name
that allows them to be online on the Internet
and communicate with each other. Researchers
can change the domain name themselves using the
Route53 service of AWS. The next part is the Gate-
way system, a virtual connection point for each coun-
try participating in data exchange. The Customs De-
partment will generally be the administrator of this
system. However, in testing, the system could not be
installed on the Customs Department’s system, so the
system was replicated on AWS and installed in three
test countries: Singapore, Thailand, and Indonesia.
The Gateway system will be responsible for verify-
ing and passing data. Therefore, using the cloud sys-
tem will allow flexibility in capabilities, such as band-
width. The last part will be the computer system of
Trader and Authority called Data Source Systems,
which simulates the exchange of data between them
under the data pipeline concept to make the simula-
tion more accurate and complete. Trader’s system in
Indonesia: Therefore it was created using the AWS
cloud system in Australia, and the Authority system
of Thailand was created using the Singapore cloud
system to demonstrate system interoperability in dif-
ferent zones, as shown in Fig. 13.

A process monitoring agent system has been de-
veloped [20] to record information exchanged in this
research. This agent will be linked to every system
designed to record information exchange and express
it in a format that is easy for researchers to under-
stand.
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Fig.13: DTB Prototype Infrastructure.

Software Implementation:
In developing prototype software, the critical thing

for exchanging information is to create a Chain of
trust between actors, which will be based on the
work of PKI Technology and Digital Certificates.
Therefore, this research uses the open-source soft-
ware EJBCA [21] to create Digital Certificates for
every component. In DTB, EJBCA acts as a Trusted
Third Party (TTP) that can verify the actors that
exchange data in the system using the principles of
Digital Certificate. Simulating TTP using EJBCA
has the advantage that the software allows external
systems to use various capabilities via a Web Service
as a Restful API, making prototype system develop-
ment much more manageable. As shown in Fig. 14.
that can correctly use the created DS with the devel-
oped website.

Fig.14: EJBCA Digital Certificate.

The system’s main components, DTB, have been
developed according to the designed concept. Java
technology is used for back-end software develop-
ment, and Angular is used for front-end software de-

velopment, with details as follows.

Registration System (RS) is software that provides
services to members such as adding, deleting, editing,
and checking reliability. This system will be linked
only to the member’s computer system (machine to
machine). Therefore, the RS system will be operated
as a Web API that allows other systems to connect
to perform various operations. There is no need for
a UI part used to interact with users.

Fig.15: DTB Registration System Web API.

The software in the back-end system is run on the
Tomcat Application Server because Java is a compe-
tent technology, and developing parts consistent with
DTB’s capabilities is convenient and fast.

The software in the Gateway System is the part
that must interface with the user. Therefore, it has
been developed in 2 systems: a front-end system that
is Angular and a back-end system that is Java. Users
will use the gateway system to perform various tasks
related to data exchange. Whether it is registration,
checking the trustworthiness of other users in the sys-
tem, or searching for different users, they are all con-
nected securely. It allows users to receive the most
updated and accurate information before exchanging
information in a trusted connection.

Testing Data:

The data is used for testing to simulate the opera-
tion of the system. It includes information related to
requesting tax deductions for the origin of goods or
Certificates of Origin exchanged in ASEAN countries.
One hundred twenty-eight fields refer to the product
bill and product details. In total, there are 16,944
forms and a list of 65,002 products. The Certificate
of Origin form data is used in tax measures, and the
Customs Department will use this data to process
and make decisions in the product release process.
This data is sent to the Customs Department system
before the goods arrive, and it is pretty extensive.
Therefore, tax reduction and release will be consid-
ered once the goods arrive based on the received data.
The product origin data is crucial for testing the sys-
tem. It is also used to analyze the sample of storage
space usage during data exchange and to understand
the business data storage structure, some of which
must be kept as trade secrets. This information is
provided by the Thailand Customs Department and
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is used in the actual customs system. The data is
replicated and stored in the system of the trader who
wishes to request a tax deduction and the computer
system of the Customs Department. They will re-
quest access to that information directly through the
DTB system that has been designed.

6.2 Testing and Evaluation

Data Access Control:
The first step of system testing is to experiment

and measure the control of access to data in the
Trader system according to the actual supply chain
activity: the exchange of document forms regarding
product origin. To be used in the tax deduction pro-
cess (Certificate of Origin), the document informa-
tion will be recorded abroad in the exporter’s com-
puter system, and information will be requested by
the (simulated) Customs Department located in the
country. The Customs Department will use the in-
formation to make decisions in the product release
process, as shown in Fig. 16.

Fig.16: Sequence of Data Access Control.

The sequence diagram is a visual representation
derived from a log that records the exchange pro-
cess, demonstrating its high reliability. It begins with
the Customs Department’s request for member infor-
mation via the Gateway. Once the Access Control
List (ACL) validates the request, the information is
shared with a trusted partner. The trustworthiness
of both the requester and the data source is then ver-
ified using TTP. If both parties are deemed reliable,
a Chain of Trust is established, enabling direct infor-
mation exchange between partners via a secure web
service. The experiment simulated the exchange of
information between actors in different systems, as
described in Table 3. The results showed that the in-
formation could be verified and exchanged correctly
every time, with a 100% success rate, highlighting the
reliability of the process. However, it is essential to
note that each test requires configuring the domain
name, creating a new digital certificate, and gener-
ating test data for the data source, all of which are
time-consuming tasks. Therefore, we designed the ex-
periment to include only twenty experiments, encom-
passing reliable and unreliable connections in each
scenario. With four test scenarios, we performed the

experiments 20 times per scenario, ensuring a thor-
ough and robust testing process and 80 experiments.

Table 3: Result of verified data exchange.

Data Integrity:
In an example data exchange scenario where an

error occurs, data changes before reaching its desti-
nation. The designed DTB system checks the data
integrity during exchange by using a message digest
with a hash function to verify the source and des-
tination data. Inspection using message digest can
check the information exchanged in the system cor-
rectly. If the data is changed to be different from the
original, the hash value will change and be detected
every time the experiment, accounting for 100% of
the experiment.

The customs department’s data exchange in the
Single Window system frequently causes errors. This
is caused by using intermediary software or middle-
ware to convert data to match the format of the Cus-
toms Department. These transformations cause er-
rors in the data. Customs will request that informa-
tion be resubmitted in the event of a mistake. On av-
erage, sending the information again takes 1-3 days.
Also, if a software developer finds a bug and fixes
the middleware, it takes approximately 14 days to fix
each bug in the software, which causes significant de-
lays. Data exchange in data pull allows the requester
to access data directly from the source, resulting in
correct and consistent data. It reduces time and er-
rors in the data conversion process.

Data Exchange Processing:
Currently, exchanging data through the Single

Window system requires the middleware described in
the previous section. It causes errors in the data and
delays related to supply chain activities, such as con-
tainer clearance. Information and its accuracy are
crucial in releasing containers in the Green Lane pro-
cedure, as seen in Fig. 17. There was an error in
the request for new information, and there were seven
steps to consider when getting the latest information.
Compared with the data pull exchange shown in Fig.
18, the number of new data acquisition steps is re-
duced to 3, representing a reduction of 58%, which
makes supply chain activities significantly faster.
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Fig.17: Traditional Request of Additional Data.

Fig.18: Data Pipeline Request.

Data Confidentiality:

When exchanging valuable, confidential business
information that must not be disclosed to unrelated
persons, The exporter hires a freight forwarding com-
pany to deliver the goods to the destination. The
shipping company may need to rent a trip by ocean
liner to transport goods across countries. In this sit-
uation, the sea carrier company should not know the
customer (exporter) of the freight forwarder company,
which is essential information for the company. The
sea carrier company may offer better deals to the ex-
porter for future services. It causes the transport
company to lose business, as shown in Fig. 19.

Fig.19: Problem of unencrypted business data.

It is maintaining the confidentiality of information
by disclosing it only to those involved. Therefore, it
is a method that must be used in exchanging data.
In the DTB system, data encryption uses the pub-
lic key generated through Public Key Infrastructure
(PKI) technology. This cryptographic approach en-
sures that only the intended recipient with the corre-
sponding private key can decrypt and access the data.
By leveraging PKI, the system guarantees that unau-
thorized parties cannot intercept or tamper with the
information, as the data remains securely encrypted
throughout its transmission and storage.

As illustrated in Fig. 20, the data is encrypted,
preventing unauthorized users from accessing its con-
tents, even if they manage to obtain it. Only autho-
rized parties with the correct private key can decrypt

the data. Fig. 21 demonstrates how, upon decryp-
tion, the data is presented exclusively to the relevant
parties, ensuring confidentiality and data integrity, all
made possible by the robust PKI technology.

This method of encryption not only protects sensi-
tive information from external threats but strength-
ens trust among participants within the DTB system
by facilitating the secure exchange of information.
Additionally, PKI-based encryption enables compli-
ance with industry standards and regulatory require-
ments for data protection, making it a robust solu-
tion for maintaining the privacy and confidentiality
of sensitive information within the system.

Fig.20: Business Data Concealing.

Fig.21: Business Data Exposing.

Based on the simulation and testing of the proto-
type, it is evident that the operation aligns with the
initial assumptions. As this is a prototype system,
cost analysis can be conducted by evaluating time
and space complexities. Starting with time complex-
ity, in the current data exchange system, if the data is
insufficient for decision-making, additional data will
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be requested from the sender. This process is carried
out sequentially based on the number of documents
requiring additional data, resulting in a complexity
of BigO(n) based on the number of documents. In
contrast, the proposed system allows immediate data
access without sorting, resulting in a complexity of
BigO(1). Furthermore, the use of a hash function
to manage data access control is explored in this re-
search. A 256-bit (32-byte) data hash is utilized, with
each permission policy occupying 760 bytes. This
configuration allows for storing 1,315,789 policies per
1 GB of memory. Implementing the hash function will
increase the total hash storage space to 4,2105,248
bytes (4 MB)

7. CONCLUSION

The research findings highlight a significant shift in
how supply chain information is exchanged, moving
from a data push to a data pull approach facilitated
by the Data Pipeline concept. This change, driven by
technological advancements, promises increased effi-
ciency in supply chain operations. Adopting more
efficient technology can speed up supply chain ac-
tivities, regardless of high-speed communication and
data acquisition formats.

Regarding improving supply chain visibility, the
current data exchange methods via data push re-
sult in processing errors and ambiguity, which affect
decision-making processes and lead to critical mis-
takes, such as releasing containers erroneously in sys-
tems like the Green Lane. The Distributed Trust
Backbone (DTB) system, with its potential to bring
about significant changes, ensures secure access to
high-quality, up-to-date information, effectively ad-
dressing data transmission and redundancy issues.
Moreover, the DTB system guarantees data integrity
and security through robust access control mecha-
nisms, utilizing existing Trusted Third Party (TTP)
and Public Key Infrastructure (PKI) technologies.
Protocols concerning Confidentiality, Integrity, Avail-
ability, and Accountability have been rigorously de-
veloped and tested to validate the secure exchange of
information. Though still in the development phase,
the proposed data exchange concept has the potential
to bring about significant changes and is being pre-
pared for submission to the authorities to enhance
the current system. It is important to note that the
proposed system is meant to supplement the current
system. However, relatively certain aspects of it can
be utilized to improve efficiency and effectiveness.

Additionally, this research focuses on designing a
new communication system specific to the exchange
of supply chain data, which no previous study has
addressed under the concept of DataPipeline. There-
fore, comparative performance measurement remains
a challenge in the experiment. However, this research
will be the basis for comparing design concepts in fu-
ture research.

However, implementing this system is challenging
due to the complex nature of supply chains and the
involvement of diverse stakeholders. This research
emphasizes the crucial role of collaboration between
organizations, governments, and the private sector.
Your involvement is critical to overcoming these chal-
lenges and fully realizing the benefits of efficient, ac-
curate, and secure information exchange. Ultimately,
supporting governmental and private sectors, includ-
ing investments and policy adjustments, is crucial to
accelerate the adoption of advanced information ex-
change practices in the supply chain.
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