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ABSTRACT
Nowadays, leading manufacturers of enterprise-grade networking devices
offer the dynamic ARP inspection (DAI) feature in their Ethernet Switches
to detect and prevent ARP cache poisoning attacks from malicious hosts.
However, MikroTik Ethernet switches do not yet support this feature.
Within MikroTik-based networks, three potential approaches exist to pre-
vent ARP cache poisoning attacks, each with drawbacks. This paper pro-
poses an innovative approach called Gateway-controlled ARP (GCA) to
prevent ARP cache poisoning attacks on a router-on-a-stick (RoaS) net-
work using MikroTik networking devices, where a single router performs
inter-VLAN routing through one physical interface. With this approach,
all Ethernet switches are configured to forward ARP messages from hosts
directly to the router for inspection and handling. A RouterOS script
based on the GCA approach was implemented and executed on the router
to handle all incoming ARP requests from any host in all VLANS, ensuring
all hosts receive legitimate ARP responses from the router. This approach
can effectively prevent spoofed ARP packets sent by malicious attackers.
This approach was tested and evaluated on an actual RoaS network, fo-
cusing on processing time, CPU Load, and response time. The evaluation
results show that the approach effectively prevents ARP cache poisoning
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1. INTRODUCTION

Currently, the Internet has become an integral part
of human life. It is evident that most people typically
carry mobile devices (e.g., smartphones, tablets, and
laptops) to connect to the Internet for various activ-
ities, including work in organizations. According to
the survey [1], the number of internet users world-
wide has been steadily growing and reached approx-
imately 5.35 billion in January 2024, accounting for
66.2 percent of the global population. In the last
decade, many companies have allowed users to bring
their devices to connect to their local area networks
(LANSs) for business activities in intranets and the In-
ternet [2]. However, this practice puts corporate data
at risk of cyberattacks, defined as malicious attempts
to steal, alter, destroy information, or even breach
information systems [3].

Recently, cyberattacks have been increasingly crit-
ical to information systems. Typically, attackers

exploit weaknesses in information systems to carry
out cyberattacks. The man-in-the-middle (MITM)
attack is one of the most dangerous cyberattacks,
wherein an attacker secretly intercepts communica-
tion between two hosts, allowing them to capture
and manipulate sensitive personal information such
as credit card numbers and login credentials [4]. In
2017, Equifax, one of the largest credit reporting
agencies, suffered a data breach that exposed the fi-
nancial information of nearly 150 million people in
the United States through an MITM attack [5].

Regarding the MITM attack, two hosts believe
that they are communicating directly with each other,
unaware that an attacker intercepts and relays mes-
sages between them. The attacker in the MITM at-
tack can compromise three security aspects (data con-
fidentiality, data integrity, and data availability) [6] as
follows. Regarding data confidentiality, the attacker
eavesdrops on the communication between the two
hosts and steals sensitive personal information. With

I The author is with the Department of Information and Digital Technology Management, Faculty of Commerce and Manage-
ment, Prince of Songkla University, Trang Campus, Thailand, Email: ekarin.s@psu.ac.th



2 ECTI TRANSACTIONS ON COMPUTER AND INFORMATION TECHNOLOGY VOL.19, NO.1 January 2025

data integrity, the attack intercepts the communica-
tion and modifies the transferred messages between
the two hosts. In data availability, the attacker dis-
rupts the communication between the two hosts by
blocking or destroying the transferred messages.

There are several methods that attackers can em-
ploy to conduct the MITM attack, including ARP
cache poisoning, DNS spoofing, DHCP spoofing, IP
spoofing, rogue access point, email hijacking, and
HTTPS spoofing [6]. This work primarily focuses on
ARP cache poisoning due to its vulnerability, which
can be easily exploited for the MITM attack if the
attacker gains access to the data link layer. ARP is a
network protocol of the data link layer that maps IP
(Internet Protocol) addresses to MAC (Medium Ac-
cess Control) addresses. However, ARP was designed
without security considerations. It lacks authentica-
tion mechanisms and integrity verification processes
[7]. ARP itself is a stateless protocol, allowing an
attacker to send an ARP reply packet to poison an
ARP cache table of any host without first receiving
an ARP request packet. ARP cache poisoning not
only enables man-in-the-middle (MITM) attacks but
also allows other types of attacks, such as distributed
denial-of-service (DDoS) and host impersonation [8].

Currently, many enterprise-grade networking com-
panies (e.g., Cisco, Juniper, and Huawei) offer the
dynamic ARP inspection (DAI) feature in their Eth-
ernet switches for effectively detecting and prevent-
ing ARP cache poisoning attacks [6] [9-10]. This fea-
ture works with the DHCP snooping feature, which
adds and updates entries for untrusted hosts into the
DHCP snooping binding table when the Ethernet
switch receives specific DHCP messages [10]. Each
DHCP snooping binding table entry contains the
MAC address, leased IP address, lease time, VLAN
number, and interface information associated with
a host. The Ethernet switch with the DAI feature
verifies ARP packets against the information in the
DHCP snooping binding table. If there is no match,
the switch will reject the ARP packets.

Nowadays, MikroTik networking devices are
widely used in computer networking of small and
medium enterprises (SMEs) due to their low prices
and high stability [11-13]. MikroTik routers have
been extensively adopted as internet gateways [12]
in router-on-a-stick (RoaS) networks. Currently, the
DALI feature is not yet available in MikroTik Ether-
net switches. The mechanism of the DHCP snooping
feature in MikroTik Ethernet switches does not cre-
ate a DHCP snooping binding table required by the
DALI feature. This paper proposes an approach called
Gateway-controlled ARP (GCA) to effectively pre-
vent ARP cache poisoning attacks for all hosts in a
router-on-a-stick (RoaS) network that uses MikroTik
networking devices, where a single router serves as
both the internet gateway and the default gateway
for all subnets. The main idea of this approach is to

control ARP packets through their default gateways
located at the router rather than allowing direct com-
munication between hosts.

This paper is structured as follows. Section 2 pro-
vides overviews of ARP cache poisoning attacks. Sec-
tion 3 presents related works. Section 4 elaborates on
the DAI mechanism and its disadvantages. Section 5
discusses the existing approaches for ARP cache poi-
soning prevention in MikroTik-based networks. Sec-
tion 6 introduces the proposed GCA approach. Sec-
tion 7 describes the experimental setup and evaluates
the results. Finally, Section 8 covers the conclusions
and future work.

2. ARP CACHE POISONING ATTACKS
2.1 Address Resolution Protocol (ARP)

In LANSs based on IP version 4 (IPv4), ARP is used
to translate the IP address of an intended host into
the corresponding physical machine address, known
as the MAC address. Fig. 1 describes the ARP mech-
anism. Host A begins to look up the destination MAC
address in its ARP cache table, which contains pairs
of IP and MAC addresses for hosts in the same sub-
net. If the destination MAC address is not in the
ARP cache table, Host A starts sending out a broad-
cast ARP request packet, indicating that the destina-
tion MAC address is FF-FF-FF-FF-FF-FF. Host A
will receive a unicast ARP reply packet with the des-
tination MAC address if the destination host exists in
the same subnet. In this case, the source host takes
a pair of the IP and MAC addresses from the uni-
cast ARP reply packet to update into its ARP cache
table. The entries reside in the ARP cache for a spec-
ified period (typically a few minutes) determined by
the type of operating system [14].
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Fig.1:
Packets.

The Mechanism of ARP Request and Reply

ARP is a data link layer protocol or Layer 2 pro-
tocol [10]. Fig. 2 depicts the ARP packet format,
which consists of an Ethernet header, payload data
that contains ARP data and padding, and an Eth-
ernet trailer, including the Frame Check Sequence
filed [9] [14]. The fields of the ARP packet format in
the ARP data are detailed as follows. The Hardware
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Fig.3: ARP Cache Poisoning in Host A.

Type field is specified to be 1 for Ethernet. The Pro-
tocol Type field contains 0x0800 for Internet Proto-
col (IP). The Hardware Address Length and Protocol
Address Length fields contain 6 and 4 for the length
of MAC and IP addresses in bytes, respectively. The
Operation Code field indicates ARP type: (1) ARP
request and (2) ARP reply. The Sender Hardware
Address (SHA) and Sender Protocol Address (SPA)
fields are the MAC address and IP address for the
sender Host, respectively. Likewise, the Target Hard-
ware Address (THA) and Target Protocol Address
(TPA) fields contain the MAC address and IP ad-
dress of the destination host, respectively.

2.2 ARP Cache Poisoning Attacks

The vulnerability of ARP lies in its stateless na-
ture, implying that a host can accept any ARP re-
ply without a prior ARP request from itself [9] [15]
[16]. Additionally, ARP can update the ARP cache
of a receiving host with the IP and MAC addresses
of a sender host from either an ARP request or reply
packet. ARP cache poisoning, also known as ARP
spoofing [17], occurs when an attacker sends either
spoofed ARP request packets or spoofed ARP reply
packets with incorrect pairs of IP and MAC addresses
to a target host, thereby poisoning the ARP cache
of that target host. In Fig. 3, the network com-
prises Host A, Host B, an attacker, and an Ether-
net switch. When Host A, possessing the IP address
of Host B, intends to communicate with Host B, it
checks its ARP cache for the MAC address of Host

B. In a scenario of an ARP cache poisoning attack,
the attacker periodically sends an ARP request or
reply packet to Host A, providing false information,
i.e., an IP address (192.168.1.20) and a MAC address
(33:33:33:33:33:33). Consequently, Host A updates
its ARP cache with the IP address of Host B associ-
ated with the MAC address of the attacker. In other
words, when Host A attempts to communicate with
Host B, it inadvertently transmits messages to the
attacker. Host A uses the attacker’s MAC address
stored in its ARP cache instead of Host B’s.

3. RELATED WORKS

ARP is inherently a stateless protocol and lacks
an authentication mechanism to validate ARP mes-
sages [15]. This vulnerability enables attackers to
perform MITM attacks via ARP cache poisoning.
Over the years, several software tools have been de-
veloped specifically for detecting ARP cache poison-
ing attacks, such as Wireshark, Ettercap, Snort, Arp-
watch, and Antidote [15] [17-19]. Network adminis-
trators rely on the detection results from such soft-
ware tools to identify malicious pairs of IP and MAC
addresses. In addition to these software tools, numer-
ous research papers have investigated approaches for
detecting ARP cache poisoning [14] [16]. For exam-
ple, the authors in [16] employed the ICMP protocol
to detect ARP cache poisoning attacks. However,
relying solely on automatic detection mechanisms is
insufficient to protect LANs from ARP cache poison-
ing attacks, as network administrators may be too
late to detect and prevent such attacks after attack-
ers have already obtained sensitive information such
as credentials or credit card numbers [15]. There-
fore, this paper primarily focuses on prevention mech-
anisms for ARP cache poisoning attacks. From the
past until now, many approaches have been investi-
gated for preventing ARP cache poisoning attacks, as
outlined below.

3.1 Cryptography-based Approach

One of several ideas for preventing ARP cache
poisoning attacks is to secure ARP using cryptog-
raphy [14] [20-22]. S-ARP (Secure ARP) [20] is
a cryptography-based approach that authenticates
ARP replies through public-key cryptography. Each
host on the same LAN has a public/private key pair
certified by a local trusted party called the Authori-
tative Key Distributor (AKD). There are three main
drawbacks to this approach. Firstly, S-ARP only au-
thenticates ARP replies, leaving the ARP cache vul-
nerable to spoofed ARP requests. Secondly, S-ARP
requires modification of all hosts to add functions for
encrypting, decrypting, generating public and private
key pairs, and sending extra packets to obtain the
public key of an ARP request from the AKD every
time an ARP reply packet arrives at a host. Thirdly,
S-ARP does not support the dynamic assignment of
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IP addresses from a DHCP server. Consequently, a
customized version of the DHCP server, named S-
DHCP, is necessary to communicate with the S-ARP
server.

Other similar cryptography-based approaches,
such as LS-ARP in [22], also require modification of
the standard ARP protocol on all hosts to authenti-
cate ARP messages using cryptographic algorithms.
S. M. Morsy and D. Nashat [14] proposed a detection
and prevention approach for ARP cache poisoning at-
tacks called D-ARP. It was developed based on the
following two conditions. (1) The original ARP pro-
tocol cannot be modified. (2) It does not depend on
a centralized server, thus avoiding a single point of
failure. A drawback of this approach is that every
host within the network needs to install the D-ARP
function. Consequently, it is unsuitable for dynamic
environments where hosts can be added or removed
from the networks dynamically.

3.2 Static IP-MAC Entry in ARP Cache

Although manually adding the IP and MAC ad-
dress pairs of all hosts in the same LAN to each host’s
ARP cache is simple and can effectively prevent ARP
poisoning attacks, since ARP message exchanges are
no longer needed to acquire MAC addresses of other
hosts, this approach is not scalable for a large network
segment [8] [23-24]. Additionally, it is unsuitable for
a dynamic environment where hosts are frequently
added or removed from the network. It would re-
quire a heavy workload for network administrators to
continually add or update the ARP caches of all hosts
throughout the network [8] [25]. Abdel Salam et al.
[25] proposed an approach for automatically adding
static entries of IP-MAC address pairs into the ARP
caches of all hosts.

M. Data [26] also proposed an approach to manage
ARP cache entries automatically. It validates pairs of
IP and MAC addresses in ARP cache entries against
an allowlist containing trusted pairs of IP and MAC
addresses derived from the arping tool [27]. The main
drawback is that checking all IP addresses in the ARP
caches of all nodes generates a lot of broadcast ARP
request packets, even without an ongoing ARP cache
poisoning attack. Additionally, the approaches in [25-
26] have the drawback of being host-based, requiring
additional software on all hosts.

3.3 Secondary ARP Cache-based Approach

In the past, several research works introduced an
additional ARP cache known as a secondary ARP
cache, which contains correct pairs of IP and MAC
addresses used for validating data in a primary ARP
cache [28-30]. N. Tripathi and B. M. Mehtre [28] pro-
posed an ICMP-based secondary cache approach for
detecting and preventing ARP cache poisoning. This
approach adds a secondary ARP cache that perma-

nently stores correct and updated IP and MAC ad-
dress pairs from ARP reply packets in a text file, en-
suring the validity of the primary ARP cache on every
host and gateway. The main disadvantage of this ap-
proach is that ARP request packets spoofed from an
attacker, which can poison a primary ARP cache, are
not considered. Furthermore, this approach is unsuit-
able for networks with uncontrollable hosts because
hosts with their firewalls enabled might block ICMP
packets.

S. Kumar and S. Tapaswi [29] proposed a cen-
tralized detection and prevention approach for ARP
cache poisoning by utilizing an additional secondary
ARP cache for each host and an ARP Central Server
(ACS). With this approach, any change in the pri-
mary ARP cache of a host is constantly monitored
and detected against its secondary ARP cache, val-
idated by sending a request packet based on TCP
(Transmission Control Protocol) to the ACS. The
main drawback of the proposed approach is the need
to add a dedicated host to run only the ACS in a
network segment. Another downside, like [28], is that
installing additional software to run this approach on
every host and gateway with various platforms in a
large-scale network segment may not be practical.

3.4 Voting-based Approach

S. Y. Nam et al. [31] proposed an enhanced
version of ARP, employing a voting-based mecha-
nism to prevent ARP poisoning-based MITM attacks
named MR-ARP. MR-ARP aims to maintain back-
ward compatibility with the existing ARP standard
while avoiding using cryptography techniques and
central servers. Y. Zhao et al. [32] proposed an en-
hanced approach named EMR-ARP to improve the
voting process by integrating computational puzzles
based on public key cryptography to overcome the
limitations of MR-ARP in both wired and wireless
LANs. The significant drawback of both the MR-
ARP and EMR-ARP approaches is that installing the
software to run the MR-ARP process on every host
and gateway is impractical for large-scale networks
and unsuitable for wireless LANS, especially with the
prevalence of personal mobile devices where installing
the software may not be feasible.

P. Arote and K. V. Arya [33] introduced a voting-
based approach to prevent ARP cache poisoning.
Like [16], they utilized the ICMP protocol at a cen-
tral server (CS) to detect ARP cache poisoning on
any host, explicitly focusing on spoofed ARP request
packets. This approach lacks a mechanism for elect-
ing the CS, implying that a network administrator
must manually define it. Like [31-32], the main draw-
back of this approach is that it is a host-based solu-
tion. Another limitation is that using the ICMP pro-
tocol, as seen in [15] and [16], requires ensuring that
the firewalls of all hosts are allowed incoming ICMP
echo request packets.
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3.5 Controller-based Approach in SDN

This section focuses on techniques for preventing
and mitigating ARP poisoning in software-defined
networking (SDN). SDN represents a novel approach
that decouples the control and data planes [34-36].
The central component of SDN architecture is the
controller, which serves as a centralized device gov-
erning all underlying networking devices (such as
switches and routers) via the OpenFlow protocol.
ARP cache tables in SDN;, like those in traditional
networks, are susceptible to poisoning. H. Y. Ibrahim
et al. [35] proposed an approach to detect and pre-
vent ARP spoofing attacks while eliminating broad-
cast ARP request traffic to all other hosts. Unlike the
approach in [34], this approach involves maintaining
a main table containing the IP-MAC pair informa-
tion of all hosts. This approach shares similarities
with the work in [36], where the controller serves as
an ARP proxy, responding to ARP request packets
with corresponding ARP reply packets instead of re-
lying on the destination host. However, it surpasses
[36] in its automation, as the IP-MAC pair informa-
tion in the main table can be automatically obtained
from DHCP offer packets, whereas in [36], the main
table requires manual configuration. This approach
extends the POX controller with a mechanism that
modifies the L2 learning component and extracts IP
and MAC addresses from DHCP offer packets, stor-
ing them in the main table. Initially, the controller
installs flow rules on the underlying switches to direct
ARP request packets to the controller.

3.6 Switch-based Approach

M. Ren et al. [37] proposed a switch-based
approach for detecting MITM attacks conducted
through ARP cache poisoning. With this method,
they introduced an algorithm implemented on an
Ethernet switch to monitor incoming and outgoing
ARP reply packets at the interfaces connected to
end devices, known as access ports. The drawback
of this approach is its vulnerability to ARP cache
poisoning of legitimate hosts within a short period
during the ARP poisoning detection. Consequently,
it cannot wholly prevent ARP cache poisoning at-
tacks targeting hosts. In addition, the approach over-
looks spoofed ARP request packets. Despite these
drawbacks, a switch-based solution offers advantages
over a host-based one. FEthernet switches can au-
tonomously block traffic at receiving interfaces upon
detecting incoming spoofed ARP traffic.

4. DYNAMIC ARP INSPECTION

Currently, Ethernet switches from well-known
enterprise-grade networking companies such as Cisco,
Juniper, and Huawei include the Dynamic ARP In-
spection (DAI) feature to prevent ARP cache poison-
ing [6] [9] [10]. This feature works in conjunction with

the DHCP snooping enabled. The DAI feature in-
tercepts and validates all incoming ARP request and
reply packets from interfaces configured as untrusted.
Interfaces connected to end devices (e.g., laptops or
desktops) are typically untrusted, while those link-
ing to other network devices are trusted. DAI de-
termines the validity of incoming ARP packets based
on valid bindings of IP and MAC addresses in the
DHCP snooping binding table of the Ethernet switch.
In essence, an incoming ARP packet is considered in-
valid and discarded if the sender protocol and hard-
ware addresses do not match any entry in the same
VLAN or if the sender hardware address specified in
the ARP packet’s body does not match the source
MAC address in the Ethernet header. Otherwise, the
Ethernet switch forwards the incoming ARP packet
to its destination host. The drawback of the DAI
feature is that each Ethernet switch must maintain
its DHCP snooping binding tables in line with the
DHCP lease table of a DHCP server. Inconsistent
data in these tables requires a network administra-
tor to release and renew the IP addresses of hosts in
the network, particularly when an Ethernet switch is
changed.

5. EXISTING APPROACHES OF MIKROTIK

MikroTik Ethernet switches lack the DAI feature,
even if they support DHCP snooping [38]. Neverthe-
less, three possible approaches exist to prevent ARP
cache poisoning attacks in MikroTik-based networks,
each with its drawbacks as outlined below.

5.1 Static ARP Tables

Setting a static ARP table is a highly effective ap-
proach for preventing ARP cache poisoning attacks.
It involves creating a static ARP table on each host
and the gateway. However, this approach comes with
significant administrative overhead. Any network
changes require manual updates to the ARP tables
on all hosts and the gateway. Consequently, this ap-
proach proves impractical for organizations managing
large networks with numerous hosts.

5.2 Local Proxy ARP

Unlike static ARP tables, this approach does not
rely on host-based solutions, meaning that adding
configuration on individual hosts is not required. In-
stead, all Ethernet switches within each subnet must
use private VLANSs, also known as port isolation.
It ensures that Ethernet switch ports are isolated
from each other and only communicate with a des-
ignated uplink port. Additionally, the gateway inter-
face connecting within the same subnet must be set
as a local proxy ARP to handle the forwarding of all
traffic transmitted between hosts within the subnet.
However, this approach has the drawback of network
performance degradation, as communication between
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hosts in the same subnet must pass through the gate-
way.

5.3 Bridge Filter Rules

Similar to the local proxy ARP approach, this ap-
proach is also not a host-based solution, but the dif-
ference lies in the fact that it does not require setting
the gateway to act as a local ARP proxy. Instead,
Ethernet switch ports directly connecting to hosts
must be configured with bridge filter rules for incom-
ing ARP traffic. These rules specify that the Ethernet
switch port should accept all incoming ARP request
packets and ARP reply packets where the source IP
and MAC addresses in the ARP body and Ethernet
overhead match the TP and MAC addresses of the
host connected to that Ethernet switch port. Oth-
erwise, the Ethernet switch drops the other incom-
ing ARP packets from the host. The primary issue
with this approach is network throughput degrada-
tion, as all Ethernet switch ports directly connected
to hosts forward all incoming traffic through the Eth-
ernet switch’s CPU instead of its built-in switch chip.
It occurs because the bridge filter rules can only be
processed on the Ethernet switch’s CPU, necessitat-
ing the disabling of hardware offloads for all Ethernet
switch ports directly connecting to hosts.

6. PROPOSED APPROACH

This section presents a new approach -called
Gateway-controlled ARP (GCA) to overcome the
previously mentioned restrictions for preventing the
ARP cache poisoning attack on a RoaS network based
on MikroTik networking devices. Note that a RoaS
network means that one router performs inter-VLAN
routing for VLANSs via a single router interface. The
GCA approach was designed under three conditions
as follows: (1) It is not a host-based solution, mean-
ing hosts do not need additional software or config-
uration; (2) All traffic except ARP traffic can be di-
rectly communicated between hosts in the same sub-
net without the need for a local ARP proxy on the
gateway’s interface; (3) All ports of a MikroTik Eth-
ernet switch that directly connect to hosts must for-
ward incoming traffic through its built-in switch chip,
not the CPU (Central Processing Unit) of the Ether-
net Switch. The GCA approach defines the configu-
rations of the MikroTik router and Ethernet switches
in a RoaS network described below.

6.1 Configuration in MikroTik Ethernet Switch

In the RoaS network using MikroTik Ethernet
switch, all switches must be configured to forward
all incoming ARP traffic from connected hosts to the
router acting as a gateway. Consequently, only the
router handles each ARP request packet from hosts
by returning an ARP reply packet with the correct
binding of TP and MAC addresses. This approach re-

sembles the one proposed in [35] for Software-Defined
Networking (SDN), where the switches are only re-
quired to forward ARP packets to the SDN controller
to inspect poisoned ARP packets and respond to ARP
packets. All Ethernet switch ports must be config-
ured with switch rules that process on the built-in
switch chip to forward incoming ARP traffic to the
router. Furthermore, the hardware offloads of all
Ethernet switch ports must remain enabled, ensuring
the built-in switch chip forwards all incoming traffic
rather than relying on the CPU.
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6.2 Configuration in MikroTik Router

In a RoaS network, a single MikroTik router acts
as the gateway for all subnets or VLANSs, as illus-
trated in Fig. 4. For the proposed approach, a DHCP
server that automatically provides IP addresses and
other network parameters to hosts within each VLAN
is set up on the MikroTik router. The DHCP server
stores all IP and MAC address bindings in the DHCP
lease table. The ARP property on the gateway inter-
face is set to reply-only to protect against ARP cache-
poisoning attacks at the gateway. In other words,
the gateway only responds with its IP and MAC ad-
dresses to an ARP request packet from a sender hav-
ing an IP-MAC address pair found in the gateway’s
ARP table. However, if the sender’s IP-MAC address
pair is unavailable in the gateway’s ARP table, the
gateway will not return an ARP reply packet. In this
configuration, no ARP requests are initiated from the
gateway interface. Entries in the ARP table can be
statically configured by a network administrator or
dynamically added by the DHCP server when leasing
an IP address. The former case is used when an IP
address is manually set on a host, whereas the lat-
ter is done by enabling the add-arp parameter of the
DHCP server.

6.3 RouterOS Script in MikroTik Router

The packet sniffer tool on the router is configured
to capture only incoming ARP packets at the gate-
way interface. At startup, the operating system of
the MikroTik router, known as RouterOS, executes a
RouterOS script. The RouterOS script, called GCA,
consists of instructions on responding to incoming
ARP request packets that inquire about the MAC
address of a host. It sends an ARP reply packet with
the correct IP and MAC addresses binding. Fig. 5
illustrates the flow of processes in the script. The
script continuously reads and analyzes each incoming
ARP packet from the packet sniffer tool, performing
the following processes in order.

(1) Verifying the sender’s IP and MAC addresses
against the DHCP lease table: The process checks
the sender’s IP and MAC addresses (in the SPA and
SHA fields) against the DHCP lease table. If a match
is found, it examines the target addresses (TPA and
THA fields). Otherwise, the sender is flagged as a
potential attacker. In the latter case, a log message
can alert a network administrator.

(2) Identifying the incoming ARP packet as gratu-
itous: This process compares the TPA field’s target
IP address with the SPA field’s sender IP address.
The incoming ARP packet is gratuitous if the target
IP address matches the sender IP address. The script
then proceeds to send the ARP packet to the gate-
way interface, facilitated by employing the Traffic-
Generator tool in RouterOS. Conversely, the subse-
quent process will proceed if the target IP address is
not identical to the sender IP address.

(8) Checking the target IP is available in the
DHCP lease table: If the target IP address appears
in the DHCP lease table, the operation field of the
incoming ARP packet will determine its ARP type.
Otherwise, the process (4) will proceed. If the ARP
type indicates an ARP request, the script retrieves
the corresponding MAC address from the DHCP
lease table to construct and send an ARP reply packet
back to the sender host using the Traffic-Generator
tool. However, if the ARP type is an ARP reply,
the script interprets the incoming ARP packet as a
gratuitous ARP packet and then proceeds to send it
through the gateway interface, like the previous pro-
cess.

(4) Checking that the target IP is identical to the
local IP: If the target IP address matches the local IP
address on the gateway interface, the script takes no
action because the gateway’s ARP itself is responsible
for sending an ARP reply packet containing its gate-
way interface’s local IP and MAC addresses. How-
ever, if the target IP address differs from the local IP
address, a log message indicating that the destina-
tion host is not in the DHCP lease table can inform
a network administrator, suggesting that the destina-
tion host does not exist in the network. The script
then resumes reading the next incoming ARP packet
from the packet sniffer tool and performs all processes
again.

7. EXPERIMENT AND EVALUATION

Fig. 6 shows a network with a star topology
to evaluate the proposed approach. It consists of
five devices: one MikroTik router serving as the
network’s gateway, one MikroTik Ethernet switch,
and three hosts, including two legitimate hosts (PC1
and PC2) and one malicious host acting as an at-
tacker. All hosts, namely PC1, PC2, and the at-
tacker, reside within the same VLAN, indicating they
are part of the same subnet. The network address
of the VLAN;, in CIDR notation, is 192.168.10.0/24.
CIDR stands for Classless Inter-Domain Routing.
The hardware models of the Ethernet switch and
router are CRS328-24P-4S+RM and hAP ac?, respec-
tively, with detailed specifications provided in Ta-
ble 1 [39-40]. In Table 1, the more powerful router
(CCR1009-7G-1C-1S+) will be used instead of the
hAP ac? router for performance comparison. PC1
and PC2 operate on the Ubuntu operating system
(version 22.04.4), while the attacker utilizes the Kali
Linux operating system (version 2024.1). All hosts,
including PC1, PC2, and the attacker, run as virtual
machines using the VirtualBox hypervisor.

The router and Ethernet switch are configured ac-
cording to the settings in Table 2. With the proposed
approach, the Ethernet switch and router must be
configured as follows. The Ethernet switch is con-
figured to redirect all incoming ARP traffic from all
connected hosts (port 1, port 2, and port 3) to the
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Fig.6: The Network Structure for Ezperiments.

uplink port (port 5) using the RouterOS command
in Table 3. Additionally, the router is configured to
dynamically add a pair of IP and MAC addresses into
the router’s ARP table immediately after the DHCP
server has assigned the IP address. The ARP prop-
erty on the VLAN interface in the router is set to
reply-only, ensuring that it replies to an ARP request
packet only if the IP and MAC addresses of the sender
in the ARP request packet match an ARP entry in
the ARP table. As shown in Table 4, the DHCP
server is configured to assign the following IP ad-
dresses: 192.168.10.1 for the gateway, 192.168.10.10
for PC1, 192.168.10.20 for PC2, and 192.168.20.30
for the attacker. These IP addresses are reserved and
consistently assigned for experimental and evaluation
purposes. It is important to note that the RouterOS
version of the MikroTik router and Ethernet switch
is 7.14.1.

Table 1: Hardware Specification of MikroTik De-
ices.
Devices Hardware Specification
Architecture: ARM 32bit, CPU core count: 4
hAP ac? CPU nominal frequency: 716 MHz
(Router) Size of RAM: 128 MB, Storage size: 16 MB

Maximum Ethernet Speed: 1 Gbps

Architecture: TILE, CPU core count: 9
CPU nominal frequency: 1.2 GHz

Size of RAM: 2 GB, Storage size: 128 MB
Maximum Ethernet Speed: 1 Gbps

CCR1009-7G-1C-
1S+
(Router)

Architecture: ARM 32bit, CPU core count: 1
CPU nominal frequency: 800 MHz

Size of RAM: 512 MB, Storage size: 16 MB
Maximum Ethernet Speed: 1 Gbps

CRS328-24P-454+RM
(Ethernet Switch)

Table 2: Configuration for Router and Ethernet
Switch.
Devices Configuration

Portl: DHCP Client

Portl: Source NAT (Network Address Translation)
VLAN ID: 10

VLAN Interface: Port2 & DHCP Server
VLAN Network: 192.168.10.0/24

VLAN Interface’s IP Address: 192.168.10.1
Bridge Interface: Portl, Port2, Port3, Portb
Bridge Interface: VLAN Filtering (Enabled)
VLAN ID: 10

Trunk Port: Port5

Access Port: Portl, Port2, Port3

Router

Switch

Table 3: RouterOS Commands for the GCA Ap-
proach.
Devices RouterOS Commands

/interface vlan add arp = reply — only interface=bridgel
name=vlanl0 vlan-id=10

/ip dhep-server add add — arp = yes address-pool=dhcp-pool
interface=vlan10 lease-time=10m name=dhcpl

Router

/interface ethernet switch rule add mac-protocol=arp
new — dst — ports = etherb ports=etherl, ether2, ether3
switch=switchl

Switch

Table 4: IP and MAC Addresses of All Devices.

Device IP Address MAC Address
Gateway | 192.168.10.1 | 48:A9:8A:9C:BC:2A
PC1 192.168.10.10 08:00:27:76:01:75
PC2 192.168.10.20 08:00:27:AB:F9:14
Attacker | 192.168.10.30 08:00:27:1E:36:4A

With the preceding configuration, all traffic ex-
cept ARP traffic from all hosts can directly commu-
nicate with each other via the Ethernet switch. For
ARP traffic, all hosts can communicate only with the
router. As mentioned in subsection 2.2, ARP cache
poisoning attacks can occur via spoofed ARP request
and reply packets. In other words, an attacker will
spoof the SPA and SHA fields in either ARP request
packets or reply packets to create an incorrect map-
ping of IP and MAC addresses in an ARP cache.
To evaluate whether the proposed approach can pre-
vent ARP cache poisoning attacks on all legitimate
hosts and the router in the network, the attacker
consecutively generates spoofed ARP request and re-
ply packets using the packEth tool [15] [41] in both
the network implementing the proposed approach and
the traditional network (i.e., the network without the
proposed approach) to poison the targets, including
the ARP caches of PC1, PC2, and the gateway. To
poison the ARP caches, the attacker sets up the SHA
field of ARP packets with the attacker’s MAC ad-
dress but the IP address of either PC1, PC2 or the
gateway in the SPA field. The Wireshark program
is used at PC1, PC2, and attacker to validate the
incoming ARP packets, while the packet sniffer tool
at the router’s gateway captures all incoming ARP
packets. In Table 5, “Poisoned” indicates that the
ARP cache has been poisoned, whereas “Unaffected”
means the ARP cache remains unaffected. These re-
sults demonstrate that the proposed approach com-
pletely prevents ARP cache poisoning attacks from
both spoofed ARP request packets and reply pack-
ets. This effectiveness is achieved by redirecting all
ARP traffic at the Ethernet switch from the hosts
to the router, which handles legitimate ARP traffic
based on its DHCP lease table. Consequently, the
attacker cannot communicate directly with the hosts
for ARP traffic.

In addition to preventing ARP cache poisoning at-
tacks, the GCA script also measures and averages
the processing times for both spoofed and legitimate
ARP packets. These measurements are based on 100
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Table 5: ARP Cache After ARP Cache Poisoning
Attack.

Traditional Network Proposed Approach
Device’s Spoofed | Spoofed Spoofed Spoofed
ARP Cache ARP ARP ARP ARP
Request Reply Request Reply
PC1 Poisoned | Poisoned | Unaffected | Unaffected
PC2 Poisoned | Poisoned | Unaffected | Unaffected
Gateway Poisoned | Poisoned | Unaffected | Unaffected
Table 6: Average Processing Times of the GCA
Script.
Processing Times
ARP Packets Results (milliseconds)
hAP ac? CCR1009-
7G-1C-15+
Legitimate Response with 239.237401 | 199.608573

ARP Request ARP Reply

Spoofed -

ARP Request Attack Detected | 190.533751 | 147.448218
Spoofed

ARP Reply Attack Detected | 183.449765 | 145.329931

consecutive packets generated using the packEth tool
for each ARP request and reply. Three measurement
scenarios are conducted with different types of ARP
traffic: (1) legitimate ARP request, (2) spoofed ARP
request, and (3) spoofed ARP reply. It is important
to note that legitimate ARP request packets originate
from PC1 to inquire about the MAC address of PC2.
In contrast, spoofed ARP request and reply packets
are transmitted from the attacker to poison the ARP
cache of PC1, using PC2’s IP address for the SPA
field and the attacker’s MAC address for the SHA
field in the ARP packets.

The processing time for a spoofed ARP packet,
also known as ARP spoofing detection time, is the
duration between when the script detects an incom-
ing ARP packet and when it identifies the packet
as spoofed. Conversely, for legitimate ARP pack-
ets, the processing time is between when the script
reads an incoming ARP request and when it is com-
plete, sending the corresponding ARP reply. The
script utilizes the timestamp command to acquire
these time instants. In addition, the processing
times are also measured using the higher comput-
ing router (i.e., CCR1009-7G-1C-1S+) with its de-
tailed specification, as shown in Table 1. In Table
6, the average processing times in the router with
less computing power (hAP ac?) for legitimate and
spoofed ARP request/reply packets are higher com-
pared to the more powerful router (CCR1009-7G-1C-
1S+), approximately 40 ms to 60 ms.

Furthermore, the performance of increased CPU
load is considered when executing the GCA script.
The previous experimental setup for average process-
ing times is used for this evaluation. The increased
CPU loads under various numbers of legitimate ARP
request packets per second (PPS), i.e., 0, 500, 1,000,
1,500, 2,000, 2,500, 3,000, 3,500, and 4,000, are deter-
mined by subtracting the router’s average CPU loads

35.00
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30.00 26.67 27.04 27-79.
24.70
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20.00
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Fig.7:
proach.

The increased CPU Loads for the GCA Ap-

Table 7: Response Times of Legitimate ARP Re-
quest.

) ... | Response Times (milliseconds
Routers Target Hosts Traditional G(gA Approach)
PC1 3.345 248.415
hAP ac? PC2 2.018 244.490
Gateway 1.987 1.896
PC1 3.387 217.363
7%(3{2_0105; PC2 2.060 210.301
Gateway 1.782 1.850

in the network with the GCA approach from those
in the traditional network. The CPU load of each
router in the network with the GCA approach and
the traditional network is continuously recorded ev-
ery second within 100 seconds for legitimate ARP re-
quest packets from PC1 to inquire about PC2’s MAC
address. The packEth tool is employed to generate
various numbers of legitimate ARP request packets
per second. In Fig. 7, the CPU loads in the net-
works using either of the two routers (hAP ac? and
CCR1009-7G-1C-1S+) with the proposed approach
are greater than those of the traditional network at
legitimate ARP requests of 0 to 4000 PPS by 24.70%
t0 30.54% and 11.42% to 13.08%, respectively.

Also, the response times of legitimate ARP packets
in the network using the proposed approach are eval-
uated compared to those of the traditional network.
The response times of ARP request packets in each
network are averaged from the measured round-trip
times (RTT) of 100 ARP packets. To set up this mea-
surement, the attacker utilizes the arping tool [27] to
measure the round-trip times by transmitting legiti-
mate ARP request packets to the following targets:
PC1, PC2, the router’s gateway, and then waits for
the corresponding ARP reply packets to be returned.
In most Linux distributions as well as Windows oper-
ating systems, the default timeout for ARP requests
is typically set to 1 second. According to Table 7, the
response times of ARP requests in the network with
the GCA approach are within 210 - 250 ms. It means
that the GCA approach, in the worst-case scenario,
can handle a maximum of 4 ARP request packets ar-
riving at the gateway simultaneously, as the waiting
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time for the last ARP reply packet must be within
the default timeout for ARP requests. However, the
response times for the gateway, acting as the target
host, from the network with the GCA approach and
the traditional network are not significantly differ-
ent and fall within two milliseconds. This similarity
arises because the GCA approach does not undertake
the responsibility of responding to ARP request pack-
ets that inquire about the gateway’s MAC address.

8. CONCLUSION AND FUTURE WORK

This paper presents the proposed GCA approach
to effectively prevent ARP cache poisoning attacks
in RoaS networks using MikroTik networking de-
vices. The main advantage of the proposed approach
is that it is not a host-based solution. In other
words, it does not require any modification or ad-
ditional mechanisms on end devices or hosts. An-
other significant contribution of this paper is that
the proposed approach can be applied not only to
MikroTik networking devices but also to other com-
mercial networking devices lacking the DAI feature;
that is, Ethernet switches must be configured to redi-
rect ARP packets from any host to the router gate-
way. In addition, a router needs to include a com-
mand script based on the proposed approach to mon-
itor, analyze, and transmit ARP packets. Accord-
ing to the experimental results, the proposed ap-
proach can prevent all ARP cache poisoning attacks
from spoofed ARP request/reply packets. The per-
formance of the proposed approach has been eval-
uated in terms of processing time, increased CPU
load, and response time compared with the tradi-
tional network. The increased CPU load is not ex-
tremely high, especially with the CCR1009-7G-1C-
1S+ router (13.08%). However, the processing time
of the GCA script is somewhat considerable (199 -
240 ms.). It leads to relatively high response times
(210 - 250 ms) compared to traditional networks (2
- 3.5 ms). The downside of this approach is that it
introduces a single point of failure, as it relies on the
router in a RoaS network. If the router fails, ARP
on all hosts will be unable to communicate with it.
In future work, the proposed approach will be im-
plemented in the network protocol stack of operat-
ing systems and hardware, such as an ASIC chip, to
improve performance, particularly regarding response
time. In addition, the proposed approach will be de-
veloped further for a RoaS network configured with
VRRP (Virtual Router Redundancy Protocol) to pro-
vide redundancy in case the primary router fails.
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