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ABSTRACT Article information:
The Non-Functional Requirements (NFRs) play a crucial role in guaran-
teeing the security, usability, reliability, performance, and e�ectiveness of
the system, underscoring their signi�cant importance. Nevertheless, within
Agile methodologies, NFRs are frequently overlooked until the later stages
of the Agile process. The primary hurdle in the domain of Agile require-
ments elicitation lies in the absence of early-phase guidelines for eliciting
NFRs. Even though the guidelines for NFRs elicitation are considered im-
portant, the empirical studies on the current elicitation practices of NFRs
in the Agile context are notably scarce, especially those related to security
ones. Also, there is a lack of empirical studies on the elicitation knowledge
of NFRs. Therefore, this study was surveyed to investigate the current
elicitation practices and the required knowledge of NFRs focusing on se-
curity requirements (SRs) in Agile environments. The survey utilized the
questionnaire to collect the data, which included 46 questions with sub-
questions. These questions were answered by 121 software practitioners.
The questionnaire outcomes de�ned sixteen (16) practices of NFRs elicita-
tion and ten (10) practices of SRs elicitation. Also, the study de�ned the
required knowledge for elicitation in an Agile context. On top of that, the
vast majority of respondents agree that the guidelines for NFR elicitation
are signi�cant and will help enhance the understanding of the stakeholders
about the elicitation process. Thus, the outcomes of this study will be used
to propose a guideline for NFR elicitation in an Agile context.
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1. INTRODUCTION

Agile software methods have undergone continu-
ous development and evolution since the early 1990s.
These methods employ a short development life cycle
characterized by an iterative and incremental process,
aiming to deliver a high-quality product within the
estimated budget and time constraints. As a result,
Agile methods have gained widespread use, particu-
larly in business sectors where requirements exhibit a
degree of instability [1], [2]. Requirements form the
foundation for all software products, aiming to ensure
accurate comprehension of customer needs [1], [3].

Requirements engineering (RE) stands as a criti-
cal software process, delineating the methods for col-
lecting, documenting, reviewing, and achieving re-
quirements [4]. In traditional approaches, such as

the waterfall method, requirements are thoroughly
and comprehensively outlined before commencing
design work. Conversely, in Agile methods such
as eXtreme Programming (XP), SCRUM, and Dy-
namic Systems Development Method (DSDM), the
approach diverges. Typically, requirements are con-
veyed straightforwardly by generating user stories at
the onset of the Sprints [5]. When NFRs are ne-
glected, notable e�ort and cost problems arise. In
the initial phases of a project, customers may not
have a complete awareness of all NFRs. Instead, their
focus tends to be on fully developing functional re-
quirements (FRs), which can result in challenges as-
sociated with a reduction in software quality and an
escalation in maintenance expenses [6]. Despite the
signi�cance of NFRs, they are typically informally ad-
dressed in Agile methods [8]. For instance, SCRUM
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captures requirements on 3x5 index cards, with each
requirement described in 3–5 sentences, a format that
falls short of capturing detailed NFRs [7].

Moreover, gathering all requirements from a single
person, such as the Product Owner (PO) in SCRUM,
proves challenging, particularly when the PO lacks
knowledge during the elicitation stage [7], [9]. There-
fore, fostering good knowledge and understanding
among software practitioners becomes crucial to fa-
cilitating NFR elicitation [10]. Clearly defining the
required knowledge for NFR elicitation enhances the
comprehension of software practitioners in require-
ments elicitation, guiding them on what considera-
tions to bear in mind during this stage.

On top of that, recent studies have highlighted that
the primary problem in requirements elicitation in the
Agile context is the absence of elicitation guidelines
for NFRs [1], [11], [12]. A guideline for requirements
elicitation is a collection of activities offering guid-
ance on how to carry out the process of gathering
requirements from stakeholders [12]. While the elic-
itation of NFRs is acknowledged as crucial, there is
a notable dearth of empirical studies examining cur-
rent practices in NFRs elicitation within the context
of Agile companies [13], [14].

This gap in research is particularly pronounced
concerning the elicitation of SRs [15]. Undoubtedly,
identifying the current practices of NFR elicitation
can help get more information about the NFRs and
obtain suggestions for the composition of the NFR
elicitation procedure. Besides, it helps formulate the
guideline for NFR elicitation in an Agile context.
Moreover, it is impossible to create secure software
without keeping security in mind from the beginning
of elicitation [15]. Thus, this paper conducted an
exploratory study to define the current practices for
NFR elicitation, focusing on SRs.

The structure of the paper is as follows: Section
1 presents an introduction to Agile RE and NFRs
elicitation. Section 2 discusses the pertinent litera-
ture concerning Agile NFR elicitation. Section 3 out-
lines the research methodology. Section 4 explores the
study’s findings. Section 5 provides a detailed elab-
oration on these findings. Finally, Section 6 presents
conclusive comments, summarizing key points and
suggesting directions for future research.

2. EXISTING STUDIES RELATED TO
NFRS ELICITATION

Several studies, including Alam et al. [2], Inayat
et al. [16], and Elghariani et al. [17], have explored
Agile RE practices through comprehensive literature
reviews. Alam et al. [2] identified fourteen (14) Ag-
ile RE practices along with the challenges practition-
ers encounter in their implementation. Inayat et al.
[16] outlined seventeen practices illustrating how Ag-
ile methods address requirements, and Elghariani et
al. [17] presented findings similar to those of Inayat

et al. [16]. However, these investigations generally
focused on Agile RE as a whole, with limited em-
phasis on NFR elicitation practices or the required
knowledge for elicitation. Wagner et al. [14] added
to our empirical understanding of the current prac-
tices and challenges in Agile requirements elicitation.
Their survey spanned North America, South Amer-
ica, Central Europe, and Northern Europe, investi-
gating Agile practices and issues. The survey pro-
vided insights into the methods of eliciting and doc-
umenting requirements, as well as common problems
in Agile RE. However, the emphasis of the survey was
predominantly on FR elicitation, with comparatively
less attention given to NFR elicitation.

Furthermore, Kopczyńska et al. [18] conducted a
survey exploring the viewpoints of Agile software de-
velopment practitioners concerning the importance of
delineating NFRs in their projects. Their findings re-
vealed that more than 77% of respondents consider
having NFRs defined in Agile software projects to
be, at the very least, important, with 30% emphasiz-
ing their criticality. Additionally, the study observed
a positive correlation between the perceived impor-
tance of NFRs and the respondents’ level of experi-
ence. It is noteworthy. However, the study primarily
addressed the significance of defining NFRs in Agile
software projects and did not delve into the current
practices of NFRs elicitation or the requisite knowl-
edge for the elicitation process in the Agile environ-
ment.

Kotze [19] surveyed employees in software devel-
opment organizations in South Africa to assess stake-
holders’ knowledge of FR elicitation using traditional
methods. Similarly, the study did not delve into the
current practices and required knowledge for Agile
NFR elicitation. Additionally, Ochodek et al. [20]
performed an online survey within social network
groups to gather insights into Agile RE practices and
their perceived importance. The study established a
seven-tier ranking of these practices but primarily fo-
cused on the broader RE process, with less emphasis
on NFR elicitation practices and the required knowl-
edge for software practitioners, especially concerning
SRs elicitation.

It seems that the majority of existing studies have
concentrated on Agile RE in a general sense, with
minimal consideration given to current practices and
elicitation knowledge of NFRs, especially those re-
lated to security. Furthermore, some studies focused
on traditional methods or FR elicitation, but they did
not specifically address the Agile context. Further-
more, the bulk of these studies have been conducted
in Europe, South America, and North America, with
limited research originating from Asian countries [16].

Notably, Jordan, among these Asian nations, has
witnessed expansion in its software development in-
dustry, propelled by incentive measures instituted by
the Jordanian government [21]. In addition, there are
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more than 300 companies related to Agile software
development mentioned by the Jordanian Ministry of
Trade and Industry. This makes Jordan a fertile en-
vironment for conducting such a survey in this field.
Therefore, this survey was conducted on Jordanian
Agile software development companies.

3. RESEARCH METHOD

The data were collected through a questionnaire
based on the guidelines provided by Mills et al. [20]
and Zikmund et al. [23]. The main purpose of select-
ing the questionnaire is to collect the data because it
covers wide-access samples with minimum cost [24].
In addition, the use of questionnaires facilitates data
analysis as well as sustaining a high degree of pri-
vacy [25], [26], and [27]. There were five (5) phases
involved in this study, as elaborated next.

3.1 Questionnaire Construction

The first phase is questionnaire construction. Af-
ter reviewing the related works on NFR elicitation in
the Agile context, four research questions were out-
lined, as follows:
RQ1: What are the current practices of NFR elici-
tation in an Agile context?
RQ2: What are the current practices of SRs elicita-
tion in an agile context?
RQ3: What is the required knowledge of elicitation
in an Agile context?
RQ4: What is the software practitioners’ opinion on
the importance of the guideline for NFR elicitation
in an Agile context?

These research questions served as the foundation
for constructing the questionnaire. The questionnaire
encompasses five (5) primary sections: demographic
information, current practices for eliciting NFRs, cur-
rent practices for eliciting SRs, the required knowl-
edge of software practitioners for NFRs elicitation,
and the implementation of NFRs elicitation guide-
lines. These sections comprise a total of 46 questions,
including both multiple-choice and Likert-scale ques-
tions [28]. These types of questions are utilized for
many purposes, such as being easy to adapt, econom-
ical, and fast in the results [28]. The summary of each
section is provided next.
Section I: The demographic information and
the organization’s background
This section contains eight (8) questions to assess the
qualifications of respondents, such as the current po-
sition, the activities of the position, and years of expe-
rience. Also, this section assesses the organization’s
background, such as the type of organization, size,
and the Agile methods used in these organizations.
Section II: The current practices for NFR elic-
itation

This section is intended to investigate the current
practices for NFR elicitation in an Agile context. It

consists of seventeen (17) questions, such as NFR
elicitation techniques, software types, historical data,
detached user stories, NFR sources, and NFR valida-
tion.
Section III: The current practices for SRs elic-
itation

This section investigates the current practices of
SRs elicitation in Agile Software Development (ASD).
It comprises ten (10) questions such as the responsi-
bility of eliciting the SRs from the customer, eliciting
and documenting SRs explicitly, the notation used to
represent the SRs, and the importance of considering
these requirements.
Section IV: The required knowledge of soft-
ware practitioners for NFR elicitation

This section examines the required knowledge for
software practitioners for NFR elicitation. It con-
tains seven questions related to the domain, commu-
nication, and system of NFR elicitation in an Agile
context.
Section V: The Implementation of NFR elici-
tation guideline

This section comprises four (4) questions designed
to capture the perspectives of software practitioners
regarding the importance and benefits of NFRs elici-
tation guidelines within the Agile context. Addition-
ally, it seeks to identify the names and elements of
the NFR guidelines employed by respondents.

3.2 Sampling

This study applied purposive sampling (judgment)
that concerned choosing a unique sample with a cer-
tain feature [29]. The sample was selected among
the Agile software practitioners in the biggest city in
Jordan, which is the capital, Amman.

The Agile software companies were identified
through three (3) means: 1) the compilation of com-
panies listed by the Jordanian Ministry of Trade and
Industry and the Jordan Business Directory Website,
2) information gathered from government and private
organizations through the Internet and social media,
and 3) reaching out to friends with relations in the
Agile software industry. The sample size of this study
is 121 software practitioners.

According to Taasoobshirazi, Gita, and Wang [30],
a sample size of 100 is sufficient. Besides, the min-
imum sample size of 30 is acceptable for statisti-
cal analysis [31]. Hence, the survey’s sample size is
deemed adequate.

3.3 Pilot Study

Before the real survey, a pilot study was con-
ducted. The pilot study was performed to examine
the respondents’ understandability of the questions
and the time taken to answer the questionnaire. Be-
sides, it also ensures the validity of the questionnaire,
completeness of the included items, and readability
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[32], [33]. Crucially, the pilot test serves to pre-
empt any ambiguities, obstacles, or errors that may
emerge when respondents interact with the question-
naire. A total of 34 participants took part in the
pilot study, a suitable size as suggested by Cooper
et al. [30], where a pilot group between 25 and 100
is considered sufficient. The pilot study employed
both face-to-face meetings and online interviews. Ini-
tially, face-to-face meetings were utilized. However,
when challenges arose, such as scheduling appoint-
ments or assessing the distance from the respondent’s
location, the study seamlessly transitioned to online
interviews. The questionnaire was answered by Agile
software practitioners in Jordan who have at least six
years of working experience, such as PO and Agile
Analyst (AA). They have the responsibility for elic-
iting the software requirements in an Agile context
[34].

The results of the pilot study are discussed in
Saleh, et al. [35]. The suggestions obtained from
this pilot study were used to improve the question-
naire. Among the suggestions are making the ques-
tions simpler for better understanding and readabil-
ity and adding conditional questions about applying
several practices to allow only whoever applied these
practices to answer the questions related to them.
Based on that, the questionnaire was improved.

3.4 Data Collection

For the real survey, the potential respondents were
contacted from the lists of organizations that were
obtained by email, telephone, and social media, and
they were asked for their willingness to participate in
the survey (238 of them). Google Forms was used to
create an online survey.

The Google Forms link was sent via email to the re-
spective respondents who had consented to take part
in the survey. The online questionnaire remained ac-
cessible for a duration of two months. A total of 121
responses were usable for this study. Regrettably, 98
were rejected due to incomplete answers. Also, there
were nineteen (19) unreturned questionnaires. Table
1 provides an overview of the responses.

Table 1: Overview of respondents.

Details Number Percentage
Potential respondents 238 100%
Complete online 121 51%
survey
Incomplete online 98 41%
survey
Rejected/ Unreturned 19 8%
questionnaires
Total usable 121 51%

3.5 Data Analysis

The gathered data was input into Statistical Pack-
age for the Social Sciences (SPSS) version 14.0 for
analysis. The primary objective of employing SPSS
is to concentrate on describing the opinions of re-
spondents or the frequency of specific events [36].
The analyses included in the study encompassed fre-
quency, mean, and cross-tabulation.

4. FINDINGS

This section aims to report the findings of the
survey. They are classified into five (5) subsections,
which are: 1) demographic information (respondents’
background and organization’s background), 2) the
current practices of NFRs elicitation, 3) the current
practices of SRs elicitation, 4) the required knowl-
edge of NFRs elicitation, and 5) the implementation
of NFRs guidelines in an Agile context.

4.1 Respondents’ Background

This section is intended to evaluate both the back-
ground of the respondents and their organization. To
comprehend the respondents’ background, they were
requested to specify their position within the com-
pany and indicate the number of years of experience
in Agile software development. Table 2 presents the
frequency and percentages of respondents according
to their positions. Most of the respondents are pro-
grammers (38%), and POs (37%), followed by secu-
rity advisors (13 %), and team leaders (5%). The
rest of them are project managers (4%) and system
analysts (3%).

Table 2: Respondents’ position in the company.

Positions Frequency Percentage
Programmers 46 38%
Product Owner 45 37%
Security Advisor 16 13%
Team Leader 6 5%
Project Manager 5 4%
System Analyst 3 3%
Total 121 100%

In addition, the respondents were categorized de-
pending on their experience and position by using the
cross-tabulation analysis, as depicted in Table 3. Out
of the 121 respondents, 66 have experience between 6
and 10 years in Agile software development. 32 of the
respondents have 1–6 years’ experience, and 20 have
experience of more than ten (10) years. Besides, only
three (3) of the respondents have experience of less
than one (1) year. This means that most of the re-
spondents to this survey have more than six (6) years
of experience in Agile software development.
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Table 3: Respondents’ experience.

Positions < 1 1–5 6-10 11–20 Total
Years Years Years

Programmer 3 23 17 3 46
Product 0 8 32 5 45
Owner
Security 0 1 10 5 16
Advisor
Team leader 0 0 3 3 6
Project 0 0 2 3 5
manager
System 0 0 2 1 3
Analyst
Total 3 32 66 20 121

4.2 Organization’s Background

The type of organizations for respondents was
found as follows: the private sector is the highest-
ranking (81%), followed by the government agency
(19%). Moreover, the respondents are categorized
based on the organization’s size. Table 4 portrays the
frequency and percentages of respondents according
to their organization’s size.

Table 4: The organizations’ size for the respon-
dents.

Organizations size Frequency Percentage
Less than 10 people 5 4.1%
10–30 people 32 26.5%
31–50 people 45 37.2%
More than 50 people 39 32.2%
Total 121 100%

The majority of organizations are between 31 and
50 people (37.2%), followed by organizations that
have more than 50 people (32.2%), and those with
10–30 people (26.4%). The rest of the organizations
consist of less than ten (10) people (4.1%). Figure 1
shows the Agile methods applied by the respondents
in their organizations. The respondents had the op-
tion to choose more than one answer for this question.

Fig.1: The percentages of Agile methods applied by
the respondents.

Most of them used Scrum (81%), followed by XP
(70%). The rest used DSDM (16%), Kanban (12.4%),

FDD (3%), AUP (5%), and Agile Modeling (4%). Be-
sides, only one respondent applies hybrid methodol-
ogy (0.8%). The next subsections discuss the findings
based on the outlined research questions.

4.3 The Current Practices of NFRs Elicita-
tion

RQ1: What are the current practices of NFR elici-
tation in an Agile context?

This section addresses the software practition-
ers’ opinions and experiences regarding the current
practices of NFR elicitation in an Agile context
by defining if they elicit NFRs in the early phase,
who performs the elicitation of NFRs, the applica-
tion domains and system types, the type of elicita-
tion techniques commonly used for NFRs, the stan-
dards/theories used to define NFRs types, and who
performs the validation of NFR. These are elaborated
next.

4.3.1  Eliciting NFRs in the early phase

The respondents were asked whether their team
elicited NFRs in the early phase or not. The re-
spondents who answered “Yes” were allowed to con-
tinue answering the rest of the questionnaire ques-
tions 58%. Conversely, 42% of the respondents who
answered “No” did not participate in the survey. This
is to ensure that only those who have experience in
NFR elicitation participate in the survey.

4.3.2  The Responsible Person for Performing NFRs
Elicitation

The respondents were asked about the individual
responsible for eliciting NFRs within their organiza-
tions. As depicted in Figure 2, it is evident that the
majority of respondents identified the PO (93%), with
smaller percentages indicating the Team Leader (4%),
Programmer (2%), and Project Manager (1%). The
responsible person is to perform NFRs elicitation.

Fig.2: The responsible person is to perform the
NFRs elicitation.

4.3.3  Types of Applications

The respondents were asked about the types of
applications they are currently developing, with the
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option to choose more than one answer. The
predominant responses included Web applications
(89.3%) and Mobile applications (81.8%). Sub-
sequent answers encompassed Telecommunication
Services (46.3%), E-learning (42.1%), E-banking
(29.8%), and E-commerce (19%). Figure 3 shows the
results.

4.3.4 Types of Systems

The respondents were queried about the types of
systems they are engaged in developing, with the op-
tion to select more than one answer. The responses
included Real-time systems (83.5%), Information sys-
tems (76%), Safety-critical systems (74.4%), and con-
trolled systems (72.7%). Refer to Figure 4 for an il-
lustration of the results.

Fig.3: The application domains.

Fig.4: The types of systems.

4.3.5 The Standards and Theories Used for NFRs
Classification

Figure 5 shows the standards and theories used
to define the types of NFRs that are utilized by
the respondents. For this question, the respondents
were permitted to select more one answer. Most of
them use ISO/IEC 25010 (92.5%) and ISO/IEC 9126
(25%) to define NFRs types, while the rest use the
Chung framework (11.7%) and Somerville framework
(18.3%).

Fig.5: The standard/theories utilized to define
NFRs.

4.3.6 The Validation Process of NFRs

Respondents were queried about whether their
teams validated the NFRs after elicitation. Unfortu-
nately, more than half of them (51%) do not conduct
validation, while the remaining 49% perform valida-
tion after eliciting the NFRs. Figure 6 portrays these
results.

Fig.6: The validation of NFRs after elicitation.

4.3.7 The Responsible Person for NFRs Validations

The respondents who answered “Yes” to the previ-
ous question were permitted to answer this question.
They are the ones who perform the NFR validation.
Additionally, respondents had the option to choose
more than one answer

Fig.7: Responsible for validating NFRs.

As depicted in Figure 7, the majority of respon-
dents (84.7%) indicated that the PO is responsi-
ble for validating NFRs after elicitation. On the
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other hand, 25.4% of the respondents answered team
leader. Meanwhile, the rest chose system analyst,
project manager, and programmer, 8.5%, 6.8%, and
3.4% respectively.

4.3.8 The Validation Methods Used for NFRs

Figure 8 shows the validation methods used for
NFRs. For this question, the respondents were per-
mitted to select more than one answer.

Fig.8: The validation methods used for NFRs.

The majority of the respondents validate NFR
with their customers (94.9%), while 74.6% use the
GQM method. The rest (15.3%) use expert reviews.

4.3.9 The Acceptance Degree of NFRs Elicitation
Practices

Moreover, respondents were inquired about the
practices employed for eliciting NFRs in an Agile con-
text. They were requested to rank the level of ac-
ceptance regarding the application of these practices
within their companies. Utilizing a Likert scale with
five points, ranging from Strongly Disagree (value 1)
to Strongly Agree (value 5), respondents provided
their assessments of the degree of acceptance for each
practice. The mean score was computed using a con-
venient interval that represents the actual mean for
obtaining the results.

Table 5 illustrates the representation of the degree
of acceptance for each practice.

Table 5: The degree of acceptance and mean interval
presentation.

Mean interval presentation Degree of acceptance
1 to 1.80 Strongly Disagree
1.81 to 2.60 Disagree
2.61 to 3.40 Neutral
3.41 to 4.20 Agree
4.21 to 5 Strongly Agree

The following equation (1) was used to calculate
the interval [37], [38].

Appropriate interval = (n− 1)/n (1)

The maximum number on the scale is represented
by N. In this study, the N value is five (5). Therefore,

the appropriate interval for the study = (4/5) = 0.8.
Table 6 presents the mean values of NFR elicitation
practices and the degree of acceptance.

Table 6: The mean values for practices of non-
functional requirements elicitation.

NFRs elicitation practices Mean Degree of
value acceptance

Delineating the application domain 4.34 Strongly
and system type at the project’s Agree
outset aids in the elicitation stage
by defining potential non-
functional requirements
Emphasizing face-to-face 4.67 Strongly
communication for the elicitation Agree
of non-functional requirements by
the individual(s) responsible for the
process.
Encouraging customer participation 4.34 Strongly
and face-to-face communication Agree
through natural language
Utilizing historical data from past 3.53 Agree
projects to define and elicit the
non-functional requirements for
new software projects.
Upon determining the project’s 3.52 Agree
scope and potential non-functional
requirements, a set of questions is
formulated to extract these
requirements from the customer.
Separating non-functional 3.53 Agree
requirements by detaching story
cards that provide a detailed and
clear explanation of these
requirements.
It is crucial to engage in the 3.53 Agree
validation of non-functional
requirements in natural language
with the customer, ensuring these
requirements are comprehensible to
them
Validating non-functional 2.31 Disagree
requirements through a third party,
such as an expert reviewer, is
imperative to ensuring project
quality.

Based on Table 6, the findings indicate the level of
acceptance for NFR elicitation practices. Specifically,
three (3) practices received a Strongly Agree rating,
five (5) practices garnered an Agree rating, and one
(1) practice was rated as Disagree.

4.4 The Current Practices of SRs Elicitation

RQ2: What are the current practices of SRs elicita-
tion in an Agile context?

This section addresses the software practitioners’
opinions and experiences regarding the current prac-
tices for SRs elicitation in an Agile context. They
were asked whether SRs are elicited and documented
explicitly, the responsible person for performing the
elicitation of SRs, the notation used to represent the
SRs, the importance of considering and eliciting these
requirements from the early phases, and the accep-
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tance degree of SRs elicitation practices. These are
elaborated next.

4.4.1 Explicit SRs Elicitation And Documentation

The respondents are queried whether they elicit
the SR explicitly and document it. The majority of
respondents answered that they only dealt with the
security issues during the implementation stage or af-
ter developing the system (63%), while 35% of them
answered that they elicit and document SRs explic-
itly.

Besides, 1% of the respondents discuss SRs from
the early stages, but they are not documented. On
the other hand, 1% of the respondents did not deal
with these requirements at all, as shown in Figure 9.

Fig.9: Explicit SRs elicitation and documentation.

4.4.2 The Responsible Person To Perform The Elic-
itation Of SRs

The respondents were asked about the person re-
sponsible for performing the elicitation of SR. It is
apparent from Figure 10 that the majority of respon-
dents answered that the PO has the responsibility to
elicit SR 89.3%, followed by the team leader at 4.1%.
Subsequently, the security advisor, project manager,
and programmer each represent 1.7%. Another 1.7%
mentioned no specific person, while 0.8% mentioned
a system analyst.

Fig.10: The responsible person who performs the
elicitation of SRs.

4.4.3 The Notation Used to Represent SRs

The respondents who elicit SRs were also asked
about the notation that is used to represent the SRs.
36% of respondents do not use a specific notation, be-
sides, 6% of respondents do not document the SRs.
30% use misuser stories to represent these require-
ments, 20% use misuse cases, 4% use attack trees,
and 4% use Abuse cases, as shown in Figure 11.

Fig.11: The notation is used to represent the secu-
rity requirements.

4.4.4 The importance of Considering SRs from the
early phases

The respondents were asked about the importance
of considering and eliciting SRs from the early phases
of ASD to ensure software quality. 98% of respon-
dents agree with the importance of considering and
eliciting the SRs in the early phases. Conversely, only
2% of respondents do not correspond with that, as
shown in Figure 12.

Fig.12: The importance of considering and eliciting
the SRs from the early phases.

4.4.5 The Acceptance Degree Of SRs Elicitation
Practices

The respondents were asked about the SRs elicita-
tion practices to investigate the importance of each
of them in the real environment. Thus, Five Likert
scales ranging from Strongly Disagree (value 1) to
Strongly Agree (value 5) were used. Table 7 presents
the mean values of SRs elicitation and the degree of
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acceptance. It appears from Table 7 that most SR
practices were rated as Strongly Agree and only two
(2) practices were rated as Disagree.

Table 7: The mean values for security requirements
elicitation.

Security Requirements and Mean Degree of
Elicitation Practices value acceptance
Eliciting the security 4.57 Strongly
requirements explicitly. Agree
Eliciting security requirements 2.31 Disagree
separately from other non-
functional requirements by the
person(s) responsible for
elicitation.
Documenting security 4.47 Strongly
requirements using a specific Agreed
notation, such as a misuse case or
attack tree.
Utilizing the common attacks that 4.31 Strongly
occurred previously to elicit the Agreed
security requirements for a new
project.
Taking into account the 4.47 Strongly
perspective of potential attackers Agreed
during the elicitation of security
requirements.
Reaching a shared understanding 2.40 Disagree
of security requirements among
those responsible for elicitation,
including the customer.

4.5 The Required Knowledge Of NFRs Elici-
tation

RQ3: What is the required knowledge of elicitation
in an Agile context?

Respondents were inquired about the required
knowledge for NFR elicitation, aiming to determine
the necessary knowledge during the elicitation stage
in an Agile context. They were tasked with rank-
ing the level of application of these practices within
their companies using a Likert scale consisting of five
(5) points, ranging from Strongly Disagree (value 1)
to Strongly Agree (value 5). Table 8 displays the
mean values of the required knowledge and the level
of acceptance. Table 8 reveals that two (2) aspects of
required knowledge received a Strongly Agree rating,
three (3) received an Agree rating, and the remaining
two (2) received a Disagree rating.

Table 8: The mean values for the required knowledge
of elicitation.

The Required Knowledge of NFRs Mean Degree of
Elicitation value acceptance
Software practitioners engaged in 4.31 Strongly
elicitation need domain knowledge Agree
from diverse sources, such as
standards, norms, or pertinent
bibliographic references, to define
non-functional requirements.

Providing basic domain 3.53 Agree
knowledge for elicitation by
training the individual(s)
responsible for eliciting non-
functional requirements under the
guidance of specialists or experts.
Awareness of the customer 3.67 Agree
background (profile) of the person
who performs the elicitation will
improve the collaboration and
interaction between them during
the non-functional requirements
elicitation.
Ensuring non-functional 3.93 Agree
requirements are comprehensible
to the customer requires using
straightforward language and
expressions during the validation
process.
Communication knowledge 2.17 Disagree
challenges often lead to the
oversight of non-functional
requirements (“assuming we
discuss the same thing, but we’re
not”).
Insufficient understanding of the 2.17 Disagree
system can result in the neglect of
essential and significant non-
functional requirements.
Software practitioners conducting 4.43 Strongly
elicitation must be familiar with Agree
notations associated with non-
functional requirements and the
elicitation process (notations
knowledge).

4.6 The Implementation of NFR Guidelines
in an Agile Context

This section addresses the software practitioners’
opinions and experiences regarding the guidelines for
NFR elicitation in an Agile context. The respon-
dents were asked about the importance of guidelines
for NFR elicitation, whether they use a guideline for
NFR elicitation and the elements of the guideline that
they use.
RQ4: What is the software practitioners’ opinion on
the importance of the guideline for NFR elicitation
in an Agile context?

4.6.1 The Importance of NFRs Elicitation Guide-
line

Respondents were queried about the significance of
guidelines for NFRs elicitation, and if it can help the
software practitioners to enhance the understanding
of the elicitation process for NFRs and avoid ignoring
these requirements during the elicitation stage. 91%
of respondents agree with the importance of guide-
lines for NFR elicitation in the early phases. Con-
versely, only 9% of respondents do not agree with
that, as shown in Figure 13.
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Fig.13: The importance of guidelines for NFRs elic-
itation in the early phases of the Agile context.

4.6...2 The Current Guidelines For NFRs Elicitation

The respondents were asked about the names of
guidelines that they use to elicit the NFRs in the
Agile context. Only three (3) of the respondents an-
swered this question. One of them mentioned that
they use the “Silva guidelines for eliciting NFRs” [48].
The rest of them did not mention a specific name for
the guidelines that they use. Moreover, the respon-
dents who used the guidelines to elicit the NFRs were
asked about the elements of their guidelines. For this
question, the respondents were permitted to select
more than one answer. Figure 14 shows the elements
of guidelines used by the respondents, which contain
the activities, practices, and graphical notations. The
principles are not chosen by the respondents.

Fig.14: The elements of guidelines for NFRs elici-
tation by the respondents.

5. DISCUSSION

The majority of the respondents to this survey are
programmers and POs. Also, most of the respondents
have experience spanning more than six (6) years.
Besides, the majority of the size of organizations in
which respondents work among small to medium or-
ganizations is based on the definition of the organiza-
tion’s size provided by Akbar et al. [39]. In addition,
the Agile methods that the respondents used in their
organizations are Scrum and XP, which is a similar
outcome as described by Anwer et al. [40].

Indeed, this questionnaire focuses on the software
practitioners’ opinions and experiences regarding the

current practices of NFR elicitation in the early phase
of the Agile context. Therefore, the respondents were
asked whether their team elicited NFRs in the early
phase or not. The respondents who answered “Yes”
were allowed to continue answering the questionnaire.
Unfortunately, around half of the respondents are not
eliciting NFRs in the early phase, this result cor-
responds with the findings of studies by Curcio et
al. [41] and Villamizar et al. [42]. Neglecting NFRs
brings to light the erroneous impression that quality
is not necessary or that it can be treated in the back-
ground or in later phases of software development.

Furthermore, the majority of respondents an-
swered that PO is the one who has to perform the
NFR elicitation, and this result corresponds to the
outcomes in the study of Asghar et al. [5] and
Grangel et al. [43]. In addition, the majority of re-
spondents defined the application domains and the
types of systems in NFR elicitation. Defining the ap-
plication domain and types of systems can help prac-
titioners determine the possible NFRs to take into ac-
count during the elicitation stage [44]. Nonetheless,
the previous studies failed to define this practice.

Besides, most of the respondents to this survey ap-
ply ISO/IEC 25010 to define NFR types. According
to Estdale et al. [45], ISO 25010 is one of the most
common quality models that determines the quality
characteristics and should be taken into account when
defining the properties of the software product. To
our knowledge, none of the previous empirical stud-
ies have validated this practice.

Regarding the validation stage, the majority of re-
spondents do not validate NFRs after elicitation. In-
deed, NFRs validation is an essential phase to confirm
that the NFRs meet the customer’s needs [46]. Be-
sides, the majority of respondents who are validating
NFRs have used the GQM method and natural lan-
guage to validate these requirements with customers.
In addition, the respondents answered the PO, who
has the responsibility to validate NFRs after elicita-
tion, which corresponds with the findings in the study
by Grangel et al. [43]. Indeed, the previous studies
did not mention the most common validation method
for NFRs in the Agile context.

Additionally, the respondents were asked to rank
the degree of agreement on NFR elicitation practices’.
The respondents strongly agreed that identifying the
application domain and type of system at the begin-
ning of the project will help in the elicitation stage
to define the possible NFRs. According to Sherif et
al. [44], identifying and analyzing the applications
domain more frequently can help find NFRs that re-
quire more attention. Besides, the NFRs elicitation
should be based on face-to-face communication by
encouraging customer participation through natural
language, which was also strongly agreed by respon-
dents. This outcome corresponds with the study con-
ducted by Younas et al. [12]. Moreover, the respon-
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dents agreed that using historical data from previous
projects can help in defining and eliciting the NFRs
of new software projects. To our knowledge, none of
the previous empirical studies have defined this prac-
tice. According to Maiti et al. [47], utilizing historical
data in the elicitation phase is beneficial to predict-
ing future NFRs. After identifying the scope of the
project and the possible NFRs, then a list of ques-
tions should be prepared to capture the candidate
NFRs from the customer, which are agreed upon by
respondents. This outcome corresponded with the
outcomes of Silva et al. [48]. Also, the respondents
agreed that the elicited NFRs should be separated
by detaching story cards to explain them clearly. In-
deed, NFRs include critical information that needs to
be captured into separate stories from the FRs. This
makes NFRs highly visible and easy to manage. This
finding is aligned with the findings of Domah et al.
[46].

In the case of changing requirements, the respon-
dents agreed that they can use a checklist table that
contains all requirements to update the effect of a
change in FRs onto NFRs. In addition, the respon-
dents agreed that validating NFRs in natural lan-
guage with the customer is an essential activity to
confirm that requirements are understandable by the
customer. This result corresponds with the outcome
of Silva et al. [48]. However, Silva et al. [48] didn’t
validate this practice through empirical study. On the
other side, the respondents disagreed with validat-
ing NFRs by a third party such as an expert review,
which contradicts the studies conducted by Younas
et al. [12] and Silva et al. [48].

Regarding SRs, the respondents were asked if they
were eliciting and documenting the SR explicitly.
Most of the respondents are only dealing with secu-
rity issues during the implementation phase or after
the system is being developed. Indeed, SRs are criti-
cal requirements, and not a frivolous job, and should
be taken into account from the early stages of Agile
software development [42], [49].

In addition, the respondents who are dealing with
SRs were asked about who performs the elicitation of
SRs in their organizations. The majority of respon-
dents answered that the PO and Security advisor.
This outcome corresponds with the findings in the
study by Grangel et al. [43]. Furthermore, the re-
spondents who are dealing with SRs were also asked
about the notation used to represent these require-
ments. A higher percentage of respondents who rep-
resent the SRs by notation are using misuser stories,
followed by misuse cases. This outcome corresponds
with the findings in a study by Saldanha [15]. How-
ever, Saldanha [15] did not empirically validate this
practice. The misuser story functions as a lightweight
method for representing and capturing SRs. It adopts
the same structural format as a user story conven-
tionally employed in Agile methods but conveys un-

desired stories. However, most of the respondents do
not utilize a particular notation to represent the SRs.
Indeed, the security aspects need to be explicitly rep-
resented to be visible and easy to manage [50].

Besides, the respondents were asked to rank their
degree of agreement with the SRs elicitation prac-
tices. The respondents strongly agreed that the SRs
should be elicited explicitly. Indeed, defining the
common attacks that occurred previously to elicit the
requirements security for a new project should utilize
attackers’ perspective while eliciting SRs should be
considered, and these requirements should be doc-
umented in a particular notation as a misuse story.
This result corresponds with the findings in the study
by Saldanha [15]. Nevertheless, Saldanha [15] did not
empirically validate this practice.

On the other hand, the respondents disagreed on
two practices, which are reaching a common under-
standing of the security needs among the person(s) re-
sponsible for elicitation, including the customer, and
eliciting SRs separately from the other NFRs by the
person(s) responsible for elicitation. However, deal-
ing with the SRs separately can lead to avoiding the
potential higher costs related to fixing security flaws
later on [50]. Ideally, the SRs should receive special
attention from other NFRs in the early phases of elic-
itation [15]. On the other side, the respondents were
asked to rank the degree of agreement for the required
knowledge of the elicitation stage. The respondents
strongly agreed that the person who performs NFRs
elicitation should have domain knowledge of various
sources, such as standards and norms or relevant bib-
liographic references, to identify the NFRs. Also, the
respondents agreed that the person(s) responsible can
be trained for eliciting NFRs by specialists to provide
the basics of domain knowledge of the elicitation pro-
cess. Besides, the respondents agreed that the cus-
tomer needs simple words and expressions to ensure
that the NFRs are understandable in their language,
which is also similar to those found in Younas et al.
[12]. However, there was no empirical validation of
this knowledge by Younas et al. [12]. Moreover, the
respondents agreed that those who perform the elic-
itation need to know notations related to NFRs and
the elicitation process, and that corresponds with the
outcomes of the study by Berghe et al. [50]. Never-
theless, Berghe et al. [50] did not validate this knowl-
edge through empirical study.

On the other side, the respondents disagreed that
NFRs are easily missed because of unsuccessful com-
munication knowledge. However, conducting success-
ful interviews for requirements elicitation often relies
on their communication and technical knowledge [51].
Also, the respondents disagreed that the deficiency of
the system knowledge would lead to the omission of
necessary and important NFRs. System requirements
outline services and features that must be delivered
and adhered to and also must be fully understood by
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the development team to ensure the quality of the
system [52].

Furthermore, the respondents were asked about
the importance of guidelines for NFR elicitation in
an Agile context. The vast majority of respondents
agreed that the guidelines for NFR elicitation in the
early phases are very significant and will help enhance
the understanding of the stakeholders about the elic-
itation process and avoid ignoring these requirements
during the elicitation stage in the Agile environment
[12]. This result corresponds with findings from a
survey conducted in a non-agile context by Silva et
al. [48]. They recommend that guidelines for NFR
elicitation are beneficial for both developers and cus-
tomers to deal with these requirements.

The respondents were asked if they were applying
a guideline for NFR elicitation in an Agile context.
Only three (3) respondents answered this question.
This result corresponds with the results of studies
conducted by Kumar et al. [1], Viviani et al. [11],
and Younas et al. [12], which reported there is a
lack of guidelines for NFRs elicitation in the area of
Agile. One of three respondents mentioned that the
“Silva guideline for eliciting NFRs” [48] is used in
their software projects. However, this guideline in-
volved heavy-weight processes with a lot of documen-
tation, which is not compatible with the Agile con-
text [12]. Thus, there is a necessary need to develop
a guideline for NFR elicitation in the early stages
of the Agile context. Furthermore, the participants
also highlighted that the guidelines they employed en-
compassed elements such as activities, practices, and
graphical notations.

6. CONCLUSION AND FUTURE WORK

This study has been conducted to investigate the
current practices of NFR elicitation in Agile soft-
ware development organizations, with a focus on SRs
elicitation, and to explore the required knowledge of
stakeholders in the elicitation stage. The survey, con-
ducted among 121 respondents from Jordanian Ag-
ile software development firms, identified sixteen (16)
practices of NFRs elicitation and ten (10) practices of
SRs elicitation. Additionally, the study defined the
necessary knowledge for elicitation in an Agile con-
text. Notably, 91% of respondents acknowledged the
importance of elicitation guidelines for NFRs in the
early phases, highlighting the significance of this as-
pect in Agile development. These findings provide
valuable insights for practitioners and can inform the
development of new guidelines for NFR elicitation in
an Agile context. However, it is crucial to recognize
the limitations of our research, such as not accounting
for specific contextual factors like team size or project
complexity. Future research should address these lim-
itations to enhance the applicability and generaliz-
ability of our findings.
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