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ABSTRACT

Terrorist attacks can cause unexpectedly enormous damage to lives and
property. To prevent and mitigate damage from terrorist activities, govern-
ments and related organizations must have suitable measures and efficient
tools to cope with terrorist attacks. This work proposed a new method
based on stacking ensemble learning and regression for predicting damage
from terrorist attacks. First, two-layer stacking classifiers were developed
and used to indicate if a terrorist attack can cause deaths, injuries, and
property damage. For fatal and injury attacks, regression models were
utilized to forecast the number of deaths and injuries, respectively. Conse-
quently, the proposed method can efficiently classify casualty terrorist at-
tacks with an average area under precision-recall curves (AUPR) of 0.958.
Furthermore, the stacking model can predict property damage attacks with
an average AUPR of 0.910. In comparison with existing methods, the
proposed method precisely estimates the number of fatalities and injuries
with the lowest mean absolute errors of 1.22 and 2.32 for fatal and injury
attacks, respectively. According to the superior performance shown, the
stacking ensemble models with regression can be utilized as an efficient tool
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to support emergency prevention and management of terrorist attacks.
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1. INTRODUCTION

Terrorism is one of the most desperate threats to
the security of nations [1]. Terrorist attacks can en-
danger unexpectedly massive damage to lives and
properties. To prevent and mitigate damage from ter-
rorism, governments and related organizations must
have effective measures and efficient tools for tackling
terrorist attacks.

With the advent of open terrorism data in the
global terrorism database (GTD) [2], machine learn-
ing (ML) has been introduced for systematically an-
alyzing and forecasting terrorism in many works. To
support decision-making in preventing and counter-
ing terrorism, existing ML-based methods were pro-
posed for predicting different attributes of future ter-
rorist attacks, such as locations susceptible to terror-
ism [3-5], attack types [4, 5], targets [6], weapons [4,
5], terrorist groups behind a particular attack [7], the
suicide of terrorists [4], and the success of attacks [4,
5, 7].

For controlling and responding to emergencies of

terrorist incidents, rapid and accurate estimates of
consequences from terrorist attacks are necessary [8].
Due to the potentiality of ML, the ML approach has
been applied to forecast consequences (e.g., the num-
ber of fatalities and injuries) of various emergencies,
such as earthquakes [9, 10], steel plant accidents [11],
and coal mine gas accidents [12], to support decision-
making in emergency management. Meanwhile, there
are only a few ML models for predicting the outcomes
of terrorist attacks. For example, Feng et al. pro-
posed a binary classification model based on the ex-
treme gradient boosting (XGBoost) model to predict
whether a terrorist attack will cause casualties or not
[13]. To enhance the previous casualty prediction of
terrorist attacks, Hu et al. created the two-step ML
method, which utilized the multilayer perceptron and
random forest model for estimating the number of
civilian fatalities and injuries resulting from terrorist
attacks [14].

To improve the consequence prediction of terrorist
attacks, a stacking ensemble method with regression
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was proposed in this work for predicting damage from
terrorist attacks. In addition to estimating the num-
ber of causalities caused by a particular attack, the
proposed method can predict if that terrorist attack
can cause property damage. The proposed method
combines classification and regression techniques in
ML to enhance the accuracy of damage prediction
resulting from terrorist attacks. First, three stack-
ing ensemble models were developed to preliminarily
classify terrorist attacks that can cause fatalities, in-
juries, or property damage. For fatal and injury at-
tacks, two independent regression models were used
to predict the number of deaths and injuries caused
by terrorist attacks, respectively.

2. RELATED WORKS

The availability of open terrorism data provides
more opportunities to study and research on terrorist
attacks. To learn these complex data of terrorist in-
cidents, many computational methods based on data
mining and machine learning (ML) have been recently
proposed for different purposes, including analysis of
terrorism data and prediction of terrorist attacks.

To better comprehend terrorist attacks, Guohui et
al. utilized correspondence analysis to uncover the
relationships between the characteristics of terrorist
attacks and the levels of fatalities. They found that
locations, weapons, targets, and attack types were
the significant factors influencing fatalities [15]. Li et
al. quantitatively studied the temporal and spatial
evolution of terrorism by applying the k-means algo-
rithm for clustering terrorist attacks and analyzing
the top five clusters selected according to the dam-
age levels [16]. From the analysis, it was found that
the regions that will seriously face terrorist attacks in
the future are Southeast and Central Asia, the Middle
East, and Africa. Understanding past terrorist inci-
dents would help set policies to prevent and counter
future terrorist activities.

Due to the prediction power of ML, various ML
models have been applied for predicting numerous at-
tributes of terrorist attacks. Agarwal et al. utilized
support vector machine (SVM), random forest (RF),
naive Bayes (NB), and logistic regression (LR) for
predicting the success of terrorist activities and ter-
rorist groups behind terrorist attacks [7]. Uddin et
al. created deep neural network models for predict-
ing five attributes of terrorist attacks, including the
success of terrorist attacks, the suicide of terrorists,
attacked regions, weapons, and attack types [4]. Ola-
banjo et al. proposed an ensemble ML model based
on SVM and k-nearest neighbors (KNN) to identify
risk regions of terrorism [3]. Saidi and Trabelsi de-
veloped a deep learning model that combines convo-
lutional neural network (CNN) and long short-term
memory (LSTM) for predicting multiple characteris-
tics of future terrorist attacks, such as attack success,
attacked regions, attack types, and weapon types [5].

To support decision-making for preventing and
managing emergency consequences of terrorist events,
predictive models for estimating damage from terror-
ist attacks are required. Jun et al. proposed a classi-
fication model for hazard grading of terrorist attacks
using principal component analysis (PCA), k-means
clustering, and the entropy method [17]. Feng et
al. introduced a casualty classification model, named
RP-GA-XGBoost, to predict whether terrorist at-
tacks will cause fatalities or injuries to innocent peo-
ple or not [13]. In this model, RF and PCA were uti-
lized for feature selection, and the genetic algorithm
(GA) was applied to choose parameter values of the
extreme gradient boosting model (XGBoost). Con-
sequently, RP-GA-XGBoost achieved an accuracy of
86% in classifying casualty terrorist attacks, but it
cannot estimate the number of casualties. To en-
hance the casualty prediction, Hu et al. proposed the
two-step method, which incorporates a back propaga-
tion neural network and RF, to predict the number
of deaths and injuries resulting from terrorist attacks
[14]. The results showed that the two-step model can
efficiently forecast the number of fatalities and in-
juries with low mean absolute errors (MAE) of 1.67
and 4.13, respectively. However, only a few methods
currently exist for predicting damage from terrorist
attacks, and there is still room to improve the pre-
dictive capacity of the models.

3. MATERIALS AND METHODS
3.1 Data Collection and Filtering

The terrorism data were downloaded from the
Global Terrorism Database (GTD) at https://www.
start.umd.edu/gtd, a database containing informa-
tion on more than 200,000 violent and terrorist in-
cidents that occurred around the world [2]. To fil-
ter only the acts of terrorism, the incidents tagged
with doubt of terrorism inclusion were excluded from
the study. Additionally, the incidents with unknown
numbers of deaths and injuries were removed. Conse-
quently, 81,526 records of terrorist attacks remained
for data pre-processing.

3.2 Data Pre-Processing

In this step, the downloaded data were prepared
in a suitable format for input to ML models. The
processes of data pre-processing include dealing with
redundant features and missing values, data encod-
ing, and data normalization.

1) Dealing with Redundant Features and Missing
Values

In the downloaded data set, there are some redun-
dant features, such as country IDs, country names,
attack type IDs, and names of attack types. In the
case of redundant features, only features with texts
were kept, such as country names and names of attack
types. In the case of missing data, the most frequent
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value of a feature (mode) was used to fill in missing
values.

2) Data Encoding

This process is for converting categorical features
to numerical values. In the terrorism data, the cate-
gorical features are country names, attack types, tar-
get types, terrorists/groups, and weapon subtypes.
Each categorical feature was transformed by one-hot
encoding, as illustrated in Figure 1.

1tta pe Atta pe Atta pe

1 Armed assault
2 B"mb“?g/ Armed assault
Explosion
‘ One-hot encoding
ncide Armed Bombing
-y A el |
0 4552 plosio
1 0 1 0
2 0 1 1

Fig.1: An example of data encoding.

For each incident, information about used attack
types was transformed into a binary vector contain-
ing values of ones at the places of attack types used
and values of zeros at the others. For example, in
incident no. 1, only the attack type “Armed assault”
was employed. Thus, the binary vector representing
the attack type information of incident no. 1 contains
one at the position of “Armed assault”. For incident
no. 2, there were two attack types recorded including
“Bombing/Explosion” and “Armed assault”. There-
fore, the binary vector collecting the attack type in-
formation of incident no. 2 contains the values of
ones at the positions of “Bombing/Explosion” and
“Armed assault”.

For each terrorist attack, at most three attack
types, three target types, and four weapon subtypes
were recorded. By the one-hot encoding used in this
work, all recorded attack types, target types, and
weapon subtypes can be retained and encoded. This
differs from existing methods which can keep only a
single attack type, target type, and weapon type or
subtype.

3) Data Normalization

After data encoding, the values of most features
except incident dates, latitudes, and longitudes were
in a range of 0 to 1. Thus, the incident dates, lat-
itudes, and longitude values were normalized to en-
sure that all features were on a similar scale. In the
case of incident dates, the data of day (iday), month
(imonth), and year (iyear) of an incident were ini-
tially converted to a floating number of the time point
(timepoint) as written in (1), where ndays is the num-
ber of days in the year until the day of the incident,
and ndaysgorq is the total number of days in the year.
Then, time points, latitudes, and longitudes of all ter-

rorism incidents were normalized using min-max nor-
malization, as described in (2), where © and x,,¢,, are
an original value and a normalized value, respectively.
Regarding a certain feature, min and max represent
the minimum value and maximum value of that fea-
ture, respectively.

ndays
timepoint = iyear + e A (1)
ndaystotal
T — min

(2)

Tnew = .
max — min

4) Data Matrix Creation

The summary of data features after data encoding
and normalization is shown in Table 1. In total, there
are 21 features, and all of them are numeric. The size
of a feature refers to the size of a vector or the num-
ber of elements that a vector contains for retaining
the feature information of an incident. For example,
a vector with a length of 164 can represent the coun-
try where an incident occurred. Thus, an n x 164
data matrix retains the countries where n terrorism
incidents occurred.

In Table 1, the first 16 features were used as inde-
pendent variables. To create a data matrix of inde-
pendent variables (X), the data matrix of each fea-
ture was concatenated together. Consequently, X
which is an n x 821 matrix containing numeric values
in a range of 0 and 1 was obtained to retain features’
values of n terrorism incidents.

In classifying terrorist attacks, isKilled, isInjured,
and isPropDamage were target variables. To con-
struct three independent binary classifiers, data of
each target variable were stored in a binary vector
with the size of n, denoted as y.. In regression anal-
ysis, two numerical features (nKilled and nInjured)
were defined as target variables. Data of each tar-
get variable were saved in y,-, a numeric vector with
the size of n, and used to build a regression model to
predict the number of fatalities or injuries. It should
be noted that the number of deaths and injuries in
this work were from only killed and injured innocent
people and did not include deaths and injuries of ter-
rorists.

3.3 Development of Stacking Ensemble Clas-
sifiers with Regression Models

An overview of the stacking ensemble learning
method with regression models for predicting dam-
age from terrorist attacks is illustrated in Figure 2.
In the proposed method, classification and regression
techniques were utilized together to enhance predic-
tion accuracy.

In the classification stage, three stacking ensemble
models, including a fatal attack classifier, an injury
attack classifier, and a property damage attack clas-
sifier, were independently created and used to classify
terrorist attacks. Each stacking ensemble classifier is
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Fig.2: An overview of the proposed method.

(©) is marked for a target variable in the classification.

(R)

is marked for a target variable in the regression.

defined as a two-layer classification model. To appro-

Table 1: Summary of data features. priately choose ML models for developing the level-
No. | Feature Name | Size Description 1 classifiers, seven ML algorithms, including logistic
1 multiple 1 | Was the attack part of a regression (LR) [18], k-nearest neighbors (KNN) [19],
e e 2 K .
— multiple incident? : support vector machine (SVM) [20], multilayer per-
pp ) Yer p
2 norm_timepoint 1 The normalized time point
when the incident occurred ceptron (MLP) [21], random forest (RF) [22], gra-
3 extended 1 | Was the incident extended dient boosting machine (GBM) [23]7 and categori-
__| more than 24 hours? cal boosting (CatBoost) [24], with default values of
4 country 164 | The country where the .
incident oceurred all hyperparameters were tested and evaluated their
5 norm_latitude T | The normalized latitude performance in the classification of fatal, injury, and
6 norm_longitude 1 The normalized longitude property damage attacks.
7 vicinity 1 Did the incident occur in g tacki del di ds the feat f
the vicinity of the city? Since a stacking model discards the features o
3 attack_types 9 | Attack types used original data and mainly relies on the classification re-
9 target types 22 | Target types sults of base models, the poor predictions from base
10 weapon_subtypes | 39 | Weapon subtypes used . .
. models can negatively influence the performance of
11 terrorists 576 | Persons or groups that N
carried out the attack the stacking model [25]. The top three best ML algo-
12 individual 1| Did an individual carry rithms were used in the level-1 classification models
? . . .
out the attack? to create a stacking model for each classification type.
13 success 1 Did the attack succeed? A .
14 suicide 1 Was there a terrorist In Figure 2, Fj) Ij’ and Pj (.] =12, 3) represent the
suicide? top three best ML models in classifying fatal, injury,
15 claimed 1 | Was there a group that and property damage attacks, respectively. For each
claimed responsibility . . . . .
for the attack? terrorist attack, nine classifiers in the level-1 classifi-
16 ishostkid 1 | Was there a hostage cation generate nine predicted scores, which are the
kidnapping? predicted scores obtained from the level-1 fatal attack
e isKilled L | Was there a fatality? classifiers (f;), injury attack classifiers (,), and pro
18(©) isInjured 1 Was there an injury? I/ ']. Y ) J/ prop
19C©) | isPropDamage 1 | Was there property erty damage classifiers (p;), where j = 1,2,3. These
damage? predicted scores were concatenated together to create
R ” R . alits . . . .
2009 niilled 1 | The number of fatalities a vector with the size of nine and served as an input
21 nlnjured 1 The number of injuries . .
for the level-2 classification models.

In the level-2 classification, three MLP models
were independently built for classifying fatal attacks,
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injury attacks, and property damage attacks based
on the stacking features of nine predicted scores from
the level-1 classifiers. Due to the small size of inputs,
MLP with a single hidden layer was utilized. In tun-
ing parameter values of each MLP model, the number
of hidden nodes was varied as 3, 5, 7, 9, 11, and 13.
The prediction results obtained from the level-2 clas-
sification are three binary target variables indicating
an attack is fatal or non-fatal, injury or non-injury,
and property damage or non-property damage. For
non-fatal and non-injury attacks, the predicted val-
ues of fatalities and injuries were set as 0. For fatal
or injury attacks, regression models were built and
used to estimate the number of deaths or injuries. In
the selection of ML models for the regression analysis,
five regression algorithms, including ridge regression
(RR) [26], MLP [21], RF [22], GBM [23], and Cat-
Boost [24], were tested and compared their perfor-
mance in predicting the number of fatalities and in-
juries from terrorist attacks. The best model for each
regression case was selected and used in the proposed
method.

3.4 Performance Evaluation

The performance of the proposed method was eval-
uated in both classification and regression steps by
performing 10-fold cross-validation, as illustrated in
Figure 3.

10-fold cross validation

P
o

Training set Testing set t
A

2iteration [1]2] 3[4 ]6]6]7 6 i1 mh | 7. |

[ i)
1t itcration |1|2|3|4|5I6|7|8|9

1()"‘ilcrmi0nn2|3|4|5I6|7I8|9I1OI -EP“’§

Fig.3: Illustration of 10-fold cross-validation.

Initially, a data set was approximately equally di-
vided into ten subsets. In each iteration, nine of them
were used to train a model. Then, the remaining
subset of data was used to test the model and cal-
culate the value of performance measure (F;), where
i =1,2,...,10. The average value of a performance
measure (P) represents the estimated performance of
a model. In tuning the parameter values of models,
10% of the data in a training set were randomly se-
lected and served as a validation set. The remaining
data in that training set were used to train a model.

In the classification of terrorist attacks, the
standard performance measures including precision
(PRE), recall (REC), accuracy (ACC), Fl-score (F1),
and Matthew’s correlation coefficients (MCC) were

calculated as shown in (3) — (6), where TP, FP, TN,
and F'N represent the number of true positives, false
positives, true negatives, and false negatives, respec-
tively. Furthermore, the area under a receiver op-
erating characteristic curve (AUC) and the area un-
der a precision-recall curve (AUPR) were computed
to evaluate the overall performance of classification
models.

TP TP
PRE_TP+FP’REC_TP+FN (3)
TP+ TN

ACC_TP+TN+FP+FN (4)

_ 2xPRE x REC

= PRE + REC (5)

MCC = TP xTN —-FPx FN (6)
~ J/(@TP+FP)FN+TN)TP + FN)(FP+TN)

In the regression step, the performance of a regres-
sion model was evaluated by using mean absolute er-
rors (MAE) as shown in (7), where y; is the actual
number of fatalities or injuries, ¢; is the predicted
number of fatalities or injuries, and n is the number
of testing samples.

‘ n
1=1

4. RESULTS AND DISCUSSION
4.1 Preliminary Data Analysis

In the pre-processed data set, there were 81,526
terrorist attacks retained for use in this work. The
percentages of terrorist attacks which caused fatali-
ties, injuries, and property damage are summarized
in Figure 4. The number of fatal, injury, and property
damage attacks are 35,702 (43.8%), 30,631 (37.6%),
and 35,695 incidents (43.8%), respectively. Addition-
ally, 9,576 incidents, up to approximately 12%, were
serious terrorist attacks that caused damage to both
lives and property.

Furthermore, the number of fatalities and injuries
caused by terrorist attacks were summarized using
basic descriptive statistics in Table 2. Consequently,
a terrorist attack causes 1.46 deaths and 2.80 injuries
of civilians on average with standard deviations (SD)
of 9.15 and 57.06, respectively. More than 50% of
terrorist attacks are non-fatal and non-injury attacks
(Figure 4). Thus, the minimum number of fatalities
and injuries resulting from terrorist attacks are zeros.
In contrast, the September 11, 2001 attack caused a
large number of killed and injured people, rising to
the maximum of 1,380 and 10,878, respectively.
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Fig.4: Percentages of fatal, injury, and property
damage attacks.

Table 2: Descriptive statistics of the number of fa-
talities and injuries from terrorist attacks.
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Table 3: Average F1 scores and ranks of machine
learning models.

Statistics Number of | Number of
Fatalities Injuries
Average 1.46 2.80
SD 9.15 57.06
Minimum 0 0
Maximum 1,380 10,878

4.2 Selection of Machine Learning Models

To classify terrorist attacks, the top three ML
models must be chosen for developing the level-1
classification models. In this experiment, seven ML
models (i.e., KNN, LR, SVM, MLP, RF, GBM, and
CatBoost) with default values of all hyperparameters
were evaluated the performance in classifying fatal at-
tacks, injury attacks, and property damage attacks.
The average F1 scores and ranks of ML models ac-
cording to their mean F'1 scores, written in parenthe-
ses, are shown in Table 3.

In the classification of fatal attacks, the top three
ML models were CatBoost, GBM, and RF, reach-
ing the three highest mean F1 scores of 0.821, 0.817,
and 0.808, respectively. In identifying injury attacks,
CatBoost, GBM, and RF were the best three models
with mean F1 scores of at least 0.695. In classify-
ing property damage attacks, CatBoost, GBM, and
RF achieved the top three mean F1 scores, which
are 0.813, 0.809, and 0.802, respectively. Therefore,
CatBoost, GBM, and RF were applied in the level-1
classification models to produce predicted scores of
fatal, injury, and property damage attacks. These
scores would be used as input features for the level-2
classification models to classify terrorist attacks. By
grid search, the suitable hyperparameter settings of
three base models (i.e., CatBoost, GBM, and RF) are
obtained as shown in Table 4.

To choose regression models for predicting the
number of fatalities and injuries, five ML models (i.e.,
RR, MLP, RF, GBM, and CatBoost) with the suit-
able hyperparameter values obtained from grid search
were compared the average values of mean absolute

Classification Types
Mlt\)/IdL“als Fatal | Injury }323‘223
Attacks | Attacks Attacks
KNN | 0.791 (6) | 0.678 (5) | 0.771 (7)
LR 0.792 (5) | 0.653 (6) | 0.781 (5)
SVM | 0.791 (6) | 0.646 (7) | 0.782 (4)
MLP | 0.798 (4) | 0.692 (4) | 0.778 (6)
RF 0.808 (3) | 0.695 (3) | 0.802 (3)
GBM | 0.817 (2) | 0.703 (2) | 0.809 (2)
CatBoost | 0.821 (1) | 0.710 (1) | 0.813 (1)
Table 4: The hyperparameter settings of the base
classifiers.
Classifier | Model Hyperparameter Setting
Fatal CatBoost iterations = 2,000, learning_rate = 0.1
Attalcks GBM n_estimators = 700, learning_rate = 0.1
RF n_estimators = 500
Ini CatBoost iterations = 2,500, learning_rate = 0.1
Afz.ltl‘lri GBM n_estimators = 700, learning_rate = 0.1
acks RF n_estimators = 500
Property | CatBoost iterations = 2,000, learning_rate = 0.15
Damage GBM n_estimators = 1,000, learning_rate = 0.1
Attacks RF n_estimators = 500

errors (MAE) in predicting the number of fatalities
and injuries, as shown in Figure 5. The lower MAE is
better when comparing the performance of regression
models.

Prediction of
the Number of Injuries

Prediction of
the Number of Fatalities

MAE MAE
1.6 -+
-
1.4 35 I
1:2 3
1 2.5
0.8 2
0.6 1.5
04 1
0.2 0.5
0 0
§ AR S 3 &5 A RS B
2 B 2 94 & K 2
= g 8 = g 8
v“ F"
o @]
(a) (b)

Fig.5: MAFEs of regression models in predicting the
number of fatalities (a) and injuries (b).

According to Figure 5 (a), RF outperformed the
others in predicting the number of fatalities for fatal
terrorist attacks with the lowest average MAE of 1.28.
Thus, RF was used with a stacking ensemble classifier
for predicting the number of killed civilians resulting
from terrorist attacks. The suitable value of RF hy-
perparameter n_estimators gained from grid search
is 300. From Figure 5 (b), CatBoost showed the low-
est average MAE of 2.62 in predicting the number
of injured people from terrorist attacks. Therefore,
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CatBoost was applied with a stacking ensemble clas-
sifier for predicting the number of injuries from terror-
ist attacks. The appropriate values of CatBoost hy-
perparameters iterations and learning_rate obtained
from performing grid search are 2,000 and 0.15, re-
spectively. The experimental results of hyperparam-
eter tuning for the classification and regression mod-
els can be found in the supplementary information
downloadable at https://github.com/thitipongk/
stacking-terrodamage.

4.3 Performance of Stacking Ensemble Clas-
sifiers

In this section, the performance of the stacking
ensemble classifiers proposed in this paper was eval-
uated and compared with a recently existing method
(i.e., Hu’s model [14]) in the classification of terror-
ist attacks regarding their consequent damage. The
average values and SDs of performance measures of
the proposed classification models are shown in Ta-
ble 5. These stacking ensemble models were cre-
ated based on the top three best classifiers, includ-
ing CatBoost, GBM, and RF. The additional re-
sults of comparing different meta-models, or stack-
ing ensemble models generated from combining dif-
ferent base classifiers, can be found in the supple-
mentary information accessible at https://github.
com/thitipongk/stacking-terrodamage.

to 0.798 and 0.730, respectively, when compared to
the values in the classification of fatal and property
damage attacks. This may be because there is a
higher imbalance ratio of the data used in the classi-
fication of injury attacks than those in the other clas-
sification types. The ratio of the number of injury
attacks to the number of non-injury attacks is about
3:5 whereas the ratios of positives to negatives in the
classification of fatal attacks and property damage at-
tacks are about 4:5. With more imbalanced data sets,
the ability of a classifier to distinguish between sam-
ples of minority (positive) class and majority (nega-
tive) class is decreased [27].

Next, the classification performance of the stack-
ing ensemble classifiers was compared with that of
Hu’s model, an existing method recently introduced
in 2022 [14]. Hu’s model was created to classify ca-
sualty terrorist attacks, causing at least one death or
injury, and predicting the number of deaths and in-
juries. To compare with Hu’s model, the class labels
of fatal and injury attacks were changed into casu-
alty attacks if there was at least one death or injury
reported and non-casualty attacks if there was not a
death and an injury reported. The average and SD
values of performance measures of Hu’s model and
the stacking ensemble models are shown in Table 6.

Table 6: Comparison of classification performance
with the existing method.

Table 5: Avemge values and SD§ of performance Performance | Hu’s Model Stacking
measures of stacking ensemble classifiers. Ensemble
Measures (2022)
Classi . Models
assification Types
Performance Fatal It Property AUPR 0.937 £ 0.002 | 0.958 + 0.003
Measures | 2 At toivs Damage AUC 0.923 + 0.003 | 0.950 + 0.003
AUPR 0.904 4+ 0.003 | 0.808 £ 0.008 | 0.910 + 0.004 PRE 0.871 + 0.003 | 0.906 + 0.004
AUC 0.928 =+ 0.003 | 0.881 & 0.004 | 0.925 =+ 0.004 REC 0.892 &+ 0.006 | 0.918 & 0.007
PRE 0.813 £ 0.007 | 0.733 = 0.007 | 0.828 = 0.006 ACC 0.855 4+ 0.005 | 0.893 £ 0.003
REC 0.850 =+ 0.007 | 0.727 + 0.013 | 0.818 + 0.013 MCC 0.696 + 0.010 | 0.775 = 0.007
ACC 0.849 =+ 0.005 | 0.798 = 0.005 | 0.846 =+ 0.006
MCC 0.695 £ 0.009 | 0.568 & 0.010 | 0.686 + 0.012 Fl 0.881 £ 0.004 | 0.912 + 0.003
F1 0.831 4+ 0.005 | 0.730 £ 0.006 | 0.823 4+ 0.008

In the classification of fatal attacks, the stacking
ensemble classifier reached high values of comprehen-
sive performance measures, including a mean AUPR
and AUC value of 0.904 and 0.928, respectively. Ad-
ditionally, the proposed classifier could identify fa-
tal attacks precisely with a mean accuracy and F1
score of 0.849 and 0.831, respectively. Similarly, the
stacking ensemble models accurately classified terror-
ist attacks causing property damage with high aver-
age AUPR and AUC values of 0.910 and 0.925, re-
spectively. In the classification of property damage
attacks, the mean accuracy and F1 of the proposed
classifier were 0.846 and 0.823, respectively.

In the classification of injury attacks, an average
value of AUPR and AUC of the proposed model were
0.808 and 0.881, respectively. Moreover, the mean
value of accuracy and F1 score were slightly dropped

From the performance comparison in Table 6, it
is noticeable that the stacking ensemble models out-
performed Hu’s model in the classification of casualty
terrorist attacks with high average values of all eval-
uation metrics, particularly AUPR (0.958 4+ 0.003),
AUC (0.950 £+ 0.003), PRE (0.906 + 0.004), REC
(0.918 + 0.007), and F1 (0.912 £ 0.003). By per-
forming paired t¢-tests, it was found that the proposed
classifiers produced significantly higher average val-
ues of all performance measures at significance levels
of below 1% (p-values < 1 x 1077). According to
the experimental results, it can be concluded that
the stacking ensemble classification models can more
accurately classify terrorist attacks than Hu’s model.
Furthermore, an advantage of the proposed method
is that it can accurately predict property damage at-
tacks whereas other existing methods focused on only
casualty prediction.
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4.4 Prediction Errors

In this section, the mean absolute errors (MAEs)
of the proposed method in predicting the number of
deaths and injuries were compared with those of Hu's
model. The proposed method combines stacking en-
semble classifiers with regression models to improve
the accuracy of predictions of fatalities and injuries.
To demonstrate the superior performance of the pro-
posed method, ordinary regression models were used
to compare with the proposed method. For forecast-
ing the number of fatalities, RF was the best regres-
sion model with the lowest average MAE of 1.28. In
predicting the number of injuries, CatBoost reached
the lowest average MAE of 2.62. Then, CatBoost was
chosen to compare with the proposed method. The
average MAEs and SDs resulting from predicting the
number of fatalities and injuries using different meth-
ods, including the proposed method, are shown in
Table 7.

Table 7: Comparison of mean absolute errors in
predicting the number of fatalities and injuries.

Method
9
Prediction Hu’s Best. Proposed
Model Regression Method
(2022) Model
Number of 1y oo 07 | 1.98 + 007 | 1.22 + 0.07
Fatalities
Number of g 5/ 4 0 45 | 2.62 + 0.28 | 2.32 + 0.28
Injuries

From Table 7, it is noticeable that the proposed
method showed the lowest average MAEs in predict-
ing the number of fatalities (average MAE = 1.22)
and injuries (average MAE = 2.32). By conducting
paired t-tests, the proposed method significantly out-
performed Hu’s model in predicting the number of fa-
talities and injuries at significance levels below 1% (p-
values < 1 x 107%). Likewise, the proposed method
more accurately predicted the number of deaths and
injuries, resulting in significantly lower average MAEs
than using the original regression models at signifi-
cance levels of below 1% (p-values < 1 x 1077).

When compared to the ordinary regression mod-
els, the superior performance of the proposed method
could suggest that combining stacking ensemble clas-
sifiers with regression models can reduce the predic-
tion errors of regression models, particularly in cases
of non-fatal and non-injury attacks which typically
were predicted with existing fatalities and injuries by
the traditional regression models.

Although Hu’s model utilized both classification
and regression techniques resembling the proposed
method, there are some differences between both
methods possibly resulting in the superior perfor-
mance of the proposed method. Firstly, using the
stacking ensemble models to preliminarily separate
between casualty and non-casualty attacks in the

classification step could help reduce the prediction er-
rors in finally estimating the number of fatalities and
injuries. Secondly, using the data of multiple attack
types, target types, and weapon subtypes in the pro-
posed method could enhance prediction accuracy due
to more information about terrorist attacks being re-
tained and learned to predict the number of fatalities
and injuries.

5. CONCLUSION

This paper proposed a stacking ensemble learning
method with regression models for predicting damage
from terrorist attacks. For classifying fatal, injury,
and property damage terrorist attacks, RF, GBM,
and CatBoost were chosen to incorporate with MLP
to create the stacking ensemble models. In predict-
ing casualty terrorist attacks, the proposed classifiers
significantly outperformed Hu’s model, a recent ML
method, with an average AUPR and F1 of 0.958
and 0.912, respectively. An advantage of the pro-
posed method is that it can accurately predict ter-
rorist attacks causing property damage with an av-
erage AUPR and F1 of 0.910 and 0.823, respectively.
By combining the stacking classifiers with regression
models, the proposed method can substantially re-
duce the average MAEs to the lowest value of 1.22 in
forecasting the number of fatalities and 2.32 in esti-
mating the number of injuries. In conclusion, stack-
ing ensemble learning with regression models is an
efficient method for predicting damage from terror-
ist attacks, and it will be a promising tool to sup-
port decision-making in controlling and managing the
emergency consequences of future terrorist incidents.
Furthermore, the proposed models can be used to
study further the crucial factors of terrorist attacks
that influence consequential damage, which could be
valuable information for planning actions against ter-
rorism.

Despite the superior performance of the proposed
method, one of its limitations is time and resource
consumption in training three stacking ensemble clas-
sifiers to identify damage types of terrorist attacks in-
dependently. Additionally, the proposed models can
classify property damage attacks but cannot estimate
the levels of property damage. In the future, multi-
label classification techniques can be applied to iden-
tify damage types of terrorist attacks simultaneously.
Moreover, the prediction of property damage attacks
can be enhanced to enable forecasting the levels of
property damage by applying multiclass classification
techniques. Additionally, deep learning (DL) mod-
els, such as convolution neural networks (CNN) and
graph neural networks (GNN), can be used to de-
velop a DL-based method to improve the prediction
of damage from terrorist attacks.
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