
440 ECTI TRANSACTIONS ON COMPUTER AND INFORMATION TECHNOLOGY, VOL.17, NO.3, September 2023

ECTI Transactions on Computer and Information Technology
Journal homepage: https://ph01.tci-thaijo.org/index.php/ecticit/

Published by the ECTI Association, Thailand, ISSN: 2286-9131

Privacy-Enhancing Data Aggregation for Big Data Analytics

Surapon Riyana1, Kittikorn Sasujit2 and Nigran Homdoung3

ABSTRACT Article information:
Data utility and data privacy are serious issues that must be considered
when datasets are utilized in big data analytics such that they are traded
o�. That is, the datasets have high data utility and often have high risks in
terms of privacy violation issues. To balance the data utility and the data
privacy in datasets when they are provided to utilize in big data analytics,
several privacy preservation models have been proposed, e.g., k-Anonymity,
l-Diversity, t-Closeness, Anatomy, k-Likeness, and (lp1, . . . , lpn)-Privacy.
Unfortunately, these privacy preservation models are highly complex data
models and still have data utility issues that must be addressed. To rid
these vulnerabilities of these models, a new privacy preservation model is
proposed in this work. It is based on aggregate query answers that can
guarantee the con�dence of the range and the number of values that can
be re-identi�ed. Furthermore, we show that the proposed model is more
e�cient and e�ective in big data analytics by using extensive experiments.
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1. INTRODUCTION

Data is one of the key elements for developing and
improving the policy of organizations, e.g., organiza-
tion management, �nancial management, employee
management, customer service, and marketing strat-
egy. Thus, an organization has up-to-date, volume,
accurate, varied, and covered datasets. It can be
advantageous in terms of business competition. To
achieve these aims in datasets, one of the well-known
data de�nitions, big data [1] [2] [3] [4] [5] [6] [7] [8]
[9] [10] [11], is proposed such that they are based on
the data properties that are volume, velocity, vari-
ety, veracity, and value. Aside from big data, we can
see that data analysis tools are also proposed con-
stantly. They are tools for extracting data patterns
and unknown data correlations in datasets. A few
examples of the well-known data analysis tools are R-
Programming [12] [13], Apache Hadoop [14] [15] [16],
RapidMiner [17] [18] [19], and Microsoft Azure [20]
[21] [22] [23]. Aside from data utilization, data pri-
vacy [24] [25] [26] [27] [28] [29] [30] [31] [32] [33] must
also be considered when datasets are allowed to be
utilized in big data analytics. For this reason, balanc-
ing the data utility and the data privacy is a challenge
in datasets when datasets are released and provided
to the data analyst. To achieve data utility and data

privacy, there are several well-known privacy preser-
vation models to be proposed, i.e., data anonymiza-
tion models [34] [35] [36] [37] [38] [39] [40] [41] [42] [43]
[44], data anatomization models [45] [46] [47] [48],
and aggregate query frameworks [49]. In addition,
some privacy preservation models are based on data
anonymization in conjunction with aggregate query
frameworks such as k-Likeness [50] and (lp1, . . . , lpn)-
Privacy [51] [52]. Although these models can address
privacy violation issues in datasets, they still have
various serious vulnerabilities, e.g., data utility is-
sues and complexity. To rid these vulnerabilities, a
new privacy preservation model is based on aggre-
gate query answers and can guarantee the con�dence
of the range and the number of values that can be
re-identi�ed to be proposed in this work.

The organization of this work is as follows. The
�rst section, Section 2, is proposed to explain the
motivation of this work. Then, we present the pro-
posed model (Section 3). The experimental results for
describing the e�ciency and e�ectiveness of the pro-
posed model will be discussed in Section 4. Finally,
the conclusion and the future work are discussed in
Sections 5 and 6, respectively.

1,2,3 The authors are with Maejo university, Sansai, Chiangmai, Thailand, 50290, E-mail: surapon_r@mju.ac.th, kit-
tikorn@mju.ac.th and nigran@mju.ac.th
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2. MOTIVATION

2.1 Data anonymization

2.1.1 k-Anonymity [34]

In 2002, L.Sweeney proposed a well-known privacy
preservation model, i.e., k-Anonymity. For privacy
preservation, given the parameter k is privacy preser-
vation constraints, where k ∈ I+ and k ≥ 2. That is,
before datasets are released for public use, all explicit
identifier values of users are removed. Moreover, the
unique quasi-identifier values of users are suppressed
or generalized by their less specific values to be at
least k indistinguishable tuples.

For example, let Table 1 be the raw dataset and
the value of k set to be 2. For privacy preserva-
tion, all explicit identifier values of users are removed,
i.e., SSN. Moreover, the unique quasi-identifier val-
ues, i.e., Gender, Age, and Position, of users are gen-
eralized by their less specific values to be at least two
indistinguishable tuples. Thus, Table 2 is a released
data version of Table 1. We can see that Table 2
can guarantee that all possible query conditions al-
ways have at least two satisfied tuples. Thus, Table
2 is more secure than its original data version (Table
1). However, we can further see that Table 2 loses
some data meaning in terms of data utilization, and
it is highly complex in terms of data transformation
processes [39] [50] [53]. Furthermore, k-Anonymity
still has serious privacy violation issues that must be
addressed, e.g., the privacy violation issues from us-
ing the adversary background knowledge about the
target user and the privacy violation issues when the
sensitive values in the sensitive attribute are homo-
geneity.

Table 1: An example of raw datasets.

Table 2: A released data version of Table 1 is sat-
isfied by 2-Anonymity constraints.

An example of privacy violation issues in datasets
that are satisfied by k-Anonymity constraints. We
suppose that the adversary receives Table 2. Let Bob
be the target user of the adversary. The adversary

needs to reveal Bob’s salary collected in Table 2. We
assume that the adversary highly believes a user pro-
file tuple that is available in Table 2 to be Bob’s pro-
file tuple. The adversary further knows that Bob is a
male person who is 37 years old. In this situation, the
adversary can infer that Bob’s salary is $50,000 be-
cause only $50,000 relates to a male person who is 37
years old. Therefore, we can conclude that although
datasets satisfy k-Anonymity constraints, they still
have privacy violation issues that must be addressed.
To rid this vulnerability of k-Anonymity, l-Diversity
was proposed. It will be explained in Section 2.1.2.

2.1.2 l-Diversity [35]

An extendedly well-known privacy preservation
model of k-Anonymity is l-Diversity [35]. It was pro-
posed by Machanavajjhala et al in 2006. With this
privacy preservation model, a positive integer l is pri-
vacy preservation constraints, where l ∈ I+ and l ≥ 2.
That is before datasets are released for public use. All
explicit identifier values of users are first removed.
Finally, the unique quasi-identifier values of users are
suppressed or generalized such that they are related
to at least l distinct sensitive values.

For example, let Table 1 be the raw dataset and
the value of l set to be 2. For privacy preservation, all
explicit identifier values of users are removed in the
first step. Finally, the unique quasi-identifier values
of users are suppressed or generalized by their less
specific values to be indistinguishable such that ev-
ery group of indistinguishable quasi-identifier values
must relate to at least two distinct sensitive values.
Therefore, a released data version of Table 1 is shown
in Table 3. With this released dataset, we can see
that it can guarantee that all possible conditions al-
ways have at least two distinct sensitive values that
are satisfied. Thus, Table 3 is more secure than Ta-
ble 2. Therefore, we can conclude that the datasets
of l-Diversity constraints are more secure than the
datasets of k-Anonymity. However, the datasets of
l-Diversity often lose the data utility more than the
datasets of k-Anonymity. Moreover, we can see that
the datasets of l-Diversity constraints still have pri-
vacy violation issues that must be addressed when the
adversary has enough background knowledge about
the target user and the sensitive values related to
the indistinguishable quasi-identifier values to be the
close values.

Table 3: A released data version of Table 1 is sat-
isfied by 2-Diversity constraints.
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An example of privacy violation issues is when the
sensitive values in datasets are close. We suppose that
the adversary received Table 3, and we assume that
Bob is the target user of the adversary such that the
adversary needs to reveal Bob’s salary. Moreover, the
adversary highly believes that a user profile tuple of
Table 3 is Bob’s profile tuple. The adversary further
knows that Bob is a male person who is 37 years old.
Therefore, the adversary can infer that Bob’s salary
is in the narrow range between $49,000 and $50,000.
To rid this vulnerability of l-Diversity, t-Closeness is
proposed.

2.1.3 t-Closeness [36]

To address privacy violation issues by consider-
ing the close sensitive values. In [36], the authors
propose a well-known privacy preservation model, t-
Closeness. With this privacy preservation model, the
parameter t is privacy preservation constraints. It is
the minimum distance of sensitive values that have
the concern of privacy violation issues. More value of
t is higher security in terms of privacy preservation.
It enables one to trade-off between data utility and
data privacy in datasets. We limit the gain from v1 to
v2 by limiting the distance between both values as s1
and s2. Intuitively, if s1 = s2, v1 and v2 are same. If
s1 and s2 are close, v1 and v2 are close. Also, if s1 and
s2 are more different, v1 and v2 are more distant. For
privacy preservation, before datasets are released for
public use. All explicit identifier values of users are
removed. The unique quasi-identifier values of users
are suppressed or generalized to be indistinguishable.
The sensitive values of each indistinguishable quasi-
identifier group must have the distance to be at least
t.

Table 4: A released data version of Table 1 is sat-
isfied by 2,000-Closeness constraints.

For example, let Table 1 be the raw dataset. Let
the value of t be 2,000. To achieve 2,000-closeness
constraints in Table 1, all explicit identifier values of
users are removed in the first step. The unique quasi-
identifier values of users are generalized to be indistin-
guishable. Moreover, the sensitive values of every in-
distinguishable quasi-identifier value group must have
at least 2,000 distances. Therefore, a released data
version of Table 1 is shown in Table 4. This table can
guarantee that the query result of all possible query
conditions always obtains the sensitive values that
have at least 2,000 distances. In this situation, we

can conclude that Table 4 is more secure than Tables
2 and 3.

In addition, aside from k-Anonymity, l-Diversity,
and t-Closeness, other well-known data anonymiza-
tion models have been proposed, e.g., (α, k)-
Anonymous [54], km-Anonymity [55], and LKC-
Privacy [56].

2.2 Data anatomization [45]

Data anatomization constraints are also based on
data distortions. That is, datasets are not concerned
about privacy violation issues when all explicit identi-
fiers of users are removed. At least l distinct sensitive
values partition the tuples of datasets. Moreover, the
partitions anatomize to be both tables, i.e., the quasi-
identifier table and the sensitive table. In addition,
the relationship of tuple partition in anatomized ta-
bles is defined by a partition identifier.

Table 5: A partitioned data version of Table 1 is
satisfied by l=2.

An example of privacy preservation is based on
data anatomization constraints [45]. Let Table 1 be
the raw dataset, and the value of l is set to be 2.
At first, all explicit identifiers of users are removed.
Then, the tuples are partitioned such that every par-
tition must include at least l distinct sensitive val-
ues. Moreover, the identifier of tuple partitions is
also defined by this step. Therefore, a partitioned
data version of Table 1 is shown in Table 5. Finally,
the tuples of every tuple partition are anatomized to
be the quasi-identifier table and the sensitive table. A
version of the quasi-identifier and the sensitive tables
of Table 1 are shown in Tables 6 and 7, respectively.

Table 6: The quasi-identifier table of Table 1 is
satisfied by l=2.

Tables 2, 6, and 7 are clear that data anato-
mization constraints can maintain the data utility of
datasets to be better than data anonymization. For
example, suppose the data analyst needs to know how
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Table 7: The sensitive table of Table 1 is satisfied
by l=2.

many programmers who are 37 years old in Tables 2,
6, and 7. With this query condition, the data ana-
lyst can see that the query result of Table 2 has two
satisfied tuples. The query result of Table 1 (the raw
dataset) and the result of joining between Tables 6
and 7 do not have any satisfied tuples. However, data
anatomization constraints have vulnerabilities that
are the same as the datasets that satisfy l-Diversity
constraints. They still have privacy violation issues
from considering the adversary’s background knowl-
edge about the target user when the sensitive values
in the specified tuple partition are the close values.

2.3 Aggregate query frameworks [49] [50] [51]

Aside from data anonymization and data anato-
mization, aggregate query frameworks can also ad-
dress privacy violation issues in datasets. That is,
datasets are not concerned about privacy violation
issues when they accord to the data limitation as fol-
lows.

� Every query result must be queried from a par-
ticular sensitive attribute by using an appropri-
ate aggregate function.

� (Optional) the query condition can only deter-
mine through the specified quasi-identifier at-
tribute(s).

An example of data utilization is satisfied by the
given data limitations of aggregate query frameworks.
It is shown in Query 1.

� Query 1: SELECT AVERAGE(Salary)
FROM Table 1 WHERE Gender = ‘Male’

With Query 1, the query result is $57,666.67 as
the average salary. This query is an aggregate query
answer, i.e., ($50000 + $55000 + $68000) / 3 = $57,
666.67. In this situation, the privacy violation issues
in Table 1 seem impossible. Unfortunately, in [50]
and [51], the authors illustrate that Table 1 still has
privacy violation issues that must be addressed.

For example, suppose that Bob is the target user
of the adversary. The adversary needs to reveal Bob’s
salary from Table 1. We assume that the adversary
strongly believes that a tuple of Table 1 is Bob’s pro-
file tuple, and the adversary knows that Bob is a male
person who is 37 years old. To reveal Bob’s salary,
the adversary first uses the COUNT function to ver-
ify and identify the desired risk query condition. An

example of verifying and identifying the risk query
condition is shown in Query 2.

� Query 2: SELECT COUNT(*) AS Num-
berOfRows FROM Table 1 WHERE Gender =
‘Male’ AND Age = 37

With Query 2, only a tuple in Table 1 can be sat-
isfied. Thus, the adversary can be confident that the
satisfied tuple must be Bob’s profile tuple. Finally,
the adversary uses an appropriate aggregate query
function, e.g., MAX, MIN, AVERAGE, and SUM, to
reveal Bob’s salary. In addition, only the AVERAGE
function is used in this example. It is shown in Query
3.

� Query 3: SELECT AVERAGE(Salary)
FROM Table 1 WHERE Gender = ‘Male’ AND
Age = 37

The query result of Query 3 is $50,000 as the av-
erage salary. Therefore, the adversary can infer that
Bob’s salary is $50,000 because this query result is not
aggregate query answers, i.e., $50,000 / 1 = $50,000.
From this example, it is clear that aggregate query
frameworks still have privacy violation issues that
must be addressed. For this reason, both enhanced
aggregate query framework version is based on data
suppression and data generalization to be proposed.
They will be presented in Sections 2.3.1 and 2.3.2,
respectively.

2.3.1 Aggregate query frameworks based on data
suppression

To address the vulnerabilities of aggregate query
frameworks, in [49], the authors suggest that before
datasets are provided through aggregate query frame-
works, all explicit identifier values of users are re-
moved.

An example of aggregate query frameworks is
based on data suppression. Let Table 1 be the raw
dataset. For privacy preservation, the SSN of users is
removed. The output of this step is shown in Table
8. Then, the unique quasi-identifier values are sup-
pressed. The output of this step is shown in Tables
9, 10, and 11. Table 9 is focused on data utiliza-
tion via Gender, but Tables 10 and 11 are focused on
data utilization via Age and Position, respectively.
With these tables, they can guarantee that all pos-
sible query always have at least two satisfied tuples.
But we can see that they are different. Thus, they
can be different in terms of data utilization. The
data holder must choose an appropriate data version
to provide in aggregate query frameworks. Finally,
the suppressed data version provides aggregate query
frameworks.

2.3...2 Aggregate query frameworks based on data
generalization

A well-known privacy preservation model, k-
Likeness, is enhanced from aggregate query frame-
works. It is proposed in [50]. With this model,
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Table 8: The data version of Table 1 without SSN.

Table 9: A data version of Table 8 suppresses the
unique quasi-identifier values of users such that it is
focused on utilizing data via Gender.

datasets are not concerned about privacy violation
issues when the unique query conditions are general-
ized to be at least k indistinguishable tuples.

For example, let Table 8 be the raw dataset. Let
k set to be 2. To achieve 2-Likeness constraints, the
unique quasi-identifier values of users are generalized
to be at least two indistinguishable tuples. Therefore,
Table 2 is a released data version of Table 8. We can
see that Table 2 can guarantee that all possible query
conditions always have at least two satisfied tuples,
and Table 2 has more data utility than Tables 9, 10,
and 11. Therefore, we can conclude that the aggre-
gate query framework based on data generalization

Table 10: A data version of Table 8 suppresses the
unique quasi-identifier values of users such that it is
focused on utilizing data Age.

Table 11: A data version of Table 8 suppresses the
unique quasi-identifier values of users such that it is
focused on utilizing data utilizing data via Position.

is more effective than the aggregate query framework
based on data suppression. Moreover, the proposed
aggregate query framework of [50] can be more secure
than the aggregate query framework of [49] because
it can guarantee that all possible query conditions to
datasets always have at least k satisfied tuples.

From the examples illustrated in Sections 2.3.1
and 2.3.2, the privacy violation issues in aggregate
query frameworks seem impossible because provided
datasets can guarantee that all possible query condi-
tions always have at least two and k satisfied tuples,
respectively. Unfortunately, these aggregate query
frameworks still have privacy violation issues from us-
ing identical attacks. It will be presented in Section
2.3.3.

2.3.3 (lp1, . . . , lpn)-Privacy [51]

In [51], the author demonstrates that although
datasets can guarantee that all possible query con-
ditions always have at least two or k satisfied tu-
ples, they still have privacy violation issues from us-
ing the MAX and MIN functions in conjunction with
the adversary’s background knowledge about the tar-
get user. To rid this vulnerability of aggregate query
frameworks, (lp1, . . . , lpn)-Privacy [51] is proposed.
That is, before datasets will be provided through ag-
gregate query frameworks, all query conditions have
the number of distinctly satisfied sensitive values in
every sensitive attribute px to be at least lpx values,
they are removed. Therefore, after datasets are sat-
isfied by (lp1, . . . , lpn)-Privacy constraints, they can
guarantee that all possible query results always have
at least lpx distinctly satisfied sensitive values. There-
fore, we can conclude that the aggregate query frame-
work based on (lp1, . . . , lpn)-Privacy constraints are
more secure than the aggregate query frameworks
that are proposed in [50]. However, in [57], the au-
thor illustrates that (lp1, . . . , lpn)-Privacy is a privacy
preservation model that is highly complexity. It fur-
ther has data utility issues that must be addressed.

In addition, to the best of our knowledge about pri-
vacy preservation models based on equivalent classes
(or data partitions), we observe that they are highly
complex when the data holder needs to form the opti-
mized equivalence classes of datasets. The complexity
of transforming datasets to satisfy privacy preserva-
tion constraints can be separated as follows.

At first, the complexity of constructing all equiva-
lent classes, EC, is presented by Equation 1

O(EC) = 2|T | (1)

Where,

� |T | is the size of the provided datasets.

The complexity of generating all data versions is
presented in Equation 2.

O(T ′ALL) = 2|EC| (2)
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Fig.1: The workflow of the proposed aggregate query framework.

Another complexity of finding the desired data ver-
sion, T ′DES , is presented by Equation 3.

O(find(T/DES)) = |T ′ALL| (3)

Therefore, the complexity of transforming datasets
to satisfy privacy preservation constraints can be pre-
sented by Equations 4 and 5.

O(T ′DES) = O(EC) +O(T ′ALL) +O(find(T ′DES))
(4)

Or

O(T ′DES) = 2|T | + 2|EC| + |T ′ALL| (5)

With the examples that are illustrated in this
section, we can conclude that the existing data
anonymization, data anatomization, and aggregate
query frameworks could be insufficient to address pri-
vacy violation issues in big data analytics because
they have various data utility issues that must be ad-
dressed, and they are further high complexity. More-
over, they are the static privacy preservation model.
That is, before datasets are released or provided to
the data analyst, they must be transformed by the
data holder to satisfy the given privacy preservation
constraint. To rid these vulnerabilities of these mod-
els, a dynamic privacy preservation model based on
aggregate query frameworks is proposed in this work.
With the proposed model, aside from privacy preser-
vation constraints, the complexity of data transfor-
mation processes and the data utility are also consid-
ered. It will be presented in Section 3.

3. THE PROPOSED MODEL

In this section, a privacy preservation model,
CRa1,...,Ran -Privacy, for addressing privacy violation
issues in dynamic datasets and big data analytics is
proposed. It is based on aggregate query frameworks
that can guarantee the confidence of the range and
the number of values that can be re-identified by the
adversary. Moreover, the proposed model allows the
data analyst to query and define the query condition
through all attributes of datasets. Aside from pri-
vacy preservation constraints, the complexity of data
transformation processes and the data utility are also
considered.

3.1 Problem definitions

Definition 1 (Dataset): Let A={a1, a2, . . . , an} be
the set of data attributes such that every ax, where
1 ≤ x ≤ n, of A must not be the explicit identifier
of users. Let Doax = {doax

1 , doax
2 , . . . , doax

m } be the
data domain of ax. Let U = {u1, u2, . . . , uj} be the
set of users. Let T = {t1, t2, . . . , tj} be the dataset
that allows to change the data when the new data
become available. Each ti ∈ T , where 1 ≤ i ≤ j, is
represented by the profile tuple of ui ∈ U such that it
is in the form of ti = {doax1

1 , doax2
2 , . . . , doaxn

m }, where
ax1

, ax2
, . . . , axn

∈ A.
Definition 2 (Data query): Every query result
must be queried from an attribute ax by an appropri-
ate aggregate query function such as COUNT, MAX,
MIN, SUM, and AVERAGE. While the query condi-
tion(s) can be defined to all attributes.

For example, let Table 1 without SSN be the pro-
vided dataset in aggregate query frameworks. Both
data queries satisfy Definition 2. They are shown in
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Queries 4 and 5.

� Query 4: SELECT SUM(Salary) FROM Table
1 without SSN WHERE Age > 37

� Query 5: SELECT MIN(Salary) FROM Table
1 without SSN

Definition 3 (Privacy violation issues with non-
diverse values): Let C be a positive integer. It is
the maximum number of the adversary’s knowledge
about the target user in ax. The scenario of privacy
violation issues with non-diverse values is that the
query result of ax is constructed from at most C dis-
tinct values of ax.

For example, let Table 1 without SSN be the pro-
vided dataset. Let the value of C be 5. An example of
query results does not have any concern of privacy vi-
olation issues with non-diverse values. It is shown in
Query 6. With Query 6, its query result is $54,000 as
the average salary, i.e., ($50,000 + $55,000 + $68,000
+ $48,000 + $49,000) / 5 = $54,000.

� Query 6: SELECT AVERAGE(Salary)
FROM Table 1 without SSN WHERE Age >
37

An example of query results about the concern
of privacy violation issues with non-diverse values
is shown in Query 7. With this query, the result
is $52,500 as the average salary, i.e., ($50,000 +
$55,000) / 2 = $52,500.

� Query 7: SELECT AVERAGE(Salary)
FROM Table 1 without SSN WHERE Age =
40

In addition, although the adversary cannot be di-
rectly allowed to access the data that is available in
provided datasets, the adversary can still use the DIS-
TINCT COUNT function to verify and identify a risk
query condition and further use the identified risk
query condition in conjunction with an appropriate
aggregate query function, i.e., COUNT, MAX, MIN,
SUM, and AVERAGE, to violate the sensitive data
of the target user. For this reason, we recommend
that a suitable value of C is equal to or greater than
2.

Definition 4 (Privacy violation issues with the
narrow range of query results): Let ax ∈ A be
the specified attribute such that D0ax is numerical.
Let Ra

x be the maximum confidence range of data
re-identification for ax. The meaning of privacy vio-
lation issues with the narrow range of query results is
that the difference between the maximum value and
the minimum value of the query result to be at most
Rax − βax , where βax is the closest value of Rax .

For example, let Table 1 without SSN be the pro-
vided dataset. Let the value of RSalary be $15,000,
i.e., RSalary=15,000. An example of query results
that do not have any privacy violation issues with the
narrow range of query results, it is shown in Query
8. With Query 8, its query result is $68,000 as the
maximum salary such that it is constructed from five
satisfied query values that are $50,000, $55,000, and

$68,000, so, the range of the satisfied query values is
$50,000 - $68,000 = $18,000.

� Query 8: SELECT MAX(Salary) FROM Ta-
ble 1 without SSN WHERE Gender = ‘Male’

An example of query results that have privacy vi-
olation issues with the narrow range, it is shown in
Query 9. With this query, its query result is $55,000
as the average salaries such that it is constructed from
three satisfied query values that are $50,000, $50,000,
and $55,000, so, the range of the satisfied query val-
ues is $55,000 - $50,000 = $5,000.

� Query 9: SELECT MAX(Salary) FROM Ta-
ble 1 without SSN WHERE Age >= 37 AND
Age <= 40

3.2 CRa1 ,...,Ran
-Privacy principle

Let T be the specified dataset to be provided in ag-
gregate query frameworks. T does not include any ex-
plicit identifier value of users, and it allows to change
the data when new data becomes available. More-
over, the data analyst can only utilize the data of
T in the form of aggregate query answers that are
described in Definition 2. Moreover, every possible
query result must be constructed from at least C dis-
tinct query values. In addition, an arbitrary attribute
ax ∈ A has the data domain, D0ax , to be numeric.
It further considers the range between the lower and
upper bounds of the satisfied query values to be at
least Rax . If the query values do not accord to C and
Rax , they do not return from aggregate query frame-
works. The characteristic of the proposed aggregate
query framework is shown in Figure 1.

Theorem 1: If every result is querying from ax ∈ A
of T through aggregate query frameworks such that
it is constructed from at least C distinct values, it has
the re-identifiable confidence to be at most 1

C .

Proof: Suppose that DF (vax
1 , . . . , vax

s ) be the func-
tion for getting the number of distinct values from
the set of vax

1 , . . . , vax
s ⊆ D0ax . We know that the

result is querying from every ax ∈ A of T such
that it does not have any concern of privacy viola-
tion issues, it must make from vax

1 , . . . , vax
s such that

vax
1 , . . . , vax

s have DF (vax
1 , . . . , vax

s ) to be at least C.
In this situation, we can say that the re-identifiable
confidence for vax

1 , . . . , vax
s is at most 1

C . Suppose
not. When we can say that the solution of privacy
preservation to the whole problem with δax

1 , . . . , δax
s

such that δax
1 , . . . , δax

s have DF (δax
1 , . . . , δax

s ) at most
C − 1. Let the solution of privacy preservation
can define from DF (vax

1 , . . . , vax
s ) − C ≥ 0 for the

desired solution to the whole problem associated
with ax. Since we can construct the query re-
sult of ax from δax

1 , . . . , δax
s , then we can determine

DF (δax
1 , . . . , δax

s ) < DF (vax
1 , . . . , vax

s ). But then we
can use this scheme to get a solution for the whole
problem of values, as shown in Equation 6, which
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contradicts the desirability of our original solution.

DF (δax
1 , . . . , δax

s ) < DF (vax
1 , . . . , vax

s )− C ≥ 0 (6)

Theorem 2: If every result is querying from ax ∈ A
of T through aggregate query frameworks such that it
is constructed from the set of values that have the dis-
tance between the lower bound and the upper bound
to be at least Rax , it has the re-identifiable confidence
to be at most Rax .

Proof: Suppose that vax
1 , . . . , vax

s ⊆ D0ax is the set
of values that satisfy the specified query condition
such that D0ax is numerical. Let UB(vax

1 , . . . , vax
s )

be the function for getting the upper bound of
vax
1 , . . . , vax

s . Let LB(vax
1 , . . . , vax

s ) be the function
for getting the lower bound of vax

1 , . . . , vax
s . We

know that the query result does not have any con-
cern of privacy violation issues to be constructed
from vax

1 , . . . , vax
s such that the distance between

LB(vax
1 , . . . , vax

s ) and UB(vax
1 , . . . , vax

s ) is equal to
and greater than Rax . Suppose not. When we can say
that the solution of privacy preservation to the whole
problem with δax

1 , . . . , δax
s such that δax

1 , . . . , δax
s

have UB(vax
1 , . . . , vax

s ) − LB(vax
1 , . . . , vax

s ) to be at
most Rax − βax , where βax is the closest value of
Rax . Let the solution of privacy preservation can
define from UB(vax

1 , . . . , vax
s ) − LB(vax

1 , . . . , vax
s ) −

Rax ≥ 0 for the desired solution to the whole prob-
lem associated with ax. Since we can construct
the query result of ax from δax

1 , . . . , δax
s , then we

can determine UB(δax
1 , . . . , δax

s )-LB(δax
1 , . . . , δax

s ) <
UB(vax

1 , . . . , vax
s )−LB(vax

1 , . . . , vax
s ). But then we

can use this scheme to get a solution for the whole
problem of values, as shown in Equation 7, which
contradicts the desirability of our original solution.

UB(δax
1 , . . . , δax

s )− LB(δax
1 , . . . , δax

s ) <

UB(vax
1 , . . . , vax

s )−LB(vax
1 , . . . , vax

s )−Rax ≥ 0
(7)

For example, let Table 1 without SSN be the
dataset that is provided through proposed aggregate
query frameworks. Let C and RSalary set to be 2 and
10000, respectively. Suppose that Queries 10, 11, and
12 are the particular data queries.

� Query 10: SELECT MAX(Salary) FROM Ta-
ble 1 without SSN WHERE Age >= 50

� Query 11: SELECT MAX(Salary) FROM Ta-
ble 1 without SSN WHERE Age = 40

� Query 12: SELECT MAX(Age) FROM Table
1 with- out SSN WHERE Position 6= ‘Program-
mer’

Query 10 has the users’ three salaries, i.e., $68,000,
$48,000, and $49,000. Thus, the different range of the
satisfied values of Query 10 is $20,000, i.e., $68,000
- $48,000 = $20,000. In this situation, the aggre-
gate query framework returns $68,000 as the query

result to the data analyst because it accords to C
and RSalary, respectively.

As Query 11, the aggregate query framework does
not return any query result because the different
range between the lower and upper bounds of the
satisfied values does not accord to RSalary.

Another query, Query 12, obtains 55 as the query
result because the number of distinctly satisfied query
values accords the given value of C, and the different
range between the lower and upper bounds of the
satisfied values does not require in Age.

Although datasets are provided through the pro-
posed aggregate query framework, they can be higher
secure than their original. However, we can see that
they lose some data utility. For this reason, the data
utility metric is necessary for the proposed model.

3.3 Relative error [38] [58]

The relative error is a data utility metric that can
be used to define the penalty cost of provided datasets
of aggregate query frameworks. The penalty cost of
each query result is based on the difference between
the original query result and its related experiment
query result. The more relative error means that the
query result has less data utility. For query results
that are numerical data, their relative errors can be
defined by Equation 8.

fREI(v, v0) =
|v − v0|

v
(8)

Where,
� v is the query result from the raw dataset.
� v0 is the related query result of v such that it is

queried from the aggregate query framework.
With query results that are not numerical data,

their relative errors can be defined by Equation 9.

fREC(n(v), n(v0)) =
|n(v)− n(v0|

n(v)
(9)

Where,
� n(v) is the query result from the raw dataset.
� n(v0) is the related query result of n(v) such

that it is queried from the aggregate query
framework.

4. EXPERIMENTS

In this section, the effectiveness and efficiency of
the proposed model, CRa1,...,Ran -Privacy, are dis-
cussed by comparing with the comparable privacy
preservation models as k-Anonymity [34], l-Diversity
[35], t-Closeness [36], Anatomy [45], Anatomy for
multiple sensitive attributes (MSA-Anatomy) [46], k-
Likeness [50], and (lp1, . . . , lpn)-Privacy [51].

4.1 Experimental setup

All experiments are proposed to evaluate the effec-
tiveness and efficiency of the proposed model They
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Fig.2: The data utility based on the size of datasets.

are conducted on both Intel(R) Xeon(R) Gold 5218
@2.30 GHz CPUs with 64 GB memory and six
900 GB HDDs with RAID-5. Furthermore, all im-
plementations are built and executed on Microsoft
Windows Server 2019 in conjunction with Microsoft
Visual Studio 2019 Community Edition and Mi-
crosoft SQL Server 2019. Moreover, they are dis-
cussed and conducted on the Adult dataset which
is available at the UCI Machine Learning Reposi-
tory [59]. This dataset is constructed from 32561
user profile tuples. Each user profile tuple consists
of 14 attributes, i.e., Age, Workclass, Fnlwgt, Edu-
cation, Education-num, Marital-status, Occupation,
Relationship, Race, Sex, Capital-gain, Capital-loss,
Hours-per-week, and Native-country. To conduct ef-
fective experiments, only the tributes Age, Workclass,
Education, Marital-status, Occupation, Relationship,
Sex, Capital-loss, Hours- per-week, and Native-
country are available in the experimental dataset. For
k-Anonymity, l-Diversity, Anatomy, MSA-Anatomy,
t-Closeness, k-Likeness, and (lp1, . . . , lpn)-Privacy,
the attributes Age, Education, Marital-status, Oc-
cupation, Sex, and Native-country are set to be the
quasi-identifier attributes, and the other attributes
(i.e., Workclass, Capital-loss, Hours-per-week, and
Relationship) are set to be the sensitive attributes.

4.2 Effectiveness

This section is proposed to discuss the effectiveness
of the proposed model.

4.2.1 The data utility based on the size of datasets

The first experiment is proposed to evaluate the
effect of dataset sizes that influence the data util-
ity of datasets that are satisfied by k-Anonymity,
k-Likeness, l-Diversity, Anatomy, MSA-Anatomy,
(lp1, . . . , lpn)-Privacy, and the proposed model. For
experiments, all quasi-identifier attributes are avail-
able in the experimental datasets. However, only
Capital-loss is the sensitive attribute of the exper-

imental datasets. Moreover, 100 tuples of the ex-
perimental datasets are randomly selected to be the
initial tuples, thereafter, 200 tuples are randomly in-
creased for each experiment until the experimental
dataset collects 1700 tuples. The parameter k of
k-Anonymity and k-Likeness, the parameter l of l-
Diversity, Anatomy, and MSA-Anatomy, the param-
eter lpx, where 1 ≤ x ≤ n, for (lp1, . . . , lpn)-Privacy,
and the parameter C of the proposed model is set to
be 4. In addition, the parameter Rax of the proposed
model is not defined.

From the experimental results shown in Figure 2,
we observe when the size of the experimental datasets
increases, the data utility of datasets increases. More-
over, the experimental results indicate that the pro-
posed model is more effective than the compared
models. The cause of increasing the data utility is
the variety of values in datasets.

4.2.2 The data utility based on the number of quasi-
identifier attributes

The second experiment is proposed to evaluate the
effect of the number of quasi-identifier attributes that
influence the data utility of datasets that are satisfied
by k-Anonymity, k-Likeness, l-Diversity, Anatomy,
MSA-Anatomy, (lp1, . . . , lpn)-Privacy, and the pro-
posed model. For experiments, all tuples are available
in the experimental datasets, and only Capital-loss is
the sensitive attribute of the experimental datasets.
The parameter k of k-Anonymity and k-Likeness,
the parameter l of l-Diversity, Anatomy, and MSA-
Anatomy, the parameter lpx, where 1 ≤ x ≤ n,
for (lp1, . . . , lpn)-Privacy, and the parameter C of the
proposed model is set to be 4. In addition, the pa-
rameter Rax of the proposed model is not defined.
Moreover, the number of quasi-identifier attributes

varies from 1 to 6.

From the experimental results shown in Figure 3,
we observe when the number of quasi-identifier at-
tributes of the datasets increases, the data utility
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Fig.3: The data utility based on the number of quasi-identifier attributes.

of datasets decreases. The cause of decreasing the
data utility is the larger size of the indistinguish-
able quasi-identifier groups, i.e., when the number
of quasi-identifier attributes is increased, the size of
the indistinguishable quasi-identifier groups is also in-
creased. However, the number of quasi-identifier at-
tributes has less effect on the proposed models be-
cause the proposed model is not based on the group
of indistinguishable quasi-identifier values.

4.2.3 The data utility based on the number of sen-
sitive attributes

The third experiment is proposed to evaluate the
effect of the number of sensitive attributes that in-
fluence the data utility of datasets that are con-
structed by k-Likeness, l-Diversity, MSA-Anatomy,
(lp1, . . . , lpn)-Privacy, the proposed model. For ex-
periments, the parameter k of k-Anonymity and k-
Likeness, the parameter l of l-Diversity, Anatomy,
and MSA-Anatomy, the parameter lpx, where 1 ≤
x ≤ n, for (lp1, . . . , lpn)-Privacy, the parameter C of
the proposed model is set to be 4. In addition, the
parameter Rax of the proposed model is not defined.
Moreover, the number of sensitive attributes is varied
from 1 to 4.

From the experimental results shown in Figure 4,
we observe that the number of sensitive attributes
also has an effect on the data utility of datasets
that are satisfied by k-Likeness, l-Diversity, MSA-
Anatomy, (lp1, . . . , lpn)-Privacy, and the proposed
model. When the number of sensitive attributes in-
creases, the data utility of datasets decreases. How-
ever, the number of sensitive attributes has less effect
on the proposed models because it is not based on
data partitions and data distortions.

4.2.4 The data utility based on privacy preservation
constraints

The fourth experiment is proposed to evaluate the
effect of the privacy preservation constraints of k-

Fig.4: The data utility based on the number of sen-
sitive attributes.

Fig.5: The data utility based on privacy preservation
constraints.

Likeness, l-Diversity, MSA-Anatomy, (lp1, . . . , lpn)-
Privacy, and the proposed model that influence the
data utility of datasets. For experiments, the param-
eter k of k-Anonymity and k-Likeness, the parameter
l of l-Diversity, Anatomy, and MSA-Anatomy, the
parameter lpx, where 1 ≤ x ≤ n, for (lp1, . . . , lpn)-
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Privacy, the parameter C of the proposed model is
varied from 2 to 5. In addition, the parameter Rax of
the proposed model is not defined.

Fig.6: The query results based on quasi-identifier
attributes.

Fig.7: The data utility based on the distance of val-
ues.

From the experimental results shown in Figure 5,
we observe that when the level of privacy preserva-
tion is increased, the data utility of datasets is de-
creased. Straightforwardly, the data utility and pri-
vacy are traded off. Moreover, the proposed model is
more effective than the compared models. A cause of
the effectiveness of the proposed model is that each
query result of data queries is independently consid-
ered. Contrastively, every group of indistinguishable
values is available in the datasets of the compared
models, it must be constructed before it will be re-
leased and provided for public use.

4.2.5    The query results based on quasi-identifier at-
tributes

The fifth experiment is proposed to evaluate the
data utility in the part of the quasi-identifier at-
tributes of datasets that are satisfied by k-Anonymity,
k-Likeness, l-Diversity, Anatomy, MSA-Anatomy,
(lp1, . . . , lpn)-Privacy, and the proposed model. For

experiments, only Capital-loss is the sensitive at-
tribute of the experimental datasets. The parame-
ter k of k-Anonymity and k-Likeness, the parameter
l of l-Diversity, Anatomy, and MSA-Anatomy, the
parameter lpx, where 1 ≤ x ≤ n, for (lp1, . . . , lpn)-
Privacy, the parameter C of the proposed model is
varied from 2 to 5. In addition, the parameter Rax of
the proposed model is not.

From the experimental results shown in Figure 6,
we observe that the quasi-identifier values have more
effect on the compared models than the proposed
model because the compared models are based on
data distortions and the attributes of datasets are
grouped to be the quasi-identifier attributes and the
sensitive attribute(s).

4.2.6 The data utility based on the distance of val-
ues

The sixth experiment is proposed to evaluate the
data utility of datasets that are constructed by t-
Closeness and the proposed model. For experi-
ments, only Capital-loss is set to be the sensitive at-
tribute. In addition, the parameter C of the proposed
model is not defined. Moreover, the parameter t and
RCapital−loss are varied from 200 to 1600.

From the experimental results shown in Figure 7,
we can observe that the value of t and RCapital−loss

influence the data utility of datasets. Moreover,
the experimental results indicate that the proposed
model is more effective than t-Closeness. A cause of
the effectiveness of the proposed model is that the
attributes of datasets are not grouped to be quasi-
identifier attributes and sensitive attributes. More-
over, the data is available in dataset, it is not dis-
torted but it is deprived of privacy violation issues
from using data ignoration techniques.

4.2...7 The data utility based on the AND query op-
erator

The seventh experiment is proposed to evaluate
the effect of the AND query operator that influ-
ences the data utility of datasets of k-Anonymity,
k-Likeness, l-Diversity, Anatomy, MSA-Anatomy,
(lp1, . . . , lpn)-Privacy, and the proposed model. For
experiments, the parameter k of k-Anonymity and
k-Likeness, the parameter l of l-Diversity, Anatomy,
and MSA-Anatomy, the parameter lpx, where 1 ≤
x ≤ n, for (lp1, . . . , lpn)-Privacy, and the parameter
C of the proposed model are set to be 4. In addi-
tion, the parameter Rax of the proposed model is not
Moreover, the number of quasi-identifier attributes is
varied from 1 to 6. defined.

From the experimental results shown in Figure 8,
we can observe that the number of the query con-
dition attributes (the quasi-identifier attributes) has
more effect on the compared models. When the num-
ber of query condition attributes increases, the data
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Fig.8: The data utility based on the AND query operator.

Fig.9: The data utility based on the OR query operator.

utility of datasets based on the AND query operator
decreases. A cause of the ineffectiveness of the com-
pared models is that when the number of query con-
dition attributes increases, the number of fake values
in datasets also increases.

4.2.8 The data utility based on the OR query oper-
ator

The eighth experiment is proposed to evaluate
the effect of the OR query operator that influences
the data utility of datasets that are satisfied by k-
Anonymity, k-Likeness, l-Diversity, Anatomy, MSA-
Anatomy, (lp1, . . . , lpn)-Privacy, and the proposed
model. All experiments in this section are set up
to be the same as the experimental setups of Section
4.2.7.

From the experimental results shown in Figure 9,
we can observe that the number of query condition at-
tributes can affect the query result of the OR query
operator. When the number of query condition at-
tributes is increased, the data utility of datasets is
also increased. Moreover, all experiments indicate
that the proposed model is more effective than the
compared models. A cause of increasing the data util-
ity of datasets is when increasing the number of query

condition attributes, the values in datasets can have
more opportunity to be the query results. Therefore,
fewer query result errors can be obtained.

4.2.9 The data utility based on the range of query
conditions

The ninth experiment is proposed to evaluate the
effect of the range of query conditions that influ-
ence the data utility of datasets that are satisfied
by k-Anonymity, k-Likeness, l-Diversity, Anatomy,
MSA-Anatomy, (lp1, . . . , lpn)-Privacy, and the pro-
posed model. All experiments in this section are set
up to be the same as the experimental setups of Sec-
tion 4.2.7.

From the experimental results shown in Figure
10, we observe that the range of query conditions
has an effect on the datasets of k-Anonymity, k-
Likeness, l-Diversity, Anatomy, MSA-Anatomy, and
(lp1, . . . , lpn)-Privacy, and the proposed model. When
the range of query conditions is increased, the data
utility of datasets is also increased. Moreover, the
experiments indicate that the proposed model is more
effective than the compared models. Also, a cause
of more effectiveness is when increasing the range of
query conditions. It is the opportunity of values that
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Fig.10: The data utility based on the range of query conditions.

Fig.11: The execution time based on the size of datasets.

can be the query results.

4.3 Efficiency

In the section, the experiments for evaluating the
efficiency of the proposed model are proposed.

4.3.1 The execution time based on the size of
datasets

The tenth experiment is proposed to evaluate
the effect of dataset sizes that influence the exe-
cution time for transforming datasets to satisfy k-
Anonymity, k-Likeness, l-Diversity, Anatomy, MSA-
Anatomy, (lp1, . . . , lpn)-Privacy, and the proposed
model. For experiments, Capital-loss is set to be the
sensitive attribute. Moreover, 100 tuples of the exper-
imental datasets are randomly selected to be the ini-
tial tuples for the experiments, thereafter, 200 tuples
are randomly increased for each experiment until the
experimental dataset collects 1700 tuples. The pa-
rameter k of k-Anonymity and k-Likeness, the param-
eter l of l-Diversity, Anatomy, and MSA-Anatomy,
the parameter lpx, where 1 ≤ x ≤ n, for (lp1, . . . , lpn)-
Privacy, and the parameter C of the proposed model
are set to be 4. In addition, the parameter Rax of the
proposed model is not defined.

From the experimental results shown in Figure 11,
we observe that the number of tuples directly influ-
ences the execution time for transforming datasets
to the satisfaction of the privacy preservation con-
straint of the compared models, i.e., when the tuples
of datasets are increased, the execution time for trans-
forming datasets is also increased. Straightforwardly,
every tuple generally uses a transformed time to sat-
isfy privacy preservation constraints. Contrastively,
the proposed model does not use any execution time
for transforming datasets because datasets can be
provided through the proposed model after all ex-
plicit identifier values of users are removed. That is,
the datasets of the proposed model are not distorted,
they can be deprived of privacy violation issues by
using data ignoration techniques.

4.3.2 The execution time based on the number of
quasi-identifier attributes

The eleventh experiment is proposed to evalu-
ate the effect of the number of quasi-identifier at-
tributes that influence the execution time for trans-
forming datasets to satisfy k-Anonymity, k-Likeness,
l-Diversity, Anatomy, MSA-Anatomy, (lp1, . . . , lpn)-
Privacy, and the proposed model. For experiments,
only Capital-loss is the sensitive attribute of the ex-
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Fig.12: The execution time based on the number of quasi-identifier attributes.

perimental datasets. The parameter k of k-
Anonymity and k-Likeness, the parameter l of l-
Diversity, Anatomy, and MSA-Anatomy, the param-
eter lpx, where 1 ≤ x ≤ n, for (lp1, . . . , lpn)-Privacy,
and the parameter C of the proposed model is set
to be 4. In addition, the parameter Rax of the pro-
posed model is not defined. Moreover, the number of
quasi-identifier attributes varies from 1 to 6.

From the experimental results shown in Figure 12,
we observe that the number of quasi-identifier at-
tributes affects the execution time for transforming
datasets to satisfy the privacy preservation constraint
of the compared models. Straightforwardly, the num-
ber of quasi-identifier attributes directly influences
the quasi-identifier data dimension and the number
of quasi-identifier values that must be considered to
satisfy privacy preservation constraints. Also, the
proposed model does not use any execution time for
transforming datasets because datasets can be pro-
vided through the proposed model after all explicit
identifier values of users are removed. That is, the
datasets of the proposed model are not distorted, but
they are deprived of privacy violation issues by using
data ignoration techniques.

4.3.3 The execution time based on the number of
sensitive attributes

The twelfth experiment is proposed to evaluate the
effect of the number of sensitive attributes that in-
fluence the execution time for transforming datasets
to satisfy k-Likeness, l-Diversity, MSA-Anatomy,
(lp1, . . . , lpn)-Privacy, the proposed model. For ex-
periments, the parameter k of k-Anonymity and k-
Likeness, the parameter l of l-Diversity, Anatomy,
and MSA-Anatomy, the parameter lpx, where 1 ≤
x ≤ n, for (lp1, . . . , lpn)-Privacy, and the parameter
C of the proposed model is set to be 4. In addition,
the parameter Rax of the proposed model is not de-
fined. Moreover, the number of sensitive attributes
varies from 1 to 4.

From the experimental results shown in Figure 13,
we can observe that the number of sensitive attributes

affects the execution time for transforming datasets
to satisfy the privacy preservation constraint of the
compared models. Straightforwardly, the number
of sensitive attributes directly influences the search
space of the sensitive values that must be considered
to satisfy privacy preservation constraints. Also, the
proposed model does not use any execution time for
transforming datasets because datasets can be pro-
vided through the proposed model after the explicit
identifier values of users are removed. That is, the
datasets of the proposed model are not distorted, but
they are deprived of privacy violation issues by using
data ignoration techniques.

Fig.13: The execution time based on the number of
sensitive attributes.

5. CONCLUSION

In this work, a privacy preservation model,
CRa1,...,Ran -Privacy, is proposed. It can guarantee
the confidence of the range and the number of values
that can be re-identified by the adversary. Moreover,
it can address privacy violation issues in dynamic
datasets (datasets are allowed to change the data
when new data become available) and big data an-
alytics. Aside from privacy preservation constraints,
the complexity of transformation processes and data
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utility are also considered in the proposed model. To
achieve the aims of the proposed model, the data ig-
noration technique is applied, i.e., every query result
cannot be satisfied by C and Rax , it is ignored. More-
over, the experimental results indicate that the pro-
posed model is a more effective and efficient privacy
preservation model.

6. FUTURE WORK

Although the proposed model can address privacy
violation issues in big data analytics, an adversary
will discover a new privacy violation approach that
can be used to attack the privacy data that is avail-
able in big data analytics in the future. Thus, an
appropriate privacy preservation model that can ad-
dress the newly discovered privacy violation issue
should also be proposed.
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