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ABSTRACT

This paper proposes steganography-based copyright- and privacy-protected
image trading systems using image transformation, i.e., either discrete co-
sine transform (DCT) or Hadamard transform (HT). In the systems, there
are a content provider (CP), a consumer, the first trusted third party
(TTP), and the second TTP. To protect the copyright of the image, the
consumer ID is embedded into the amplitude components of the commer-
cial image by the first TTP using the digital fingerprinting technique, and
to protect the consumer’s privacy against the first TTP and a malicious
third party (s), the image steganography is applied to the commercial im-
age by using image transformation. A color dummy image is used instead
of a gray dummy image for security purposes. After applying the im-
age transformation to both images, the coefficient signs of the commercial
image are replaced by the coefficient signs of the dummy image pixel-by-
pixel so that the inversely transformed commercial image looks like the
dummy image instead of the commercial image. Once the consumer re-
ceives the fingerprinted image from the first TTP and the coefficient signs
of the commercial image from the second TTP, the consumer reconstructs
the fingerprinted commercial image without losing the hidden fingerprint
at all because of the compatibility of the proposed image steganography
method and the amplitude-based fingerprinting method. The experimental
results confirm that the stego-images generated by the proposed systems
do not look suspicious with higher qualities compared with those gener-
ated by existing systems. Moreover, the fingerprinted image quality and
the correct fingerprint extracting rate have been improved by the proposed
systems.
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1. INTRODUCTION

Nowadays, online image trading is very popular.
Copyright protection techniques are used to protect
commercial images [1]-[14]. In addition, consumer’s
privacy is protected in the systems [4]-[14]. To pro-
tect the consumer’s privacy against a content provider
(CP), the commercial image is copyright-protected
by a trusted third party (TTP) instead of the CP
[4]-[14]. Also, the consumer’s privacy should be pro-
tected against the TTP. The CP, therefore, encrypts
the commercial image before sending it to the TTP.
The copyright-protected image is then transmitted

from the TTP to the consumer simultaneously with
sending the decryption key from the CP to the con-
sumer. Finally, the copyright-protected commercial
image is reconstructed by the consumer. In this sys-
tem, the consumer’s privacy is protected against both
the CP and the TTP. Besides considering the CP and
the TTP, there is the possibility that a malicious third
party (s) attacks/stoles the image from the TTP. For
this situation, the image encryption technique also
protects the image from a malicious third party (s).

However, using image steganography instead of
image encryption has a benefit. That is the TTP
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Fig.1: Copyright-protected image trading systems [1]-[3].
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Fig.2: Copyright- and privacy-protected image trading system with a trusted third party [4]-[15].
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Fig.3: Copyright- and privacy-protected image trading system using image decomposition [7].

and the malicious third party (s) do not notice
something’s wrong with the image. This paper
then proposes steganography-based copyright- and
privacy-protected image trading systems using image
transformation, i.e., either discrete cosine transform
(DCT) or Hadamard transform (HT) is used. In the
systems, there are a CP, a consumer, the first TTP,
and the second TTP. To protect the copyright of the
image, the consumer ID is embedded into the ampli-
tude components of the commercial image by the first

TTP using the digital fingerprinting technique, and to
protect the consumer’s privacy against the first TTP,
the image steganography is applied to the commer-
cial image by using image transformation (Either the
DCT or the HT is used.). A color dummy image is
used instead of a gray image to increase the difficulty
of the attack. After applying the image transforma-
tion to both images, the coefficient signs of the com-
mercial image are replaced by the coefficient signs of
the dummy image pixel-by-pixel so that the inversely
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Fig.5: Copyright- and privacy-protected image trading system using the 1D DCTed AOI [10].

2. EXISTING

IMAGE TRADING SYS-

transformed commercial image looks like the dummy
image instead of the commercial image. The coeffi-
cient signs of the commercial image are sent to the
second TTP before sending them from the second
TTP to the consumer. This is because the CP is
not allowed to directly contact the consumer for pro-
tecting the consumer’s privacy. Once the consumer
receives the fingerprinted image from the first TTP
and the coefficient signs of the commercial image from
the second TTP, the consumer reconstructs the fin-
gerprinted commercial image with a hidden finger-
print.

The rest of this paper is organized as follows.
Section 2 describes existing copyright- and privacy-
protected image trading systems. Section 3 describes
the proposed systems. Experimental results and dis-
cussions are given in section 4. Finally, section 5 con-
cludes this paper.

TEMS

Fig. 1 shows the image trading system in which
the image is copyright-protected by the CP using the
digital fingerprinting technique [1]-[3]. The finger-
printed image is then sent directly from the CP to
the consumer. In this system, the consumer’s privacy
is not protected, while in the system shown in Fig. 2,
the consumer’s privacy is protected against the CP
by introducing the TTP to the system [4]-[13]. The
TTP is responsible for the image copyright-protection
process instead of the CP. Therefore, the CP does
not need to contact the consumer directly. As a
result, the consumer’s privacy is protected against
the CP. To perform the copyright protection process,
the TTP uses the digital fingerprinting technique to
embed the consumer’s information, such as the con-
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sumer ID, into the image. However, in this system,
the consumer’s information could be leaked from the
TTP. Using either the image visual encryption tech-
nique or the image steganography technique can solve
this problem.

2.1 Encryption-based systems

Figs.  3-5 show the copyright- and privacy-
protected image trading systems in which the image
visual encryption technique is used. Fig. 3 shows the
system using image decomposition [7]. The original
image is decomposed into 2 parts by the CP. One is
sent from the CP to the TTP, and the other is sent di-
rectly from the CP to the consumer. Then, the TTP
embeds the consumer ID into the first part of the orig-
inal image using the digital fingerprinting technique
and subsequently sends the fingerprinted part to the
consumer. The consumer composes both parts to re-
construct the fingerprinted image which looks like the
original image. In this system, the fingerprinting ca-
pacity is insufficient. Fig. 4 shows the system using
discrete Fourier transformed amplitude-only image
(DFTed AOI) [8] which allows higher fingerprinting
capacity. Firstly, the original image is transformed
into the frequency domain using two-dimensional dis-
crete Fourier transform (2D DFT). Then, the ampli-
tude components and the phase components are sep-
arated. Finally, the amplitude components and the
phase components are inversely transformed into the
spatial domain independently. The outputs are called
the AOI and phase-only image (POI), respectively.
Fig. 5 shows the system using one-dimensional dis-
crete cosine transformed amplitude-only image (1D
DCTed AOI) [10]. In this system, one-dimensional
discrete cosine transform (1D DCT) is used instead
of the 2D DFT and yields better results in terms of
image quality, fingerprinting performance, and com-
plexity.

2.2 Steganography-based systems

Although using the image encryption technique
can protect both image copyright and consumer’s pri-
vacy, using image steganography instead of image en-
cryption has a better benefit. That is the first TTP
and the malicious third party (s) do not notice any-
thing wrong with the image so that they do not try
to attack the image.

Image steganography methods could be grouped
into three categories, i.e., traditional methods, convo-
lutional neural network (CNN)-based methods, and
general adversarial networks (GAN)-based methods.

1) Traditional methods: Traditional methods are
frameworks that use methods that are not related to
machine learning or deep learning algorithms. Many
traditional methods are based on the least significant
bits (LSB) technique. LSB works under the assump-
tion that modifying a few pixel values would not show

any visible changes. The secret information is con-
verted into a binary and is then substituted in the
LSB of the cover image. The substitution method
must be performed cautiously to make sure that no
visible changes are leaking the presence of the secret
information [15]-[16]. Besides the LSB methods, a
combination of DCT and discrete wavelet transforma-
tion (DWT) for hiding the secret message in a cover
video has been proposed [17]. Pixel value differenc-
ing (PVD) was proposed in [18]. It works by taking
the difference of consecutive pixels to search for the
locations for hiding the secret bits in such a way that
the consistency of the cover image is maintained. An-
other proposed technique is coverless steganography,
where the cover image is not given. It is generated
based on secret information using an object detec-
tion method. Similar coverless steganography was
proposed where the local binary patterns (LBP) fea-
tures of the cover image and the secret images are
hashed first. Later, the hashes are matched to create
the stego-image [19]. Similarly, instead of LBP, the
edges of the color cover images are obtained. Then,
the binary bits of the secret information are hidden
in the edges of the cover images [20]. DCT coeffi-
cients were used for medical JPEG image steganog-
raphy by taking the difference in the DCT coefficients
of the pixels between two consecutive blocks by con-
sidering the pixels at the same positions in the two
blocks [21]. A novel method called the pixel density
histogram (PHD) was proposed for halftone images
[22]. The pixel density of the images is calculated,
and a pixel density histogram is formed to hide the
secret information. Another method using STC cod-
ing [23] utilizes the Poisson distribution to get the
burst error and the reconstruction of the images that
are compression-resistant. For more clarifications and
explanations on the traditional steganography meth-
ods, [24] can be referred to.

2) CNN-based methods: CNN-based methods are a
type of deep CNNs. The cover image and the secret
image are fed as input to the encoder to generate the
stego-image, and the stego-image is fed as input to
the decoder to output the embedded secret image.
Wu et al. proposed an encoder-decoder architecture
[25]-[26]. U-Net-based encoder-decoder architecture
used for hiding and a CNN with 6 layers for extrac-
tion was proposed by Duan et al. [27]. In addition,
A U-net-based hiding (H-net) and revealing (R-net)
network are used by Van et al. in [28]. A separable
convolution with a residual block (SCR) is used to
concatenate the cover image and the secret image in
[25]. The embedded image is given as the input to
the encoder for constructing the stego-image which
is fed to the decoder for secret image extraction. In
[26], a new cost function reducing the effect of noise in
the generated container image called “variance loss”
was proposed. While an encoder-decoder architecture
was proposed in [29]. This method differs from other
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methods in the way the inputs are given. The en-
coder part consists of two parallel architectures. One
is for the cover image, and the other is for the secret
image. Features from the cover image and the se-
cret images are extracted through the convolutional
layer and concatenated. The concatenated features
are used to construct the stego-image. A slightly dif-
ferent approach was proposed in [30]. The created
stego-image is converted into the style image given
as input. The revealed network is used to decode
the secret information from the stego-image created.
Similar to other methods, an auto encoder-decoder
architecture with VGG-based is used. An arbitrary
image size for the secret information and the style
image is taken using the adaptive instance normaliza-
tion (AdaIN) layer, and the output size is the size of
the cover image. In [31], the pixel distribution of the
cover image is obtained by using a pixel CNN. The
secret information is then embedded into the pixel
distribution evenly by reduced sampling. In [32], the
cover image is converted into a YCrCb image format,
and the secret image is embedded into only the Y
channel as all the semantic and color information is
presented in the Cr and Cb channels. Not only im-
age steganography but also, video steganography has
been proposed using CNN. Usually, 2D convolutional
layers are used for images, whereas 3D convolutional
layers are used for videos. In [33], temporally con-
nected cover and secret video frames are given as the
input to the autoencoder to produce the container
video.

3) GAN-based methods: GAN-based methods use
some of the GAN variants [34]. GANs are known
for their good performance in the image generation
field. Image steganography can be considered as one
such image generation task where two inputs (the
cover image and the secret image) are given to gener-
ate one output (stego-image). The existing methods
used for image steganography using a GAN archi-
tecture can be grouped into five categories; a three-
network-based GAN model, cycle-GAN-based archi-
tectures, sender-receiver architecture using GAN, a
coverless model where the cover image is generated
randomly instead of being given as input, and an
Alice, Bob, and Eve-based model. Volkhonskiy et
al. [35]-[36] proposed DCGAN-based steganographic
GAN (SGAN) [37], which is a simple DCGAN with
three modules (G, D, and S). Similar to [35], a three-
component GAN architecture was proposed by Shi et
al. [38]. DCGAN is used in [35] and [36], whereas
a four fractionally convolutional layer followed by a
functional layer with hyperbolic tangent activation
with WGAN is used in [38]. Yang et al. [39]-[40] pre-
sented a GAN-based image steganography with three
modules: Generator, Embedding Simulator, and Dis-
criminatory. The generator is used to create the
probability map for the input cover image. U-Net
is considered because of its effective performance in

pixel-wise segmentation. The embedding simulator
uses a double tanh function [40] and a tanh function
[39] because the tanh is differentiable and preserves
the gradient loss during backpropagation. An auto-
matic steganographic distortion learning framework
with GAN (ASDL-GAN) was proposed in [41]. In this
architecture, the generator is used to learn the prob-
abilities for each pixel from the input cover image.
In addition, a novel activation function ternary em-
bedding simulator (TES) for generating stego-images
from the generated probabilities was also proposed
in this architecture. The discriminator helps in dif-
ferentiating between real and fake images. HIDDeN
proposed by Zhu et al. [42] is a GAN-based method
with four main components: an encoder, a decoder,
a discriminator, and a noise layer. CycleGAN [43]
is well-suited for image steganography, where the in-
put image is given and the output which is similar to
the given input image but with hidden information
using the adversarial training is generated. ACGAN
[44] can generate realistic images for a given label
and also recognize the label of the generated images.
Three steps are followed to hide information which
is generated by the model and extract the hidden
information [45] and [46]. Similar to [45] and [46],
a coverless steganographic method using a generative
model was proposed in [47]. A model with four parts:
Alice, Bob, Dev, and Eve, has been proposed in [48].
The model is an unsupervised generative model and
is named self-supervised steganographic GAN (SSte-
GAN).

Hiding capacity and accuracy consisting of secu-
rity and robustness factors are considered to evaluate
image steganography methods. The hiding capacity
is defined as the amount of secret data embedded into
an image. While the security is related to embedding,
and the robustness is related to the extraction of the
secret image. In terms of the hiding capacity, for the
focused application, it is expected that a secret im-
age can be embedded into the cover image of the same
size. Among the three groups of image steganography
methods, the methods with the least hiding capac-
ity are the traditional-based methods, where text is
the primary form of secret information. The second
is the GAN-based methods, where only text is used
as secret information. In contrast, the CNN-based
methods can embed a gray image into the cover im-
age of the same size. CNN-based methods clearly
outperform other methods and seem to be able to be
applied to the focused application. However, other
indicators must be considered. In terms of security
and robustness, CNN-based methods and GAN-based
methods yield higher security than traditional-based
methods. Although the traditional-based methods
yield lower security, they yield higher robustness than
deep learning-based methods. The extraction of the
secret image is prone to loss of information in deep
learning-based methods. It is not clear where and
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how the secret message pixels are embedded. There-
fore, it is difficult to crack the steganography image
without the extracting model trained. This increases
the security but reduces the robustness, even the se-
cret message cannot be extracted if the extraction
model is not working. This is an unexpected sit-
uation for the focused application. The robustness
is very important in the focused application because
the consumer must obtain the secret image 100% cor-
rectly in the commercial world. Moreover, in terms
of complexity, the deep learning-based methods are
worst by the time taken for training, testing, embed-
ding, and extracting. Therefore, deep learning-based
methods are not considered for the focused applica-
tion anymore. In fact, any general image steganog-
raphy methods are also not suitable for the focused
application, because the fingerprint for image copy-
right protection embedded into the stego-image is dis-
rupted in the steganalysis process unavoidably. By
using a general steganography method with a gen-
eral fingerprinting method, the fingerprint must be
embedded into both the cover image and the secret
image. If the fingerprint is embedded into both the
cover image and the secret image, the fingerprint bits
embedded into the cover image are discarded in the
steganalysis process. Only fingerprint bits embedded
into the secret image are remained. That causes the
copyright protection performance degraded. From
this reason, a specific image steganography method
with a compatible fingerprinting method is then re-
quired!

With the limitation mentioned above, im-
age steganography-based copyright- and privacy-
protected image trading systems were proposed in
[14] as shown in Fig. 6. In the systems, the two-
dimensional discrete cosine transform (2D DCT) and
the 1D DCT were used with a gray dummy image for
image steganography. In terms of hiding capacity, the
systems can embed a gray image into the cover image
of the same size. In terms of security, the systems gen-
erate suspicious stego-image with low PSNRs so that
the intruders can recognize that they are steganogra-
phy images or encrypted images. However, the sys-
tems are good in terms of robustness and complex-
ity. They can extract the secret image correctly and
are fast. The method is also compatible with the
amplitude-based fingerprinting technique. However,
the average PSNR of the fingerprinted image qual-
ity was less than 47 dB, and the average correct fin-
gerprint extracting rate did not reach 100%. These
performances could be improved.

Table 1: Performance summary of the existing
methods/systems.
LSB | CNN | GAN | [14]
Hiding
Capacity X 0 X 0
Security X (0] (0] X
Robustness (0] X X O
Complexity (0] X X (0]
Fingerprinting X X X O*
Performance




Image Steganography-based Copyright and Privacy-Protected Image Trading Systems 365

Table 1 concludes the performances of all men-
tioned methods, where ‘O, ‘O* and ‘X’ are defined
as ‘Good,’ ‘Good but could be improved,” and ‘Bad,’

respectively.

3. PROPOSED COPYRIGHT- AND PRIVA-
CY-PROTECTED IMAGE TRADING
SYSTEMS

Since there are rooms to enhance the secu-
rity, the fingerprinted image quality, and the fin-
gerprint extraction performance, this paper pro-
poses steganography-based copyright- and privacy-
protected image trading systems using image trans-
formation as shown in Figs. 7-8. In the systems,
there are the CP, the consumer, the first TTP, and
the second TTP. The first TTP is responsible for em-
bedding the consumer ID into the commercial image.
To protect the consumer’s privacy against the first
TTP, a new image steganography method using im-
age transformation is proposed. Either the 2D DCT,
the 1D DCT, two-dimensional HT (2D HT), or one-
dimensional HT (1D HT) is used, Therefore, in total,
there are four proposed systems. While the commer-
cial image is a gray image, a color dummy image of
the same size is used. The reason why a color dummy
image is used instead of a gray dummy image is that
it could potentially achieve higher security. The com-
mercial image is considered as a secret image, whereas
the dummy image is considered as a cover image, in
the steganography process.

3.1 Steganography process

The amplitude components of the commercial im-
age are embedded into the blue band of the cover
image. Firstly, the X X Y-sized commercial image,
f(z,y), and the blue band of the dummy image,
fan(x,y), of the same size are transformed indepen-
dently into the frequency domain by using the 2D
DCT. The commercial image, f(x,y), is transformed
as

X—-1 Y-1

Fypper(u,0) = a(wa(w) > Y f(z,y)cos (% (95

z =0y =0 1
L1 (7 (4L
5 Ju)cos{ylytg)v),
where Fypper(u, v) denotes the two-dimensional dis-

crete cosine transformed (2D DCTed) coefficients of
the commercial image,

and

1
\/—,v=0
a(v) = Y 5 (3)
2
S0=12..Y -1

and v = 0,1,...,X — 1, and v = 0,1,...,Y — 1.
Fysppor(u,v) can also be expressed in the polar form
as

Fspper(u,v) = |Fapper(u,v)| Sepper(u,v), (4)

where |Fopper(u,v)| and Sapper(u,v) denote the
amplitude components and the sign components, re-
spectively. In the same way, the blue channel of the
dummy image, fq(z,y), is transformed by

Fay2pper(u,v)
X-1 v-1

= a(u)a(v) Y Y farlz,y)cos (;T( (m (5)

z=0y=0
+1 m +1
B u | Cos % Y B v,

where Fyp oppor(u, v) denotes the 2D DCTed coeffi-
cients of the blue channel of the dummy image,

[1
—,u=0
a=1 & VX NG
,/}7u:1,2,...,X—1

and
\/1 0
—v=
alv) = 5 Y 5 (7)
\/?70:1,2, Y —1
and v = 0,1,...,X — 1, and v = 0,1,...,Y — 1.

Fav2pper(u,v) can also be expressed in the polar
form as

Fau2ppor(u,v) = |Fap2pper (u,v)| Saw2ppor(u,v), (8)

where |Fagp2ppor(u,v)| and Sg 2pper(u,v) denote
the amplitude components and the sign components,
respectively. The amplitude components of the com-
mercial image, |Fappor(u,v)|, are then combined
with the 2D DCTed coefficient signs of the blue chan-
nel of the dummy image, Sps2ppor(u,v). Finally,
the two-dimensional inverse discrete cosine trans-
form (2D IDCT) is used to obtain the stego-image,

f;lb’QDDCT(x,y), as described by Eq. (9).
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fdb,QDDCT(xv )
X—

= T
= a(u)a(v) 2:: JZ |Foppor(u,v)|Sa,2ppor (4, v) cos (X(J (9)
#3)e)es (3 (v+3) )

After that, the stego-image, f,;bQDDCT(m, y), is com-
bined with the original red channel and the original
green channel of the dummy image to increase the
image visual quality for security purposes. This im-
age looks like the dummy image and is sent to the
first TTP. Therefore, the dummy image is consid-
ered as the cover image. This is the reason for us-
ing a color image as the cover image, and the idea
to use the blue channel for steganography is that the
change in the blue channel is not so sensitive to hu-
man eyes. The green and red cones are mostly packed
into the fovea centralis. By population, about 64%
of the cones are red-sensitive, about 32% are green-
sensitive, and about 2% are blue-sensitive [49]. In the
same way, the amplitude components of the dummy
image, |Fap2ppor (U, v)|, are then combined with the
2D DCTed coefficient signs of the commercial image,
Sappor(u,v). The 2D IDCT is used to obtain an-
other stego-image, féDDCT(x, y), as described by Eq.
(10).

-

fapper(z,y)
X-1 Y-1

Z:: z |Fav,2p D0t (U, )|[S2pDOT (U0, 0) COS (;T( (z (10)
*) )C% (F(o-3)e)

This image looks like the commercial image and is
sent to the consumer as a key for image reconstruc-
tion. Since the CP is not allowed to directly con-
tact the consumer to protect the consumer’s pri-
vacy against the CP, the second TTP is then intro-
duced to the systems. The CP sends the stego-image,
fQ/DDCT(.T, y), to the second TTP, and then the sec-
ond TTP sends it to the consumer. With relying
on the encryption technique, to send the coefficient
signs to the second TTP, the CP can send either the
encrypted version of the stego-image, f2, ppor(Z,Y),
or the encrypted version of the sign components,
Sapper(u,v). That is the amplitude components
of the dummy image, |Fyg 2ppcr(u,v)|, can be dis-
carded, and the 2D DCTed coefficient signs of the
commercial image, Sopper(u,v), can be sent to the
second TTP as a binary image. (2D DCTed coeffi-
cient signs consist of plus and minus which can be
stored as a binary image.) The difference in terms of
security of both options is shown in Section 4.1.

The processes are performed in the same way for
other transforms, i.e., the 1D DCT, the 2D HT, and
the 1D HT. For one-dimensional transformations, the
images are transformed column by column. For the

,_.

proposed 1D DCT-based system, the X x Y-sized
commercial image, f(z,y), and the blue channel of
the dummy image, fq(x,y), are transformed inde-
pendently into the frequency domain by using the 1D
DCT. The commercial image, f(x,y), is transformed
as

Fipper(z,v) = a(v) ¥y ') f(x,y) cos (% (y + %)v) . (11)

where Fipper(x,v) denotes the column-wise one-
dimensional discrete cosine transformed (1D DCTed)
coefficients of the commercial image, where

1 0
1.
Y (12)

a(v) = 3 .
V=120, Y -1

and v = 0,1,...,Y — 1. Fipper(z,v) can also be
expressed in the polar form as
(13)

Fipper(z,v) = |Fipper(z,v)|Sipper(x,v),

where |Fippor(z,v)| and Sipper(z,v) denote the
amplitude components and the sign components, re-
spectively. In the same way, the blue channel of the
dummy image, fa(z,y), is transformed by

Fap,1pper(x,v) = a(v) Zz,/;lu Jan(@,y) cos (F(y+ 3)v), (14)

where Fygp 1ppor(z,v) denotes the 1D DCTed coethi-
cients of the blue channel of the dummy image,

1
—,v=0
Y (15)

alv) = 3 )
Vyrv=L2.Y -1

andv=0,1,...,Y — 1. Fyp1ppcr(z,v) can also be
expressed in the polar form as

Fu1ppor(z,v) = |Fw1ppor(@,v)|Sawipper(z,v),  (16)

where |Fagp1ppor(z,v)| and Sg1ppor(x,v) denote
the amplitude components and the sign components,
respectively. The amplitude components of the com-
mercial image, |Fipper(x,v)|, are then combined
with the 1D DCTed coeflicient signs of the blue chan-
nel of the dummy image, Sg1ppor(z,v). Finally,
the one-dimensional inverse discrete cosine trans-
form (1D IDCT) is used to obtain the stego-image,
f:ib)lDDCT(x, y), as described by Eq. (17).

g

fdb,wDCT(Ia )

p x 17
=a(v) Y [Fipper(@,v)[Swippor (@, v) cos (? (U-&-l)b) (17)

y =0
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After that, the stego-image, f;lb’lDDCT(my) is com-
bined with the original red channel and the original
green channel of the dummy image. The amplitude
components of the dummy image, |Fyp 1ppor(z,v)],
can then be combined with the 1D DCTed coefli-
cient signs of the commercial image, S1ppor(z,v).
The 1D IDCT is used to obtain another stego-image,
fippor(x,y), as described by Eq. (18).

fl/DDCT($vZ/)

= a(v)a(v) YZEI |Fav.1ppor(w,0)|Sipper(x,v) cos (% (U + %)b> (18)

y=0

As mentioned above, the CP can send either the
encrypted version of the stego-image, f{ ppor(Z,Y),
or the encrypted version of the sign components,
S1ppor(u,v), to the second TTP.

Besides the DCT-based systems, this paper also
proposes HT-based systems. The HT works sim-ilarly
to the Fourier transform: it takes a vector and maps it
to its frequency components, which are the Walsh
functions. Instead of sine waves in the Fourier
transform, the Walsh functions are dis-crete “square
waves.” This makes it easier to com-pute. The
description should start with the 1D HT. Firstly, the
X X Y-sized commercial image, f(z, y), and the blue
channel of the dummy image, fa(z, y), are
transformed independently into the frequency do-
main by using the 1D HT. The transform is per-
formed on each column of the images. Let f, = [f(z,
0) f(z,1) f(z,2) ... f(x, Y—1)] be column vec-tors of
flz,y),where x = 0,1,2,.., X-1,andy = 0,1, ...,
Y—1,and Fipgru be 1 x Y-sized Hadamard trans-
formed (HTed) coefficients of f,. Thus,

FlDHT,u = m.fxa (19)
where H,, denotes a Y x Y-sized Hadamard matrix
which can be defined recursively as

Hmfl

Hm - L ( H”l*l _H X
m—

V2 Hmfl ) = Hl & Hmfla (20)

where H,, represents a 2" x 2™ Hadamard matrix,
and 2™ =Y. ® denotes the Kronecker product, and
the 1 x 1 Hadamard transform Hj is defined by the
identity Hyg = 1. The % is a normalization that is
sometimes omitted. Thus, other than this normal-
ization factor, the Hadamard matrices are made up
entirely of 1 and -1. When the transform is applied
across the entire X columns, we obtain

FlDHT(Uav) = Hmfm,ya (21)
where Fippr (u, v) denotes the one-dimensional
Hadamard transformed (1D HTed) coefficients of the
commercial image, and v = 0, 1, ..., X — 1, v = 0,
1,.,.Y—-1,2=0,1,2,.., X-1,andy=0,1, ..., Y —
1. Fipgr(u,v) can also be expressed in the polar

form as

Fipur(u,v) = |Fipur(u,v)|Sipar(u,v), (22)

where |Fipgr(u,v)| and S1pgr(u,v) denote Hada-
mard amplitude components and Hadamard sign
components, respectively. In the same way, the blue
channel of the dummy image, fa(x,y), is trans-
formed by applying the 1D HT to all X columns as
described by Eq. (23)

Fa1pur(u,v) = Hy, fan(,y), (23)
where Fg,1par(u,v) denotes the 1D HTed coeffi-
cients of the blue channel of the dummy image and
can also be expressed in the polar form as

Faapur(u,v) = |Fap1par(w, v)|Saapar(u,v), (24)

where |de71DHT(u,U)| and Sdb,lDHT(U,U) denote
amplitude components and sign components of the
blue channel of the dummy image, respectively. The
1D HTed amplitude components of the commercial
image, |Fipur(u,v)|, are then combined with the
1D HTed coefficient signs of the blue channel of
the dummy image, Sqp.1par(u, v). Finally, the one-
dimensional inverse Hadamard transform (1D IHT)
is used to generate the stego-image, f;lb 1paT(TY),
as described by Eq. (25). 7

Faapmr(@y) = SHL(|Fipr(u,0)|Saipar(u,v)),  (25)

where H denotes the transpose of H,,. The trans-
pose of H,, is closely related to its inverse. In fact:
H,,HY = Y Iy, where Iy is the Y x Y identity ma-
trix. After that, the stego-image, f:ibleHT(x,y) is
combined with the original red channel and the orig-
inal green channel of the dummy image. Another
stego-image, f, pyp(2,y), can also be calculated by
Eq. (26).

(26)

fipur(z,y) = +HE | Fgp ot (u,v)|[Sipar(u, v)
As well as the DCT-based systems, the CP can
send either the encrypted version of the stego-image,

fipmr (2, y), or the encrypted version of the sign com-
ponents, S1pgr(u,v), to the second TTP.

In order to apply the Hadamard transform to two-
dimensional images, the 1D HT is applied across X
columns and then Y rows as described by Eq. (27).

Foprr(u,v) = (Ho(Hp f(z,9)")7, (27)

where Foppr(u,v) denotes the two-dimensional
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Hadamard transformed (2D HTed) coefficients of the
commercial image, 2" = X, and ( )7 defines the ma-
trix transpose operator. The couple matrix-transpose
operation is needed for row transformation. However,
by considering the matrix property: (BAT)T = AB,
Eq. (28) can be rewritten as

Fopar(u,v) = (Hp f(z,y))Hp. (28)

Fyppr(u,v) can also be expressed in the polar form
as

Fopur(u,v) = |Fopur(u,v)|Separ(u,v),  (29)

where |Fopgr(u,v)| and Sapgr(u,v) define ampli-
tude components and sign components, respectively.
In the same way, the blue channel of the dummy im-
age, fap(x,y), is transformed by using 2D HT as de-
scribed by Eq. (30)

Fay2pur(U,v) = (Hp fao(2,y)) Hp, (30)

where Fypoppr(u,v) denotes the 2D HTed coethi-
cients of the blue channel of the dummy image which
can also be expressed in the polar form as

(31)

Fay2par(u,v) = |Fap 2par(uw, v)|Sap2par (U, v),

where |Fugpopar(u,v)| and Sg2pnr(u,v) denote
amplitude components and sign components of the
blue channel of the dummy image, respectively. The
2D HTed amplitude components of the commercial
image, |Fappr(u,v)|, are then combined with the
2D HTed coefficient signs of the blue channel of
the dummy image, Sqp.2pm7(u,v). Finally, the two-
dimensional inverse Hadamard transform (2D IHT)
is used to obtain the stego-image, f(;mDHT(x, Y), as
described by Eq. (32).

(32)

fapapar(@y) = 25 (HL(Fapar (u,v)| S 2pr(u, v) HE,

where H! denotes the transpose of H,, where
HnH}; = XIx, and Ix is the X x X identity ma-
trix. After that, the stego-image, fi oppr(2,y) is
combined with the original red channel and the orig-
inal green channel of the dummy image. Another
stego-image, féDHT(x,y) can also be calculated by
Eq. (33).

fapur(@.y) = 5 (HL(Fap2par (u,0)|S2par (u,0) HE - (33)

Again and again, the CP can send either the en-
crypted version of the stego-image, féDHT(x,y),
or the encrypted version of the sign components,
Sapar(u,v), to the second TTP.

It is clearly seen that the hiding capacity of the
proposed systems is as high as that of the existing
systems proposed in [14], i.e., a whole gray image can
be embedded into a cover image of the same size.

By using the proposed systems, even if intruders
do not notice that the algorithm is being used, but
the hidden information in the image is stolen acci-
dentally, the intruders still cannot recognize the se-
cret image, because what the intruders see are only
amplitude components of the secret image which do
not reveal any recognizable details of the image. The
recognizable details of the image are only in the
phase components (the discrete cosine transformed
(DCTed)/HTed coefficient signs) of the image which
are transferred to the consumer by the second TTP
as a decryption key. In other words, the proposed
method can be considered as a hybrid of steganogra-
phy and cryptography. That is the proposed systems
have double security. Moreover, the coefficient signs
are encrypted by the CP before sending. Therefore,
the proposed systems could even be considered triple-
locked systems. Anyway, to encrypt the coefficient
signs, any existing binary encryption method could
be used.

Another concern is the complexity. A real-time
system is expected for the focused application be-
cause it is commercial. The complexity of the
column-wise 1D DCT/1D HT for an X x Y-sized
image is O((Y?)X) or O((Ylog,Y)X) with fast
algorithms, whereas that of the 2D DCT/2D HT
is O((XY)?) or O((XY)log2(XY)) with fast algo-
rithms. While the complexities of the deep learning-
based methods are drastically higher. For example,
the complexity of training a general 2D CNN for
each layer and each epoch is O(N2K2XY), where
N denotes the channel size of the convolution, K de-
notes the kernel size, and X and Y denote the output
width and height, respectively. It is clearly seen that
the proposed systems are much faster than the deep
learning-based methods.

3.2 Fingerprint embedding process

To protect the copyright of the image, the con-
sumer ID is embedded into the stego-image by the
first TTP using the digital fingerprinting technique.
Since there are rooms to enhance the fingerprinting
performances from [14], this paper proposes a finger-
printing method that only embeds the fingerprint into
only the “amplitude components.” The fingerprint is
embedded into the blue channel of the stego-image,
and the transform used is the corresponding trans-
form used in the steganography process. Since the
fingerprint is embedded into the amplitude compo-
nents without changing the coefficient signs. Once
the consumer reconstructs the fingerprinted commer-
cial image, the coefficient signs of the stego-image
(actually the coefficient sign of the blue channel of
the dummy image) are discarded, and then the am-
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plitudes with the embedded fingerprint are combined
with the signs of the commercial image received from
the second TTP. Since the fingerprint is not embed-
ded into the coefficient signs at all, the fingerprint
is as well not degraded by the image reconstruction
process at all. Although the fingerprinting method
used can be any method that embeds the finger-
print into only the “amplitude components” of the
commercial image, the digital fingerprinting method
should still be considered and chosen cautiously in
terms of fingerprinted image quality for the consumer
purpose. This paper then proposes a steganogra-
phy compatible-and-high performance fingerprinting
method. Firstly, two M-sequences that differ from
each other used for different single bits of the finger-
print are generated. For example, if W = 0 then
M-sequence = 0101, and if W = 1 then M-sequence
= 1100, where W denotes the fingerprint bit string.
Each M-sequence is embedded into an 8 x 8-pixel di-
vided block of the DCTed/HTed coefficients of the
blue channel of the stego-image by linearly scaling
and adding it to four bottom-right coefficients of the
block as

C/l = sgn(Cl)(|C’l| + 5Wb,l)7 (34)
where C’; denotes the ' coefficient containing the
fingerprint in the block, C; denotes the I*" original ef-
ficient, 4 is a scaling factor for data hiding, and W3 ; €
{0, 1} denotes the [*" chip of the M-sequence for b*"
bit in a coefficient block, and [ = 1, 2, 3, ..., L, where
L denotes the number of chip of the M-sequence.

3.3 Steganalysis-and-reconstruction process

After the image fingerprinting process is done, the
fingerprinted stego-image is sent from the first TTP
to the consumer. The consumer can reconstruct the
fingerprinted commercial image by combining what
he/she receives from the first TTP and the second
TTP. Firstly, the consumer transforms the image re-
ceived from the first TTP using the corresponding
transform. The coefficient signs of the image (the co-
efficient signs of the blue channel of the dummy im-
age) are subsequently discarded. The extracted am-
plitude components with the embedded fingerprint
are then combined with the coefficient signs of the
commercial image received from the second TTP. Fi-
nally, the fingerprinted commercial image is recon-
structed by using the inverse transformation.

For image steganalysis performance, it can be easily
understood by mathematics that the DCT and the
HT are “reversible.” Therefore, the amplitude com-
ponents of the commercial image can be extracted
from the stego-image with 100% correctness. This
confirms that the proposed systems have high ste-
ganalysis robustness. However, the commercial image
quality is still degraded by the fingerprinting process

which is evaluated in Section 4.2.

3.4 Fingerprint extraction process

In cases where the CP would like to check the con-
sumer ID from the suspicious image, the CP requests
the first TTP to extract the fingerprint from that im-
age. Firstly, the fingerprinted commercial image is
transformed into the frequency domain using the 2D
DCT/1D DCT/2D HT/1D HT by the CP. The am-
plitudes are then extracted. Subsequently, the coeffi-
cient signs of the dummy image are combined with
the extracted amplitudes. After that, the inverse
transformation is performed. The output image of
this process which is a stego-image is then sent from
the CP to the first TTP. Finally, the first TTP ex-
tracts the fingerprint from the blue channel of the
image. Therefore, fingerprint extraction performance
is very important. If the fingerprint is extracted in-
correctly, the CP cannot know the correct consumer
ID to sue that consumer. The proposed fingerprint-
ing method is then evaluated in terms of fingerprint
extraction performance in Section 4.2 as well.

4. RESULTS AND DISCUSSION

Four proposed systems are compared with two ex-
isting systems [14] in terms of security or stego-image
visual quality, fingerprinted image quality, and finger-
print extraction performance. Five 512 x 512-pixel
gray test images (for commercial images) and five
512 x 512-pixel color test images (for dummy im-
ages) were used in the experiment. That is there are
25 pairs of the cover image and the secret image. Ba-
sically, the cover image and the secret image should
not be the same, but we also show those cases just
for reference.

4.1 Security

The stego-image quality does not affect the quality
of the reconstructed commercial image. However, it
helps in protecting the consumer’s privacy against the
first TTP and the malicious third party (s), which is
called “security.” Peak signal-to-noise ratio (PSNR)
and structural similarity index (SSIM) were used as
indicators for security measurement of each dummy
image-and-stego-image pair. The PSNR can be cal-
culated by

MAX; )
PSNR=20lo —2,
210 < MSE
where PSNR, MAX;,, and M SE denote the PSNR,
the maximum intensity of the dummy image, and the
mean square error (MSE) which can be calculated by
Eq. (36).

(35)

1 X—-1

z =0

y—olla(@, y) = I(z, )12, (36)
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where Ij(z,y) and Is(x,y) denote the dummy im-
age and the stego-image, respectively. In cases of the
existing systems using gray cover images, the color
dummy images were converted into gray cover im-
ages. Therefore, Eq. (36) can then be used instantly.
For the proposed systems using color cover images,
the MSE can be calculated by using the Euclidean
distance [50] instead which is described by Eq. (37).

X Y
1
]\/-{SEEuclidean = v Z Z (Rd(x7 y) - Rs(x7y))2

XY x Oy =0 (37)
+ (Gd(xv y) - Gs(l‘, y))2 + (Bd(l'v y)
—BS(.’L‘, y) 27

where M SFEgyciidean denotes the MSE calculated
from the Euclidean distances of red, green, and blue
values between the dummy image and the stego-
image. R4, G4, and By denote red, green, and blue
values of the dummy image, respectively, whereas
R, G, and B, denote red, green, and blue values
of the stego-image, respectively. By the way, SSIM
can be calculated by

(2uzpy + €1)(204y + c2)

SSIM(z,y) =
(@ 9) = G212 Fe)(o2 + 07 + o)

, (38)

where SSIM denotes the SSIM, p, denotes the av-
erage of x, pu, denotes the average of y, o2 denotes
the variance of z, 02 denotes the variance of y, o4,
denotes the covariance of x and y, and ¢; and ¢y are
two variables to stabilize the division with weak de-
nominator. ¢; = (k;R)? and c3 = (k2R)?, where R
denotes the dynamic range of the pixel values (typ-
ically 2#bitsperpizel 1) and k; = 0.01 and ky = 0.03
by default. The SSIM index then ranges from -1 to
+1.

The calculated PSNRs and SSIMs are shown in
Table 2 and Table 3, respectively. The results show
that the proposed systems are superior to the existing
systems proposed in [14] in terms of both PSNR and
SSIM. Even though the PSNRs achieved by the pro-
posed systems are not quite high with drastic changes
in the blue channels of the cover images, the visual
qualities of the stego-images are still high in terms
of SSIM. The SSIM indicator is a newer measure-
ment tool that is designed based on three factors,
i.e., luminance, contrast, and structure, which is more
suitable for the workings of the human visual system
[51]. While the PSNR indicator has been shown to
perform poorly compared to other quality indicators
when it comes to estimating the qualities of images
and particularly videos as perceived by humans [52]-
[53]. However, the PSNR value for an RGB image
could be calculated using other formulas such as 1)
averaging the errors of R, G, and B channels, and then
calculating the PSNR, or 2) averaging the PSNRs of
R, G, and B channels. By using the first choice, the

PSNR value would be increased by about 10 dB for
our cases, and by using the second choice, it might
be difficult to calculate the PSNR if there is no error
in some channel (s) causing the PSNR value (s) of
that (those) channel (s) to infinite. Table 3 compares
the SSIM values achieved by the proposed systems
and the existing systems. The proposed 2D DCT, 1D
DCT, 2D HT, and 1D HT systems have achieved the
average SSIMs at 0.8398, 0.8319, 0.8384, and 0.8307,
respectively. These high values imply that the stego-
images generated by the proposed systems look like
the dummy images instead of the commercial images
or the secret images. While the existing 2D DCT and
1D DCT systems have achieved the average SSIMs at
0.2581 and 0.2100, respectively. These low values im-
ply that the stego-images generated by the existing
systems do not look like the dummy images. Further-
more, a subjective evaluation could also be done. Fig.
9 shows the results of the first image pair, ‘Pepper-
Couple.” The results show that the stego-images gen-
erated by both proposed systems and existing systems
cannot be recognized easily as the commercial images
by human eyes. However, it is clearly seen that the
stego-images generated by the proposed systems al-
most perfectly look like the dummy image, and there
are no visual artifacts found in the stego-images (See
Fig. 9 (e)-(h).), while the stego-images generated by
the existing systems [14] look suspicious with low im-
age qualities and are quite difficult to be recognized
as the dummy image (See Fig. 9 (¢)-(d).).

Table 2: Peak signal-to-noise ratio (PSNR) [dB].

Cover
Image- | 2DDCT IDDCT | Proposed | Proposed | Proposed | Proposed
Secret [14] [14] 2D DCT 1D DCT 2DHT 1D HT
Image
I(’.“""C" 14.7855 14.9690 216934 | 217388 | 218602 | 21.7982
‘ouple
Pg’;’:"' 15.5347 15.7138 209292 | 210050 | 207884 | 20.9645
Pfg;‘:' 14.6278 14.1117 211142 | 205870 | 211847 | 20.5833
Pepper- | 13 6476 13.6982 193260 19.1697 | 194276 | 19.1183
Home
chl’f' 153696 153745 19.5049 195528 | 19.5473 19.5412
CF‘““‘ 14.1735 143859 216189 | 215394 | 218373 | 214558
‘ouple
i“;‘a“ 146355 147793 210103 | 208052 | 210734 | 207292
;“‘)‘;‘e 13.9836 132604 215080 | 210076 | 217548 | 21.0435
;‘““' 129170 125515 193852 | 192762 | 197282 | 192176
ome
Fé‘:: 149239 148177 199497 | 199062 | 201634 | 19.9330
?Pl“s}" 12.1432 12.1186 209528 | 209507 | 213635 | 20.9670
‘ouple
ggj}‘jﬁ‘ 126466 125940 206152 | 207844 | 208041 | 208994
g{;f:: 12,5992 12.8787 192120 19.1870 19.1968 19.1216
Slfl’l“h' 13.4409 13.0254 19.5594 18.6003 19.4517 18.5815
ome
S"Cla;h' 122001 11.8189 172216 | 170341 | 172639 | 17.0438
CC“" 14.9464 13.9641 221448 | 213477 | 221191 | 213466
‘ouple
é:;" 14.9881 14.4587 212126 | 208739 | 211685 | 208311
lg“" 133188 124645 207314 | 202172 | 2011125 | 201920
ose
];“" 13.0269 124729 193277 | 189940 | 195681 | 189555
ome
Cat-Car 15.2354 13.8638 19.7433 19.2479 19.7526 19.2251
Lena- 147880 13.8030 216039 | 204285 | 216598 | 206263
Couple
Ii;:f" 15.4820 14.8231 206202 | 201612 | 206094 | 20.1429
I]'{(:“:C' 163137 14.9695 207010 | 200922 | 211003 | 202975
]E;"*" 143354 12.8889 19.0128 18.5256 19.0416 18.5421
ome
Lg‘;‘ 16.6420 14.0913 190647 | 184808 | 190610 | 185185
Min 12.1432 11.8189 17.2216 17.0341 17.2639 17.0438
Max 16.6420 157138 221448 | 217388 | 221191 | 217982
Average | 14.26822 137559 2031056 | 1998054 | 2042553 | 19.98702
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Table 3: Structural similarity index (SSIM).

Cover
Image- | 2DDCT | IDDCT | Proposed | Proposed | Proposed | Proposed
Secret 4] 4] 2DDCT | IDDCT | 2DHT IDHT
Image
Pepper- 02466 0.2090 0.8837 0.8840 0.8862 0.8840
Couple
P;"(f;" 03574 0.3589 0.8599 0.8614 0.8519 0.8595
PeR"O‘fe" 01955 0.1496 0.8792 0.8734 0.8809 0.8732
P:["W' 02588 0.2565 0.7263 0.7385 07178 07320
ome
Peggf" 02374 02177 0.8699 08714 08691 08701
CF ot 02506 0.1786 0.8808 0.8741 0.8848 08716
‘ouple
g’;“' 03805 03110 0.8577 0.8495 0.8555 0.8476
;’““‘ 02055 0.1415 0.8763 0.8643 0.8782 0.8647
ose
;’““‘ 02682 02171 07222 0.7092 0.7133 0.7027
ome
F(':“a‘r‘ 02641 0.1959 0.8760 0.8780 0.8805 08778
?:%1::11: 01716 0.1273 0.8901 0.8833 0.8922 0.8832
5%1:;:1» 03385 0.2769 0.8685 0.8672 0.8672 0.8663
5113\1:::’ 01318 0.0955 0.8388 0.8399 0.8364 0.8388
S}‘I’I”h’ 02563 0.1986 0.7359 0.7152 0.7306 07115
ome
Sl’clfrh' 0.1849 0.1451 0.7995 0.7931 0.7958 0.7906
CC’" 02007 0.1658 0.8885 0.8733 0.8867 08716
ouple
gz;" 03813 0.3181 0.8672 0.8527 0.8611 0.8522
RC:; 01477 0.1112 0.8673 0.8531 08712 0.8559
HC“" 02512 02242 0.7128 0.7006 0.7094 0.69635
ome
CatCar | 02117 0.1754 0.8680 0.8630 0.8704 0.8599
CL"“"' 02841 02072 0.8891 0.8694 0.8888 08727
‘ouple
L.fo":" 03233 0.2961 0.8524 0.8438 0.8508 0.8438
Ilij“s‘: 03089 0.1999 0.8908 0.8663 0.8928 0.8692
HI‘“”' 02665 0.2324 0.7415 0.7132 0.7319 0.7131
ome
I‘C‘N‘B' 03082 0.2401 0.8535 0.8588 0.8575 0.8583
Min 01318 0.0955 0.7128 0.7006 0.7094 0.6965
Max 03813 0.3589 0.8908 0.8840 0.8928 0.8840
Average | 02581 0.2100 0.8398 0.8319 0.8384 0.8307

Fig. 10 shows the second stego-images sent to the
second TTP and generated by various proposed sys-
tems for the first image pair, ‘Pepper-Couple.” These
images are gray and may reveal some details of the
commercial images because of phase sign characteris-
tics. Instead of sending the stego-images to the sec-
ond TTP, sending only the signs to the second TTP
as a binary image could potentially achieve higher
security. Fig. 11 shows the coefficient signs of the
image ‘Couple’ as binary images generated by vari-
ous proposed transforms. Besides security purposes,
using a binary image instead helps in saving memory
usage and communication bandwidth consumption.

4.2 Fingerprinting performance

Two 4-bit M-sequences are used in the experiment:
if W = 0 then M-sequence = 0101, and if W =1 then
M-sequence = 1100, and L=4.6=1,2, ..., 7.

Fig. 12 compares the results of the proposed sys-
tems with those of the existing systems [14]. Since
the different fingerprinting method is used in [14],
the graphs of fingerprinted image qualities in terms
of PSNR versus correct fingerprint extracting rates
are plotted instead of the fingerprinting parameters.
The results confirm that the proposed systems yielded
much better results than those of the existing sys-
tems. In terms of PSNR, the proposed systems have
achieved 46.2803 dB and 44.1900 dB where § = 7, and
63.1823 dB and 61.0900 dB where § = 1, for the pro-
posed DCT systems and the proposed HT systems,

(d) 1D DCT [14]
PSNR: 14.9690 dB
SSIM: 0.2090

(c) 2D DCT [14]
PSNR: 14.7855 dB
SSIM: 0.2466

(e) Proposed 2D DCT
PSNR: 21.6934 dB
SSIM: 0.8837

(f) Proposed 1D DCT
PSNR: 21.7388 dB
SSIM: 0.8840

(g) Proposed 2D HT (h) Proposed 1D HT
PSNR: 21.8602 dB PSNR: 21.7982 dB
SSIM: 0.8862 SSIM: 0.8840

Fig.9: Stego-images sent to the first TTP and gen-
erated by various systems.
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(c) Proposed 2D HT (d) Proposed 1D HT

Fig.10: Stego-images sent to the second TTP and
generated by various proposed systems.

(d) Proposed 1D HT

(c) Proposed 2D HT

Fig.11: Binary images sent to the second TTP and
generated by various proposed systems.

respectively. While the existing systems achieved
only 25.5165 dB and 26.0655 dB where 6 = 7, and
46.3902 dB and 46.0637 dB where 6 = 1, for the ex-
isting 2D DCT system and the existing 1D DCT sys-
tem, respectively. Among the four proposed systems,
using the DCT achieves better fingerprinted image
quality than using the HT, while the correct finger-
print extracting rate is 100%, where § = 1,2,...,7,
for all proposed systems. That is the results confirm
the compatibility of the proposed image steganogra-
phy method and the proposed amplitude-based fin-
gerprinting method.

100 T Vo Ok bt +
O 2D DCT [14]

1D DCT [14]
-~ Proposed 2D DCT | _
Proposed 1D DCT
Proposed 2D HT
Proposed 1D HT

9 f \
80+ !
70t { ]
60 - / ‘

50 p———eo———% l,

40 . L L
25 30 35 40 45 50 55 60 65

Averaged fingerprinted image qgality [dB]

Averaged correct fingerprint extracting rate [%)]

Fig.12: Fingerprinted image qualities versus correct
fingerprint extracting rates.

4.3 Processing time

The processing time of the proposed systems and
the existing systems are not significantly different, be-
cause each of them applies either the 2D DCT, the 1D
DCT, the 2D HT, or the 1D HT. By using MATLAB
toolboxes for transforming, only about 0.2 seconds
is spent for a 512 x 512-pixel image for the image
steganography process, where Intel® Core™ i5, 256
GB SSD, 8 GB RAM device is used.

5. CONCLUSIONS

This paper proposes image steganography-based
copyright- and privacy-protected image trading sys-
tems. In the systems, there are the CP, the consumer,
the first TTP, and the second TTP. The first TTP is
responsible for image copyright protection. He/She
embeds the consumer ID into the stego-image gener-
ated by the CP. In the steganography process, either
the DCT or the HT is used with a color dummy im-
age. After applying image transformation to both
images separately, the coefficient signs of the com-
mercial image are replaced by the coefficient signs
of the dummy image pixel-by-pixel so that the in-
versely transformed commercial image looks like the
dummy image instead of the original one. To pro-
tect the copyright of the image, the consumer ID is
embedded into the amplitude components of the com-
mercial image by the first TPP using the digital fin-
gerprinting technique. Once the consumer receives
the fingerprinted image from the first TTP and the
coefficient signs of the commercial image from the CP,
the consumer reconstructs the fingerprinted commer-
cial image without losing the hidden fingerprint. As
a result, the commercial image is transferred from
the CP to the consumer with both image copyright
protection and consumer’s privacy protection.

The experimental results show that the commer-
cial images cannot be easily recognized from the
stego-images generated by the proposed systems.
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Moreover, the stego-images generated by the pro-
posed systems are not suspicious unlike the stego-
images generated by the existing systems. The
experimental results also confirm the compatibility
of the proposed image steganography method and
the amplitude-based fingerprinting method. Com-
pared with the existing systems, the proposed sys-
tems achieved significantly higher fingerprinted im-
age qualities and 100% correct fingerprint extracting
rates. Table 4 concludes the performances of the pro-
posed systems and the existing methods/systems.

The challenging task for future work could be
embedding a “color” commercial image into a color
dummy image.

Table 4: Performance summary of the proposed sys-
tems and the existing methods/systems.

LSB | CNN | GAN | [14] | Proposed

Hiding

Capacity X 0 X 0 0
Security X (0] (0] X (0]
Robustness O X X (0] O
Complexity O X X (0] O
Fingerprinting X X X O* o
Performance
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