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ABSTRACT

In this paper, blind image watermarking is proposed for grey-scale images
using LWT and Arnold maps. A comprehensive analysis of robustness
and imperceptibility for different sub-band is analyzed, and a robust sub-
band against different attacks is determined for designing a system robust
against intentional attacks or combined attacks. The importance of embed-
ding a watermark in several sub-bands has been examined to increase the
robustness against various image attacks while retaining a reasonable level
of imperceptibility. During the study, robustness is analyzed and watched
against the number of attacks such as compression attacks, noisy attacks,
de-noising attacks, and geometric attacks. It is moreover seen that higher
sub-bands are seen to offer good imperceptibility, and robustness perfor-
mance depends on the nature of attacks. It has also been noticed that
entire attacks affect the watermarked image in a different way. A standard
image dataset is used to test the suggested concept, and it is discovered
that sub-band 1 performs admirably for strength (robustness) and imper-
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ceptibility against different image attacks.
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1. INTRODUCTION

The amount of online digital content is continu-
ously increasing, and this has led to easier and more
widespread illicit copying, modification, and distribu-
tion. Digital data is easily accessible, which puts con-
tent integrity and copyright protection at risk. The
literature has made reference to a number of meth-
ods for ensuring copyright protection and preventing
illicit data copying and modification, including im-
age watermarking, Steganography, and cryptography
[1]. Digital image watermarking is a procedure of
providing authentication by extracting a watermark
from digital media. On the basis of robustness, a
watermark is divided into semi-fragile, robust, and
fragile. A robust system has the capacity to resist
all non-intentional and intentional attacks, whereas
a semi-fragile system can tolerate distortion up to
some level, and as opposed to semi-fragile, fragile can-
not tolerate distortion at all [2]. Specific data can
be added into either the spatial domain or frequency
domain. Spatial domain methods are more straight-
forward and uncomplicated to implement than other
frequency-domain methods, and frequency-domain-
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based techniques can tolerate more attacks than spa-
tial domain methods [2]. In contrast, a semi-fragile
system can tolerate distortion up to some level, and
as opposed to a semi-fragile, a fragile cannot tolerate
distortion at all [2]. Blind scheme based watermark-
ing using the transformation domain is explored in
this study. In the past various watermarking meth-
ods based on discrete cosine transform (DCT) [3-
4], discrete Fourier transform (DFT) [5-6], discrete
wavelet transform (DWT) [7-9], redundant discrete
wavelet transform (RDWT) [10-12], lifting wavelet
transform (LWT) [13-15] and singular value decom-
position (SVD) [8, 16-17] have been given that utilizes
the concept of perception of human and transformed
signal in order to achieve the satisfying imperceptibil-
ity and enhanced robustness. Various transformation
schemes and decomposition methods have been com-
bined to improve the watermarking algorithm’s per-
formance [14, 17-19]. Various machine learning algo-
rithm is also applied to strengthen the watermarking
algorithms [13, 17, 20-22].

The DCT is a well-known transformationfor image
processing and provides good energy compactions;in
DCT,all the terms are representedin terms of the
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cosine function. DWT is also one of the image trans-
formation techniques, and it can represent an im-
age in both spatial and frequency domains simul-
taneously. However, during the IDWT process, it
suffers from the problem of down-sampling, which
leads to the development of RDWT. DFT is also
one of the candidates among the image transforma-
tion techniques, and it represents a signal in terms
of the Fourier series. One of the essential properties
of DFT is that it is rotational, scaling, and transla-
tion (RST) invariant. Apart from these conventional
transform methods, SVD is also a numerical tool used
for data hiding and image compression. SVD is ap-
plied to improve the system’s performance in most of
the schemes [8, 16-17].

Another similar method for a grey-scale image has
been given by Islam et al. [20], and in that, nine
image sub-bands are analyzed out of 64 sub-bands
with the objective of finding a sub-band that performs
better in terms of robustness and imperceptibility.
Sub-band 7 shows the best results. SVM is used for
binary watermark extraction using RBF kernel.

Zhou et al. [21] have presented an adaptive
threshold-based blind image watermarking using a
support vector machine and genetic algorithm, in
which 50 images out of 2700 images of size 256 x256
are utilized, and genetic is used for optimization, and
SVM is used for binary watermark extraction. It
shows robustness against most of the image attacks
except the cropping attack.

Ariatmanto & Ernawan [23] have presented adap-
tive scaling factor-based image watermarking using
DCT transformation. In this, first, a cover image
is converted into 8x8 pixels, and then based on the
highest variance, the pixel is selected for the embed-
ding process. The adaptive scaling factor is utilized
for watermark embedding. Arnold transform is used
to strengthen the watermarking process.

Rakhmawati et al. [24] have proposed blind image
watermarking for JPEG images using adaptive em-
bedding strength and distribution of quantified coef-
ficients. In this scheme, the embedding strengths and
coeflicients are adaptively selected from the DCT fre-
quency, and it shows a good balance between imper-
ceptibility and robustness.

An adaptive color image watermarking has been
proposed by Qingtang et al. [25] aimed to provide
robustness against geometric attacks. Slant trans-
formation is used to calculate the maximum entropy
of the pixels blocks, and watermark embedding is
done by using adaptive image size, adaptive quantiza-
tion steps, adaptive watermark encoding, and adap-
tive embedding position. It shows larger watermark
capacity, stronger robustness, and higher security
against most of image attacks.

An image watermarking using non-sub-sampled
contour-let transform (NSCT) domain, fast generic
polar complex exponential transform (FGPCET)

magnitudes, and non-symmetric mixtures (NSM)
based hidden Markov tree (HMT) has been proposed
by Wang et al. [26]. In this, embedding is done using
the multiplicative method on NSCT and FGPECT,
and extraction is done using the NSM-HMT model
and using maximum likelihood criteria.

An adaptive class matrix-based image watermark-
ing has been proposed by Guo et al. [27]. In this
method, image watermarking is done using adaptive
class matrix selection and modified error diffusion
kernel. For watermark embedding, a scheme is pro-
posed based on the correlation analysis and halftone
statistics. The result shows that the given methods
are good in terms of quality and robustness.

High-capacity QR decomposition-based blind color
image watermarking using artificial intelligence has
been proposed by Hsu et al. [28]. The watermark
bit is embedded based on the pixel difference of two
consecutive coefficients of 2*2 blocks, and then the
A L technique is used to refine the quality of water-
mark images. It shows good quality watermark image
along with good robustness.

During the literature review, it was found that
a number of watermarking algorithms and adaptive
strategies have been proposed in the wavelet domain,
and various sub-bands have been utilized for water-
marking. In different levels of transformation, LWT
and DWT divided an image into different sub-bands,
such as low-low, low-high, high-low, and high-high. A
variety of approaches have selected various sub-bands
for embedding, like H.L. selected for embedding by
Khare & Srivastava [7], as it fulfills the requirements
of imperceptibility and robustness. In another study
[9], the L.L. sub-band is used for watermark embed-
ding after Q.R. decomposition because embedding in
L.L. sub-bands affects the imperceptibility of the wa-
termark. Since embedding in L.H. sub-bands offers a
reasonable mix between imperceptibility and robust-
ness, Verma et al. [15], Ramanjaneyulu & Rajara-
jeswari [22], Song et al. [29], and Verma et al. [30]
have adopted L.H. sub-band for watermark embed-
ding. Some schemes have used L.L., L.H., H.L., and
H.H. sub-bands in combination to improve the perfor-
mance, like [31] has used a combination of L.H. and
L.L. sub-bands of LWT transform to improve the re-
sults.

Verma, Jha, and Ojha [30] introduced the adap-
tive threshold-based scheme, which uses the L.H. sub-
band of the third level of decomposition for water-
marking. It exhibits good resistance to most image
attacks, with the exception of Rotation, salt and pep-
per noise, and average filtering attacks. Lai & Sai [32]
have used both L.L. and L.H. sub-bands for water-
marking in the LWT-SVM domain, so after observ-
ing several works of literature, it has been found that
it is of utmost importance to know the effect of sub-
band selection on robustness and imperceptibility in
the watermarking system in the adaptive threshold
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domain.

The novelty of the proposed work is that this pa-
per presents a detailed analysis of watermarking per-
formance for different sub-bands of the image, and
this study may help to design robust watermarking
against specialized types of image attacks. The pro-
posed work aims to find the effect of robustness and
imperceptibility of embedding watermarks in differ-
ent sub-bands in the LWT domain. The various sub-
bands have been selected for watermark embedding
for the following concerns-

a) The majority of the information resides in the low-
frequency component, but every image is different
in terms of the frequency component.

b) Different attacks affect the frequency component
of the image differently; for example, jpeg com-
pression attacks eliminate all the components with
high frequency.

c) To analyze the deviation in terms of robustness
and imperceptibility for different sub-bands.

The contribution of the proposed work is as follows-

e In the proposed work, third-level LWT decomposi-
tion has been utilized for watermarking, and anal-
ysis has been done to know which sub-bands give
good results with respect to robustness and imper-
ceptibility.

e The robustness analysis might be useful to know
the nature of the attacks, and one can prepare a
system that is robust against a certain attack or
set of related attacks.

e The proposed work is simple to implement, and
keys and Arnold map used at different levels pro-
vide sufficient security.

e The proposed method performs superior to other
similar existing methods.

The paper is organized like section 2 contains the wa-
termark insertion and watermark extraction in dif-
ferent sub-bands. Section 3 contains the results and
discussion. A comparative study is shown in section
4, and section 5 describes the conclusion and future
work.

2. PROPOSED WATERMARKING SCHEME
USING LWT AND ARNOLD MAP FOR
DIFFERENT SUB-BANDS

This paper presents and examines adaptive
threshold-based watermarking for various sub-bands
combining the LWT and Arnold map. There are some
methods suggested by Verma & Jha [33] and Verma,
Jha & Ojha [30] that use the third level of sub-bands
(LH3) for the watermark embedding process. How-
ever, none of them have demonstrated the effects of
watermark embedding on various sub-bands in the
adaptive threshold domain. As a result, there is room
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to examine the effects of using different sub-bands for
watermarking. In this paper, all the third-level sub-
bands are utilized to know the effects of watermark-
ing on the performance of the system. The adaptive
threshold-based approach has been used for extrac-
tion as it is one of the simplest and easiest approaches
for the watermarking system. The watermark adding
and extraction process have been discussed in the
later sub-section.

2.1 Sub-bands selection

In this study, all the third-level sub-bands using
LWT have been explored and utilized for the embed-
ding of the watermark. Whenever an image is decom-
posed for the first level using LWT, are generated four
sub-bands called LLL1, LH1, HL1, and HH1, and when
these sub-bands are again decomposed for the second
level, each generates four more sub-bands called LL2,
LH2, HL2, and HH2 results into total 16 sub-bands
and again each sub-bands are again decomposed for
third level, then each sub-bands generates four more
sub-bands LL3, LH3, HL3, and HH3, leads to total
64 sub-bands generation, so in this way, there are 64
sub-bands obtained an experiment done for the en-
tire 64 sub-bands. However, results and analysis are
shown only for 9 bands which cover all the diverse fre-
quency components from higher to lower. The nine
subbands (bands) are mentioned as follows.

band 1:
band 2:
band 3:
band 4:
band 5:
band 6:
band 7:
band 8:
band 9:

LH3/LL2/LL1
LH3/LH2/LL1
LH3/HL2/LL1
LH3/LH2/LH1
LH3/HL2/LH1
LH3/LH2/HL1
LH3/HL2/HL1
LH3/LH2/HH1
LH3/HL2/HH1

In the above nine sub-band representation, HH1
represents diagonal details, LL1 represents approxi-
mation details, HL1 represent horizontal details, and
LH1 represent vertical details of the first LWT parti-
tion. Similarly, HH2, LL2, HL2, and LH2, represent
diagonal, approximation, horizontal, and vertical de-
tails of second-level LWT decomposition. Similarly,
LL3, HL3, LH3, and HH3 represent approximation,
horizontal, vertical, and diagonal details of third-level
LWT decomposition. In the above sub-bands, the
sub-band 1: LH3/LL2/LL1 implies the third-level
LH3 sub-bands of second-level LL.2 sub-bands derived
from first-level LL1 sub-band details of the image. In
the proposed scheme, the third level of LWT coeffi-
cients is rearranged using key 1, and then, the en-
tire shuffled coefficient is grouped to form blocks of
size 2x2 with no overlapping. Then, the entire cor-
responding blocks are rearranged using another key
called key 2 to add another level of security. So in
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this way, there are total 1024 blocks of size 2x2 are
obtained, and now, out of 1024 blocks, a total of 512
blocks are selected to embed binary watermark bits of
size 512. For embedding the binary bits, the quanti-
zation of maximum coefficients is used. In the scheme
presented by Verma, Jha & Ojha [30], the experiment
is done on sub-band 1, and the embedding threshold
T=12 and watermarking strength a=0.7 is utilized,
for 15 standard images, including Lena, Peppers, and
Mandril, etc. Watermarking strength « shows the
strength of the watermark, and it should be between
0 and 1. It is used to get the minimal value of Y so
that the watermark is extracted efficiently.

Fig. 1 shows all 64 sub-bands and all the nine sub-
bands are numbers 1-9 and highlighted using colors.
In this watermarking scheme, a threshold value (T) is
selected, aiming at balancing imperceptibility and ro-
bustness, which is one of the challenges of watermark-
ing system. In the proposed scheme, the experiments
have been done on different threshold T values, and
the variation in the robustness and imperceptibility
is exposed in the later section results and discussion.

SB_1 1 2

Where a block contains four coefficients in order
z(1) < 2(2) < z(n — 1) < z(n) and CD 4y is used
for watermark embedding, and blocks for watermark
embedding are selected using C'D,,;,. The selection
criterion for I.R. (important region) and NIR (non-
important region) is as follows:

if CD'min <= T,i"®block belongs to IR. (3)
if CD'min > T,i"block belongs to NIR.  (4)

Where T = embedding threshold value.

2.3 Block Identification Method (BIM)

One of the challenges of image watermarking is to
maintain the balance between imperceptibility and
robustness, and therefore the selection of optimal
threshold value is very important, therefore instead
of selecting the threshold randomly, the selection is
made by performing an experiment of Mandril stan-
dard image for different threshold values for T=11,
15, 25, 35 and 40. The imperceptibility (PSNR) for
different thresholds is shown using Fig. 2, and Fig. 3
shows the robustness (N.C.) of the different thresh-
olds for the Mandril image.

6
7 -
SB_64
First level Second level 3rd
decomposition decomposition level

Fig.1: Third level decomposition and Sub-band 1-9.

2.2 Block Identification Method (BIM)

Firstly, the cover picture is partitioned into third-
level LWT transformation, and the sub-band is fur-
ther chosen for watermark embedding. The size of
all the sub-band is 64x64, which is shuffled by ap-
plying a secret seed key (keyl). Then the entire non-
overlapping coeflicients are arranged to form blocks
of size 2x2. Then a different seed key (key 2) is used
to arbitrarily shuffle these blocks as well. For every
single block, calculate the CDmin (minimum coeffi-
cient difference) and CDmax (maximum coefficient
difference) using the following formula.

CDmin = z(2) — x(1); (1)
CDmin = z(n) —x

60
55 T=11
o 50 A el T=15
% 45 T=25
- e T=3 5
40
i T=4(
35
30 T T T T T T T T !
1 2 3 4 5 6 7 8 9
Sub-bands

Fig.2: PSNR value for different thresholds on Man-
dril.

1.1

e T=1 |
1 ==T=15
S 09 1 T=25
i T=35
08 1 i T=40

0.7 ————————————

1 2 3 4 5 6 7 8 9
Sub-bands

Fig.3: N.C. value for different thresholds on Man-
dril.

The experimental results depicted using Fig. 2
and Fig. 3 on different threshold value shows that
by increasing the threshold value and keeping wa-
termarking strength constant at a=0.7, the robust-
ness (N.C. value) increases, but the imperceptibility
(PSNR value) decreases. It has been understood from
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the results that T= 35 gives a balanced output in
terms of PSNR and N.C. Therefore, all the results
and analysis have been shown for T=35 and a=0.7.

2.4 Watermark adding procedure

This section contains the proposed watermark-
adding procedure, and the mathematical formula for
adding the watermark is as follows.

For each and every watermark, bit 1 or 0, quantize
the largest coefficient of the corresponding blocks in
LR. using equations (5) and (6).

If watermark bit is =1,

z(n); = z(n); + T,ifCD' max < max(, T);
x(n);, Ohtherwise (5)

And, if the watermark bit is =0,

z(n); = x(n); — CD! max (6)

Where T represents the threshold, and CD! max is
the variation between two maximum coefficients for
the consequent i*" block. The average variation (dif-
ference) value of the coefficient for entire N}, blocks is
given by:

SN CD' max
g = Tz DT )

Fig. 4 depicts the steps for the watermark embedding
and extraction procedure.

2.5 Steps involved for watermark adding.

The following are the steps for inserting a watermark:

Step 1 Third-level LWT partitioning is used to di-
vide the cover image, and shuffle (S.B.; Keyl; S.B.”)
is used to randomly rearrange selected sub-band co-
efficients.

Step 2 Successive non-overlapping coefficients of se-
lected bands are arranged to make blocks of size
(2x2), and all the related blocks are randomly re-
arranged using shuffle (SBL, Key2; SBL’).

Step 3 Blocks (which are randomly rearranged) are
partitioned using BIM to get I.R. and NIR (Non-
important region) subsequently.

Step 4 The average of all coefficient variation for all
Nb blocks present in I.R. is found out using eq. (7).

Step 5 The watermark(W) is scrambled using an
Arnold map and then converted to a 1-D array of
length Nw.

Step 6 For every Nw bit (watermark bit), do the

following:

6.1 Randomly select 512 blocks from the I.R. (where
Nw < Nb), and find the two largest coefficient
values z(n) and z(n — 1) for given blocks.

6.1 If the watermark bit is equal to 1, modify x(n)
using (5).

6.1 If the watermark bit is equal to 0, modify x(n)
using (6).

Step 7 All updated and leftover blocks of I.R. and
NIR are combined into the novel place positions.

Step 8 Entire updated coefficients and blocks of
elected sub-band are shuffled in inverse order using
the same keys.

2.6 The decoder design

The given watermarking method is blind; there-
fore, it doesn’t need a cover image and original wa-
termark image for extraction of the watermark. Here
the adaptive-threshold-based idea is used for the ex-
traction of the watermark. Here adaptive threshold
T is determined as

NwXa /-
To i Y (3)
Nw X «a
Here @’i is a set of {CD’max1,CD max2;- - ,CD max s
for i=1,2,....Nw. Here all the maximum coefficient
difference is set increasingly. Here factor « is applied
to ensure the minimum Y for watermark extraction,
where 0 < o < 1.
The bits of watermark is extracted using the following
rules:

if(CD!

watermarky;; = 1, maxi > min(Y,T)
0, Ohtherwise (9)

2.7 Watermark extraction steps

The step for extraction of the watermark is as follows:

Step 1 The coefficients of a watermarked image are
extracted, similar to an embedding-like process.

Step 2 With the help of identical keys, i.e., Keyl and
Key2, the values and consequent blocks of the HL3
sub-band are shuffled at random.

Step 3 Determine which blocks’ positions include the
watermark bits.
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Obtain Coffs |K1
of any 64 sub-
band of size
(64*64)

Cover image

cs 'T Arnold
ap

Watermark

Shuffling of
Coefficients

. —

1024
Blocks Identify blocks
shuffling of (IR/NIR)for
size 2*2 embedding

110111...00 o

Scrambled watermark Quantization

Inverse
shuffling with
Keyl, Key2

Watermarked Image

Inverse LWT
SENDER NETWORK RECEIVER

Obtain Coffs of K1 K2 1024 Identify
any 64 sub- Shuttling of Blocks blocks
band of size Coefficients shuffling of (IR/NIR)for

(64*64 size 2*2 extraction
: R — —~
Watermarked image
C s T Inverse Arnold ( ‘A(laptive
. Map 10011110111...00 Threshold

Watermark Image

Scrambled watermark

4
I Threshold value |

Fig.4: Watermark embedding and extraction process for all sub-bands.

Step 4 Do the following for all the Nw blocks:

4.1 Obtain two maximum coefficients z(n)’, z(n—1)’
for each block, and get CD’axi

4.1 The watermark bits are obtained utilizing eq. (9)

Step 5 The obtained values are saved in 1-D array W’
having length Nw, and then, inversely, shuffled the
obtained scrambled watermark is using the Arnold
map.

Step 6 Change the shape of extracted watermarks to
the size of the novel watermark.

3. RESULTS AND DISCUSSION

The adaptive threshold-based watermark scheme
is tested on 15 gray-scale images of size (512x512)
and a binary watermark of size (16x32). For the
experiment and analysis, various images such as
Lena, Peppers, Mandril, Cameraman, Lake, Jetplane,
House, Livingroom, Walkbridge, Man, Boat, Satel-
lite, Woman, Galaxy, and Chest X-ray are considered,
but for briefness result of only five images are shown.
The entire image used for the experiments are stan-
dard gray-scale images having 512x512 dimensions,
and one binary image (created by my own) of dimen-
sion 16x32 is utilized in the proposed research. These
image data are collected from the standard image
dataset available in [34]. The experiment was carried
out using Windows 10 and MATLAB (R2016a). A
Lenovo laptop with an Intel i5 processor and 16 G.B.
of RAM was used for the experiment. Fig. 5 repre-
sents the sample of 15 standard images. For the sake

of concision, Fig. 6 illustrates the conventional Man-
dril image of size 512x512 and watermarked image
under no attack circumstance while the embedding is
carried out on sub-band 1.

Imperceptibility is measured using the peak signal-
to-noise ratio (PSNR), and robustness is evaluated
using normalized correlation coefficient (N.C.) and
bit error rate (BER). The performance of the system
is examined and assessed using PSNR, NC, and BER
in the suggested work. PSNR is used to compare the
original cover image to the watermarked version, and
N.C. and BER are used to compare the extracted wa-
termark to the original watermark.

The mean square error (MSE) between the original
CI (cover image) and W.I. (watermarked image) is
obtained using.

MSE 1 . CI(i,j) — WI(i,j 10
~ M'N Zij:o (1.j) — WI(i,j) (10)
Where M*N shows the dimension of the images and
CI(i, j) and W.I. (i, j) represent the grey value at
position (i, j). The PSNR can be represented as:

2552

N.C. value and BER value can be calculated as fol-
lows:

_ iV 2 W

N
C h xw

(12)

Wij and W, are valued at (i,j) of cover and water-
marked image, and it is set as 1 if it is a watermark bit
1; Otherwise, it is set as -1; h and w are watermark
image dimensions, respectively.
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Fig.5:

= 2 o
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(n) (o)

Standard test image (a) Lena, (b) Mandril, (c) Peppers, (d) House, (e¢) Man, (f) Jetplane, (g)

Cameraman, (h) Lake, (i) Livingroom, (j) Walkbridge, (k) Boat, (1) Woman, (m) Satellite, (n) Chest X-ray,

and (o) Galaxy.

B
h xw

BER = (13)

Where B is equal to the wrongly detected bit, and
h*w is the dimension.

3.1 Imperceptibility study

In this section, the imperceptibility of the proposed
algorithm on different images for dissimilar sub-bands
is discussed.

(b)

(C))

Fig.6: (a) Cover image of size (512x512), (b) wa-
termarked Mandril image having PSNR=38.19, (c)
watermark image of size (16x32), (d) obtained wa-
termark on sub-band 1 with NC=1 and BER=0.

(a)

In this study, imperceptibility and robustness are
monitored for different threshold values, and for lower
values of T, imperceptibility increases and robustness
drops. It has been noticed during the study that
embedding watermarks on L.L. sub-bands affects the
imperceptibility, and embedding on L.H. or H.L. sub-
bands improves the robustness.

It has been noticed that different images have dif-
ferent color combinations and different illumination;
therefore, all the images do not perform equally in
terms of robustness and imperceptibility. Fig. 7
shows the PSNR value for five standard images, i.e.,
Lena, Mandril, Peppers, Cameraman, and Lake, for
T=35 and embedding strength=0.7. Table 1 shows
the extracted watermark and N.C. value against var-

ious image attacks for sub-band 1 to 9 for standard
image Lena.

55 - mLena
50 1 = Mandril
45 -

;f-'é 40 - " Peppers

w2

& 351 m Camera
30 man
25 4 m Lake
20

1 2 3 4 5 6 7 8 9
Sub-bands
Fig.7: PSNR variation of 5 standard images.

3.2 Robustness analysis

In this study, N.C. and BER values are used to
measure the robustness of the extracted watermark.
The robustness of the proposed scheme has been
tested on sub-band 1 to sub-band 9, which covers
sub-bands of high-frequency to sub-bands of low-
frequency on 5 standard images. The attacks con-
sidered for the study purpose are the compression
attack, geometric attack, image processing attack,
noisy attack, and de-noising attacks, respectively.

It is very clear from Table 1 that sub-band 1 is
performing well in terms of robustness and impercep-
tibility. Table 2 shows the average robustness perfor-
mance in terms of N.C. value for 15 standard images
(average) for different sub-bands. The paper’s later
section discusses the robustness analysis of several at-
tack categories.

3.2.1 Strength against geometric attacks

The robustness against geometric attacks, i.e.,
scaling and cropping attacks, has been considered for
the study purpose, and evaluation has been done on
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Table 1: FEzxtracted watermark and N.C. of extracted watermark under different attacks.

Attacks Sub- Sub- Sub- Sub- Sub- Sub- Sub- Sub- Sub-
band1 band2 band3 band4 band5 band6 band7 band8 band9
sLP0.01)  CSIT 8T CQF 48 (MF  Or Sy B
NC Value 0.9844 0.8047 0.8203 0.5664 0.6601 0.6133 0.5781 0.3711
SPLN(0.01) €SIT:  €8iT. muy iR
NC Value 0.8867 0.8515 0.6406 0.4609 0.625 0.6054 0.3281
GN(O.o1)  CEIT  wi R e i
NC Value 0.9297 0.5934 04766 0.4961 0.3125 0.3242 0.2304
HE CSIT  CSIT.  ©Sit  CSITF €SIl CBIT. o0 %
NC Value 0.9844 0.8789 0.9023 0.8867 0.9218 0.8594
scL(o.5)  €8IT CSIT  Egf: i BER
NC Value 0.9140 0986 0.7227 0.4882 0.4140 0.2969
MF(2x2) CSIT-  CSIT:  L8IT L5 s
NC Value 0.9727 0.8516 0.9375 0.6367 0.4648 0.4101
MF(3x3) CSIT-  CSIT CSiT i
NC Value 0.9609 0.9492 0.9296 0.3203 04727 0.5117 0.3359
CR (10%) s G
NC Value 0.2929 0.2070
CR (25%) R¥a o
NC Value 0.6679 0.6289 0.2851 0.6172 0.4218 0.4179 0.1016
RT(O.1)  ESIT KN R
NC Value 0.7266 0.6563 0.7617 0.4297 0.3046 0.3867 0.3594 0.6562 0.3710
JPEG (20) GO, EE - BIE BER E
NC Value 0.7578 0.7109 0.6914 0.7575 0.3086 0.3437 0.6601 0.0965 0.2070
JPEG (30)  CSIT  CSIT. ¥SIT. &L #&% ©- Q8IE @ o2
NC Value 0.9882 0.8710 0.8047 0.7773 0.1367 0.3906 0.7813 0.2188 0.3086
JPEG (40)  CSIT-  CSIT" TSI {S[F vie BN
NC Value 0.9787 0.8750 0.9414 0.8086 0.3906 0.2929 0.8007 0.3633 0.0585
JPEG (50) ~ CSIF- €St  CSIT. G8IT CSIF  CSIF @58 R
NC Value 0.9258 0.8477 0.8984 0.7969 0.2929 0.8906 0.9258 0.1875 0.2773
JPEG (60) ~ CSIT  CSIT. £8IT:  CSIT CSIT.  CsiT N @R
NC Value 1.0 09101 0.8164 0.9687 0.3867 0.9296 0.9336 0.2382 0.1875
Avg.NC 0.9024 0.8179 0.7255 0.6541 0.5208 0.5088 0.5898 0.3443 0.2896

Value
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Table 2: Robustness measure (over 15 images) of extracted watermark for various attacks.
Attacks S_band S_band S_band S_band S_band S_band S_band S_band S_band
1 2 3 4 5 6 7 8 9
SLP (0.01) 0.86 0.72 0.74 0.46 0.51 0.55 0.53 0.35 0.34
SPLN(0.01) 0.83 0.67 0.65 0.50 0.45 0.58 0.49 0.23 0.34
GN (0.01) 0.85 0.60 0.51 0.32 0.37 0.40 0.32 0.27 0.20
HE 0.93 0.91 0.91 0.89 0.88 0.87 0.88 0.85 0.85
SCL(0.5) 0.93 0.84 0.75 0.32 0.43 0.36 0.4 0.28 0.29
MF (2x2) 0.83 0.71 0.87 0.58 0.21 0.25 0.61 0.32 0.28
MF (3x3) 0.91 0.83 0.87 0.43 0.45 0.43 0.67 0.40 0.36
CR (10%) 0.75 0.68 0.41 0.62 0.34 0.29 0.22 0.27 0.29
CR (25%) 0.59 0.53 0.40 0.42 0.40 0.40 0.25 0.39 0.24
RT (0.1) 0.71 0.68 0.58 0.31 0.38 0.34 0.33 0.65 0.46
JPEG (40) 0.79 0.80 0.72 0.76 0.30 0.29 0.84 0.25 0.27
JPEG (60)  0.99 0.91 0.74 0.86 0.41 0.94 0.85 0.31 0.26
five standard images. Fig. 8, Fig. 9, and Fig. 10 1 S P
show the N.C. value of different images under scaling 0.8 ' e
(SCL 0.5), cropping (C.R. 10%) attack, and rotation T
(RT 0.1), respectively. % Gl i=Peppers
= \f‘g, e Camera
1.5 4z man
g cna o ==e=Lake
£ e PR
%0‘5 i Peppers . o ) )
Fig.10: N.C. variations against rotation (0.1) at-
0 - . . . . . . I8 Camera tack.
1 2 3 4 5 6 7 8 9 man
Sub-bands

Fig.8: N.C. variations scaling (0.5) attack.

1 e | cna
g 0.8 el \andril
= 06
z 0.4 == Peppers
4

0.2 e Cameram
o +————— an
1 2 3 45 6 7 8 9 e=Laks
Sub-bands

Fig.9: N.C. variations against cropping (10%) at-
tack.

The proposed scheme gives good robustness
against the cropping attacks; one can observe from
Fig. 8 that lower sub-bands perform better against
cropping attacks in terms of N.C. value; this may
be due to lower sub-bands remaining less affected
than the higher frequency sub-bands. Fig. 11 shows
the performance against the Rotation (0.1) attack for
sub-band 1 to 9, and one can observe that the lower
sub-bands perform better than higher sub-bands, and
this may be because lower sub-bands are less affected
by rotation attack than the higher sub-bands. Sub-
band 8 is also performing well against rotation at-
tacks. Sub-band 1 provides an average N.C. value of
0.93 for the SCL (0.5) attack, 0.75 for the Crop (10%)

attack, and 0.71 for the Rotation (0.1) attack.

3.2.2 Robustness against noisy and de-noising at-
tacks

The robustness of the scheme has been tested
against the noising attacks, i.e., salt and pepper
(SLP) noise with intensity 0.01, speckle noise (SPLN)
with intensity 0.01, de-noising attack, i.e., histogram
equalization (HE) and the median filter (3x3). It
is analyzed from Fig. 11 and Fig. 12 that the pro-
posed scheme provides sufficient robustness against
SLP and SPLN attacks, especially for lower-level sub-
bands (sub-band 1 — 3). The lower level sub-bands
may be less affected by SLP and SPLN attacks; there-
fore, they perform well.

1.5 g cna
E 1 e=fli== Mandril
<
> »Peppers
Lz) 0.5
$rd e Camera
0+ T T T T T T T T ) man
1 2 3 4 5 6 7 8 9 ==e=Lake
Sub-bands

Fig.11: N.C. variations against SLP (0.01) attack.

It is clear from Fig. 13 that in the case of the
G.N. attack, the lower sub-band gives sufficient ro-
bustness compared to higher sub-bands; this may be
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1 g |_ena
© 0.8
;: 06 e==fli== Mandril
o 04 === Peppers
Z 02
0 ey Camera
12 3 4 5 6 7 8 9eerlrke
Sub-bands
Fig.12: N.C. variations against SPLN (0.01) at-
tack.

due to the Gaussian noise attack affecting more to
higher frequency component. It is observed from Fig.
14 that for de-noising attacks like HE, it gives ade-
quate robustness for all the sub-bands. It is obvious
from Fig. 15 that lower-level sub-bands perform well
against the median filter attack.

g ena
. 08 =8 Mandil
§ o === Peppers
% 04 1 e Cameram
0.2 e Lake
0

Fig.13: N.C. variations against G.N. (0.01) attack.

1.2 el | ena
° ! @l Mandril
= 038
§ 0.6 === Peppers
S04
z el Camera
0.2 man
o+ =¥=Lake
1 2 3 4 5 6 7 8 9
Sub-bands

Fig.14: N.C. variations against HE attack.

It is observed that for noisy and de-noisy attacks,
the proposed scheme gives average robustness of 0.86
for SLP (0.01) attack, 0.83 for SPLN (0.01), 0.85 for
G.N. (0.01), 0.93 for Histogram Equalization (HE),
0.91 for M.D. (3x3) filter attack for sub-band 1.

3.2.3 Robustness against compression attacks

The system’s robustness has been tested against
lossy compression attacks, i.e., joint picture expert
group (JPEG) for different compression factors of 40
and 60 on five standard images. The NC variation for
JPEG (40%) and JPEG (60%) has been shown using
Fig. 17 and Fig. 18.

One can observe from Fig. 16 that against JPEG
(40%) attack, lower frequency sub-bands are perform-

1.2 1 e | cna
1
@sflfes Mandril
£ 0.8 -
g 0.6 - === Peppers
Q
z 04 - b Camera
1 man
02 i ake
0 T T T T T T T T
1 2 3 4 5 6 7 8 9
Sub-bands

Fig.15: N.C. variations against M.D. (3% 3) attack.

1.2 e ena
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s Camera
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1 2 3 4 5 6 7 8 9
Sub-bands
Fig.16: N.C. variations against JPEG (40%) at-
tack.

ing well, and sub-band 7 is also giving good robust-
ness as compared to other sub-bands. It is clear from
Fig. 17 that for JPEG (60%) attack, lower frequency
sub-bands, sub-band 6, and sub-band 7 are perform-
ing well in terms of N.C. value. The L.L. and L.H.
sub-band provides excellent robustness against lossy
compression attacks. It is observed that the proposed
watermarking scheme gives an average robustness of
0.79 for JPEG (40%), 0.99 for JPEG (60%) attack on
sub-band 1.

4. COMPARATIVE PERFORMANCE ANAL-
YSIS

The LWT and adaptive threshold-based water-
marking for different sub-bands is presented, and the
experiments are done to uncover the effect on the ro-
bustness and imperceptibility of the image. In this
section, the performance of the proposed idea has
been compared with other watermarking schemes.
Fig. 7 shows that the PSNR value increases for
each sub-band, ranging from approximately 39 dB to

1.2 1
1 b= | cna
E 0.8 @i Mandril
<
> 0.6 - === Peppers
S 04 -
empmm Camera
0.2 A i
0 T T T T T T T T === Lake
1 2 3 4 5 6 7 8 9
Sub-bands

Fig.17: N.C. variations against JPEG (60%) at-
tack.
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Table 3: Comparison of results with [15, 30, and 35] for various attacks in terms of N.C.

Attacks Lena Peppers Mandril
[15] [30] [35] Proposed [15] [30] Proposed [15] [30] Proposed
SLP(0.01) 0.914 0.753 0.731 0.984 0.91 0.785 0.980 0.929 0.843 0.878
SPLN(0.01) 0.910 0.746 0.738 0.887 0.89 0.80 0.808 0.914 0.800 0.757
MD (3x3) 0.92 0.95 0549 0.96 0.918 0.91 0.925 0.898 X  0.898
HE 0.933 0.92 0.98 0.984 0.937 0.88 0.953 0.895 X  0.953
CR (25%) X 0933 X 0.667 X 0910 0.632 X 092 0.589
R (10%) 099 X 0.917 0.859 0972 X 0832 096 X 0.773
SCL(0.5) 0.94 0.984 0.647 0.914 0.941 0.97 0.98 0.953 0.964 0.847
JPEG(30) 0.96 0.99 0.945 0.99 0.945 0.99 0.935 0.953 X 0.863
JPEG(40) 0.968 1.0 0.976 0.978 0.968 099 094 096 X 0.868
JPEG(50) 0.98 1.0 0.988 0.925 0.984 1.0 1.0 0976 X 1.0
JPEG(60) 1.0 1.0 0.991 1.0 1.0 1.0 1.0 1.0 X 1.0

Table 4: Comparison of results with [15, 30, and 35] for various attacks in terms of BER.

ECTI TRANSACTIONS ON COMPUTER AND INFORMATION TECHNOLOGY VOL.17, NO.2 June 2023

Attacks Lena Mandril
[15] [30] [35]  Proposed  [15] [30] [35]  Proposed
SLP(0.01) 0.043 0.048 0.125 0.007 0.0352 0.0488 0.1465 0.084
HE 0.0332 0.0156 0.002 0.007 0.0257 0.0254 0.0020 0.023
SCL(0.5)  0.0273 X X 0.042 0.0234 X X 0.067
JPEG(30) 0.0195 0.0098 0.025 0.005 0.0234 0.0332  0.052 0.069
JPEG(40) 0.0156 0.0117 0.009 0.011 0.0195 0.0410 0.007 0.068
49 dB for different images. The watermark scheme 1.2 4
must be robust against most image attacks, but it is 1
also true that no watermark algorithm can be robust 208 4 .;eggl?)
against all image attacks; therefore, the watermark- S 06 1 [24]
ing algorithm must be robust against most image at- S 04 -
tacks. Table 1 shows the extracted watermark and 0.2 - = Proposed
corresponding N.C. value on Lena’s watermarked im- 0 -
age against different attacks for different sub-bands, Q\\ QQ N «zf‘ﬁp\ AN R DS
- o SESES
and one can observe that sub-band 1 provides the % e ® é{- ORI
most optimal results. It exhibits a fair compromise

between imperceptibility and robustness with an av-
erage N.C. value of 0.9024 and the PSNR value of
approx 39 dB, which is adequate.

It can be said that sub-band 1 provides good opti-
mal results; therefore, the performance of sub-band 1
is compared in terms of N.C. with the schemes such as
Verma et al. [15], Verma et al. [30], and Islam et al.
[35] and shown using Table 3. Fig. 18 shows the per-
formance comparison with Verma et al. [30] on the
Lena image, and it shows that except for the G.N.
(0.01), C.R. (25%), SCL(0.5), and JPEG(50) attack,
the proposed scheme performs well against most of
the image attacks.

Table 4 shows the BER comparison with other
schemes, such as Verma et al. [15], Ariatmanto &
Ernawan [23], Verma et al. [30], and Islam et al.
[35], and it shows that the proposed scheme performs
well against most of the image attacks for Lena.

In Table 3 and Table 4, bold values show that the
proposed scheme performs well or equally over an-
other existing scheme for different image attacks, and
the sign of X shows missing data.

Fig. 19 shows the comparison using BER with

Fig.18: N.C. Comparison with Verma et al. [24].

0.05
0.04 LAY t al
€rma ¢t al.
p£0.03 (2015)
#0.02
0.01 u Proposed
0
N N 2 N
& SR \‘z
Fig.19: BER Comparison with Verma et al. [15]

against different attacks on Lena.

Verma et al. (2105) [15] for standard image Lena,
and it shows that the proposed scheme performs well
except for the SCL(0.5) attack. Fig. 20 shows the
comparison of N.C. value under various compression
attacks with Islam et al. (2020) [20], and it shows that
the proposed scheme performs well against all com-
pression attacks. N.C. comparison with Ariatmanto
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= 0.99 :
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JPEG JPEG JPEG JPEG
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Fig.20: N.C. compression with Islam et al. [20] for
compression attacks on Lena.
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Fig.21: N.C. Comparison with Ariatmanto & FEr-

nawan [23] against various image attacks on Lena.

& Ernawan (2022) [23] is shown using Fig. 21, and
it shows that except for the SLP(0.01), SPLN(0.01),
and M.D. (3x3) attacks, the proposed scheme per-
forms well.

It is observed using comparative analysis that the
proposed scheme performs well against the most com-
mon image attacks. It is noted from the comparative
study that proposed LWT and Adaptive threshold-
based watermarking for different sub-band gives bet-
ter results irrespective of different attacks on different
standard images.

5. CONCLUSION AND FUTURE WORK

This paper presents the LWT and adaptive
threshold-based image watermarking performance for
different sub-bands to find the effects on the imper-
ceptibility and robustness of watermarked images.
The different attack affects the robustness and im-
perceptibility of the system differently like the noise
attack affects the N.C. and PSNR value differently
than the geometric attack. The watermark embed-
ding in all sub-bands except higher level sub-bands
provides sufficient robustness against SLP and SPLN
noise attacks. In the case of scaling and cropping at-
tacks, the lower sub-bands provide good robustness,
whereas the sub-band 7 and lower sub-band gives
good robustness against compression attack. The
H.H. sub-bands perform very poorly in terms of ro-
bustness for compression attacks, whereas the L.L.
and L.H. sub-bands give optimal performance against
compression attacks. Overall observation shows that,
by means of averaging, sub-band 1 gives the most op-
timal performance for the strength and robustness of

the watermark. The strength of the proposed scheme
is that it is simple and efficient, but for some attacks,
it needs further improvement. In the future, the pro-
posed idea can be extended to use some machine or
deep learning algorithm in order to improve the re-
sults.
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