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ABSTRACT
Rating datasets are data collections of user profile tuples that generally
include their person-specific data and the preferred level of their interest-
ing artifacts. Generally, rating datasets are generated for use by recom-
mendation methods that are available in real-life systems such as mobile
applications, location-based services, e-commerce systems, and websites.
Aside from recommendation methods, we can see that rating datasets can
further be utilized by data analysts with appropriate business reasons such
as improving system policies and constructing business reports. Such a
data utilization of rating datasets can lead to privacy violation issues. To
address these issues in rating datasets, (IP*,...,[P~)-Privacy is proposed.
That is, before rating datasets are utilized by the specified recommen-
dation method and data analysts, the user’s unique preferences in rating
datasets are generalized by less specific data to be indistinguishable. More-
over, the generalized rating dataset can only be utilized through aggregate
query frameworks. Although this privacy preservation model can address
privacy violation issues in rating datasets, it still has a serious data util-
ity issue that must be improved. For this reason, a new effective privacy
preservation model for rating datasets is proposed in this work. Moreover,
we propose practical experiments that can measure the effectiveness of the
proposed privacy preservation model. The experimental results show that

5

Article information:
Keywords: Multiple Sensitive

Attributes, Numerical Quasi-
identifiers, Anonymous Data
Models, Anonymization Data

Models, Data Generalization
Models,

Recommendation Databases

Rating Datasets and

Article history:

Received: September 11, 2022

Revised: October 24, 2022

Accepted: November 6, 2022

Published: November 25, 2022
(Online)

the proposed privacy preservation model is highly effective.
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1. INTRODUCTION

Privacy violation issues are serious issues that
must be considered when datasets consist of person-
specific data, which is private data, to be provided
for public use [17] [20]. To address these issues,
there have been various privacy preservation mod-
els that are proposed in recent decades such as k-
Anonymity [15] [22], {-Diversity [10], t-Closeness [7],
(k, e)-Anonymous [13] [19] [24], and LK C-Privacy [3]
[18]. The common privacy preservation idea of these
models is that before datasets are provided for public
use, the attributes of datasets are firstly grouped into
three groups, i.e., the explicit identifier attributes, the
quasi-identifier attributes, and a sensitive attribute.

Then, all explicit identifier values are removed. Fi-
nally, all unique quasi-identifier values are distorted
by using data generalization or data suppression to
be indistinguishable. Although these privacy preser-
vation models can address privacy violation issues in
datasets, they can only be sufficient to address pri-
vacy violation issues in datasets that have a sensitive
attribute [11] [12] [14] [16] [20].

Table 1: An example of rating datasets

Artifact attributes | Personal attributes

Joy Ride | Pachinko | Salary | Age | City
2] 5 5 $12000 | 40 NY
to 5 5 $15000 | 48 DC
ts3 2 3 $14000 | 45 LA
ty 2 2 $15000 | 48 DC
ts 2 2 $16000 | 45 LA
tg 4 4 $15000 | 45 DC
ty 4 4 $15000 | 45 DC
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To address this vulnerability of these privacy
preservation models, in [4], [8], and [23], the authors
propose privacy preservation models that can address
privacy violation issues in datasets that have mul-
tiple sensitive attributes. Unfortunately, these pri-
vacy preservation models are often inappropriate to
address privacy violation issues in rating datasets.
Because aside from multiple sensitive attributes (the
personal attributes), we can see that rating datasets
generally have artifact attributes (the quasi-identifier
attributes) that only collect numerical data, i.e., the
preferred level of interesting artifacts. An example
of rating datasets is shown in Table 1. This rating
dataset includes seven user profile tuples such that
every tuple is constructed from the users’ preferred
level of their interesting artifacts and their personal
information.

Generally, rating datasets are utilized by recom-
mendation methods that are available in real-life sys-
tems such as mobile applications, location-based ser-
vices, e-commerce systems, and websites. Aside from
recommendation methods, we see that rating datasets
can be further utilized by data analysts. With the
data utilization of rating datasets, in [11], [16], and
[12], the authors demonstrate that it can lead to pri-
vacy violation issues. To address these issues, in [11],
the authors recommend using aggregate query frame-
works in conjunction with data suppression. They in-
sist all uniquely preferred levels of the user’s interest-
ing artifacts are removed before rating datasets will
be accessed by aggregate query frameworks. With
this privacy preservation idea, in [16], the authors il-
lustrate that although it can address privacy violation
issues in rating datasets, it still has data utility issues
that must be addressed.

To address this vulnerability of the privacy preser-
vation idea that is proposed in [11], in [16], a privacy
preservation framework based on data generalization
in conjunction with aggregate query frameworks is
presented. That is, the uniquely preferred level of the
user’s interesting artifacts is generalized by their less
specific values to be at least k indistinguishable values
and only provided through aggregate query frame-
works. For this reason, all possible data utilization
conditions of rating datasets through the preferred
level of the user’s interesting artifacts can guarantee
that they always have at least k user profile tuples to
be satisfied. However, in [12], the author shows that
although the preferred levels of the user’s interesting
artifacts in rating datasets are generalized to be at
least k indistinguishable values, rating datasets still
have privacy violation issues that must be addressed.
That is, the adversary can use the M AX function
in conjunction with the MIN function' to disclose

The MAX and MIN functions return a value as the query
result such that: the MAX function returns the query re-
sult as the maximum value of a set of specific values. The
MIN function returns the query result as the minimum value
of a set of particular values. They are determined to sup-

the user’s personal values that are collected in the
personal attributes of rating datasets.

To address privacy violation issues in rating
datasets from using the M AX function in conjunc-
tion with the MIN function, in [12], (IP*, ..., IP")-
Privacy [12] is proposed. With this privacy preser-
vation model, aside from generalizing the uniquely
preferred level of the user’s interesting artifacts, the
number of the different personal values in every per-
sonal attribute and the summation of the rating
scores of each user profile tuple are also considered
in privacy preservation constraints. Although (1P,
..., IP»)-Privacy can address privacy violation issues
in rating datasets, it still has data utility loss issues
that must be addressed. To rid this vulnerability
of (IP1, ..., IPn)-Privacy, an effective privacy preser-
vation model for rating datasets is proposed in this
work. It will be presented in Section 4.

1.1 Rating datasets

Let U = {uy, ua, ..., u;} be the set of users. Let
R=RRUNULL, where RR C I, be the set of the
possible rating scores. Let A = {aj,az,...,an} be
the set of artifact attributes. Let P = {p1,pa,...,pn}
be the set of personal attributes. Let D, =
{dy,da,...,d,} be the data domain of the attribute
p., where 1 < z < n. Let T = {t1,ta,...,t;} be the
rating dataset such that 7' is multiset. Every tuple
ty € T, where 1 < x < 4, represents the profile tu-
ple of the user u, € U such that ¢, is in the form of
(Tays Tags -+ +s Tams dpys dpys -+ dp, ), Where 7, € R,
dp, € Dp,, 1 <y <m,and 1 <z < n. In addition,
a higher value of r,, means a higher preference level
for the artifact a,.

For example, let U = {uy,us,us, uq, us, ug, u7}
be the set of users. Let R = [1,5] U NULL be
the set of the possible rating scores. Let A =
{Joy Ride, Pachinko} be the set of artifact at-
tributes. Let P = {Salary, Age, City} be the set of
personal attributes. Moreover, let Dgqiqry = [10000,
20000] be the data domain of the Salary attribute,
D g4c = [40,50] be the data domain of the Age at-
tribute, and D¢y, = {DC, LA, NY} be the data
domain of the City attribute. An example of T" is con-
structed from the given instances to be shown in Ta-
ble 1. Each tuple ¢, of Table 1 represents the profile
tuple of the user w,, where 1 <z <7, e.g., the tuple
t3 is the profile tuple of the user us such that he/she
prefers “Pachinko” more than “Joy Ride”. More-
over, the user ug is 45 years old, $14000 is his/her
salary, and he/she lives in LA.

The organization of this work is as follows. At first,
the related works are discussed in Section 2. Subse-
quently, the motivation of this work is presented in
Section 3. Then, the proposed privacy preservation

port the data domains as numeric, character, unique-identifier,
date-time, and etc., This is referenced from the website:
https://msdn.microsoft.com/en-us/library/ms187751.aspx.
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model is presented in Section 4. Then, Section 5. is
devoted to discussing the experimental results. Fi-
nally, the conclusion and future work are discussed in
Section 6.

2. RELATED WORK
2.1 Recommendation methods

Rating datasets are generally proposed for use in
recommendation methods. The workflow of using rat-
ing datasets in recommendation methods is shown in
Figure 1. Recommendation methods use the profile
tuple of the target user for considering the appropri-
ately recommended information from rating datasets
to the target user. One of the well-known recom-
mendation methods used in several real-life systems is
Item-to-Item collaborative filtering [9] [21]. The rec-
ommendation idea of this method is that “The user
who likes artifact X, he/she might also like artifact
Y because the users who like artifact X also like ar-
tifact Y”. For example, from the data statistic, the
users view the cigarette detail, they often view the
disposable diaper detail. For this reason, if Harry
views the cigarette detail, the method recommends
the disposable diaper to Harry. Although this rec-
ommendation idea is more effective in terms of recom-
mending the appropriate artifacts to the target user,
it is reported in [2] and [11] that it can lead to privacy
violation issues. That is, if the adversary enough has
background knowledge about the target user, the ad-
versary can use it to fake the method for snooping or
tracking the target user.

2.2 Provided datasets

Aside from recommendation methods, we can see
that rating datasets are often provided to data ana-
lysts with an appropriate business reason such as con-
structing business reports for improving business ser-
vices and management policies. For privacy preser-
vation, before rating datasets are provided to data
analysts, all explicit identifier values of users are re-
moved. Unfortunately, in [9], [10], [21], and [22], the
authors demonstrate that although provided rating
datasets do not contain any explicit identifier values
of users, they still have privacy violation issues that
must be addressed. That is, the privacy data of users
can be violated by using identity and attribute link-
age attacks.

The specific

recommendation

I | . .-
Query > | mm
< Response -
L
Dataset

The workflow of recommendation methods

2.2.1 Identity linkage attacks

Suppose that Table 1 is the provided rating
dataset, and Alice is the target user of the adversary.
The adversary wants to reveal Alice’s salary. Further-
more, we assume the adversary highly believes that
Alice’s profile tuple is available in Table 1 and further
knows that Alice highly prefers “Pachinko” to “Joy
Ride”. For this situation, the adversary can deduce
that $14000 is Alice’s salary because only the tuple
ts can match the adversary’s background knowledge
about Alice.

To address privacy violation issues from using
identity linkage attacks in provided rating datasets, in
[22], the author suggests that aside from removing all
explicit identifier values, the unique quasi-identifier
values, the unique users’ preferred level of interesting
artifacts, must be distorted by using data generaliza-
tion or data suppression to ensure that there are at
least k indistinguishable tuples. This privacy preser-
vation idea is called a k-anonymization model. The
workflow of k-anonymization models is shown in Fig-
ure 2. Thus, after rating datasets satisfy anonymiza-
tion constraints, they can guarantee that all possible
re-identifications through the users’ preferred level
of interesting artifacts always have at least k satis-
fied tuples. In this situation, privacy violation issues
in rating datasets seem to be impossible. Unfortu-
nately, in [10], the authors indeed demonstrate that
although rating datasets can guarantee that all possi-
ble re-identification conditions have at least k tuples
to be satisfied, they still have privacy violation issues
that must be addressed to present attribute linkage
attacks.

2.2.2  Attribute linkage attacks

Suppose that Table 1 is the provided rating
dataset, and Emma is the target user of the adver-
sary. The adversary wants to reveal Emma’s salary.
Furthermore, we assume that the adversary highly
believes that Emma’s profile tuple is available in Ta-
ble 1 and he/she further knows that Emma is 48 years
old. With this adversary’s background knowledge,
the adversary can see that it matches ¢5 and ¢4 of Ta-
ble 1. Moreover, the adversary can observe that both
matched tuples only relate to $15000 as the salary. In
this situation, the adversary can infer that $15000 is
Emma’s salary. To address privacy violation issues
in provided rating datasets from attribute linkage at-
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tacks, in [10], the authors recommend that aside from
suppressing or generalizing the unique quasi-identifier
values (the users’ preferred level of interesting arti-
facts), the number of the distinct sensitive values in
every sensitive attribute must also be considered in
privacy preservation constraints. That is, every group
of indistinguishable quasi-identifier values must col-
lect at least [ different sensitive values. For this rea-
son, after provided datasets satisfy privacy preserva-
tion constraints that are proposed in [10], they can
guarantee that all possible query conditions through
the quasi-identifier values always have at least [ differ-
ently related sensitive values. Unfortunately, to the
best of our knowledge about data generalization and
data suppression, they often have data utility issues
that must be addressed. For this reason, an alter-
nate privacy preservation model, the aggregate query
framework, is proposed. It is presented in the next
section.

2.3 Aggregate query frameworks

With privacy preservation that is based on aggre-
gate query frameworks, rating datasets are not di-
rectly provided to data analysts. That is, data an-
alysts can only utilize rating datasets through query
frameworks that have limitations in that the query
result must be queried from a personal attribute by
using an aggregate query function and its query con-
dition is determined via the artifact attributes. The
workflow of privacy preservation for rating datasets
based on aggregate query frameworks is shown in Fig-
ure 3.

For example, Table 1 is the provided rating
dataset. An example query is shown in Query 1.

e Query 1: “SELECT AVERAGE(Age) AS Answer
FROM Table 1 WHERE Pachinko > 3”

The query result of Query 1 is 44.33 as the average
age. It is the aggregate query answer. Thus, it does
not seem to have any privacy violation issues. Unfor-
tunately, in [11], [12], and [16], the authors demon-
strate that aggregate query frameworks still have pri-
vacy violation issues that must be addressed. That is,
the privacy data of users in provided rating datasets
could be violated by using counting attacks.

2.3.1 Counting attacks

Let Table 1 be the provided rating dataset. Let
Alice be the target user of the adversary. We as-
sume the adversary knows that Alice is 45 years old
and lives in LA. Moreover, the adversary highly be-
lieves that Alice’s tuple profile is available in Table
1, and the adversary wants to reveal Alice’s salary.
For revealing Alice’s salary, the adversary first uses
the COUNT function to determine the risk query
conditions. That is, the query conditions of Table
1 only have a user profile tuple that can be satisfied.
We suppose that in a trial-and-error-process using the
COUNT function, the adversary can eventually de-
termine the query condition “Pachinko = 3” is the
risk query condition because this query condition only
has the user profile tuple t3 that can be satisfied, as
shown in Query 2.

e Query 2 : “SECLECT COUNT(*) AS Rows
FROM Table 1 WHERFE Pachinko = 37
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Subsequently, the adversary uses the determined
risk query condition in conjunction with the M AX
function and his/her background knowledge for veri-
fying Alice’s age and Alice’s city, as shown in Queries
3 and 4 respectively.

e Query 8 : “SECLECT MAX (Age) AS Answer
FROM Table 1 WHERE Pachinko = 8”
e Query 4 : “SECLECT MAX (City) AS Answer
FROM Table 1 WHERE Pachinko = 8”

The query result of Query 8 is 45 as the maximum
age, and LA is the query result that is returned from
Query 4. With these query results, the adversary can
be highly confident that they are not the aggregate
query answer. Moreover, the adversary can see that
these query results match his/her background knowl-
edge about Alice. For this situation, the adversary
can be highly confident that the user profile tuple is
satisfying the query condition “Pachinko = 3” to be
Alice’s profile tuple. Finally, the adversary can use
this query condition in conjunction with the MAX
function to reveal Alice’s salary, $14000, as shown in
Query 5.

e Query 5 : “SECLECT MAX (Salary) AS Answer
FROM Table 1 WHERE Pachinko = 87

In this situation, we can conclude that although
provided rating datasets do not include any explicit
identifier value of users and cannot be directly permit-
ted for data utilization, they still have privacy viola-
tion issues that must be addressed. To address these
privacy violation issues in provided rating datasets, a
privacy preservation model based on data anonymiza-
tion in conjunction with aggregate query frameworks
to be proposed, it will be presented in Section 2.4

2.4 Aggregate query frameworks based on
data anonymization

To address privacy violation issues in provided rat-
ing datasets from the adversary employing counting
attacks, in [11] and [16], the authors propose ag-
gregate query frameworks that are based on data
anonymization. The workflow of privacy preserva-
tion is proposed in [11] and [16], it is shown in Fig-
ure 4. That is, aside from rating datasets that are
provided by aggregate query frameworks, the unique

users’ preferred levels of interesting artifacts are fur-
ther distorted by using data generalization or data
suppression to guarantee the existence of at least k
indistinguishable tuples. However, in [12], the author
demonstrates that although the unique users’ pre-
ferred levels of interesting artifacts are generalized or
suppressed to be at least k indistinguishable tuples,
provided rating datasets still have privacy violation
issues that must be addressed because the privacy
data of users can still be revealed by using identical
attacks.

2.4.1 Identical attacks

Let Table 2 be the provided rating dataset. Given
Bob is the target user. The adversary wants to re-
veal Bob’s salary from Table 2. We assume the ad-
versary knows that Bob is 45 years old and lives in
DC'. Moreover, the adversary strongly believes that
Bob’s profile tuple is available in Table 2. For reveal-
ing Bob’s salary, the adversary first uses the M AX
and M IN functions in conjunction with his/her back-
ground knowledge about Bob to determine the de-
sired risk query condition. That is, an arbitrary query
condition of Table 2 has the query results from using
the M AX and MIN functions that match the adver-
sary’s background knowledge. We suppose that after
the trial-and-error-process with the M AX and MIN
functions, the adversary can eventually determine the
query condition “Joy Ride = 4” to be the risk query
condition because the query results from using the
MAX and MIN functions of this query condition
are identical and match the adversary’s background
knowledge. For this situation, the adversary can be
highly confident that the user profile tuple is satisfy-
ing the query condition “Joy Ride = 4” to be Bob’s
profile tuple. Thus, the adversary can use this query
condition in conjunction with the M AX and MIN
functions to reveal Bob’s salary, $15000.

In this situation, we can conclude that although
the unique users’ preferred levels of interesting arti-
facts in proposed rating datasets are generalized or
suppressed to have at least k indistinguishable tuples
and they cannot be used directly, they still have pri-
vacy violation issues that must be addressed. That is,
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Table 2: An example of data anonymization ver-
sions of Table 1

Artifact attributes | Personal attributes

Joy Ride | Pachinko | Salary | Age | City
tq 5 5 $12000 | 40 NY
to 5 5 $15000 | 48 DC
t3 2 {2,3} $14000 | 45 LA
ty 2 {2,3} $15000 | 48 DC
t5 2 {2,3} $16000 | 45 LA
tg 4 4 $15000 | 45 DC
tr 4 4 $15000 | 45 DC

the privacy data of users can still be violated by us-
ing identical attacks. To address these privacy viola-
tion issues, in [12], the author proposes (1, ..., [Pn)-
Privacy. With this privacy preservation model, aside
from distorting the unique users’ preferred levels of
interesting artifacts, the distortedly preferred levels of
interesting artifacts must relate to the person-specific
values which are available in every personal attribute
p., where 1 < z < n, to have at least [P= different val-
ues. For this reason, after rating datasets satisfy (IP?,
..., IP")-Privacy constraints, they can guarantee that
all possible query conditions always have at least [P=
different values in every personal attribute p,. More
details of ({P1, ..., [Pr)-Privacy will be explained in
Section 3.

3. MOTIVATION

In [12], (IP1,...,IP")-Privacy is proposed. With
this privacy preservation model, rating datasets can
satisfy privacy preservation constraints with the fol-
lowing steps:

o In the first step, the rating scores of each tuple in
T are summed.

o In the second step, the tuples of T' are re-sorted in
ascending order by their summed values.

o In the third step, the tuples of T are partitioned
by considering their order such that every personal
attribute p,, where 1 < z < n, of each partition of T
must include at least [* difference values.

o In the fourth step, the unique rating scores of every
partition are generalized by their less specific values
to be indistinguishable.

o Finally, the generalized data version of T is pro-
vided through an aggregate query framework.

An example of privacy preservation in rating
datasets based on (P, ..., [Pm)-Privacy constraints.
Let Table 1 be the specified original rating dataset
such that the data must be accessed through an ag-
gregate query framework. Let [Selery = 9 [49¢ = 9,
and 1€ = 2, be the specified privacy preservation
constraint for the attributes Salary, Age, and City
respectively. With these specified privacy preserva-
tion constraints, a provided data version of Table 1
is shown in Table 3. Aside from Table 3, we can see
that Table 4 is also a provided rating dataset ver-

sion of Table 1 such that it is satisfied by the spec-
ified privacy preservation constraints. For this rea-
son, we can conclude that a particular rating dataset
and a specified (IP1,...,[P~)-Privacy constraint gen-
erally have multiple possibly provided data versions.
Moreover, with Tables 3 and 4, we can see that their
unique users’ preferred levels of interesting artifacts
are generalized by the differently less specified values.
For this reason, they could be different data utiliza-
tions. Thus, only the provided data version is highly
data utilities to be desired. However, to the best of
our knowledge about (IP1, ..., [P»)-Privacy, it cannot
guarantee that the returnedly generalized data ver-
sion, the provided data version, is the data version
that has the highest data utilities. To rid this vul-
nerability of (IP,...,IP~)-Privacy, a newly effective
privacy preservation model for rating datasets based
on (IP1,...,[Pm)-Privacy constraints to be proposed
in this work. It is presented in the next section.

4. EFFECTIVE (L™,... L*V)-PRIVACY

Although (IPr, ..., IP»)-Privacy can address pri-
vacy violation issues in proposed ratting datasets, it
still has data utility issues that must be addressed.
To do that, an enhanced privacy preservation model
of (IPr,...,IP»)-Privacy is proposed in this section.
With the proposed model, aside from privacy preser-
vation constraints, the data utility is also maintained
as much as possible.

4.1 Basic definitions

Definition 1 (Equivalence classes) Let [P= be the
privacy preservation constraint for the personal at-
tribute p, € P such that it is a positive integer that is
equal to or greater than 2, i.e., [P= € IT and [P= > 2.
Let ec be an arbitrary equivalence class of T such
that the unique users’ preferred levels of interesting
artifacts in ec are generalized by their range to be in-
distinguishable. Moreover, every p, of ec must collect
at least [P= different personal values.

Definition 2 (The error of equivalence classes) Let
fu(ecglay]) and fi(ecyay]), where 1 <y < m, be the
upper and lower bound of a, of equivalence class ecg.
Therefore, the error of ec, can be defined by fg(ecy)
= 221:1 fulecglay]) — fr(ecglay]). Higher values of
fe(ecy) mean that ecy has less data utility.

For example, let {2,4,5} be the set of the rating
scores that are available in the artifact attribute a,,
of the equivalence class ec,. Moreover, let {2, 3,4} be
the set of the rating scores that are available in the
artifact attribute a,, of the equivalence class ec,. For
this situation, the generalized value of a,, is 2—5, and
2—4is the generalized value of a,,. The upper bound,
fu(ecglay, ), of the artifact attribute a,, of the equiv-
alence class ecy is 5. The lower bound, fi.(ecglay,]),
of the artifact attribute a,, of the equivalence class
ecy is 2. The upper bound, fy(ecy[ay,]), of the arti-
fact attribute a,, of the equivalence class ecg is 4. The
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lower bound, fi.(ecy[ay,]), of the artifact attribute a,,
of the equivalence class ec, is 2. Therefore, the error
of ecy is 5, 1.e., fr(ecy) = (5—2) + (4 —2).

Definition 3 ((IP*,...,IPm)-Privacy) Let T” be the
provided data version of T such that T is constructed
by the set of equivalence classes as ecy, eca, ..., ece.
Without loss of generality, eci UecoU- - -Uec, =T and
eciNecaN---Nece = . Furthermore, the summation
of all tuples of ec, must be less than or equal to the
summation of all tuples of the partition ecy1, where
1<g<e.

Definition 4 (Error of datasets) The penalty cost
of T' can be defined from the error of its equivalence
classes such that fp(7") = 3", fe(ec,). Higher val-
ues of fp(7T”) mean that T is less data utility.

Definition 5 (Effective (IP1,...,[P~)-Privacy) Let
T }Ef 7 be the effectively provided data version of T’
such that TfEff is satisfied by the following limita-
tions:

o Ty, is satisfied by Definition 3,

o fo(Tgsp) is minimized.

« The number of equivalence classes of T, is max-
imized.

For example, with Table 3, the error of fg(ecy) is
0. The error of fr(ecz) is 5. Therefore, the error of
this table, fp(Table 3), is 5. With Table 4, the error
of fr(ec1) is 1. The error of fg(ecs) is 2, so, fp(Table
4) is 3. Therefore, Table 4 is the Ty, version of
Table 1 such that it satisfies [See™y = 2 [49¢ = 2
and [© = 2,

The T]’Sff version of T' can be constructed by the
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following step:
o At first, the set of all possible equivalence classes,
denoted as EC, of T is constructed such that every
ecy € EC is satisfied by Definition 1.
o Then, the set of all possibly generalized data ver-
sions, denoted as T™, of T is constructed from EC,
i.e., every TV € T* is satisfied by Definition 3.
o Then, Tp;, of T is determined such that fp(T% ;)
< fo(Ti) < ... < fo(Ty), where T, ,UT{U- - -UTY, =
T*. Moreover, the number of equivalence classes of
T}y is maximized.
o Finally, T]’Ef ¢ is provided by an aggregate query
framework.

Why must we consider the number of equivalence

classes in effective ({P1,...,[P")-Privacy constraints?
In some situations, the particular rating dataset
based on a specified (IP1,...,IP~)-Privacy constraint

to have multiple provided data versions that have the
same error but they have a different number of equiv-
alence classes. Therefore, only the provided data ver-
sion of the particular rating dataset has the maxi-
mized number of equivalence classes to be desired be-
cause the size of its equivalence classes is small.

4.2 Data utility metrics

After rating datasets are satisfied by privacy
preservation constraints, they often lead to being
considered as having high security in terms of pri-
vacy preservation. However, they generally lose some
data utility. For this reason, the data utility metric
is necessary. Since privacy preservation models are
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Table 3: A provided data version of Table 1 satisfies (IP1,...,

149¢ = 2 and (€Y = 2

IPr )-Privacy constraints, where 15T = 2,

Artifact attributes | Personal attributes Equival 1
Joy Ride | Pachinko | Salary | Age | City quivatence class

ts 2 2 $15000 | 48 DC 1

ts 2 2 $16000 | 45 LA

t3 2-5 3-5 $14000 | 45 LA

te 2-5 3-5 $15000 | 45 DC

tr 2-5 3-5 $15000 | 45 DC 2

tq 2-5 3-5 $12000 | 40 NY

to 2-5 3-5 $15000 | 48 DC

Table 4:
[Salary — 2, [Age — 2, and [City — 9

A provided data version of Table 1 satisfies effective (IP*,...,

[P~ )-Privacy constraints, where

Artifact attributes | Personal attributes Equival 1
Joy Ride | Pachinko | Salary | Age | City quivalence class

ty 2 2-3 $15000 | 48 DC

ts 2 2-3 $16000 | 45 LA 1

t3 2 2-3 $14000 | 45 LA

te 4-5 4-5 $15000 | 45 DC

tr 4-5 4-5 $15000 | 45 DC 9

t1 4-5 4-5 $12000 | 40 NY

to 4-5 4-5 $15000 | 48 DC

proposed, there are several well-known data utility
metrics to be proposed such as Normalized certainty
penalty for numeric data domain (NCP) [5], Discerni-
bility metric DM) [1], and Relative error [24].

4.2.1 Normalized certainty penalty for numeric
data domain (NCP)[5]

The NCP metric is one of the well-known data
utility metrics that can be used to define the penalty
cost or the data utility of ec, € EC. Higher values of
NCP of ecy mean that ecy is more generalized or has
less data utility. The NCP cost of ec, can be defined
by Equation 1.

— fi(ecglay])
= fu(T"]ay])

Ju(ecgla

frce (T ecq) Z ST (1)

The penalty cost of 77 can be defined by Global

Certainty Penalty (GCP), as shown in Equation 2.

Also, higher values of GCP mean that T’ is more
generalized or has less data utility.

fece(T’ Z|ecg\ fuep(T',ecg)  (2)

)= o

4.2.2  Discernibility metric (DM) [1]

The DM metric is a data utility metric that can
be used to define the penalty cost or the data utility
of T". With the DM metric, the penalty cost of T” is
dependent on the size of its equivalence classes. The

DM cost of T' can be defined by Equation 3. Higher
values of DM mean that T” is less data utility.

Z |ecg| (3)

Jfom(T') =

4.2.3 Relative error [24]

The relative error is another metric that can be
used to define the penalty cost of T'. The relative
error of T depends on the different values of T” and
its original dataset 7. The relative error metric is
shown in Equation 4.

l — ol
frE(P, 00) = ——— (4)
¥
Where,
e  is the original result such that it is available in
T.

e g is the relatively experimental result such that it
relates to ¢ and it is available in T”.

5. EXPERIMENT

In this section, the effectiveness of the proposed
privacy preservation model is evaluated by compari-
son with the comparable privacy preservation model
that is proposed in [12].

5.1 Experimental setup

All experiments are conducted on an Intel(R)
Xeon(R) Silver 4110 @2.10 GHz CPU with 16 GB
memory and 1 TB HDD running Microsoft Windows
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10 64-bit professional edition. All implementations
are built and executed on Microsoft Visual Studio
2017 Community Edition in conjunction with Mi-
crosoft SQL Server 2019.

Moreover, every experiment is evaluated on
the “ml—10m” dataset which is proposed by the
“GroupLens” recommendation system [6]. It is de-
scribed by the rating scores in the range between
1 and 5. Furthermore, it contains 10681 movies
and 71567 user profiles. Every user profile is rep-
resented by “User ID, Age, Gender, Occupation, and
Zipcode”. In addition, each movie is rated by at least
one user, and each user rates at least 20 movies.

To conduct effective experiments, only the top ten
movies that have the highest number of ratings and
the users who rated those movies are selected, though
the trends in the effectiveness can still be seen. Thus,
the dataset only retains 4230 ratings from 423 users
for 10 movies. Furthermore, only the personal at-
tributes “Age, Occupation, and Zipcode” are avail-
able in the experimental dataset.

5.2 Experimental results and discussions
5.2.1 The effectiveness based on data generalization

In this section, the effect of data generalization
in provided rating datasets is evaluated by using the
GC P metric.

In the first experiment, the effect of GC'P penalty
costs based on the number of personal attributes is
evaluated. For experiments, the number of artifact
attributes is fixed at 10. The privacy preservation
constraints for every personal attribute are set at 2.
The number of personal attributes varies from 1 to 3.
From the experimental results shown in Figure 5, we
can conclude that the number of personal attributes
has an effect on GC'P penalty costs for all experi-
mentally provided rating datasets. When the number
of personal attributes is increased, the GCP penalty
cost of all experimentally provided rating datasets is
also increased. The cause of increasing GC P penalty
costs of all experimentally provided rating datasets is
that the size of their equivalence classes and the range
of generalized rating scores increases when the num-
ber of personal attributes is increased. Moreover, we
can observe that the number of personal attributes
influences the GCP penalty cost of the experimen-
tally provided rating datasets which are constructed
by the comparative privacy preservation model higher
than the proposed privacy preservation model.

In the second experiment, the effect of GCP
penalty costs based on the number of artifact at-
tributes is evaluated. For experiments, the number of
personal attributes is fixed at 3. The privacy preser-
vation constraints for every personal attribute are set
at 2. The number of artifact attributes varies from 2
to 10. From the experimental results shown in Fig-
ure 6, we can conclude that the number of artifact
attributes has an effect on GC'P penalty costs for

B The proposed model
The traditional model
&)
000 .

1 2 3

The number of personal attributes

_025
S0.20
Z0.15
=

20.10
50.05

Fig.5: The GCP penalty costs based on the number
of personal attributes.

B The proposed model
The traditional model
0.25
$0.20
2
— 0.15
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s I
000 R
2 4 6 8 10

The number of artifact attributes

Fig.6: The GCP penalty costs based on the number
of artifact attributes.

all experimentally provided rating datasets. When
the number of artifact attributes is increased, the
GCP penalty cost of all experimentally provided rat-
ing datasets also increases. The cause of increasing
GCP penalty costs is that the number of generalized
rating scores available in the experimentally provided
rating datasets increases when the number of per-
sonal attributes is increased. Moreover, we can ob-
serve that the number of artifact attributes influences
the GCP penalty cost of the experimentally provided
rating datasets which are constructed by the com-
parative privacy preservation model higher than the
proposed privacy preservation model.

In the final experiment, the effect of GC'P penalty
costs based on the privacy preservation constraints
[Pr ..., P is evaluated. For experiments, the num-
ber of personal attributes is fixed at 3. The num-
ber of artifact attributes is fixed at 10. The pri-
vacy preservation constraints [P, ..., [P varies from
1 to 5. From the experimental results shown in Fig-
ure 7, we can conclude that the privacy preservation
constraints [P1,...,[P also have an effect of GCP
penalty costs to all experimentally provided rating
datasets. When the privacy preservation constraints
[Pr ... IP» are increased, the GC'P penalty cost for
all experimentally provided rating datasets also in-
creases. The cause for increasing GC P penalty costs
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Fig.7: The GCP penalty costs based on [P, ... [P,

is that the number of generalized rating scores and
the range of generalized rating scores available in
the experimentally provided rating datasets increases
when the value of privacy preservation constraints
[Pr ... [P are increased. In addition, the experimen-
tal results show an effect of GC'P penalty costs when
the value of [P*, ... [P~ is 1 because the rating scores
are available in the experimental dataset to be the
same accidentally. Moreover, we can observe that
the privacy preservation constraints [P1,... [P" also
influence the GCP penalty cost of the experimen-
tally provided rating datasets which are constructed
by the comparative privacy preservation model more
than the proposed privacy preservation model.

5.2.2  The effectiveness based on the size of equiva-
lence classes

In this section, the effect of the size of equivalence
classes in provided rating datasets is evaluated by us-
ing the DM metric.

In the first experiment, the effect of DM penalty
costs based on the number of personal attributes is
evaluated. For experiments, the number of artifact
attributes is fixed at 10. The privacy preservation
constraints for every personal attribute are set at 2.
The number of personal attributes varies from 1 to
3. From the experimental results shown in Figure §,
we conclude that the number of personal attributes
has an effect on DM penalty costs to all experimen-
tally provided rating datasets when the number of
personal attributes is increased, the DM penalty cost
for all experimentally provided rating datasets also
increases. Moreover, we can observe that the number
of personal attributes influences the DM penalty cost
of the experimentally provided rating datasets which
are constructed by the comparative privacy preserva-
tion model more than the proposed privacy preserva-
tion model.

In the second experiment, the effect of DM penalty
costs based on the number of artifact attributes is
evaluated. For experiments, the number of personal
attributes is fixed at 3. The privacy preservation
constraints for every personal attribute are set at 2.

B The proposed model
The traditional model
=
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Fig.8: The DM penalty costs based on the number
of personal attributes.
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Fig.9: The DM penalty costs based on the number
of artifact attributes.

The number of artifact attributes varies from 2 to 10.
From the experimental results shown in Figure 9, we
conclude that the number of artifact attributes has an
effect on DM penalty costs for all experimentally pro-
vided rating datasets. When the number of artifact
attributes is increased, the DM penalty cost of all ex-
perimentally provided rating datasets also increases.
The cause of increasing DM penalty costs is that the
number of generalized rating scores available in the
experimentally provided rating datasets is increased
when the number of personal attributes is increased.
In this situation, the size of their equivalence classes
in the experimentally provided rating datasets also
increases. Moreover, we can observe that the number
of artifact attributes influences the DM penalty cost
of the experimentally provided rating datasets which
are constructed by the comparative privacy preserva-
tion model more than the proposed privacy preserva-
tion model.

In the final experiment, the effect of DM penalty
costs based on the privacy preservation constraints
Pr ... IP~ is evaluated. For experiments, the num-
ber of personal attributes is fixed at 3. The num-
ber of artifact attributes is fixed at 10. The pri-
vacy preservation constraints [P',... [P~ are varied
from 1 to 5. From the experimental results shown
in Figure 10, we conclude that the privacy preserva-
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Fig.10: The DM penalty costs based on IP*, ... IP~.

tion constraints [P1, ..., [P also have an effect of DM
penalty costs for all experimentally provided rating
datasets. When the privacy preservation constraints
[Pr ... [P are increased, the DM penalty cost for
all experimentally provided rating datasets also in-
creases. The cause of increasing DM penalty costs
is that the size of their equivalence classes available
in the experimentally provided rating datasets is in-
creased when the value of privacy preservation con-
straints (P, ..., [P are increased. In addition, the ex-
perimental results show an effect of DM penalty costs
when the value of [Pt ... [P is 1 because the rating
scores are available in the experimental dataset to
be the same accidentally. Moreover, we can observe
that the privacy preservation constraints IP,..., [P~
also influence the DM penalty cost of the experimen-
tally provided rating datasets which are constructed
by the comparative privacy preservation model more
than the proposed privacy preservation model.

5.2.3 The effectiveness based on query results

In this section, the effect of query results based
on the OR operation, the AN D operation, and the
range of queries are evaluated by using the relative
error metric. From the experimental results shown in
Figure 11, 12, and 13, we observe that the trend of
query results that are queried by the OR operation
and the range of queries is different from the AND
operation. With the OR operation and the range
of queries, when the number of artifact attributes is
increased, the data utility of query results is also in-
creased, but the query results of the AND opera-
tion contrast from the OR operation and the range
of queries. When the number of artifact attributes
is increased, the query results between the original
dataset and its experimentally provided data versions
are queried by the AN D operation to be more differ-
ent. Furthermore, we can observe that all experimen-
tal results of the proposed model have a penalty cost
of the relative error less than the comparative model.

From the experimental results that are proposed
in Sections 5.2.1, 5.2.2, and 5.2.3, we conclude that
the proposed privacy preservation model has effec-
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Fig.11: The relative error based on the OR query
operation
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Fig.12: The relative error based on the AND query
operation

tiveness in terms of data generalization, constructing
equivalence classes, and query results more than the
comparative privacy preservation model.

6. CONCLUSION AND FUTURE WORK

In this work, privacy violation issues in rating
datasets are identified. To address these issues, we
propose a new privacy preservation model which is
based on (IP*, ..., IPm)-Privacy constraints. More-
over, we show the experiments whose results indicate
the proposed model to be an effective privacy preser-
vation model for rating datasets.

In addition, although the proposed model can ad-
dress privacy violation issues in rating datasets, the
adversary may identify a vulnerability of the pro-
posed model in the future. The adversary could then
use the identified vulnerability to violate the privacy
data of users in rating datasets. Therefore, suit-
able privacy preservation models that can address the
newly identified privacy violation issues of the adver-
sary must also be proposed in the future.
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