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ABSTRACT Article information:
Telemedicine is one of the most eminent terms used in the modern e-
healthcare system. Digital medical image reports, along with electronic
patient records, play a central role in diagnosis from distance. These re-
ports need to be transmitted over an open communication channel with
immense security and reliability, so that appropriate diagnosis can be per-
formed. Moreover, the privacy of the patient is required to be preserved.
Digital watermarking is one of the most conventional and suitable practices
to serve all of these purposes. New challenges appear in the domain of wa-
termarking with the advancement of digital signal processing; consequently,
researchers are endowing more e�orts to overcome these challenges. In this
paper, a survey on medical image watermarking has been done, and the
performance of a few state-of-the-art medical image watermarking tech-
niques is compared. This work makes the researchers and the developers
familiar with the recent trends, challenges, and scopes in this domain to
facilitate them in �nding out adequate research directions.
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1. INTRODUCTION

Electronic healthcare (e-healthcare) system brings
in telediagnosis as well as telemedicine to do up
the conventional healthcare practices. The word
'telemedicine' comes from the Greek word 'tele' which
means distance and the Latin word 'mederi' mean-
ing to cure or to heal. According to the World
Health Organization (WHO), it can be described as
�the delivery of health care services, where distance
is a critical factor, by all healthcare professionals
using information and communication technologies
for the exchange of valid information for diagnosis,
treatment, and prevention of disease and injuries, re-
search and evaluation, and for the continuing educa-
tion of health care providers, all in the interests of
advancing the health of individuals and their com-
munities� [1]. One or more health professionals can
get in touch with each other or the patient through
telemedicine. This study of 'healing at a distance'
[2] was primarily initiated to carry out the purpose
of providing healthcare support only in some exigent
areas like spacecraft, military services, etc. As per

recorded history, the �rst exchange of medical infor-
mation was performed in 1930 between Alaska and
Australia [3]. With the advancement in information
and communication technology (ICT), the scope and
the propensity of employing telemedicine have be-
come larger. Moreover, after the Covid-19 pandemic
situation, telemedicine turns into an indispensable
component of the present healthcare system. Elec-
tronic patient records (EPRs) can be transmitted
over open network channels in a fast and lucrative
way through modern digital ICT. Furthermore, the
digital domain o�ers immense facilitiesfor data ma-
nipulation and data augmentation. Consequently, the
EPRs could be distorted for being gone through sev-
eral malicious signal processing attacks like modi�-
cation, deletion, etc., along with attempts to possess
unauthorized access. But, any slightest alteration in
EPRs may lead to a false inference as these electronic
reports play a central role in telediagnosis. Thus,
providing authentication to the EPRs along with the
corresponding medical images is of prime concern to
the researchers. Tamper detection can be performed
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to resolve the problem regarding data authenticity by
embedding some copyright information into the EPRs
as well as the medical images. Digital watermarking
is one of the most suitable and trendy practices to
serve the purpose [4].

This paper deals with several digital image water-
marking techniques, which can be utilized in secured
and authenticated e-healthcare systems. The discus-
sion commences with brief fundamentals on digital
watermarking in the next section. Different aspects
and applications of watermarking in medical imag-
ing have been explored in the third section. A few
of the most recent medical image watermarking tech-
niques, along with a comparative result analysis, are
discussed in the fourth and fifth sections, and finally,
the discussion is concluded in section six.

2. DIGITAL WATERMARKING

Digital watermarking [5–7] is an art of information
hiding, generally to embed some copyright informa-
tion (known as a watermark) into any multimedia ob-
jects (known as cover) in such a way that the hidden
data can be extracted from the cover objects without
affecting either the watermarks or the covers.

2.1 Attacks on digital watermarking

It is not so easy to identify and classify all the at-
tacks which may be appeared accidentally as well as
intentionally during the transmission of data. How-
ever, the attacks, related to the domain of digital wa-
termarking, may be sorted broadly into a few major
groups [8].

A set of unintentional attacks like linear and non-
linear filtering, resampling, compression, quantiza-
tion, analog-to-digital conversation and vice-versa,
noise addition, etc. are Signal processing attacks,
which may degrade the transmitted data quality.

The embedded information may be completely dis-
torted due to some awful geometrical operations like
scaling, rotation, translation, cropping, etc. as they
intend to resynchronize the watermarked signal, as
well as to reduce the channel capacity.

Cryptographic and removal attacks also aim to de-
stroy or remove the hidden information so that the
cover can be treated as a copyright-free or unauthen-
tic object.

Apart from these, there are protocol attacks, IBM
attacks [8], and some intentional or manual attacks
those often cause to find out the flaws of a copyright
generating system, as well as to make forgeries by
generating fake originals.

2.2 Classifications of digital watermarking

Digital watermarking, i.e. the process of insertion
and extraction of the watermark, can be carried out
either in spatial [9-10] or in frequency / transform

domain [11-13], although some hybrid logics [14-15]
have also been developed to get a better result.

This information hiding scheme is applicable for all
types of multimedia objects, and hence by the type
of the cover object, watermarking can be classified as
text [16], image [9-14], audio [17], and video [15]. As
per the scope of this paper, image watermarking is
the prime concern.

Based on the appearance of the watermark in the
cover object, the process can be classified as notice-
able or unnoticeable. For instance, an image wa-
termarking technique can be categorized as visible
[18] and imperceptible [19]. Dual watermarking tech-
niques are also available and mostly found in the do-
main of medical image watermarking [20].

From another aspect, the watermarking process
can be of three types – robust and fragile. Ro-
bustness against the attacks is essential for copyright
or authentication [21]; whereas, fragile watermarks
are useful for tamper detection [22-23]. Semi-fragile
methods provide rigidity to some selective types of
attacks only [24].

All types of the above-said watermarking methods
can be source based (in identifying the ownership) or
destination based (in case of tracing the buyer).

2.3 Applications of digital watermarking

Digital watermarking is applied mainly to serve
the function of copyright protection for multimedia
objects. A copyright-protected scheme is always reli-
able for data augmentation and transmission, which
are very necessary to meet the increasing demands of
subscribers. Other than that, watermarking is also
useful in verifying data authenticity, content labeling,
tamper detection, source tracking, etc. These facili-
ties, provided by digital watermarking, are utilized in
several commercial and non-commercial secured data-
transferring and data-storing frameworks. For exam-
ple, medical imaging, broadcast monitoring in radio
or television, digital fingerprinting, digital library or
e-resources, and many more digital data capturing,
storing, and conveying systems [8, 25].

2.4 Basic features of digital watermarking

The prime objective of digital watermarking is to
provide reliability and security to any digital signal
without affecting that cover object. To play this role
in the new-age digital domain for data transmission,
the three major qualities [8], required for any water-
marking system are robustness, imperceptibility, and
payload or data-hiding capacity.

Robustness: The embedded information should be
robust enough to sustain against the attacks, dis-
cussed earlier in this section. However, fragile wa-
termarks are often more useful when the intention is
to detect any type of tampering attempt.

Imperceptibility: It is more desirable that the em-
bedded information, i.e. the watermark does not
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cause any distortion to the cover object. Thus, it
is a challenge for the researchers and developers to
make the watermark unnoticeable to the human sens-
ing systems.

Payload or hiding capacity: It is defined as the
maximum amount of watermarking data that could
be embedded into a cover with the assurance of exact
recovery.

Except from these three foremost qualities, like
any other system implantation, here it is also de-
sired that the execution of the watermarking oper-
ation should be made as less complex as possible so
that the computational cost becomes justified.

3. DATASETS FOR PREDICTION

Generally, medical image watermarking is referred
to that particular branch of digital watermarking,
where the cover is a medical image, i.e. the image
watermarking process that aims to protect medical
images. The roles of digital watermarking in medical
images are as follows:

(i) Authentication: Digital watermarking suitable
for validating the information within a medical
image under diagnostic consideration.

(ii) Tamper detection: A fragile or semi-fragile wa-
termark may be utilized for detecting the occur-
rence of any type of modification or misappro-
priation that may undermine the integrity of an
image report.

(iii) Hiding information: An appropriate water-
marking process can embed a large amount of
datacontent covertly in a medical cover image
with the high certainty of an exact retrieval.

(iv) Copyright protection: Medical images are to be
copyright protected not only for the originators
(i.e. the pathologies) but also for the doctors
and the patient parties for any further require-
ments to the diagnostic centers.

Reducing storage and bandwidth: Lesser storage
will be required for any medical image when the corre-
sponding metadata, i.e. the patient’s information and
report details are watermarked within that particular
image. Besides during transmission, bandwidth can
also be reduced as there will be no need to send the
metadata separately.

3.1 Quality requirement in medical image wa-
termarking

Medical images are the primary diagnostic docu-
ments in the e-healthcare system. Thus, the digital
watermarking techniques, employed in medical imag-
ing, should be acquired with some specific qualities
to get accomplished with the applicative demands in
all aspects [26].

First and foremost, the embedded information
must not cause any distortion in the region of inter-
est (ROI) of the medical image, because, any slight-
est change in ROI may cause an erroneous diagno-

sis. Hence, any information, embedded into the ROI,
must be unnoticeable, i.e., the watermarking process
should offer high imperceptibility. It will be more use-
ful if the embedding scheme is capable of distinguish-
ing between ROI and region of noninterest (RONI) so
that the watermark information can be kept within
the RONI only.

Next, a medical watermarking system must possess
enough robustness to protect the embedded diagnos-
tic as well as to authenticate the information from
attacks. At the same time, it is also required for the
watermark to be sensitive to any kind of alteration in
the original image.

The size of the content to be embedded as a wa-
termark often becomes a matter of concern. Thus,
another prime quality, required for medical image wa-
termarking, is the ability to hide a large amount of
data without affecting the ROI.

Now, robustness and sensitivity are in contrast
by nature. Moreover, there are already tradeoffs
among robustness, imperceptibility, and hiding ca-
pacity. Hence, it is a challenge for the researchers to
establish such a watermarking scheme that is precise
and justified in all aspects. To deal with this, a good
number of medical image watermarking schemes have
been developed till date. Some of these have been
discussed in this work to depict the scope of digital
watermarking in medical imaging.

3.2 Medical image watermarking methods

Image watermarking techniques have been improv-
ing day by day with the advancement of digital signal
processing. Based on the purposes, the watermarks
are made visible or invisible, and robust or fragile.
Blind watermarking techniques [27-28], i.e. where
the original image is not required in the extraction
process, are preferable in the case of medical image
watermarking. Similar to conventional digital wa-
termarking techniques, all medical image watermark-
ing methodologies are mainly classified into two parts
– spatial domain techniques and transform domain-
based techniques, although some hybrid methods are
also available.

In the spatial domain, the cover image pixels
are directly modified by the watermark information
bits/pixels. Least significant bit (LSB) replacement,
LSB matching, most significant bit (MSB) replace-
ment, patchwork techniques, correlation-based data
embedding, and spread spectrum techniques are some
of the most conventional watermarking processes in
this domain [20,29-31]. Generally, the lower bit
planes of any image pixels are modified to provide
high imperceptibility, whereas modifications in higher
bit planes are useful in providing improved robust-
ness. Consequently, the MSB modifications are often
applied for embedding visible data to serve the pur-
pose of content labeling, and the LSB planes may be
used in keeping some fragile information to identify
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whether any type of misappropriation has tampered-
with the cover or not. However, in most of the re-
cent schemes multiple watermarking or involvement
of human visual system (HVS) [32-33], image clus-
tering by means of ROI and RONI and other com-
plementary operations are often found; because the
conventional fundamental data hiding techniques are
unable to prevail over the incessantly adapted mali-
cious attacks.

The transform domain is preferred more when the
prime objective is to provide robustness and secu-
rity to the image under consideration. Thesetypes of
practices are carried on after transforming the input
image signals through some apposite signal process-
ing operations like discrete Fourier transform (DFT),
discrete cosine transform (DCT), discrete wavelet
transform (DWT), etc. [34-38]. Here, the watermark
and the EPR information are embedded by modify-
ing the suitable frequency components of the trans-
formed cover image and after that, corresponding in-
verse transform(s) is (are) applied to the modified
signal to restore the image into the spatial domain.
Often modified and/or multiple transformations, sin-
gular value decomposition (SVD) are performed to
execute hybrid watermarking techniques [39-42]. The
concept of region segmentation can be utilized in the
frequency domain too [43-44].

The use of biometric images, error-correcting
codes, machine learning, and intelligent techniques
are also found in some recent works to enhance sys-
tem efficiency [45-48].

4. RECENT WORKS ON MEDICAL IM-
AGE WATERMARKING

During the last decade, different advancements
have been noticed in the field of medical image wa-
termarking. In 2010, Mustafa et al. [28] proposed a
packet wavelet transform-based medical watermark-
ing technique to embed EPR data, being encoded
through Bose-Chowdhur-Hocquenghem (BCH) code,
into the medical images. The average PSNR was
found as 39 dB for that scheme. Spread-spectrum-
based medical image watermarking was proposed by
Kumar et al. [49] in 2011. Here, a pair of pseudo-
random noise sequences were utilized in embedding
and extracting the doctor’s signature. This was a
robust but non-blind technique. Another spread-
spectrum-based technique was introduced by Nakhaie
and Shokouhi [50], where the medical image is first
segmented into ROI and RONI, and then the water-
mark information is embedded into the RONI com-
ponents. This was a frequency domain-based no-
reference watermarking process. A lot of medical im-
age watermarking works have been published since
2012.Wavelet-based multiple watermarking technique
was proposed for medical images by Pal et al. [51]
that achieved PSNR upto 41dB. Imperceptibility was
improved upto 50dB PSNR by Kannammal et al. [52]

using the wavelet-based double watermarking tech-
nique. DWT was used along with DCT in the hybrid
watermarking technique [53], proposed by Umaama-
heshvari and Thanushkodi, and PSNR was increased
to 57 dB. Robustness was improved by introducing
swarm intelligence with an adaptive watermarking
technique, developed by Soliman et al. [54]. In-
dependent component analysis was performed with
DWT by Mangaiyarkarasi and Arulselvi [55]. Wio-
letta [56] introduced biometric watermarking through
Iris code with DWT to improve robustness against
different signal processing attacks. Hajjaji et al. [57]
enhanced imperceptibility to obtain PSNR as high
as 57 dB by combining Karhunen Loeve transform
with Haar-based DWT. Region-based watermarking
with immense hiding capacity was executed through
DWT-SVD by Al-Haj and Amer [58]. DWT-SVD
combination was also utilized by Gao et al. [59],
where the cover image itself was considered as the
watermark. It provides robustness against geomet-
rical attacks without affecting visual transparency.
Zear et al. [39] proposed a multiple image water-
marking technique that utilized DWT, DCT, SVD,
and Hamming error correction code to improve ro-
bustness. Image segmentation was also performed to
obtain better visual transparency. A.K. Singh [40]
attempted to overcome the conflict between robust-
ness and imperceptibility by embedding an encrypted
watermark. Here also, DWT, DCT, and SVD were
utilized together. Badshah et al. [60] implied Lempel-
Ziv-Welch lossless image compression in medical im-
age watermarking to obtain better results. Support
vector machine-based secured medical image water-
marking was proposed by Rai and Singh [61]. DCT-
based watermarking was developed by Parah et al.
[62]. DWT and Schur decomposition-based model
was utilized in medical image watermarking by K.
Swaraja [63]. Apart from these, there are so many
medical image watermarking techniques, developed
within the last few decades. However, in this section,
a few of the most recent medical image watermarking
techniques have been discussed in brief.

This discussion leads to understanding the recent
trends and applications of digital image watermark-
ing in the field of medical imaging.

4.1 Transform domain-based techniques:

A.K. Singh introduced an error control code to
develop a dual watermarking scheme for color med-
ical images in the lifting wavelet transform (LWT)
domain using DCT [48]. A secret signature water-
mark along with the EPR has been kept hidden in
the medical cover image to provide enhanced secu-
rity and reliability to the cover. Before embedding,
the watermark and the EPR are encrypted and en-
coded, respectively, using message-digest (MD5) and
BCHerror control code. The cover image has been
represented first in YIQ color space and the Y compo-
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nent has been decomposed using DWT upto the 3rd
level. Then the LH3 and HL3 sub-bands have been
transformed using DCT, and finally, into these coef-
ficients, the hiding data have been embedded. The
inverse transforms, i.e. IDCT and inverse LWT have
been performed to get the YIQ components of the
watermarked image, and the final watermarked med-
ical image has been transmitted after being converted
into RGB format.

Another dual watermarking scheme for medical
images was proposed by H.S. Alshanbari [64]. Here
also a robust and a fragile watermark have been used
to serve the function of providing ownership informa-
tion and tamper detection, respectively. According
to this proposed algorithm, first, the medical image
is considered as a combination of ROI and RONI. The
robust watermark (i.e. the ownership information) is
embedded in both the ROI and RONI so that the
authenticity can be verified from every part of the
cover image. To perform the insertion operation of
the robust information, first, the 3-level DWT and
1-level DWT are applied, respectively, to the cover
image and the watermark image to decompose the
images into sub-bands. Then principal components of
the cover and watermark were estimated by perform-
ing singular value decomposition (SVD), respectively,
on the LL3 band of the cover and the LL1 band of
the robust watermark. Finally, this embedding pro-
cess is carried out by modifying the singular values
of the cover image through a scaling function and the
principal components of the watermark information
as obtained before. An inverse SVD and an inverse
DWT have been applied consecutively to the mod-
ified cover components to restore the watermarked
image into the spatial domain. After embedding the
ownership information, a robust mark has been gen-
erated by compressing the ROI with the Lempel-Ziv-
Welch algorithm [64] and then, combining it with a
signature information. The signature information has
been generated through the hashing algorithm SHA-
256 [65]. This way, the robust watermark is formed
and inserted into the RONI of the cover image, which
is already being modified with the ownership informa-
tion.

Balasamy and Suganyadevi put a medical image
watermarking approach [66] using fuzzy-based ROI
selection where the embedding process is performed
through DWT and SVD. Here, fuzzification is per-
formed through a hybrid function [66], developed on
the basis of the Fuzzy C-means image clustering al-
gorithm [67], to segment the cover image into ROI
and RONI. After identifying the ROI, 2-level DWT
has been applied to the segmented ROI, followed by
SVD operation to the HH2 band. Parallel to this, the
watermark has also been transformed using 2-level
DWT. A logistic map [66] has been used to encrypt
the watermark image and the SVD has been applied
to the encrypted HH2 sub-band watermark to gen-

erate the key components. These key components
are estimated to avoid false positive errors during
transmission. The singular values of both the cover
and watermark image have been modified using the
key components to generate the watermarked compo-
nents. Then after applying inverse DWT and com-
bining the ROI and RONI, finally the secured medical
image information has been made robust against var-
ious signal-processing attacks.

A robust watermarking scheme for medical im-
ages has been developed in the transform domain by
Khare and Srivastava [68].Here to provide enhanced
security on the integrity of the cover, homomorphic
transform, redundant DWT, and SVD have been uti-
lized together. The purpose of homomorphic trans-
form is to recognize the illumination as well as the
reflecting components within the cover. For being
inconsistent, the reflecting components are consid-
ered suitable for hiding data imperceptibly. In the
following steps, the cover image components are di-
vided into different sub-bands through random DWT,
and then the singular values are computed for the LH
sub-band components corresponding to the reflecting
regions through SVD. Same way, redundant DWT
and SVD are also applied to find the singular values
of the medical watermark components corresponding
to the LH sub-band. Watermark embedding is per-
formed by modifying the singular values of the cover
with that of the watermark image components us-
ing a specific scaling factor. To restore the water-
marked image in the spatial domain, the inverses of
the respective transforms are applied chronologically,
and finally, this medical data is transmitted after be-
ing encrypted through 2-D chaotic Arnold transform
along with a secret key. For utilizing the said signal
transforms, this process offers improved robustness.

Thanki and Kothari [69] show that multilevel se-
curity can be achieved for a medical image by embed-
ding a double-sized watermark into it. This is a trans-
form domain-based approach where, finite ridgelet
transform (FRT), SVD, and Arnold scrambling have
been utilized, respectively, to improve payload, ro-
bustness against several attacks like – compression,
the addition of noise, filtering, etc., and better secu-
rity. Here, the secret identifying information of the
patient is considered as the watermark, which is to
be embedded into the medical image (cover). The
cover image was first decomposed into double of its
size by applying a hybridization of FRT and SVD.
It is because, for any image of size M×N, its corre-
sponding FRT coefficients are obtained in the order
of 2M×2N. Parallel to the transformation of the cover
image, SVD is applied to the watermark image also,
and these singular values of the watermark are em-
bedded into the hybridized transform coefficients of
the cover image through an additive operation. Then,
the watermarked image is obtained after applying in-
verse SVD and inverse FRT, consecutively. Finally,
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this watermarked image is encrypted using Arnold
scrambling, to provide additional protection to the
image during transmission over an open communica-
tion channel.

In another hybrid watermarking technique, sug-
gested by Swaraja et al. [70], DWT, and Schur trans-
form have been employed with Lempel-Ziv-Welch
(LZW) lossless data composition algorithm and parti-
cle swarm bacterial for-aging optimization (PSBFO)
algorithm. Here, the nature of HVS is utilized with
computing the edge entropy to determine a more suit-
able region to make the embedded information dis-
cernible. A grayscale 160×240 EPR image, together
with a 128×128 color image obtained from the cover
ROI is considered as a watermark.LZW is applied
to compress the pair of watermarks to improve the
payload. RGB cover image is converted to YCbCr
form to utilize the Y or luminance components for
data insertion, as these are less sensitive to modi-
fications with respect to chrominance (Cb and Cr)
components. ROI is kept unchanged so that no am-
biguity occurs in diagnosis. 2-level DWT with Schur
transform is applied to the RONI portion, and a few
suitable non-overlapping blocks in LH2 and HL2 sub-
bands are chosen for data embedding according to vi-
sual and edge entropy. In this process, PSBFO plays
a central role in optimizing the trade-off between im-
perceptibility and robustness.

DWT is utilized also in another robust and blind
medical image watermarking technique, proposed by
Kahlessenane et al. [71]. In this approach, the wa-
termark is generated first. The patient’s information
consists of name, sex, age, and date of birth, along
with the date and the time of capturing that par-
ticular cover image (i.e. the medical image report)
form the watermark as a binary sequence. A fin-
gerprint is generated by performing a hash function
through the MD5 algorithm [72] and added to the
binary sequence of information to ensure integrity.
The embedding process is then initiated to implant
this watermark information into the cover image. To
generate the watermarked image, the cover image is
modified by inserting the computed watermark infor-
mation into the low-frequency components, contain-
ing maximum energy. Based on Haar filtering, DWT
is applied here to transform and decompose the cover
image into the four different frequency sub-bands. A
topological recognition is performed for the LL sub-
band components through the Zig-Zag method to en-
rich imperceptibility with high robustness, as well as
to ensure more effective entropy coding [73]. Finally,
the watermarked components are modified by substi-
tuting (rather than adding) the watermark compo-
nents considering some specific conditions proposed
for two variants [71].

Kahlessenane et al. [74] attempted to find the ef-
ficiency of frequency domain watermarking with four
different transforms – DCT, DWT, non-subsampled

shearlet transform (NSST), and non-subsampled con-
tourlet transform (NSCT). In this proposed method,
the cover, i.e. the medical image is watermarked
with the image acquisition data together with patient
records. Schur decomposition is combined with the
transformations every time to decompose the image
components into different sub-bands, and the medium
band (LH and HL sub-bands in case of DWT) fre-
quency components are selected for embedding wa-
termark data. This allows prevailing over the discrep-
ancy between robustness and imperceptibility. Low-
frequency components are chosen for NSST based
data embedding approach.

A novel watermarking technique was introduced
by Ravichandran, et al. [33] to offer authentication,
consistency, and any type of tamper detection in med-
ical reports. Integer wavelet transform, combined
chaotic map, retrieval bit generation, and SHA-256
cryptographic hash function are introduced to meet
the goal of this scheme. Here also, the cover image
is segmented into ROI and RONI, which are used
to embed watermarks assuring data authentication
and watermarks providing integrity control, respec-
tively. RONI components related to the LH and HL
sub-bands are used in embedding the robust mark in-
formation. Authors also claimed that for having less
execution time, the approach is supposed to be less
complex and suitable for FPGA-based realization.

Recently, Singh et al. [75] proposed a region-based
hybrid medical image watermarking scheme for ro-
bust and secured transmission in the internet of med-
ical things (IoMT). The medical image is partitioned
into ROI and RONI. Tamper detection and recovery
bits are inserted into the ROI of the cover image.
The ROI is watermarked using adaptive LSB sub-
stitution. EPR data is compressed using Huffman
coding and encrypted using a secret key. QR code
of the hospital logo, encrypted EPR, and ROI recov-
ery bits are embedded into RONI using DWT-SVD
hybrid transform. The scheme intends to maintain
the visual quality of the medical image, robustness
of the authentication mark, scope for tamper detec-
tion, and security. However, the scaling factor can be
optimized.

4.2 Spatial domain-based techniques:

Sinha Roy et al. [20] executeda spatial domain-
based medical image authentication technique for an
automated diabetic retinopathy (DR) test report.
The overall process has two wings. In the first sec-
tion, the retinal area is detected as ROI from the
fundus image, and regions of hard exudates are iden-
tified, through which the corresponding DR report is
generated.Then in the second phase, the authenticity
of that report image is put on through a dual water-
marking process. A fragile binary watermark is taken
to serve the purpose of tamper detection.And a visible
robust watermark is implanted into the outside of the
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retinal area (i.e. RONI) and made visible for authen-
tication as well as content labeling. The whole pro-
cess is performed in the spatial domain. This scheme
has been experienced with some signal processing at-
tacks to establish the affirmation on the robustness
of the visible mark. The fragile watermark is embed-
ded. The invisible watermark is embedded invisibly
into some selected blue plane components of the cover
image through LSB replacement. It has been shown
experimentally that for any kind of further modifi-
cation in ROI, the authentication mark cannot be
recovered.

Konyar and Ozturk [76] have proposed an ECC-
based watermarking, where an extra level of security
is provided to the watermark by encrypting it through
Reed-Solomon (R-S) code before embedding. Ini-
tially, an array is formed based on the intensity values
of the watermark pixels. Each of the elements in the
array is adapted to an 8-bit format. These message
bit sequences in the array are then grouped into a few
m-bit symbols and substituted by their corresponding
decimal values to meet the R-S (n, k) coding criteria.
The codeword is achieved from the information poly-
nomial (obtained from the symbol sequences) and the
generator polynomial. The encoding is practiced over
the Galois field (2m).The codeword is then embedded
into the cover image by modifying the LSB planes of
the pixels’ luminance values.

Another spatial domain-based reversible water-
marking scheme for medical images was proposed by
Manikandan and Masilamani [77]. In this approach,
the EPR and an authentication code together act
as the watermark, to be embedded into the original
gray-scale medical images. Considering the size of
the image to be watermarked as M×M, an adaptive
authentication code sequence of length M2 is gener-
ated from the MSB planes of that particular image
using an authentication code generating key and an
encryption key. This unique authentication sequence,
along with the EPR, forms the watermark. This wa-
termark has been embedded into the gray-scale image
through an image scaling-up process and the corre-
sponding watermarked image of size 2M×2M is pro-
duced. Hence, it is clear that the intensity values of
3M2 number pixels in the output image of this pro-
posed embedding scheme are needed to be approxi-
mated based on the original pixel intensities. A set of
prescribed rules are then followed to embed the wa-
termark while computing the missing pixel values in
the scaled-up output image through adaptive repli-
cation of the neighboring pixel intensity values. The
experimental analysis of this process has been car-
ried out using a standard dataset of medical images,
and the results claim that this novel work is useful to
enhance the authenticity of EPRs as well as medical
images and can be utilized in automated e-healthcare
systems. However, for transmitting these scaled-up
images, more channel capacity is required than the

conventional watermarked images.

Aiming to the protection of medical image con-
tents along with the watermark, a spatial domain
approach was presented by Nagm and Elwan [78].
Here, an encrypted watermark has been synthesized
with one of the components of a color medical im-
age, instead of performing conventional watermark
embedding. The encryption is carried out to enhance
security for the watermark, which is generated by
combining different patient-related information (like
name, id, etc.) through the dynamic keys, obtained
using the SHA-1 algorithm. On the other hand, the
color components of the cover image are separated
and resized to be apposite for the encoding process.
The red and blue planes are considered here as the
modified and the pre-modifier components, respec-
tively. This pre-modifier plane is modified with the
pre-generated watermark by the AES-128 encryption
algorithm. Finally, a bit substitution, performed be-
tween the modified and the modifier components in
the lower bit planes of every pixel, along with the
original green and blue plane components, provides
the ultimate watermarked image. This proposed al-
gorithm has been evaluated using the first three bit-
planes (starting from LSB) separately, and the exper-
imental results reveal that the 2nd bit-plane is the
most suitable for this approach as it offers high vi-
sual transparency with improved robustness against
some active attacks. In this way, this method, unlike
the conventional spatial domain medical image wa-
termarking schemes, shows how the watermark, i.e.
the patient information, can be distributed into ev-
ery pixel irrespective of ROI and RONI to provide
high-scale integrity protection without affecting the
image quality.

Schur decomposition has been applied with chaotic
sequence to embed an encrypted watermark into med-
ical images by Soualmi et al. [79]. The watermark is
XORed with a binary chaotic sequence to generate
the encrypted watermark. Parallel to that the cover
is divided into 2×2 non-overlapping sub-blocks, and
encrypted through another chaotic sequence, decom-
posed up into non-overlapping blocks of the same size.
Then the encrypted medical image is watermarked
with the encrypted watermark by embedding each of
the watermark bits to distinct cover image blocks of
which weight meet certain criteria. Watermark can
be extracted and decrypted through a relative and re-
verse process using the same chaotic sequences. This
is a blind technique as the original cover is not re-
quired to retrieve the hidden information.

Apart from these, there are so many watermark-
ing methodologies have already been proposed, and
researchers are endowing efforts in developing better
methods to provide more security, reliability, and pri-
vacy to medical images.
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Table 1: Mathematical expression for the mentioned image quality metrics considering O and E, respectively,
as the original and erroneous image signals of size M×N.

Image Quality
Mathematical Expressions

Values for two
Metrics identical images

Peak Signal to Noise
PSNR = 10 log10

MN×[max(O(m,n))]2∑M
m=1

∑N
n=1[O(m,n)−E(m,n)]2

∞
Raito (dB)

Normalized Cross-
NC =

∑
m,n(O(m,n)E(m,n))∑

m,n(O(m,n))2
1

Correlation

SSIM =
(2µIµj)(2σIJ+C2)

(µ2
I+µ

2
J+C1)(σ2

I+σ
2
J+C12)

1

where µI&µJ are the mean intensity
Structural Similarity σI&σJ are the standard deviation of the original and distorted image
Index Measurement respectively

C1&C2 are constants
σIJ is the covariance of both the images

Bit Error Rate (only for
BER =

∑
m,n |(O(m,n)−E(m,n))|

M×N 0
binary images)

Table 2: Comparison of aforesaid state-of-the-art medical image watermarking techniques.
Domain Type and

Type and Size Payload Remarks on Remarks on
Method (with Size of Cover

Type) Image
of Watermark (bits/ pixel) imperceptibility robustness

Singh, Transform Color Image

Gray

0.0425
PSNR = 30.42 dB

Moderate
Image(64×64),
and text
watermark of 80

2019 [48] (Robust) (512×512)

characters

NC = 0.9757

Swaraja et
Transform Color Image

Gray Image

0.668 PSNR = 35.84 dB Highal., 2020
(160×240)

[70]
Color Image(Robust) (1024×1024)
(128×128)

Gray Image
0.79

PSNR = 41.85 dB,
Konyar SSIM = 0.9335 (for 0.79
and Spatial Gray Images bpp) Robust to
Ozturk, (Semi- with different PSNR = 46.26 dB, salt and
2020 [76] fragile) resolutions SSIM = 0.9858 (for 0.33 pepper

(480×480)

bpp)

Transform Gray Image Binary Images
2

PSNR = 47.6473 dB,

High

Thanki NC = 0.9176 (for binary
and logo)
Kothari, PSNR = 44.0248 dB,
2020 [69] NC = 0.91176 (for sample

(Robust) (128×128) (256×256)

patient information)

Alshanbari
Transform Gray Image Gray Image

0.088

PSNR = 48.67 dB (after

Moderate, 2020
robust watermarking)

[64]
PSNR = 48.14 dB (after(Dual) (480×680) (60×60)
Dual watermarking)

Balasamy

Transform
0.125 PSNR = 54.26 dB

Moderate,
and

better with
Suganyade Gray Image Gray Image

Fuzzy logic
vi, 2020 (512×512) (64×64)
[66]

(Robust)

Khare and

0.5
PSNR = 57.29 dB

High
Srivastava, Transform Gray Image Gray Image

SSIM = 0.9995
2020 (Robust) (512×512) (128×128)

NC= 0.9997
[68]

Sinha Roy
Visible: 4221

0.044 Moderateet al.,
Spatial Color Image bits PSNR = 60 dB

2020 [20]
(Dual) (536×356) Invisible: 4096 SSIM = 0.9998

bits
Manikandan

Spatial PSNR = ∞and Image having Image having
Masilamani, 4M2 number 3M2 number of 0.75 Poor
2020 of pixels bits
[77]

(Robust) SSIM = 1
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Table 2 cont.: Comparison of aforesaid state-of-the-art medical image watermarking techniques.
Domain Type and

Type and Size Payload Remarks on Remarks on
Method (with Size of Cover

Type) Image
of Watermark (bits/ pixel) imperceptibility robustness

Ravichandran
Transform Gray Image

Approx. 146800

2.24
PSNR = 48.81 dB

Pooret al.,
bits including

NC = 0.9999
2021 [33]

text and binary
SSIM = 0.9944

(Robust) (256×256)
images

Spatial Color Image Binary Image
0.33

PSNR = 55.41 dB, SSIM =
0.9995 (for LSB approach)

Nagm and
PSNR = 49.9081dB, SSIM

Robust to
Elwan,

= 0.9985(for Bit2SB
intentional

2021 [78]
approach)

attacks
PSNR = 43.8138dB, SSIM
= 0.9908 (for Bit3SB

(Robust) (512×512) (512×512)

approach)

Kahlessenane
43,690 bits for 0.167 PSNR = 74.47 dB,

Highet al.,
Transform Gray Image Variant 1 (Variant 1) SSIM = 1 (for variant 1)

2021 [71]
(Robust) (512×512) 32,768 bits for 0.125 PSNR = 74.16 dB,

Variant 2 (Variant 2) SSIM = 1 (for variant 2)

Transform Gray Image Binary Image
1

PSNR = 42.85 dB, SSIM =

High

0.9998, NC = 0.9923 (for
NSST–Schur method)
PSNR = 44.98 dB, SSIM =

Kahlessenane
0.9998, NC = 0.9947 (for

et al.,
NSCT–Schur method)

2021 [74]
PSNR = 49.20 dB, SSIM =
0.9998, NC = 0.9995 (for
DWT–Schur method)
PSNR = 47.98 dB, SSIM =
0.9997, NC = 0.9989 (for

(Robust) (1024×1024) (1024×1024)

DCT–Schur method)

Transform
Binary EPR

0.03125
PSNR = 45.95 dB, SSIM =

Singh Gray / Color (64×64)
(gray image)

0.9195 (for gray image)
et al., Image Binary hospital

0.01042
PSNR = 47.42 dB, SSIM =

High

2022 [75] (512×512) logo (64×64)
(color

0.9505 (for color image)
(Dual)

image)
Soualmi Spatial

Gray Image Binary Image
0.25

PSNR = 66.84 dB
Robust to

et al., 2022 (Semi- image
[79] fragile)

(256×256) (128×128) SSIM = 0.94
compression

Table 3: Detailed study on robustness of the aforesaid state-of-the-art medical image watermarking techniques
against different geometrical, noise and compression attacks.

Method Scaling Attack
Salt & Pepper

Gaussian Noise Histogram
JPEG
Compression

Attack
Attack

Singh, 2019 BER= 0 BER=0 BER=0 BER=24 BER=0
[48] NC=0.8491 NC=0.8077 NC=0.8984 NC=0.5882 NC=0.9837

Swaraja et al.,
PSNR = 34.34

PSNR = 33.87 dB PSNR = 33.25 dB PSNR = 35.68 dB
PSNR = 35.23

dB dB
2020 [70]

NC = 0.96
NC = 0.98 NC = 1 NC = 0.94

NC= 0.99
NC = 0.9564

-

(For Binary NC=0.9940 (For NC = 0.9694(For NC=0.9859(For

Thanki and
Logo) Binary Logo) Binary Logo) Binary Logo)

Kothari, 2020
NC = 0.9415 NC= 0.9480 (For NC = 1.0000 (For NC=0.9988(For

[69]
(For Sample Sample Patient Sample Patient Sample Patient
Patient Information) Information) Information)
Information)

- - -

NC=0.8341 (with
NC=0.8352 QF=90)

Alshanbari, [for (0.5,2)] NC=0.7354 (with
2020 [64] NC=0.8662 QF=70)

[for (2,0.5)] NC=0.7226 (with
QF=50)

Balasamy and

-

NC=0.89(Without
NC=0.991

NC=0.937(Without

-
Suganyadevi, Fuzzy logic)

(Without Fuzzy
Fuzzy logic)

2020 [66] NC=0.924 (With
logic)

NC=0.956(With
Fuzzy logic)

NC=0.997(With
Fuzzy logic)

Fuzzy logic)
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Table 3 cont.:Detailed study on robustness of the aforesaid state-of-the-art medical image watermarking
techniques against different geometrical, noise and compression attacks.

Method Scaling Attack
Salt & Pepper

Gaussian Noise Histogram
JPEG
Compression

Attack
Attack

Khare and
NC=0.9991

NC=0.9998
NC=0.9988

NC=0.9979
NC=0.9997

Srivastava,
SSIM=

SSIM=0.9782
SSIM=0.8470

SSIM=0.7422
SSIM=0.9886

2020 [68]
PSNR=48.7725

PSNR=42.3179dB
PSNR=35.3514

PSNR=16.7729 dB
PSNR=45.6184

dB dB dB (QF=90)
Sinha Roy et al., SSIM=0.8013

-
SSIM=0.5178

-
SSIM=0.8366

2020 [20] PSNR=15.6dB PSNR=12.72 dB PSNR=22.2 dB
Manikandan

- BER=0.036 -
BER=0.094

-
and

PSNR=14.264 dB)
Masilamani,

SSIM=0.607
2020 [77]
Kahlessenane
et al., 2021 NC=0.91135 NC=0.9678 NC=0.9614 NC=0.9736 NC=0.9205
[71]

NC=0.7475 NC=0.8936 NC=0.9733 NC= 0.8555(For NC=0.9617 (For
(For DWT) (For DWT) (For DWT) DWT) DWT)

Kahlessenane
NC=0.7793 NC =0.9141 NC=0.9412 NC= 0.8607(For NC=0.9854 (For

et al., 2021
(For DCT) (For DCT) (For DCT) DCT) DCT)

[74]
NC=0.8917 NC=0.9294 NC=0.9922 NC= 0.9274 (For NC=0.9699 (For
(For NSST) (For NSST) (For NSST) NSST) NSST)
NC=0.8122 NC=0.8741 NC=0.9914 NC= 0.8607 (For NC=0.9430 (For
(For NSCT) (For NSCT) (For NSCT) NSCT) NSCT)

Singh et al., BER= 0.02 BER= 0.016
-

BER= 0.016 BER= 0.015
2022 [75] NC= 0.8315 NC= 0.8538 NC= 0.8871 NC= 0.99
Soualmi et al., BER = 0.57 BER = 0.005 BER = 0.49 BER = 0.500 BER = 0.008
2022 [79] NC = 0.53 NC = 0.97 NC = 0.48 NC = 0.500 NC = 0.865

Table 4: Detailed study on the robustness of the aforesaid state-of-the-art medical image watermarking
techniques against different image filtering attacks.

Method
Median Filtering

Sharpening Attack Low Pass Filtering
Average

Attack Filtering

Singh, 2019 [48] - -
BER=0

-
NC=0.9546

Swaraja et al., 2020
- - - -

[70]

Thanki and Kothari,

NC =1.0000 (For NC =1.0000(For

-
Binary Logo) Binary Logo) NC=0.9501(For Binary
NC = 0.9564 (For NC = 0.9516 (For Logo)
Sample Patient Sample Patient NC= 0.8704 (For Sample

2020 [69]

Information) Information) Patient Information)
Alshanbari, 2020

NC=0.79195 NC=0.7627 NC=0.77823 NC=0.7023
[64]

Balasamy and
-

NC = 0.972 (Without
NC=0.901(Without Fuzzy

-Suganyadevi, 2020
Fuzzy logic)

logic) NC=0.954(With
[66]

NC=0.989 (With
Fuzzy logic)

Fuzzy logic)
NC= 0.53 NC = 0.530

Khare and NC=0.9984 NC=0.9998 NC=0.9986
-Srivastava, 2020 SSIM=0.9788 SSIM=0.9967 SSIM=0.9968

[68] PSNR=38.8434 dB PSNR=46.1375 dB PSNR=46.4164 dB
Sinha Roy et al., SSIM=0.9234

-
SSIM=0.9587

-
2020 [20] PSNR=18.5 dB PSNR=21.3 dB

Manikandan and BER = 0.417 PSNR
BER = 0.336

BER=0.236
BER=0.472

Masilamani, 2020 =37.194 dB PSNR=39.840 dB
PSNR= 29.084

[77] SSIM=0.983 SSIM=0.994
dB
SSIM= 0.948
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Table 4 cont.:Detailed study on the robustness of the aforesaid state-of-the-art medical image
watermarking techniques against different image filtering attacks.

Method
Median Filtering

Sharpening Attack Low Pass Filtering
Average

Attack Filtering
Kahlessenane et al.,

- NC=0.9878 - NC=0.9623
2021 [71]

-

NC=0.7173

-

NC=0.9567 (For
(For DWT) DWT)
NC=0.7693 NC=0.8854 (For

Kahlessenane et al., (For DCT) DCT)
2021 [74] NC=0.8784 NC=0.9574 (For

(For NSST) NSST)
NC=0.7644 NC=0.9179 (For
(For NSCT) NSCT)

Singh et al., 2022 BER= 0.03 BER=0.11 BER= 0
-

[75] NC= 0.8874 NC= 0.9741 NC= 0.9999
Soualmi et al., 2022 BER= 0.48

- -
BER = 0.490

[79] NC= 0.53 NC = 0.530

5. PERFORMANCE ANALYSIS FOR THE
AFORESAID METHODS

It is already mentioned earlier in this paper that
imperceptibility, robustness, and payload are the
three major parameters, considered in measuring the
qualities of any image watermarking scheme. A good
number of image quality metrics [80-81] are avail-
able for the quantitative evaluation of impercepti-
bility and robustness. Among these, peak signal-
to-noise ratio (PSNR), normalized cross-correlation
(NC), structural similarity index measures (SSIM),
and bit error rate (BER) (used in the case of binary
images/watermarks only) are some of the most com-
monly used metrics. The mathematical expressions
for these aforementioned metrics are given in Table
1.

Considering the watermarked image as the noisy
image, imperceptibility is computed by means of
quality metrics with respect to the original cover im-
ages. Imperceptibility, offered by different schemes
discussed in the previous section, is compared in Ta-
ble 2.

In the time of assessment of robustness, the orig-
inal watermark and the extracted watermark from
the received image are considered as the original and
noisy image, respectively. A number of test attacks
are deliberately applied to the watermarked images
before extraction of the watermark to verify how ro-
bust the hidden information is against the implicated
attacks. A comparative study on the robustness of
the watermarking schemes, considered in this survey,
is performed in Table 3 and Table 4.

Payload is measured as the ratio of the total num-
ber of embedded bits to the total number of cover
image pixels.

6. CONCLUSIONS

In this paper, the distinct features of digital im-
age watermarking have been recalled to show how

these can be utilized in providing security and relia-
bility to the medical images and corresponding EPRs.
A good number of different existing state-of-the-art
medical image watermarking technologies have been
discussed in detail to understand the recent trends of
work in this domain. A comparative study of these
methodologies shows how the three major qualities
(imperceptibility, robustness, and payload) are opti-
mized according to the purposes. This discussion also
spans over introducing several hybrid models to offer
enhanced privacy to the EPRs during transmission
on open communication channels. The basic require-
ments and processes regarding medical image water-
marking are briefed here with some recent works in
such a way that the scopes for further research or
development could be derived from it.
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