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ABSTRACT Article information:
Throughput performance of �rewalls depend on the execution speed of
verify rules. Internet Protocol Version 6 (IPv6) and IPv4 ruleset memory
requirements di�er and a�ect rule access and execution time in a wide range
of common �rewalls. This paper contributes a high-speed �rewall named
FW6 to execute rules for IPv6 with constant O(1) access time. FW6 con-
sumes optimal O(nbit) memory for 64-bit architectures. Results are based
on actual performance evaluations in conjunction with other high-speed
�rewalls (IPSets, IPack, and F3), comparing metrics such as processing
time, memory consumption and throughput. Throughput measurements
in IPv6 TCP/UDP packet trials (across ruleset and window sizes) show
FW6 signi�cantly outperforms IPSets. The trials have shown that FW6
improves throughput performance over IPSets by 0.44% (mean) and 0.39%
(median) across all test variables. Nevertheless, the results suggest simi-
larity and a minor performance increase by FW6 over IPSets. In addition,
FW6 and IPSets throughputs are similar to IPack and F3 in IPv4 ruleset
execution comparisons. As a result, FW6 can be used to replace previous
high-speed �rewalls.
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1. INTRODUCTION

Firewalls [1] control unauthorized access to re-
sources over a computer network, such as shared data,
servers (WWW, Database, DHCP, and DNS), net-
work devices (Routers and Switches), etc. They con-
trol access to resources from users by enforcing. Basi-
cally, a rule format consists of two parts: a condition
term and an action [2, 3]. The condition term con-
sists of �ve �elds: source address (Source IP: SIP),
source port (Source Port: SP), destination address
(Destination IP: DIP), destination port (Destination
Port: DP), and protocol (PRO). The action (ACT)
has only one stated either accept or deny. The �re-
wall rule format is presented in Table 1.

Rule no.1 allows a group of source IP addresses
(SIP = 192.168.1.0/24 = 256 IPs) to connect to any
destination website provider (DIP = *, DP = 80) us-
ing the TCP protocol (PRO = TCP). Rule no.3 does

Table 1: Example of IPv4 �rewall rules.

Rule Condition Action

No. SIP SP DIP DP PRO ACT

1 192.168.1.0/24 * * 80 TCP accept
2 192.168.1.0/29 * * 22 TCP accept
3 192.168.1.0/24 * 200.0.0.5 * * deny
4 * * * 345 UDP deny
5 * * * * * deny

not allow a group of 256 source IP addresses to com-
municate with a destination IP address (200.0.0.5).
The last rule is always set to drop unspeci�ed com-
munications.

The speed of verifying rules determines �rewall
performance. According to previous research [1],
there are three levels of speed to execute rules: rules
with sequential data structures [4, 20], rules with tree
structures [5, 6], and rules with hashed data struc-
tures [1, 7, 8]. The speed of processing rules with a
sequential structure is Big-O(n), where n is the num-
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ber of rules. The speed of processing tree-style rules is
Big-O(logn). Last, rules with hashed data structures
have the fastest processing time of Big-O(1). Even if
firewalls deployed using hashed data structures have
the highest rule-verifying speed, they still consume
much memory. For example, IPsets [7, 8] consumes
memory equal to Big-O(2n), where n is the memory
required by the administrator. IPack [7] spends the
memory space as Big-O(n) to handle rules, where n is
the number of rules. Last, FFF [7] allocates Big-O(n)
memory spaces to store rules, where n is the number
of bits (one binary bit per one rule). However, IPack
and FFF are suitable for implementation with IP ver-
sion 4 (IPv4), with a maximum data bit of 104 bits,
as illustrated in Fig 1(a). For IP version 6 (IPv6),
they are not yet available as the number of bits of
IPv6 is up to 296 bits (≈ 284% of IPv4), as shown
in Fig 1(b). The number of bits directly affects the
processing time and the memory space to store rules.

In this paper, we have developed a novel technique
to verify rules for IP version 6. This technique has
the same speed of Big-O(1), but consumes only Big-
O(nbit) of memory, where n is the number of rules and
uses an optimized block size for IPv6 rule execution
on 64bit architectures.

Fig.1: Number of rule bits of IPv4 and IPv6.

The paper is structured as follows. The section 2
discusses the background and related work including
firewall operations and rules, rule anomalies, high-
speed firewall processing models, and IPv4 and IPv6
models. Section 3 presents our contribution. The
design and development of the high-speed firewall is
Section 4. Section 5 evaluates our proposed firewall
against other high-speed firewalls. Lastly, Section 6
is a summary of this paper.

2. BACKGROUND AND RELATED WORK

2.1 Fundamentals of Firewalls

A firewall is a popular security tool installed be-
tween the Internet and private networks, as shown in
Fig 2.

Its main function is to filter information (com-
monly known as packets) that flows in and out of the
network. Packets are filtered based on rules defined
by the network policy. For example, a company has a

Fig.2: Firewall installation and functionality

policy that all employees cannot use social media such
as Facebook during working hours, except for public
relations officers (PR). This policy may have more
than one rule when converted to the firewall rules.
In this case, assume that the public relations officer’s
IP addresses (SIP) are 192.168.1.10-15, and the Face-
book IP address (DIP) is 157.240.10.35. Therefore,
this policy can be converted to two rules as follows:

Rule no. 1: allow PR officers to use Facebook, and
Rule no. 2: deny employees from using Facebook.

These rules convert to actual firewall rules as in Table
2.

Table 2: Example of establishing rules.

Rule Condition Action
No. SIP SP DIP DP PRO ACT
1 192.168.1.10-15 * 157.240.10.35 80 TCP accept
2 * * 157.240.10.35 80 TCP deny

Where Facebook uses the TCP protocol and port
number 80, both rules cannot be reversed in order as
they can lead to conflicts [2, 3] and loss of meaning [9].
In fact, any two rules conflict only if their conditional
terms overlap and have different actions. For exam-
ple, in Table 2, rule no. 1 and rule no. 2 conflict (rule
no. 1 ⊂ rule no. 2), but the firewall can still process
the rules. On the other hand, if rule no. 2 is swapped
over rule no. 1, rule no. 1 will never be executed
(rule no. 1 is absolutely overshadowed by rule no. 2).
There are six types of firewall rule conflicts: Shad-
owing, Correlation, Generalization, Redundancy, Ir-
relevancy [3], and Semantics loss [9]. Methods for
detecting and resolving rule conflicts are proposed in
[2-5, 9, 10].

2.2 High-speed Firewall Models

High-speed firewalls in this paper refer to firewalls
that have a rule execution speed of Big-O(1). The
scope of evaluation is limited to firewall applications
available for the Linux-based open source operating
systems. In this paper, three types of high-speed fire-
walls are discussed: IPSets, IPack, and FFF (F3) as
follows.
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IPSets [8]: It is an open-source utility that works
with IPTables (Core firewall) [11] on Linux operating
system. IPSets improved the speed of rule verifica-
tion of IPTables from O(n) to O(1), where n is the
number of rules. It speeds up the execution of rules
by applying hashing techniques. However, firewall
administrators need to be proficient in rule grouping
for smaller rule sets, and it takes much memory to
store rules (O(2n)).

IPack [1]: It was developed to resolve all of IPSets
problems and also consumes less memory (O(n)).
Moreover, it can also detect and eliminate rule con-
flicts. However, the IPack has a problem with the
time for establishing the data structure (O(n2)) be-
cause it is necessary to compact the data contained in
a three-dimensional structure into a one-dimensional
structure.

F3 [7]: It improved the memory consumption of
IPack from O(n) to O(nbit) using the bit mapping
technique, where nbit is the size of one rule per bit.
In addition, F3 also reduced the time to establish
rules from O(n2) to O(n). It introduces a new tech-
nique known as FIRST MATCH - FIRST EXECUTE
(FMFE) to eliminate rule conflicts. This technique
prunes all obscured rules. Although F3 has the best
performance, it is only designed for IPv4, and it is
not yet compatible with IPv6.

In summary, IPSets is currently compatible with
IPv6, but it shares the other usability limitations as
IPv4. As for the IPack, it does not support IPv6 like
F3 yet.

2.3 Basic understanding of IPv4 and IPv6

An IP address is used to identify a computer device
on a computer network. It is a unique address. IP
addresses being used today are version 4 (IPv4 [12]),
and they are 32 bits in size. Therefore, the total num-
ber of available IPv4 addresses is 232 (4,294,467,295
IPs). IPv4 is divided into four sets of eight bits,
each separated by a dot (.), 192.168.1.10. Therefore,
the available IP numbers range between 0.0.0.0 and
255.255.255.255. Unfortunately, the number of IPv4
addresses is insufficient, and it will be retired very
soon.

IPv6 is replacing IPv4, and it will completely re-
place IPv4 soon. IPv6 [12, 13] has several features
that are better than IPv4:
• IPv6 increases the size of address numbers from

32 bits to 128 bits, as illustrated in Fig 1; thus, the
maximum number of available IP addresses is 3.4 *
1038,
• IPv6 header is a less complex and fixed size, mak-

ing processing faster than IPv4,
• IPv6 enhances QoS capabilities for real-time ser-

vice,
• IPv6 Increases the size of the MTU from 567

bytes to 1,280 bytes, resulting in more efficient
throughput,

• IPv6 does not need Network Address Transla-
tion (NAT) like IPv4; consequently, it can be traced
backward.

There are four types of IPv6 addresses: Unicast,
Anycast, Multicast, and Loopback address, as shown
in Fig 3. Unicast is used for communicating data
from one device to another in a network (also known
as one-to-one communication). Anycast allows mul-
tiple devices on the network to share the same IP ad-
dress. The data is sent to the nearest device based on
the user’s request location (one-to-closest of many).
Multicast enables a device to send the data to a spec-
ified set of devices in different subnetworks, known as
one-to-many communication. Last, the Loopback ad-
dress is an internal address that routes back to the
local system (also called localhost).

Fig.3: Type of IPv6 Address.

The size of IPv6 addresses is 128 bits, divided into
eight groups of hexadecimal numbers, each with 16
bits and separated by colons (“:”) as follows.

0000:0000:0000:0000:0000:ffff:7f00:0001 (IPv6) or
127.0.0.1 of IPv4.

IPv6 addresses are written in the form IPv6-
address/prefix-length. For example, 2001:000:00:0000
:cd30:0000:0000:0000:0001/64, where /64 is the
prefix-length. The prefix length [14, 15] is a dec-
imal number that indicates the number of bits
used to calculate its network address. For exam-
ple, 2001:0000:0000:cd30:0000:0000:0000:0001/64 has
a 64-bit network address of 2001:0000:0000:cd30::,
and its 64-bit host address is 0000:0000:0000:0001.
IPv6 addresses are difficult to write and remember.
Therefore, they can be written in abbreviated form,
e.g. “2001:0:0:cd30::1/64”. The rules for abbreviated
writing IPv6 are as follows.

1. If any group in IPv6 is all zeros, it can
be replaced by a single zero (0). For example,
“2001:0000:0000:cd30:0000:0000:0000:0001/64” can
be rewritten as “2001:0:0:cd30:0:0:0:1/64”.

2. If there are consecutive groups of zeros,
they can be shortened with double colons (::),
and it can only be used once (usually choose the
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longest consecutive group of zeros). For exam-
ple, “2001:0:0:cd30:0:0:0:1/64” can be written as
“2001::cd30:0:0:0:1/64” or “2001:0:0:cd30::1/64”.
For ease of understanding, Table 3 shows the imple-
mentation differences between IPv4 and IPv6 based
on the RFC 2373 (original version of IPv6 [14]) and
RFC 4291 (current version [15]).

Table 3: Comparison of usage between IPv4 and
IPv6.

IPv4 address IPv6 address
Type Subnet mask Type Subnet

prefix
Public IP *.*.*.*/n Global ::/n
address unicast (RFC 4291)

address
Private IP 10.0.0.0/8, Unique FC00::/7
address 172.16.0.0/12, local

192.168.0.0/16 address
(ULA)

Link local 169.254.0.0/16 Link local FE80::/10
address address
Multicast 224.0.0.0/4 Multicast FF00::/8
address address
Loopback 127.0.0.1 Loopback ::1/128
address address

From Table 3, all public IPv4 addresses (*.*.*.*/n)
can be used except Private IP, Link-local, Multicast,
and Loopback addresses, where /n is the number of
bits for subnetting. Similar to IPv4, all IPv6 ad-
dresses (Global unicast address or ::/n) are available
except Unique local, Link-local, Multicast, and Loop-
back address.

IPv6 subnet prefix: Generally, Global unicast
IPv6 is always designed to be compatible with 64 bits
or /64 prefix lengths. Other subnet prefix lengths
(not /64) should be used with caution as they affect
the capabilities of IPv6’s design, such as Neighbor
Discovery (ND), Secure Neighbor Discovery (SEND),
privacy extensions, parts of Mobile IPv6, Protocol
Independent Multicast, and others.

Currently, for regular customers, Internet Service
Providers (ISP) always provide /48 or /58 subnet pre-
fixes (large companies may get subnet prefixes from
/32 to /40). The case where a customer has been
allocated a subnet prefix of size /48 is illustrated in
Fig 4. The customer can establish their own networks
(Subnet ID) with up to 65,536 networks (216), with
264 hosts for each network (Interface ID).

Fig.4: IPv6 prefix length and subnetting.

Convert IPv4 to IPv6: Conversion from IPv4
to IPv6 is done by converting each IPv4 octet to
hexadecimal. For example, 192.168.1.10 converts to
C0.A8.01.0A. Subsequently, the converted hexadeci-

mal numbers are rearranged with each group of 16
bits separated by :. For example, C0.A8.01.0A rear-
ranges to ::C0A8:010A. The IPv4 rules from Table 1
can be converted to IPv6 rules as shown in Table 4.

Table 4: Example of IPv6 firewall rules.

Rule Condition Action
No. SIP SP DIP DP PRO ACT
1 fe80::c0a8:100/120 * :: 80 TCP accept
2 fe80::c0a8:100/125 * :: 22 TCP accept
3 fe80::c0a8:100/120 * 2002::c800:5/128 * * deny
4 :: * :: 345 UDP deny
5 :: * :: * * deny

3. RESEARCH CONTRIBUTION

Table 5 shows the overall performance of all high-
speed firewalls. We found that F3 had the highest
performance. However, it still had two flaws: the
time for eliminating the conflicting rules (O(n)), and
it does not support IPv6. The contribution of this
research:

1. Improve F3 to support IPv6 rules,
2. Eliminate conflicting rules by verifying rules

simultaneously; it eliminates rule conflicts with Big-
O(1),

3. Apply an optimum memory representation of
IPv6 rule sets for access and execution.

Table 5: High-speed firewall characteristics.

Firewall name
Firewall metric IPSets IPack F3

Time for rule verifying O(1) O(1) O(1)
Time for establishing rule O(n2) O(n2) O(n)
structure
Time for eliminating conflict No O(n) O(n)
rules
Consumed memory O(2n) O(n) O(nbit)
IPv4 support (Class A, B, C and C All All
D)
IPv6 support Yes No No
Ability to detect rule conflicts No Yes Yes
Rule management skills High Low Low
Technique for matching rules Hash Index Index
Complexity of data structures Low High Low

4. HIGH-SPEED FIREWALL DESIGN AND
DEVELOPMENT FOR IPV6

There are four steps in the design and development
of our high-speed firewall for IPv6:

1. Calculating the optimum data block size to
store firewall rules.

2. Mapping IPv6 rules to bit data blocks.
3. Verifying rules against packets (matching algo-

rithm).
4. Implementing our IPv6 firewall for throughput

performance evaluation.

Each step is explained in detail in the following sec-
tions.
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4.1 Optimum data block size for collecting
IPv6 firewall rules

F3’s technique [7] is based on mapping rules to
blocks of bits, with each block-size equal to 256 (28)
slots, as shown in Fig 5. Each slot is the same size
as n bits, where n is the number of rules. Each block
stores each data field of the rules. For example, SIP1

keeps the 1st octet of source IP addresses, SIP2 stores
the 2sd octet of source IP addresses, etc. The number
of data blocks of F3 is 10 blocks (4 * SIP + 4 * DIP +
2 * DP). The source port field (SP) is not considered
because they are always random ports. ACCEPT and
DENY block keep the action of the rules.

Fig.5: The bit memory blocks for F3.

The memory size consumed by F3 is 10 * 256 * nbit

+ 2 * nbit. Assume the number of firewall rules is
100 (n = 100). Thus, F3’s memory consumption is
32.03 Kilobytes (KB). However, these block sizes are
not optimal for IPv6 because the number of data bits
is four times that of IPv4. Therefore, we need to
recalculate the optimal block size for the IPv6 using
Equation (1).

NB ∗NS ∗ nbit + 2 ∗ nbit

8
(1)

NB is the number of data blocks. NS is the number
of slots per block, and n is the number of rules. 8 is
the number of bits per byte. Calculations for blocks
and slots suitable for storing IPv6 rules are shown in
Table 6. We split the bit size of the data (128 bits)
into four groups (Number of bits per block), each of
which is 4, 8, 16, and 32 bits. Consequently, the num-
ber of blocks is 32, 16, 8, and 4 bits, respectively. In
the case of the number of blocks being 32, the number
of slots is 16. Another example when the number of
blocks is 16, the number of slots is 256. The results
obtained from Table 6 show that the optimal memory
size for collecting IPv6 rules requires the maximum
number of blocks and the least number of slots. For
example, in the first row of Table 6, there are 128
rules to test. The optimal memory is 0.0082 MB,
which is achieved by setting the number of blocks to
32 and the number of slots to 16.

Although using many blocks and the small num-
ber of slots resulted in optimal memory usage, the
speed of execution of rules (processing speed) gradu-
ally decreased. The speed of bit processing is directly

dependent on the number of blocks. Given the pro-
cessing speed of one bit per second, the number of
rules is 128 (the first row in Table 6), and the num-
ber of blocks is 32, 16, 8, and 4, the processing speed
(Equation (2)) will be 4096, 2048, 1024, and 512 sec-
onds (sec).

NB ∗ PSB ∗R (2)

PSB is the processing speed of bits (in this example,
one bit per second). R is the number of firewall rules.
For example, if the number of blocks is 32, then the
processing time of each bit is 1 sec, and the number
of rules is 128. So the processing speed equals 4096
sec (32 * 1 * 128).

Determining the optimal block size to store IPv6
rules requires low memory consumption and low pro-
cessing time. Based on the memory consumption and
processing speed from Table 6, we find that the opti-
mal number of blocks is either 8 or 16. If the number
of blocks is 8, a firewall with 0.5 gigabytes (GB) or
more memory can process it (for storing 16,384 rules).
On the other hand (number of blocks as 16), the fire-
wall machine must have at least 2.5 GB of memory
to process 16,384 rules.

In this research, we chose the number of blocks
equal to 8 because current firewalls can handle this
amount of memory consumption, and it also provides
a high speed of execution of rules. Therefore, the
total memory size for handling 16,384 IPv6 rules in
this research is 2.41 GB as follows:

Total memory = (8 * SIP) + (8 * DIP) + (1 * DP)
+ (1 * PRO) + (2 * ACT) = (8 * 65536 * 16384) +
(8 * 65536 * 16384) + (1 * 65536 * 16384) + (1 *
65536 * 16384) + (2 * + 16384) = 2.41 GB.
Example memory blocks for collecting the generated
IPv6 rules are shown in Fig 6.

4.2 Mapping IPv6 rules to bit memory blocks

This section maps the firewall rules from Table 4
into bit memory blocks, as shown in Fig 6.

The first step is to set the default data bits of all
slots in each block to zero. The number of bits in
each slot equals the number of rules. For example, in
Table 4, the number of rules is five; thus, the initial
data bit in each slot is 00000.

The second step is to separate the source and desti-
nation IPv6 addresses into eight groups (SIP1−8 and
DIP1−8), each of which is equal to 16 bits. For ex-
ample, rule number 1 has SIP = fe80::c0a8:100/120
(/120 = 256 addresses). Therefore, the SIP is sepa-
rated into eight groups: ZIP1 = fe80, ZIP2 = 0000,
ZIP3 = 0000, ZIP4 = 0000, ZIP5 = 0000, ZIP6 =
0000, ZIP7 = c0a8, and ZIP8 = 0100 – 01ff (256 ad-
dresses). Then map rule number 1 (00001) to the
address of the slot in each block accordingly. For
example, the first group (ZIP1) of rule number 1 is
mapped to slot number fe8016 (65,15210). This slot
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Table 6: Evaluating optimal block sizes for storing IPv6 rules.

Number Number of bits Number of Number of slots per Cconsumed memory Processing speed
of rules per block blocks block (MB) (1 bit per second)

128 4 32 16 0.0082 4,096
(27) 8 16 256 0.0655 2,048

16 8 65,536 8.3886 1,024
32 4 4,294,967,296 274,877.91 512

256 4 32 16 0.0164 8,192
(28) 8 16 256 0.1311 4,096

16 8 65,536 16.777 2,048
32 4 4,294,967,296 549,755.81 1,024

512 4 32 16 0.0328 16,384
(29) 8 16 256 0.2622 8,192

16 8 65,536 33.554 4,096
32 4 4,294,967,296 1,099,511.63 2,048

1,024 4 32 16 0.0657 32,768
(210) 8 16 256 0.5245 16,384

16 8 65,536 67.109 8,192
32 4 4,294,967,296 2,199,023.26 4,096

2,048 4 32 16 0.1315 65,536
(211) 8 16 256 1.0490 32,768

16 8 65,536 134.21 16,384
32 4 4,294,967,296 4,398,046.51 8,192

4,096 4 32 16 0.2631 131,072
(212) 8 16 256 2.0981 65,536

16 8 65,536 268.43 32,768
32 4 4,294,967,296 8,796,093.02 16,384

8,192 4 32 16 0.5263 262,144
(213) 8 16 256 4.1963 131,072

16 8 65,536 536.87 65,536
32 4 4,294,967,296 17,592,186.05 32,768

16,384 4 32 16 1.052672 524,288
(214) 8 16 256 8.392704 262,144

16 8 65,536 1,073.745 131,072
32 4 4,294,967,296 35,184,372.09 65,536

Fig.6: Mapping all IPv6 rules to bit data blocks.

is recorded as 00001 (rule no. 1). The slot address
of group number 2 (ZIP2) is 00000 (010). Thus, the
address is recorded as 00001. For group numbers 3-6
(ZIP3-ZIP6), mapping is the same as group number
2. An address of slot number c0a8 (19,32010) of block
number 7 (ZIP7) saves bit data as 00001. The source
IP addresses of the last group (ZIP8) ranges from
0100 to 01ff (256 addresses). Thus, slots numbered
from 0100 (25610) to 01ff (51110) of the 8th block
(ZIP8) are all recorded as 00001, as shown in Fig 6.

The next step is mapping the destination IPv6 ad-
dresses (DIP1−8). Refer to the DIP of rule no. 1

from Table 4, :: is all destination IPv6 addresses. As
a result, every slot in each DIP block is recorded as
00001. The destination port number of rule no. 1 is
80 (webserver); thus, it is mapped to the 80th slot
of block number 17. At this address, 00001 is saved.
TCP and UDP are defacto protocols for transferring
data over the IPv4 network [16]. They are also used
on the IPv6 network. The port number of TCP is 17,
and UDP is 6 [17]. Based on rule no. 1, slot no. 17 of
block no. 18 (PRO) is set to 00001. Finally, the ac-
tion of rule no. 1 is accept. Thus, the ACCEPT block
is set to 00001, and DENY block is set to 00000. The
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rest of the rules (rules 2-5) are processed the same as
rule no. 1. The data bits of each slot are set accord-
ing to the rule number. For example, rule no. 1 is
00001, rule no. 2 is 00010, rule no. 3 is 00100, respec-
tively, as illustrated in Fig 7. When all the rules from
Table 4 are mapped into bit data blocks, the result is
shown in Fig 6.

Fig.7: Setting rules into bit data slots.

4.3 Matching packets against IPv6 rules

This procedure shows the algorithm used for
matching packets to already mapped rules.

Let ACTION be a decision variable, and TEMP
be a temporary variable. The size of the data bits
of ACTION and TEMP is equal to the number of
rules. The ACTION is initially set to 1 for every
bit, and TEMP is initially set to 0 for every bit. For
example, from Table 4, the number of rules has a total
of 5. Thus, ACTION is set to 11111, and TEMP is
set to 00000. Suppose a single packet incoming to
the firewall consists of SIP = fe80::c0a8:105, DIP =
2002::c800:64, DP = 80, and PRO = TCP (17). How
is this packet processed by the firewall? (To pass
or drop). Initially, SIP and DIP of the packet are
separated into eight groups, each of which is equal
to 16 bits. An example of SIP: SIP1 = fe80, SIP2

= 0000, SIP3 = 0000, SIP4 = 0000, SIP5 = 0000,
SIP6 = 0000, SIP7 = c0a8, and SIP8 = 0105. An
example of DIP: DIP1 = 2002, DIP2 = 0000, DIP3

= 0000, DIP4 = 0000, DIP5 = 0000, DIP6 = 0000,
DIP7 = c800, and DIP8 = 0064. Next, convert the
data of SIP1-SIP8 and DIP1-DIP8 from hexadecimal
to decimal to use as references to the data in each
slot of each block. The sample data after converting
SIP1 - SIP8 to decimal: SIP1 = 65152 (fe8016), SIP2

= 0, SIP3 = 0, SIP4 = 0, SIP5 = 0, SIP6 = 0, SIP7 =
49320 (c0a816), and SIP8 = 261 (010516). The sample
data after converting DIP1 - DIP8 to decimal: DIP1

= 8194 (200216), DIP2 = 0, DIP3 = 0, DIP4 = 0,
DIP5 = 0, DIP6 = 0, DIP7 = 51200 (c80016), and
DIP8 = 100 (006416).

The next step fetches the data stored in each slot of
each block with the address calculated from the pre-
vious step. Fetched data is then saved in the TEMP.
For example, slot no. 65152 of block no. 1 (SIP1)
has data of 11111, so TEMP is saved as 11111. Next,
compute ACTION and TEMP by using the bitwise
AND operator. As a result, ACTION is equal to
11111 (ACTION = ACTION AND TEMP by AC-
TION = 11111 AND TEMP = 11111). Next, fetches

data from slot no. 0 of block no. 2 (SIP2), which is
11111, and saves it to TEMP. It is then executed with
ACTION by bitwise AND operator as in the previ-
ous step. The procedure for calculating SIP1-SIP8

and DIP1-DIP8 is shown in Table 7.

Table 7: A packet matching against rules.

Rule Operation ACTION TEMP
variable variable

1 Initialize ACTION and TEMP. 11111 00000
2 Fetch data from address 65152 11111 11111

(Slot no. 65152, Block no. 1:
SIP1), and save to TEMP

3 ACTION = ACTION AND 11111 11111
TEMP

4 Fetch data from address 0 11111 11111
(Block no. 2: SIP2), and save to
TEMP

5 ACTION = ACTION AND 11111 11111
TEMP

6 Fetch data from address 0 11111 11111
(Block no. 3: SIP3), and save to
TEMP

7 ACTION = ACTION AND 11111 11111
TEMP

8 Fetch data from address 0 11111 11111
(, Block no. 4: SIP4), and save to
TEMP

9 ACTION = ACTION AND 11111 11111
TEMP

10 Fetch data from address 0 11111 11111
(Block no. 5: SIP5), and save to
TEMP

11 ACTION = ACTION AND 11111 11111
TEMP

12 Fetch data from address 0 11111 11111
(Block no. 6: SIP6), and save to
TEMP

13 ACTION = ACTION AND 11111 11111
TEMP

14 Fetch data from address 49320 11111 11111
(Block no. 7: SIP7), and save to
TEMP

15 ACTION = ACTION AND 11111 11111
TEMP

16 Fetch data from address 261 11111 11111
(Block no. 8: SIP8), and save to
TEMP

17 ACTION = ACTION AND 11111 11111
TEMP

18 Fetch data from address 8194 11111 11111
(Block no. 9: DIP1), and save to
TEMP

19 ACTION = ACTION AND 11111 11111
TEMP

20 Fetch data from address 0 11111 11111
(Block no. 9-14: DIP9-14), and save to
TEMP

21 ACTION = ACTION AND 11111 11111
TEMP

22 Fetch data from address 51200 11111 11111
(Block no. 15: DIP15), and save to
TEMP

23 ACTION = ACTION AND 11111 11111
TEMP

24 Fetch data from address 100 11111 11011
(Block no. 16: DIP16), and save to
TEMP

25 ACTION = ACTION AND 11011 11011
TEMP

26 Fetch data from address 80 11011 10101
(Block no. 17: DP), and save to
TEMP

27 ACTION = ACTION AND 10001 10101
TEMP

28 Fetch data from address 17 10001 10111
(Block no. 18: PRO), and save to
TEMP

29 ACTION = ACTION AND 10001 10111
TEMP
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Table 7 shows the packet-to-rule matching process.
The final result of the calculation is saved in the AC-
TION (Step 29), which is 10001. The last step is
ACTION (10001) AND ACCEPT (00011), and AC-
TION (10001) AND DENY (11100). The result has
two values, 00001 and 10000. 00001 means packet
matched to rule no. 1, which can pass (accept). The
result of 10000 means the last rule of the firewall is
to drop every packet (implicit deny).

Consider a case of conflicting rules, e.g. a packet
contains SIP = fe80::c0a8:105, DIP = 2002::c800:5,
DP = 80, and PRO = TCP. The final result of the
execution saved in ACTION is 10101. When AND
with ACCEPT (00011) and DENY (11100), the re-
sult is 00001 and 10100. It shows that rule no. 1 and
no. 3 conflict with each other. The solution to this
problem is always to give the utmost importance to
the preceding rule, in which case rule no. 1 is exe-
cuted.

4.4 Implementing our IPv6 firewall

The data structure for storing rules is a bit type.
Thus, we declare a bit-field structure in the C/C++
language.

STRUCT {
TYPE [MEMBER NAME]: WIDTH;
};

TYPE is an integer type that determines how a bit-
field’s value is interpreted. The type may be signed
int or unsigned char. MEMBER NAME is the name
of the bit-field. WIDTH is the number of bits in the
bit-field. For example, declaring the data structures
in C/C++ language for storing SIP, DIP, DP, PRO,
ACCEPT, and DENY from Table 4:

]define MAX SLOT 65536
]define roundup(x) ((x)%64==0?(int)(x)/64:(int)(x))/64+1
]define round(x) ((x)<=0?(int)(1):roundup(x))

typedef struct {
unsigned int data;
} bitBlock;

NUM BIT = round(n);
bitBlock* SIP1−8[MAX SLOT][NUM BIT];
bitBlock* DIP1−8[MAX SLOT][NUM BIT];
bitBlock* DP[MAX SLOT][NUM BIT];
bitBlock* PRO[MAX SLOT][NUM BIT];
bitBlock* ACCEPT[1][NUM BIT];
bitBlock* DENY [1][NUM BIT];

for (int i=0; i < MAX SLOT; i++){
for (int j=0; j < NUM BIT; j++){

SIP1[i][j] = malloc(sizeof(bitBlock));
}}

. . . . . .

MAX SLOT is the maximum number of slots in each
block. Due to the limitations of modern computer
architectures, when C/C++ requests dynamic mem-
ory space (malloc), the memory allocated each time
is sixty-four bits (for 64-bit architectures) and thirty-
two bits (for 32-bit architectures). Thus, there is no
need to declare the bit-field (WIDTH) in the type-
def struct because the default of WIDTH is always
64 bits per each memory allocation (even if declared
as unsigned char (8 bits)). Therefore, this designed
IPv6 firewall uses unsigned int (data) instead of un-
signed char because it corresponds to the memory
allocation of 64-bit architecture. n is the number of
all rules. NUM BIT is the number of bits represent-
ing the number of rules (1 rule per bit). NUM BIT
is calculated by dividing the total number of rules by
64. As a result of division, if there is a remainder,
the number of bits is not enough. Therefore, it has
to add one to NUM BIT (NUM BIT = NUM BIT +
1). For example, if the number of rules equals 50, the
NUM BIT is 1 (50/64 = 0.7, and rounded up from
0.7 to 1). Another example, if the number of rules
equals 225, NUM BIT is 4 (225/64 = 3.51, rounded
up from 3.51 to 4). Notice that NUM BIT equals 1
means that memory is allocated to 64 bits (Allocated
memory = NUM BIT * 64 bits). The example of al-
located memory space corresponds to the rules from
Table 4, as shown in Fig 8.

Fig.8: Memory allocation for IPv6 rules in Table 4
on 64-bit architectures.

Setting bits in each slot from Fig 6 by C/C++ lan-
guage can be done as follows:

SIP1[65152][0]->data = 0x0000001f;
ACCEPT[0][0]->data = 0x00000003;

In the example above, the bit sequence 0x0000001f
(11111) is assigned to slot address number 65152 of
SIP1. Likewise, the ACCEPT block is assigned the
value 0x00000003 (00011).

4.5 IPv6 Firewall Development

The core framework of the IPv6 firewall was devel-
oped in C/C++ language (GCC 4.4.7) together with
GNU Make 3.8 on 64-bit Linux kernel version 2.6, as
shown in Fig 9.
The IPv6 firewall framework consists of three main
layers: the User space, the Kernel space, and the
Physical. The User space layer is a command-line
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Fig.9: IPv6 firewall framework (FW6).

interface. It performs the following functions: taking
commands from users, interpreting commands (parse
command: PM), displaying results (print), and pro-
viding various commands to facilitate an administra-
tor, such as insert, delete, update, and help. The
program working in this layer is called FW6.o. The
command syntax of the firewall is as follows.

fw6 –in/out interface [–srcip] [–mask] [–dstip] [–
mask] [–srcport] [–dstport] [–proto] –action.
Fw6 is the name of the firewall program. –in/out is
used to specify the interface for incoming and out-
going packets such as eth0, enpos3, or wlan0. –srcip
specifies the source IPv6 address (option = [...]). If
the source IP address is not declared, it means every
IP address. –mask is the subnet mark such as /128,
/120. –dstip determines the destination IP address.
–srcport defines the source port number. Usually, the
srcport is always random; thus, it is rarely declared.
–dstport indicates the destination port number such
as 80 (WWW), 53 (DNS), etc. If the dstport is not
assigned, its default is all destination ports. –proto
is a protocol like TCP or UDP. If the protocol is not
defined, its default is all protocols. Last, –action rep-
resents the decision of each rule. If any rule decides
to allow the packet to pass the firewall, the action of
such a rule has a status of accepted (accept). Oth-
erwise, the status is blocked (deny). For example,
creating rules that can execute according to Table 4:

Rule no. 1:
Fw6 –in eth0 –srcip fe80::c0a8:100 –mask /120 –dstip
* –dstport 80 –proto TCP –action accept
Rule no. 2:
Fw6 –in eth0 –srcip fe80::c0a8:100 –mask /125 –dstip
* –dstport 22 –proto TCP –action accept
Rule no. 3:
Fw6 –in eth0 –srcip fe80::c0a8:100 –mask /120 –dstip
2002::c800:5 –mask /128 –action deny
Rule no. 4:

Fw6 –in eth0 –srcport 345 –proto UDP –action deny
Rule no. 5:
Fw6 eth0 –action deny

The next layer, Kernel space, filters both the in-
coming and outgoing packets transmitted from the
Physical layer (network interface card: NIC) to
the Linux kernel using the Netfilter Kernel Mod-
ule (KVM) [18]. The filtered packets must com-
ply with the defined rules. This layer also maps
the defined rules to memory (MM) and matches
the packets against the mapped rules (RM). It dis-
plays results and handles commands from the ad-
ministrator (User space) through the procf read and
procf write file system. The main kernel module act-
ing on this layer is named FW6 klm.ko. Note that
the IPv6 must be enabled for use on Linux by con-
figuring “net.ipv6.conf.default.disable ipv6 = 0” and
“net.ipv6.conf.all.disable ipv6 = 0” commands in the
/etc/sysctl.conf file.

The last layer is the Physical layer. This layer is
responsible for establishing the firewall and commu-
nicating data packets to the networks via the network
card (NIC). The incoming packets pass through the
first interface (NIC1), and the outgoing packets pass
through the second interface (NIC2). The experimen-
tal version of FW6 can be downloaded from this URL:
https://github.com/Suchart-k/FW6.

5. TESTBED AND PERFORMANCE EVAL-
UATION

5.1 Configuration criteria and networking set-
tings

In this research, the criteria and network settings
for testing firewalls are defined as follows.

The testbed network for testing the firewalls is con-
nected to the Internet network using Ethernet tech-
nology, with a bandwidth of 1 Gbps. The tested
network is organized into two parts, the server-side
and the client-side. The server-side generates the
requested packets from the client-side and evaluates
the network throughput using IPERF Server software
[19]. The client-side (IPERF Client) constantly sends
connection requests and receives data from the server.
The firewalls to be tested are connect between the
server-side and the client-side, as shown in Fig 10.
Note that throughput refers to the rate of data trans-
fer from one node to another relative to a unit of time,
such as seconds.

Firewall and network configuration criteria for
evaluating the performance of firewalls are shown in
Tables 8 and 9, respectively.

5.2 Performance evaluation of firewalls

All firewalls are evaluated with four metrics: pro-
cessing time, memory consumption, throughput, and
other characteristics.
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Fig.10: Network testbed for high-speed firewalls.

Table 8: Firewall settings.

Criteria Specification
The name of the firewall IPSets, IPack, FFF, and FW6
used in the test
The number of rules to 100, 500, 1000, 2000, 3000,
be tested in each epoch 4000, 5000, 10000
The number of rounds 30 rounds per epoch
used for each epoch
Protocol used for testing TCP and UDP
The type of IP address IPv4 and IPv6
being used for testing
Software that supports Linux kernel 2.6 for 64 bits
running firewalls (Ubuntu desktop 20.04), GCC

4.4.7, GNU Make 3.8, and
Netfilter

Software used for IPERF server and IPERF client
evaluation (throughput)
Hardware for a running Intel Core i-7 2.0 GHz for 64
firewall server bits, 4 cores 8 threads, 8 GB

RAM
Hardware for a running Intel Core i-5 1.6 GHz for 64
client bits, 2 cores 4 threads, 4 GB

RAM
The number of interface Two cards for incoming
cards interface (NIC1) and outgoing

interface (NIC2)

Table 9: Network settings.

Criteria Specification
Data communication Ethernet technology, 1 Gbps
technology and
transmission speed
Types of data used to Unicode (Text) and binary
test communication packet
Window size (WS) for data 16, 32, and 64 Kilobytes
communication (KB)
The MTU size 1,500 bytes
The network interval time 1 sec
The concurrent session 250 connections
The connections per 470 connections
second (CPS)
UDP bandwidth transfer 1 Gbps
Router and switching 100/1,000 Mbps
forwarding capacity

The processing time: there are two types of pro-
cessing time:

1. The time to construct the rule structure and,
2. The time to verify the rules.

Refer to Table 5, the time for constructing the rules of
IPSets, IPack, F3: O(n2), O(n2), and O(n), respec-
tively. However, since FW6 (our proposed firewall)
applies the same method of constructing rules as F3,
FW6 takes time equal to that of F3, that is O(n).
The IPSets rule verifying technique is hashing, so the
speed is O(1). Indexing is a method of referencing
directly to data in the main memory, resulting in the
speed of verifying rules of IPSets, IPack, F3, and FW6
equal to the hashing methods, that is O(1).

The memory consumption is the main memory
used to store firewall rules. The memory is used until
the firewall device is reset. The consumed memory
shown in Table 5 is for IPv4. However, the space
complexity for IPv6 is equivalent to IPv4. That mem-
ory consumption of IPSets, IPack, F3, and FW6 is
equal to O(2n), O(n), O(nbit), and O(nbit), respec-
tively. However, although the space complexity of
IPv4 and IPv6 firewalls are the same, in practice they
have some differences, as demonstrated by Equations
3.

IPSets =
Keys ∗Bits ∗ 2(Tables)

8 ∗ 106
(3)

The Keys is the number of hashed keys. The Bits
is the number of bits used to store the hashed keys.
In this case, it is 64 bits. The Tables are Immediate
Table (G) and Value Table (V) [7], which are used
to store keys after hashing. Keys are produced by
Cartesian product (X) operation between rule fields,
for example SIP X DP X PRO = fe80::c0a8:100/120
X 80 X 17 = 256 keys. In Table 4, the sum of all keys
from rule no. 1 to no. 4 (IPSets does not support
the last rule (no. 5) because it is *) equals 7.2E+81
keys. The number of computed keys is more than the
IPSets can support. Therefore, the IPSets solution
is to group rules with many keys into smaller groups
to reduce the number of keys. For example, IPSets
does not take fields * and :: into the calculation; thus,
the key from Table 4 is reduced to 34,665,244 keys.
Consequently, the memory consumed by the IPSets
is equal to 554.64 MB. However, the BigO of IPSets
is 2n; thus, it needs to allocate an actual memory size
equal 8,192 MB (213).

The IPack firewall consumes a fixed memory size
because the structure used for storing rules is a one-
dimensional array [1]. Equation 4 is used for calcu-
lating the amount of memory of IPack for IPv6.

IPack =
65, 536 ∗Bits + 8, 541 ∗Bits ∗ n

8 ∗ 106
(4)
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n is the number of rules. Bits is the memory used to
store rules. In this example, the memory size for each
slot is 64 bits. Therefore, the consumed memory for
the rules in Table 4 for IPack is 0.86 MB.

F3 and FW6 rely on direct access to main mem-
ory like IPack. However, since F3 and FW6 process
data in bits, they consume less memory than IPack.
Equation 5 calculates the memory of F3 and FW6.

F 3, FW6 =
18 ∗ 65, 536 ∗ n + 2 ∗ n

8 ∗ 106
=

1, 179, 650 ∗ n
8 ∗ 106

(5)
n is the number of bits (one bit per rule). For ex-
ample, if the rule has a number of 5, the memory
allocated to F3 and FW6 is 0.73 MB. In fact, the al-
located memory of a computer system in practice is
always the same size as the actual memory. For exam-
ple, in C/C++ for a 64-bit computer, the character
variable (CHAR) is allocated 64-bit memory (users
know 8 bits). Therefore, F3 and FW6 allocate real
memory equal to (1,179,650*64)/8*106 = 9.43 MB.

An overview of the memory consumption of all
tested firewalls is shown in Fig 11. Let the average
number of hashed keys per rule for IPSets be 16,384.
The test uses only the firewall rule’s SIP, DIP, and
DP field because IPSets has to reduce the number of
keys. The number of bits used to store data is 128
bits. The results showed that the highest memory
consumption was for IPSets, the second highest was
for IPack, and the lowest was for F3 and FW6.

Fig.11: Compare the memory consumption of high-
speed firewalls.

Throughput is measured by the amount of traffic
flowing in and out of the firewall over a unit of time
(second) using metrics from Tables 8 and 9. We clas-
sify throughput into two types, TCP and UDP. The
data used for evaluation was in text and binary pack-
ets. For TCP packets, the window size (WS) for test-
ing is set to 16 KB, 32 KB, and 64 KB, respectively.
The bandwidth is set to a fixed value of 100 Mbps
with the UDP packets. Estimating the throughput
of all firewalls was similar since they had a rule veri-
fying speed of O(1). The results are shown in Fig 12
and 19, respectively.
However, IPack and FFF are slightly more perfor-

Fig.12: TCP throughput (text) with WS=16K.

Fig.13: TCP throughput (text) with WS=32K.

Fig.14: TCP throughput (text) with WS=64K.

Fig.15: TCP throughput (binary) with WS=16K.

mant in their speed to verify rules than other firewalls
since they have direct access to in-memory data. In
addition, they only work with IPv4, where they have
fewer bits of data to be checked than IPSets and FW6.
In comparison, the speed of checking rules IPSets and
FW6 is used a static test result.
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Fig.16: TCP throughput (binary) with WS=32K.

Fig.17: TCP throughput (binary) with WS=64K.

Fig.18: UDP throughput (text).

Fig.19: UDP throughput (binary).

6. CONCLUSION

This research improves the F3 firewall’s ability to
process rules for IPv6 with BigO(1) access time, and
the result is called FW6. The efficiency of FW6 is
compared to IPSets, IPack, and F3 in three cate-

gories: processing time, memory consumption, and
throughput. The results showed that FW6 consumed
the least memory on both IPv4 and IPv6 rules, with
a rule verifying speed of BigO(1). Although the
throughput of FW6 is slightly less than that of IPack
and F3, in terms of IPv4 packets, all firewalls are
considered to have the same throughput and are in-
terchangeable. Rule processing efficiency between
IPSets and FW6 for IPv6 gives the same result of
O(1), however the memory consumption of FW6 is
much less than that of IPSets. An overview of fire-
wall performance is shown in Table 10.

Table 10: Firewall performance comparison.

Firewall name
Firewall metric IPSets IPack F3 FW6
Time for rule O(1) O(1) O(1) O(1)
verifying
Time for building O(n2) O(n2) O(n) O(n)
rule structure
Time to eliminate No O(n) O(n) No
conflict rule
Consumed O(2n) O(n) O(nbit) O(nbit)
memory
IPv4 support C Yes Yes Yes
(Class A-D)
IPv6 support Yes No No Yes
Ability to detect No Yes Yes Yes
rule conflicts
Rule management High Low Low Low
skills
The complexity of Low High Low Low
data structures

Note: IPSets does not recommend making a subnet
larger than Class C. In practice, memory allocation
of F3 and FW6 always depends on the memory archi-
tecture. For example, declaring a byte variable in C,
the operating system always allocates memory equal
to 32 bits. (32-bit architecture).

In summary, the analysis of trials has shown that
FW6 increases throughput performance by 0.44%
(mean) and 0.39% (median) compared to IPSets on
IPv6 transmissions. In the IPv4 ruleset execution
comparisons, FW6 and IPSets have throughput sim-
ilar to IPack and F3.
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