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ABSTRACT Article information:
Currently, establishing a private network on the Internet is highly haz-
ardous as attackers continuously scan computers for vulnerabilities within
the connected network. The �rewall ranked the highest as a network de-
vice is selected to protect unauthorized accesses and attacks. However,
�rewalls can e�ectively protect against assaults based on adequately de-
�ned rules without any anomalies. In order to resolve anomaly problems
and assist �rewall administrators manage the rules e�ectively, in this pa-
per, a prototype of a decision support system has been designed and de-
veloped for encouraging administrators to optimize �rewall rules and min-
imize de�ciencies that occur in rules by using a probability approach. The
experimental results clearly show that the developed model encourages ex-
perts and administrators of �rewalls to make signi�cant decisions to resolve
rule anomalies. As a result, expert's con�dence increases by 14.8%, and
administrators' con�dence soars similarly about 44.2%. The accuracy of
correcting rule anomalies is 83%.
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1. INTRODUCTION

Firewalls are an essential security system for con-
necting to modern networks as they are designed
to protect sites from intrusion and keep malicious
attacks from penetrating the computer networks as
shown in Figure 1. However, �rewall protection mea-
sures are gradually reduced if the con�gured rules do
not cover all activities taking place on the networks.
Therefore, designing comprehensive �rewall rules is
of utmost importance for network protection. Basi-
cally, a �rewall rule consists of a group of six con-
ditional statements [1] that are used to determine
what data can or cannot pass (Blocked), including
source and destination IP address, source and des-
tination port, protocol, and action. The number of
�rewall rules depends on the complexity of each or-
ganization's policy. As the number of rules increases,
the rule anomalies also increase as well. In theory,
a �rewall rule anomaly is caused by any two rules
that overlap but have di�erent actions. For exam-
ple, the �rst rule might allow every one of a company
to access the Internet, but the second rule does not
permit someone inside this company to surf the net.
When considering both rules' behaviour, the second

rule is never processed because the �rst rule prevents
the second rule from from ever being used. Such an
anomaly is called Shadowing. According to research
based on �rewall rule anomalies, such as Al-Shaer et
al. [1], �ve types of rule anomaly have been iden-
ti�ed: shadowing, correlation, generalization, redun-
dancy, and irrelevancy. These are described in the
Firewall background and related works section. Re-
cently, a new type of anomaly has been introduced.
This new anomaly is semantics loss of rules [2]. In
a nutshell, when merging any two rules that overlap,
they may lose their original meaning.

Dealing with rule anomalies, �rewall rule re-
searchers have presented unusual rule detection tech-
niques, as well as methods for resolving con�icting
rules, such as Al-Shaer et al. [3]. The �rewall mas-
ters �rst contributed an algorithm to detect the �ve
types of anomalies that occur in rules, called the �-
nite state diagram. However, it is the only method
used for detecting anomalies, and it does not o�er fac-
tual corrections. In subsequent studies, Alex X. Liu
et al. [4] proposed a �rewall decision diagram (FDD)
to solve anomalies e�ectively, which was developed
based on [3]. This approach always processes the pre-
ceding rules, which allows the �rewall to execute the
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conflicting rules, and it still does not eliminate all
rule conflicts. Thus, FDD has become a prototype in
research on rule-based conflicts. Next, they [5] iden-
tified the root cause of conflict in rules and presented
a solution to do it, called SDD, where firewall rule
actions must only be within the same domain. For
example, all the rules’ actions are in an accepted form
only (Domain = accept). On the other hand, if the
domain is a denial (Domain = deny), all of the rule’s
actions are only denied. The following study involves
the propositional logic concept [6]. They claimed that
this approach could reduce the number of conflicting
rules without any policy change, but it is still unable
to address the semantics loss anomaly. FAME [7] is
a management framework for detecting and resolving
rule anomalies based on the average risk values. It
is not designed to consider the anomaly rules as a
whole, but it is considered rule-to-rule, respectively.
The risk values are calculated from the Common Vul-
nerability Scoring System (CVSS) [8] which does not
consider attacking vulnerabilities in the overview, but
only considers some rules. Tools [9], [10] for analyz-
ing the policies such Lumeta and Fang can detect
rule anomalies, but are not yet able to correct them.
Hari et al. [11] built an algorithm for detecting and
resolving conflicts to enhance packet filtering capabil-
ities. However, the algorithm can only detect some
conflicts. Firewall behaviour-based grouping [12] was
also used to resolve conflicts with firewall rules, and
the authors claim that the method takes less pro-
cessing time and has higher packet matching than
FIREMAN [13]. FPQE [14] is an automated method
used to resolve rule conflicts without administrative
intervention. The rules are corrected by deletion if
they are detected as a redundant anomaly, but rule-
swapping is applied when a shadowing or correlation
anomaly is detected. Additionally, some algorithms
[15], [16] can detect and diagnose firewall abnormali-
ties, but these methods are not based on actual evi-
dence. In most of the methods mentioned above, no
method perfectly corrects for anomalies in the firewall
rules. Therefore, the responsibility to fix the anoma-
lous rules is often the burden of the firewall adminis-
trator. In a realistic situation, firewall administrators
have different skills in dealing with the anomaly rules
that inevitably affect rule conflicts.

To encourage firewall administrators to have con-
fidence for solving rule anomalies, this paper has de-
signed and developed a system to support decision-
making based on probability theory, which is com-
puted in conjunction with the actual evidence: the
number of matching packets of each rule, evidence for
rule-making, expertise for building rules, and proto-
col priorities. This paper is organized as follows: Sec-
tion 2 gives an overview of firewalls and related work.
Section 3 presents the main contributions. Section 4
explains our research methodology. Finally, Section
5 presents the conclusion of this paper.

Fig.1:  Firewall functions and connectivity.

2. FIREWALL BACKGROUND AND RE-
LATED WORK

This section discusses the relevant theories for re-
solving firewall rule conflicts, including firewall fun-
damentals, data normalization, Bayes’ theorem, and
others.

2.1 Firewall symbols

The symbols used in this paper related to firewalls
are shown in Table 1.

Table 1:  Symbols and their meanings.

Symbol Description
ri Any firewall rule
Ci The part of the rule condition
Ai The decision part of the rule
fi, ..., fd Data fields within the condition part (Ci)
D(fi) The data range of fi
rx, ry rx rule, and ry rule
Ax, Ay The decision of rx and ry
Cx, Cy The condition of rx and ry
R All rules in the firewall
Pi Any packets flowing in and out
rxm , rym The meaning of rx and ry
rzm New rules resulting from merging rules
S IP , D IP Source and Destination IP address
S Port, D Port Source and Destination port number
Pro The protocol number
P (ri) Probability of any rule
x1 The number of packet matching against rules
x2 The weight of evidence
x3 The weight of rule maker’s expertise
x4 The protocol priority

2.2 Rule definition and anomalies

Theoretically, a firewall rule consists of two main
parts: the conditional part and the action part. Let
r be a firewall rule, C as a conditional part, and A is
an action part, then the pattern of a firewall rule:

r : C ⇒ A (1)

In fact, the firewall always has more than a single
rule. Therefore, Equation (1) is modified to Equation
(2) as follows:

ri : Ci ⇒ Ai (2)

Where ri as any rule, Ci is a condition and Ai is
an action of rule ri by i ∈ [1, n], and n is a non-
negative integer. Given fi representing the domain
of positive integers is a finite range, denoted D(fi).
For example, the domain of the source (D(f1)) and
destination address (D(f3)) in IPv4 packet is [0, 232 -



58 ECTI TRANSACTIONS ON COMPUTER AND INFORMATION TECHNOLOGY VOL.16, NO.1 March 2022

1], source (D(f2)) and destination port (D(f4)) is [0,
216 - 1] and protocol (D(f5)) is [0, 28 - 1]. Ci defines
a set of packet fields over the fields f1 through fd
specified as f1 ∈ F1 ∧ f2 ∈ F2 ∧ ... ∧ fd ∈ Fd where
Fi is a subset of D(fi). Ai is either accept or deny
for each rule. If all conditions (fi) in Ci are true,
the action is either accept or deny depending on the
specified firewall rules as:

ri : (f1 ∧ f2 ∧ f3 ∧ ... ∧ fd)i ⇒ accepti or
ri : (f1 ∧ f2 ∧ f3 ∧ ... ∧ fd)i ⇒ denyi
Given Pi as an IPv4 packet over the d fields,

f1, ..., fd, Pi is a tuple of d(p1, p2, ..., pd) where each
pi(1 ≤ i ≤ d) is an element of D(fi). An IPv4 packet
(p1, p2, ..., pd) matches ri if and only if the condi-
tion p1 ∈ f1 ∧ p2 ∈ f2 ∧ ... ∧ pd ∈ fd. A set of
rules (r1, ..., ri) is valid when there is at least one rule
matching against pi. In order for the firewall to work
properly, the condition of the last firewall rule is set
to f1 ∈ D(f1) ∧ ... ∧ fd ∈ D(fd), where every packet
must be matched and the action is always dropped
as shown in r3 of Table 2. This last rule is called the
implicit deny rule. Table 1 shows examples of fire-
wall rules over the three condition fields C(f1, f2, f3)i
where D(f1) ∈ [0, 232 − 1], D(f2) ∈ [0, 216 − 1] and
D(f3) ∈ [0, 28 − 1]:

Table 2:   Examples of the firewall rule.

r1 : f1 ∈ [100, 200] ∧ f2 ∈ [150, 400] ∧ f3 ∈ [0, 80]⇒ accept
r2 : f1 ∈ [0, 300] ∧ f2 ∈ [300, 100] ∧ f3 ∈ [6, 80]⇒ accept
r3 : f1 ∈ [0, 232 − 1] ∧ f2 ∈ [0, 216 − 1] ∧ f3 ∈ [0, 28 − 1]⇒ deny

r1 and r2 in Table 2 are redundant because the
condition parts of both rules overlap, but their ac-
tions are the same (accept). Besides, r3 is a super set
of r1 and r2, and they have different actions. Thus, r3

is in conflict against r1 and r2. Basically, any packet
pi that reaches the firewall is always matched against
the first rule, and if it cannot match the first rule, the
packets are shifted and matched with the next rule
in order, etc. If packets cannot be matched against
any firewall rules, the last rule drops them automati-
cally. As mentioned in the introduction section, rule
anomalies are classified into six categories which will
now be described in detail.

2.2.1 The shadowing anomaly

rx is shadowed by ry, if and only if rx ⊆ ry, and
there are different actions as illustrated in Figure 2.

rx : Cx ⇒ Ax, ry : Cy ⇒ Ay

rx, ry ∈ R ∧ (Cx ⊆ Cy)∧
¬(Ax ⇔ Ay) ∧ (x 6= y)

(3)

R is all rules, and ry is the rule executed before rx.

Note: The arrow indicates the direction of the
packet being matched against any rules in the fire-
wall. The straight line ry is the boundary of the ry
rule. The straight line rx is the boundary of the rx

Fig.2:  Shadowing anomaly.

rule. The shaded area is the area that is obscured by
the rules above.

2.2.2 Correlation anomaly

rx is correlated against ry if their intersection is
not equal to ∅, rx - ry 6= ∅, ry - rx 6= ∅, and their
actions are different as represented in Figure 3.

rx : Cx ⇒ Ax, ry : Cy ⇒ Ay

rx, ry ∈ R ∧ (Cx ∩ Cy 6= ∅) ∧ (Cx − Cy 6= ∅)∧
(Cy − Cx 6= ∅) ∧ ¬(Ax ⇔ Ay) ∧ (x 6= y)

(4)

Fig.3:  Correlation anomaly.

2.2.3 Generalization anomaly

rx is generalized by ry if and only if ry ⊂ rx and
there are different actions (Figure 4), where ry is
matched before rx.

rx : Cx ⇒ Ax, ry : Cy ⇒ Ay

rx, ry ∈ R ∧ (Cx ⊃ Cy)∧
¬(Ax ⇔ Ay) ∧ (x 6= y)

(5)

Fig.4:  Generalization anomaly.

2.2.4 Redundancy anomaly

rx is redundant against ry if and only if ry ⊆ rx
and their actions are the same, as shown in Figure 5.

rx : Cx ⇒ Ax, ry : Cy ⇒ Ay

rx, ry ∈ R ∧ (Cx ⊇ Cy) ∧ (Ax ⇔ Ay) ∧ (x 6= y)
(6)
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Fig.5:  Redundant anomaly.

2.2.5 Irrelevance anomaly

An irrelevance anomaly (Figure 6) occurs in the
firewall if there are no packets to match with any rules
in the firewall (Disjoint). The cause of this anomaly
is that the firewall administrator did not understand
the network connection properly.

rx : Cx ⇒ Ax, ry : Cy ⇒ Ay

rx, ry ∈ R ∧ Pi 6⊂ (Cx) ∧ Pi 6⊂ (Cy) ∧ (x 6= y)
(7)

Pi is a packet being processed by the firewall.

Fig.6:  Irrelevance anomaly.

2.2.6 Semantics loss anomaly

The semantics loss anomaly [2] occurs due to the
merger of any two rules, making the original meaning
of some rule lose its meaning. According to Figure 7
(Left side), rx and ry were merged into rz, resulting in
all meaning of the rx lost immediately. As in Figure
7 (Right side), rx collapses with ry, resulting in some
meaning of rx being lost.

rx : Cx ⇒ Ax, ry : Cy ⇒ Ay

rx, ry ∈ R ∧ rxm
+ rym

∧ (x 6= y)⇒
rxm
∨ rym

∨ rxm+ym
∨ rzm

(8)

Let rxm , rym be the meaning (m) of rx and ry re-
spectively, ”+” be a merging operator, rxm+ym

is a
combination of rxm and rym , and rzm is a new mean-
ing arising from merging of rxm

and rym
together.

Fig.7:  Semantics loss anomaly.

Note: Equations 3, 4 and 5 occur when rules over-
lap but decisions are different. Equations 6 and 8

occur when rules overlap but decisions are the same.
Equation 7 means no packets can match any rules.

2.3 Data normalization

Since special data fields in the firewall rules are
calculated as a probability in each rule, they have dif-
ferent sizes and ranges. Therefore, in this research it
is necessary to normalize the data using the equation
called Min-Max feature scaling [17]. It performs the
scaling of variable-sized data ranges into the range
[0, 1]. This technique is called unity-based normal-
ization. Also, it can be used to scale the finite range
of values in the dataset between any arbitrary points
tmax and tmin as follows:

m
′

=
m− rmin

rmax − rmin
× (tmax − tmin) + tmin (9)

Let m
′

presents the data is considered to be normal-
ized by m ∈ [rmin, rmax]. rmin and rmax are specified
as the minimum and maximum values of the evalu-
ated data range. tmin and tmax are the minimum and
maximum of the target range to be scaled.

2.4 Bayesian probability theory

The core of this research is to use probability to
calculate the weights for each firewall rule, so Bayes’
theory is considered the key mechanism of this re-
search. Bayes’ theorem [18] is a mathematical for-
mula used to determine the conditional probability
of events. Thus, it is a valuable tool for calculating
conditional probabilities.

Let A1, A2, ..., Ak be events that partition the sam-
ple space S, i.e., S = A1∪A2∪...∪Ak and Ai∩Aj = ∅
when i 6= j. Let B be an event on that space for
which Pr(B) > 0. The Bayes’ theorem is expressed
in Equation 10.

Pr(Aj |B) =
Pr(Aj)Pr(B|Aj)∑k
j=1 Pr(Aj)Pr(B|Aj)

(10)

This formula can be used to reverse conditional
probabilities. If we know the probabilities of the
events Aj and the conditional probabilities Pr(B|Aj),
j = 1, ..., k, the formula can be used to compute the
conditional probabilities Pr(Aj |B).

2.5 Moving average (MA)

The network traffic that flows in and out through
the firewall is highly uncertain and fluctuates for sev-
eral reasons such as daily user behaviour, attacks
from worms and viruses, distributed denial-of-service
attacks (DDoS), etc. Therefore, this research uses
the moving average (MA) [17] technique to smooth
out traffic disturbances from short-term aging. The
following are two primary moving averages: Simple
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Moving Average (SMA) and Exponential Moving Av-
erage (EMA). SMA is used to calculate the average
of traffic over n periods.

SMA =
a1 + a2 + a3 + ... + an

n
(11)

a is an average in period n, and n is the number of
periods. EMA is a moving average that considers
the weighted average of a series of recent traffic to
reflect the ongoing trend in the network traffic, and
the Equation 12 is used to calculate EMA.

EMAn = Pn × k + EMAn−1 × (1− k) (12)

EMAn = the exponential moving average of the
desired time. Pn = data of the desired period.
EMAn−1 = exponential moving average of the pre-
vious period. k = smoothing factor (Calculated from

2
T+1 ). T is the period used to calculate the smoothing
factor.

2.6 Converting IPv4 to Integer

In this paper, a tree structure (m-array) is used to
detect anomalies in firewall rules. The data stored
in the tree’s nodes are commonly integers to in-
crease efficiency and ease processing. However, the
IPv4 addresses in the firewall rules are formatted as
A1.A2.A3.A4, where A(1−4) ∈ [0, 255]. Therefore,
they must be converted to integers before being stored
and processed in the tree. Equation 13 is used to con-
vert IPv4 addresses to integers.

IP
′

v4 = A1 × 224 + A2 × 216 + A3 × 28 + A4 × 20

(13)

IP
′

v4 is a new IPv4 address to be converted to In-
teger.

2.7 Arithmetic mean and Cohen’s kappa

The arithmetic mean in Equation 14, also called
the sample mean (x), is used to evaluate the satis-
faction of firewall experts and firewall administrators
with our proposed firewall, and Cohen’s kappa coef-
ficient (K̂F ) [19] is applied to measure the inter-rater
reliability using Equation 15.

x =
1

n
×

n∑
i=1

xi (14)

x is the arithmetic mean. n is the number of data
points. xi is the value of the element at the ith posi-
tion.

K̂F =
P̄a − P̄e

1− P̄e

(15)

P̄a indicates the relative observed agreement among
raters. P̄e denotes the hypothetical probability of

chance agreement.

2.8 Confusion Matrix

The Confusion Matrix [20] evaluates the predictive
results of the developed model (or the results from the
program) compared against the actual target values.
True Positive (TP) is what the program predicts as
“true”, and the result is “true”. True Negative (TN)
is what the program predicts is “false”, and the result
has a “false” value. False Positive (FP) is what the
program predicts as “true”, but the result is “false”.
Finally, False Negative (FN) is what the program pre-
dicts as “false”, but the result is “true”. Thus, accu-
racy is measure of correctness that the results can be
predicted precisely. The accuracy is computed with
Equation 16.

Accuracy =
TP + TN

TP + TN + FP + FN
(16)

3. MAIN CONTRIBUTIONS

This paper develops a system that promotes
decision-making to enable administrators to solve rule
anomalies occurring in firewall rules with confidence
based on the available evidence by using probabil-
ity as the system’s core. This approach differs from
a traditional firewall in that it makes recommenda-
tion when deciding to resolve rule conflicts, but for a
conventional firewall, these decisions are solely the
responsibility of the system administrator. More-
over, the entire firewall framework has been devel-
oped, starting from the lowest level of the operating
system (System call) to the top level of the system
–the firewall rule management application (Firewall
User Interface: GUIF).

4. RESEARCH METHODOLOGY

The design and development of decision-making
aids in solving rule anomalies consist of ten steps split
into three phases, as shown in Figure 8.

4.1 PHASE I: Design and develop algorithms
to detect firewall rules

4.1.1    Proof of the theory of probability for firewall
rules (Step 1)

Let r be a firewall rule, and let x be an attribute
field of the rule, and let S be a sample space. Then
the conditional probability of r given x is shown in
Equation (17), and a Vann diagram illustrates this in
Figure 9(a).

P (x|r) =
P (r ∩ x)

P (r)
, or P (r|x) =

P (r ∩ x)

P (x)
(17)

According to Figure 9(b), given ri as any rule,
and xk is any attribute (Special fields) of ri, then
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Fig.8:  The steps of our research methodology.

(a) r given x in a Venn    
diagram.

(b) ri given xk in the firewall rule 
space.

Fig.9: Conditional probability of r given x(a), and 
ri given xk(b).

the conditional probability of any firewall rule can be
expressed in Equation 18.

xi ∩ xk = ∅; ∀i, k; i 6= k,

x1 ∪ x2 ∪ x3 ∪ ... ∪ xk = S = 1,

P (ri) = P (ri ∩ x1) ∪ P (ri ∩ x2) ∪ ... ∪ P (ri ∩ xk)
(18)

From Equation (17), P (r|x) = P (r∩x)
P (x) , thus P (r ∩

x) = P (x)P (r|x), or P (x|r) = P (r∩x)
P (r) , then P (r ∩ x)

is P (r)P (x|r). According to the firewall rules since
we know the value of P (x), we choose P (r ∩ x) =
P (x)P (r|x), and substitute i and k into the equation
to get Equation 19.

P (ri ∩ xk) = P (xk)P (ri|xk) (19)

Next, substitute Equation (19) to Equation (18)

to get Equation 20.

P (ri) = P (x1)P (ri | x1) ∪ P (x2)P (ri | x2)∪
... ∪ P (xk)P (ri | xk),

P (ri) =
n∑

i,k=1

P (xk)P (ri|xk)

(20)

xk is any property considering when giving P (ri).
Finally, we can substitute Equations (17), (19), and
(20) into Bayes’ rule in Equation (10), which is used
widely in Bayesian inference as follows.

P (xk|ri) =
P (ri ∩ xk)

P (ri)
=

P (xk)P (ri|xk)∑n
i,k=1 P (xk)P (ri|xk)

(21)

4.1.2    Design the pattern of firewall rules (Step 2)

According to ri in Equation 2, in traditional fire-
walls, Ci has five fields (f1 ∧ f2 ∧ ... ∧ f5), where
f1 = source IPv4 address (S IP ), f2 = source port
(S Port), f3 = destination IPv4 address (D IP ), f4 =
destination port (D Port), and f5 = protocol (Pro)
respectively. However, such a firewall rule is not suit-
able for processing with the designed decision-making
system. Thus, it is necessary to add the following
four fields to the firewall rules: the number of pack-
ets matching (f6 = x1), evidence for creating rules
(f7 = x2), rule-making expertise (f8 = x3), and pro-
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Table 3:    The scope of each data field in a firewall 
rule.

Field name Description Data range

f1(S IP ) Source IPv4 address 0− (232 − 1)

f2(S Port) Source Port 0− (216 − 1)

f3(D IP ) Destination IPv4 address 0− (232 − 1)

f4(D Port) Destination Port 0− (216 − 1)

f5(Pro) Protocol 0− (28 − 1)
f6(x1) Number of packets matching 0− n (n ≥ 0)

f7(x2)

Evidence of creating rules:
0 = No evidence
1 = Administrator
2 = Head of the department
3 = Owner of the organization

0− 3

f8(x3)

Rule-making expertise:
0 = Newbie
1 = Normal
2 = Professional
3 = High expertise

0− 3

f9(x4)

Protocol priority:
1 = Low priority
...
9 = High priority

1− 9

Action
Rule decision:
0 = deny (Dropped packets)
1 = accept (Allowed packets)

0 or 1

tocol priority (f9 = x4). Therefore, the new rule
format is as follows.

ri : C(f1∧f2∧f3∧f4∧f5∧f6∧f7∧f8∧f9)i ⇒ Ai,
or ri : C(S IP ∧ S Port ∧ D IP ∧ D Port ∧ Pro ∧
x1 ∧ x2 ∧ x3 ∧ x4)i ⇒ Ai.

The scope of the data fields for each rule is shown
in Table 3. Each of the fields in the rule has a range
of data: S IP and D IP ∈ [0, 232 − 1], S Port and
D Port ∈ [0, 216 − 1], Pro ∈ [0, 28 − 1], the number
of packets matching (x1) ∈ [0, n], evidence to verify
rule creation (x2), the rule maker’s expertise points
(x3) ∈ [0, 3], the weight indicating the priority of the
protocol (x4) ∈ [1, 9], where n is not a negative in-
teger, and the protocol weight value of 9 is the most
significant. For example, if r1 contains data fields like
S IP = 192.168.1.0/24, S Port = any, D IP = any,
D Port = 80 − 85, Pro = all, the packets matching
(x1) = 2553, evidence for creating rules (x2) = 1,
rule maker’s expertise (x3) = 2, protocol priority
(x4) = 6, and action = accept, then it can be written
as a new firewall rule:

r1 : 192.168.1.0/24 ∧ any ∧ any ∧ 80-85 ∧ all ∧
2553 ∧ 1 ∧ 2 ∧ 6 ⇒ accept, or

r1 : [3232235776, 3232236031] ∧ [0, 65535] ∧
[0, 4294967295] ∧ [80, 85] ∧ [0, 255] ∧ 2553 ∧ 1 ∧ 2 ∧
6 ⇒ 1

any and all indicate all members in each field of
firewall rules. For example, any of S IP = [0, 232−1]
and all of Pro = [0, 28 − 1], and accept is equal to
1. To write a rule in the most widely used pattern in
practice, it can be written as follows:

r1: 192.168.1.0/24 any any 80− 85 all 2553 1 2 6
accept

The examples of the new rule pattern that be used
to illustrate the functionality of the prototype firewall
developed are shown in Table 4.

4.1.3     Prepare the data of each field in the rules be-
fore calculating the probability (Step 3)

Some of the data fields in the firewall rules are
not yet applicable to our proposed model. Thus, we
need to convert them into appropriate data before
calculating each rule’s probability.

Converting IPv4 addresses: we use Equation 13
to convert IPv4 addresses to positive integers before
storing these IP addresses (IP integer) on the tree
structure. For example, 192.168.0.1/24 (192.168.1.0
- 192.168.1.255) is transformed from 3232235776 to
3232236031 (256 addresses).

Normalizing the packet matching: the packet
matching is the number of matches between any
packet and any firewall rule. The matched rule de-
cides between accept or deny. The count of matches
runs from the first rule creation up to the current
time, with the firewall logging it to the log file every
time a match occurs for each firewall rule. For exam-
ple, referring to the Matching column (x1) in Table 4,
r1 has a count of 2553 matches since the firewall rule
was created until the present time. To normalize the
number of packets matched against r1 in the range 0
to 1, Equation 9 is used.

r1(x
′

1) =
2553− 528

3208− 528
× (1.0− 0.0) + 0.0 = 0.756

x
′

1 is the number of matched packets to r1 that has
been normalized by the minimum matched packets of
all rules in the firewall (rmin = r6) = 528, maximum
matched packets of all rules (rmax = r4) = 3208, min-
imum target value (tmin) = 0, and maximum target
value (tmax) = 1.

In real-world situations on computer networks, the
number of packets that flow inward and outward
through the firewall are continually fluctuating and
unstable, caused by several factors such as network
attacks, worms, computer usage behaviour, network
usage rush hours, etc. Therefore, we use Equations 11
and 12 to reduce the number of extra packets fluctu-
ate, achieve smoothness and consistency, and reduce
packet disturbances over the firewall. Assume that
the number of packets matched against ri is logged
in the log file every hour, thus within one day, it is
logged 24 times, as in the following example: 2120,
2300, 1895, 2405, 2345, 1850, 1900, 2642, 2500, 1758,
1650, 2235, 2000, 2106, 1975, 2120, 2236, 3754, 2145,
3205, 1458, 2244, 2528, and 2225 respectively. We
calculate the data of the first five hours by SMA
(Equation 11) and the remaining hour’s data by EMA
(Equation 12). With the data range calculated by
SMA, the user can adjust according to their needs.
Let T be the number of matched packets in EMA (In
this research, T equals 5). Thus, the smoothing fac-
tor (k) is 0.333 ( 2

5+1 ). Substitute k into the EMA
equation to get the following result.
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Table 4:   Examples of the new firewall rules.

ri S IP S Port D IP D Port Pro (x1) (x2) (x3) (x4) Action
1 192.168.1.0/24 any any 80 - 85 all 2553 1 2 6 accept
2 192.168.1.10 - 50 any 202.28.34.20 - 60 80 all 1536 3 2 3 deny
3 192.168.1.20 - 40 any 202.28.34.30 - 70 80 - 90 all 2127 2 1 8 deny
4 192.168.1.20 - 30 any 202.28.34.20 - 30 80 - 82 all 3208 1 2 5 deny
5 192.168.1.0/24 any 202.28.34.0/24 30 - 90 all 1212 3 0 2 accept
6 192.168.1.0/24 any any any all 528 0 3 9 deny

Remarks: Matching(x1) = the number of packets matching, Evidence(x2) = the evidence for creating rules, Rule Maker(x3) =
rules-making proficiency score, and Priority(x4) = protocol priority

SMA1−5 =
(2120 + 2300 + 1895 + 2405 + 2345)

5
= 2213.0

EMA6 = 1850× (0.333) + 2213× (1− 0.333) = 2092.0

EMA7 = 1900× (0.333) + 2092× (1− 0.333) = 2028.0

. . .

EMA23 = 2528× (0.333) + 2285× (1− 0.333) = 2366.0

EMA24 = 2225× (0.333) + 2366× (1− 0.333) = 2319.0

The results obtained after the SMA and EMA cal-
culations are shown in Figure 10. Notice that the
number of packets matched against the rules is signif-
icantly smoother. All calculated results are rounded
to positive integers because the unit of matched pack-
ets is the count number. The SMA again calculates
the results obtained after the 24-hour EMA calcula-
tion to find the mean for each day (x1) of each rule
(ri) as follows:

r1(x1) =

∑n
i=5 EMAi

n−H
=

2213 + ... + 2319

24− 5
= 2344

H is the period used in the past (Hours).

Fig.10:  Smoothing the number of matched packets 
by SMA and EMA.

After calculating the average of x1 each day, it is
then further normalized to be in the range 0 to 1 (x

′

1)
by Equation 9 as described above. x1 of other rules
that have been successfully normalized are shown in
Table 5.

Normalizing the weight of evidence: This refers to
documents, pieces of paper used to identify who ap-
proves to create firewall rules. Moreover, it specifies

what level of privilege they have. In this paper, the
evidence used to establish rules are divided into four
levels (0-3). In level 0, there is no verification doc-
ument. In level 1, the document has been verified
by the administrator. In level 2, supervisors approve
the documents. In the last level (3), the evidence
approved by the owner of the organization. In this
paper, Min-Max [17] is used to normalize the weight
range to be form 0 to 1. For example, referring to the
Evidence(x2) column of r1 in Table 4, it is equal to 1
when it is normalized by Equation 9:

r1(x
′

2) =
1− 0

3− 0
× (1.0− 0.0) + 0.0 = 0.333

m = 1, rmin = 0, rmax = 3, tmin = 0.0, and tmax is
equal to 1.0. The remaining weight of evidence in the
other rules can be calculated using the same method
shown in Table 5.

Normalizing the weight of rule maker’s exper-
tise: expertise in creating rules means a compre-
hensive understanding of how to design secure rules,
non-vulnerability, and preventing anomalies. There
are four levels of rule-building expertise, as well as
evidence-building calculations. The newbie admins
are those who have recently been assigned to config-
ure firewalls and have the least experience (Level=0).
System admins who have experience about 1 to 5
years to configure firewalls are called regular ad-
mins(1). For those who have a lot of experience and
training or firewall customization, with working hours
of 5 – 10 years are called professional admins(2). Fi-
nally, those who have received a lot of training and
certificates about firewalls and have at least ten years
of experience are known as expert admins(3). In
other words, the experts always design less error-
prone rules. The normalization of rule-building ex-
pertise is based on Equation 9. For example, Rule
maker(x3) column of r1 in Table 4 is equal to 2. Thus,
it can be normalized as follows.

r1(x
′

3) =
2− 0

3− 0
× (1.0− 0.0) + 0.0 = 0.66

The way to normalize remaining rules is shown in
Table 5.
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Table 5:   Examples of firewall rules after rule preparation.

ri S IP S Port D IP D Port Pro (x1) (x2) (x3) (x4) Action
1 3232235776-..36031 0-65535 0-4294967295 80-85 0-255 0.75 0.33 0.66 0.37 1
2 3232235786-..35826 0-65535 3390841364-..41404 80 0-255 0.37 1.00 0.66 0.75 0
3 3232235796-..35816 0-65535 3390841374-..41414 80-90 0-255 0.59 0.66 0.33 0.12 0
4 3232235796-..35806 0-65535 3390841364-..41374 80-82 0-255 1.00 0.00 0.66 0.50 0
5 3232235776-..36031 0-65535 3390841344-..41599 30-90 0-255 0.25 1.00 0.00 0.87 1
6 3232235776-..36031 0-65535 0-4294967295 0-65535 0-255 0.00 0.00 1.00 0.00 0

Normalizing protocol priorities: protocols commu-
nicated on computer networks are always prioritized
for the most effective communication. For example,
video conferencing must guarantee a continuous sig-
nal of communication throughout the conversation.
On the other hand, sending and receiving e-mail does
not have to be urgent. Protocol priorities do not have
to be the same depending on the policies of each or-
ganization. In this paper, prioritization of protocols
is based on 3 GPP QoS Class Identification QCI cat-
egories [21] by IP Multimedia having the highest pri-
ority (Highest = 1), and Chat, FTP, and P2P having
the lowest priority (Lowest = 9). Priority(x4) column
of r1 in Table 4, it is a teleconference application with
a priority of 6. Notice that the priority of the pro-
tocols calculated must always reverse priorities, such
as from 9 to 1 and from 1 to 9. For example, 6 is
reversed to 4. After processing with Equation 9, the
result is as follows.

r1(x
′

4) =
4− 1

9− 1
× (1.0− 0.0) + 0.0 = 0.37

m = 4 (Teleconference), rmin = 1, rmax = 9, tmin

= 0.0, and tmax is equal to 1.0.

4.1.4 Propose algorithms to detect rule anomalies
based on probability (Step 4)

This section is the last step of PHASE I; it con-
structs a tree structure based on the firewall rules
adapted from the Path Selection Tree (PST) [2]
to detect anomalies. Algorithms 1 and 2 begin
by first constructing a root node of the PST. Af-
ter that, the field S IP of r1 in Table 5 is estab-
lished as the first node in the tree structure, namely
S IP1 as shown in Figure 11 (a). In S IP1 node,
source IPv4 addresses of r1 are recorded in this node
by S IP1 ∈ [3232235776, 3232236031]. Next node
(S Port1) stores source ports of r1 ranging from 0
to 65535. Next, the node is recorded by destination
IPv4 addresses ranging from 0 to 4294967295, called
D IP1. The node, named D Port1, contains a group
of destination ports between 80 and 85 (r1 : [80, 85]).
The final node of PST is Pro1, which keeps all pro-
tocols of r1 ranging from 0 to 255 (r1 : [0, 255]). In
the action node, a bottom rectangular box in the tree
contains an acceptance decision (r1 : {1}) of r1, and
it also records the name of the rule on this path as
< r1 >.

Algorithm 1 : The Path Seclection Tree (PST)

1: Input: Rules {r1, r2, ..., rn}, where n ∈ Z+,n 6= 0
2: Output: the Path Selection Tree (PST)
3: if PST = NULL then
4: # Create the root node and first path of PST tree
5: r1 ← Read firewall Rules
6: node* root ← new node(NULL), node* head ← root
7: while f ← Read each field from r1 until NULL do
8: head.child = new node(f)
9: head = head.child
10: end while # The first path was successfully created
11: while rule ← Read each rule from Rules do
12: head ← root.child
13: f ← Read first field from rule
14: Call Subtree(head, f , rule)
15: end while
16: end if
17: Return PST
18: End

Algorithm 2 : Subtree
1: Input: head, field, rule
2: Output: sub-tree
3: # First case: f 6⊂ all fields in flat level
4: if head.data - f == ∅ and head.sibling == NULL then
5: head.sibling ← new node(f)
6: head ← head.sibling
7: while f ← Read each field from rule do
8: head.child ← new node(f)
9: head ← head.child
10: end while
11: Return
12: else
13: if head.data - f == ∅ and head.sibling 6= NULL then
14: head ← head.sibling
15: Call Subtree(head, f , rule)
16: end if
17: Return
18: end if # Finished first case
19: # Second case: f == all fields in deep level
20: if head.data - f == 0 and head.child == NULL then
21: Return
22: else
23: if head.data - f == 0 and head.child 6= NULL then
24: head ← head.child
25: f ← head.data
26: Call Subtree(head, f , rule)
27: end if
28: end if
29: # Third case: f ⊂ of all fields in flat and deep level
30: if head.data - f 6= ∅ then
31: d ← head.data - f
32: head ← head.sibling
33: Call Subtree(head, d, rule)
34: head ← head.child
35: Call Subtree(head, f , rule)
36: end if
37: End

The next rule (r2) is imported into the PST
as illustrated in Figure 11(b). r2(S IP ) is a sub-
set of r1(S IP ). Therefore, r2 uses the same
route as r1 and also records that r2 is equal
to [3232235786, 3232235826] in S IP1. Likewise,
r2(S Port) = r1(S Port), thus it is also recorded to
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((a)) After inserting r1. ((b)) After inserting r2. ((c)) After inserting r3.

Fig.11:  Inserting rules r1(a), r2(b), and r3(c) into PST.

S Port1 node (r2 : [0, 65535]), and travels over the
same route as r1. r2 (D IP ) is a subset of r1 (D IP ).
Hence D IP of r2 (r2 : [3390841364, 3390841404])
is appended into D IP1 as well. In the case of
r2(D Port), r1(D Port) is a superset of r2(D Port),
so the data of D Port1 node is updated to be r1 :
[80, 85], r2 : [80, 80] respectively. In the last field of
r2, the action of r1 and r2 are not the same, so the ac-
tion path needs to be separated into two paths. The
first path belongs to r1, which is chosen to accept
(r1 : {1}), and the second route belongs to r2 where
the action is deny (r2 : {0}).

For inserting r3 (Figure 11(c)) into the PST,
there is not much different from inserting r2. It is
slightly different in the position of the destination
port level in the tree. Since r3(D Port) is a super-
set of r1(D Port) and r2(D Port), some destination
ports of r3 have to be separated into another node,
namely D Port2, which contains destination ports
ranging from 86 to 90 (r3(D Port) − r1(D Port))
like r3 : [86, 90]. Note that some destination ports
of r3 are on both path no.1 (Leftmost) and path
no.2. The destination ports of r3 on path no.1
are combined with r1 and r2 on D Port1 node as
r1, r3 : [80, 85], r2 : [80, 80]. The action of r3 is not
allowed in both paths (Path no.2 and no.3), where
r3 : {0}. The rest of the rules (r4, r5, r6) in Table 5
are processed similarly to the rules described earlier,
using algorithms 1 and 2. When all the rules have
been successfully added to PST tree, the results are
illustrated in Figure 12.

After creating firewall rules on the tree, the next
step is to calculate each rule’s probability values in
the tree. Given S as a sample space equal to 1.0, it
is equally divided into four parts(x1, x2, x2, x4), each
equal to 25%(0.25), as shown in Figure 13. The per-
centage of each part can be determined by each orga-
nization’s policy. For example, if the weighting of the
rule-creating approver is 50% (x2 = 0.5), the protocol
priority is 30% (x4 = 0.3), then the rest are evenly

divided (x1 = 0.1 and x3 = 0.1). Therefore, the
weights are equal to 0.1:0.5:0.1:0.3, respectively. In
this paper, the experiment was carried out by divid-
ing the sample space S into four equal parts as shown
in Figure 13, resulting in the ratio of the weights to
be 0.25(x1):0.25(x2):0.25(x3):0.25(x4). We use the
weight ratio (0.25) to re-adjust the target data ranges
(tmin, and tmax) of the x1, x2, x3, and x4 fields of
the firewall rule in Table 4 from [0, 1] to [0, 0.25],
and normalize them again with Equation 9, which
results in the new weights for each field which are
shown in Table 6. When x1, ..., x4 are already calcu-
lated (As shown in Table 6), substitute these weights
into Equations 20 and 21 to calculate the probability
values for each rule on the tree.

Table 6:   New x1−x4 weights of ri after normalizing 
from [0, 1] to [0, 0.25].

ri
Matching(x1)

25%(0.25)
Evidence(x2)

25%(0.25)
Rule maker(x3)

25%(0.25)
Priority(x4)
25%(0.25)

r1 0.189 0.083 0.167 0.094

r2 0.094 0.250 0.167 0.188

r3 0.149 0.167 0.083 0.031

r4 0.250 0.083 0.167 0.125

r5 0.064 0.250 0.000 0.219

r6 0.000 0.000 0.250 0.000

Given P (x1, x2, x3, x4) = 0.25, and P (ri|xk) in Ta-
ble 6 such as P (r1|x1) = 0.189, P (r1|x2) = 0.083,
P (r4|x3) = 0.167, etc., substituting these data into
Equation 20 generates the total probability values of
all rules.

P (ri) = P (x1)P (r1|x1) + P (x2)P (r1|x2)+

P (x3)P (r1|x3) + P (x4)P (r1|x4)+

P (x1)P (r2|x1) + P (x2)P (r2|x2)+

P (x3)P (r2|x3) + P (x4)P (r2|x4)+

P (x1)P (r6|x1) + P (x2)P (r6|x2)+

... + P (x3)P (r6|x3) + P (x4)P (r6|x4)

P (ri) = (0.25 ∗ 0.189) + (0.25 ∗ 0.083) + (0.25 ∗ 0.167)+

(0.25 ∗ 0.094) + (0.25 ∗ 0.094) + (0.25 ∗ 0.250) + ...+

(0.25 ∗ 0.000) + (0.25 ∗ 0.250) + (0.25 ∗ 0.000) = 0.767
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Fig.12:  Complete PST tree structure after inserting all rules.

Fig.13:   Divide S into four special fields (x1 − x4).

The next step is to substitute P (ri) into Equation
21 to calculate each rule’s probability.

The probability of r1 is:

P (x1|r1) =
P (x1)P (r1|x1)

P (ri)
=

0.25 ∗ 0.189

0.767
= 0.062

P (x2|r1) =
P (x2)P (r1|x2)

P (ri)
=

0.25 ∗ 0.083

0.767
= 0.027

P (x3|r1) =
P (x3)P (r1|x3)

P (ri)
=

0.25 ∗ 0.167

0.767
= 0.054

P (x4|r1) =
P (x4)P (r1|x4)

P (ri)
=

0.25 ∗ 0.094

0.767
= 0.031

P (r1) = P (x1|r1) + P (x2|r1) + P (x3|r1) + P (x4|r1)

= 0.062 + 0.027 + 0.054 + 0.031 = 0.173

P (x1|r2) = 0.031, P (x2|r2) = 0.081, P (x3|r2) = 0.054,

P (x4|r2) = 0.061

P (r2) = P (x1|r2) + P (x2|r2) + P (x3|r2) + P (x4|r2)

= 0.031 + 0.081 + 0.054 + 0.061 = 0.227

The probability of r3 is:

P (x1|r3) = 0.049, P (x2|r3) = 0.054, P (x3|r3) = 0.027,

P (x4|r3) = 0.010

P (r3) = P (x1|r3) + P (x2|r3) + P (x3|r3) + P (x4|r3)

= 0.049 + 0.054 + 0.027 + 0.010 = 0.140

The probability of r4 is:

P (x1|r4) = 0.081, P (x2|r4) = 0.027, P (x3|r4) = 0.054,

P (x4|r4) = 0.041

P (r4) = P (x1|r4) + P (x2|r4) + P (x3|r4) + P (x4|r4)

= 0.081 + 0.027 + 0.054 + 0.041 = 0.203

The probability of r5 is:

P (x1|r5) = 0.021, P (x2|r5) = 0.081, P (x3|r5) = 0.000,

P (x4|r5) = 0.071

P (r5) = P (x1|r5) + P (x2|r5) + P (x3|r5) + P (x4|r5)

= 0.021 + 0.081 + 0.000 + 0.071 = 0.173

The probability of r2 is:
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P (x1|r6) = 0.000, P (x2|r6) = 0.000, P (x3|r6) = 0.081,

P (x4|r6) = 0.000

P (r6) = P (x1|r6) + P (x2|r6) + P (x3|r6) + P (x4|r6)

= 0.000 + 0.000 + 0.081 + 0.000 = 0.081

The probabilities for each firewall rule that have
been wholly calculated are shown in Figure 12. For
the process of detecting rule anomalies, we use algo-
rithm 3 to show each pair of anomaly rules in the
tree. The results of the algorithm shown next.

For each pair of anomaly rules over path no.1
(D Port1): (r1, r5),(r2, r3),(r2, r4),(r2, r6) = Redun-
dancy, (r1, r2),(r1, r4),(r5, r2),(r5, r3),(r5, r4) = Shad-
owing, (r1, r3) = Correlation, and (r1, r6),(r5, r6) =
Generalization.

For each pair of anomaly rules over path no.2
(D Port2): (r3, r6) = Redundancy, (r6, r5) = Shad-
owing, and (r3, r5) = Generalization.

For each pair of anomaly rules over path no.3
(D Port3): Generalization=(r5, r6).

There are no rule anomalies over paths no.4 and
no.5. The semantic loss arises from the merged rules.
Thus, testing for such anomaly can be done by pass-
ing the rule pair to be tested to algorithm 4. The
answer given by the algorithm is neither “No” nor
“Possible” since it is challenging to detect such an
anomaly.

Algorithm 3 : Detecting rule anomalies
1: Input: PST tree
2: Output: Each pair of the anomaly rules list
3: if PST not NULL then
4: # User Depth-first search (Pre-order traversal)
5: while Read pathi from PST until NULL do
6: pi ← pathi from PST
7: i = i + 1
8: end while # Finish traversal all routes
9: while Cx, Ax ← pi(Cx, Ax) and Cy , Ay ← pi+1(Cy , Ay)

do
10: if (Cx ⊆ Cy) ∧ ¬(Ax ⇔ Ay) ∧ (x 6= y) then
11: Print rx is shadowed by ry over pi and pi+1

12: else
13: if (Cx∩Cy 6= ∅)∧Cx−Cy 6= ∅)∧(Cy−Cx 6= ∅)∧¬(Ax ⇔

Ay) ∧ (x 6= y) then
14: Print rx is correlation against ry over pi and pi+1

15: end if
16: else
17: if (Cx ⊃ Cy) ∧ ¬(Ax ⇔ Ay) ∧ (x 6= y) then
18: Print rx is generalized by ry over pi and pi+1

19: end if
20: else
21: if (Cx ⊇ Cy) ∧ (Ax ⇔ Ay) ∧ (x 6= y) then
22: Print rx is redundant against ry over pi and pi+1

23: end if
24: else
25: if packi 6⊂ (Cx) ∧ packi 6⊂ (Cy) ∧ (x 6= y) then
26: Print Irrelevance anomaly over pi and pi+1

27: end if# where packi= any packet
28: end if
29: end while
30: end if
31: End

Algorithm 4 : Detecting semantic anomalies
1: Input: rx and ry (x 6= y)
2: Output: Result ∈ {No, Possible}
3: if rxm ⊕ rym ∧ (x 6= y) ⇒ rxm ∨ rym ∨ rxm+ym ∨ rzm

then
4: Print May be Semantics loss between rx and

ry(“Possible”)
5: Return
6: end if
7: Print No Semantics loss between rx and ry(“No”)
8: End

4.1.5 Propose the solutions to solve rule anomalies
based on probability (Step 5)

Rule anomalies in firewalls have several differ-
ent solutions. For example, redundancy is solved
by merging them. However, this approach may in-
stead lead to the occurrence of semantic loss anomaly.
Other anomalies, such as shadowing, correlation, and
generalization, should not be merged because their
decisions are different. In some cases, the administra-
tors solve the problems by swapping the order of the
rules. The consequences, such as vulnerabilities, con-
flicts, etc., will depend on the administrator’s skills
and expertise. Therefore, to encourage administra-
tors to confidently fix anomalous rules, this research
has taken the probability of each rule to analyze such
anomalies to improve efficiency in solving the prob-
lems. For example, path no.1 in Figure 12 (Leftmost),
r1 and r5 are redundant. When administrators have
to merge these two rules, it can lead to a semantic
loss anomaly. Thus, admins should merge a rule with
a low probability value to a higher probability rule.
The remaining fields are processed as explained in the
following paragraphs.

Rule merging in scenario 1: From Figure 12, r1

and r5 (Path no.1) have the same probability (r1 =
r5 = 0.173), so they can be merged to a new rule
knowing r1 is more significant than r5. If both rules
have the same probability, choose the rule that was
created first as more significant.

r1 ⊕ r5 = r1(S IP ) ∪ r5(S IP ) ∧ r1(S Port)∪
r5(S Port) ∧ (r1(D IP ) ∪ r5(D IP ) ∧ r1(D Port)∪
r5(D Port) ∧ r1(Pro) ∪ r5(Pro) ∧ r1(x1) + r5(x1)∧

r1(x2) ∧ r1(x3) ∧ r1(x4)⇒ r1(accept)

r1 ⊕ r5 = [3232235776, 3232236031] ∪ [3232235776,

3232236031] ∧ ([0, 65535] ∪ [0, 65535]∧
[0, 4294967295] ∪ [3390841344, 3390841599]∧

[80, 85] ∪ [30, 90] ∧ [0, 255] ∪ [0, 255] ∧ (2553 + 1212)∧
r1(1) ∧ r1(2) ∧ r1(6)⇒ r1(1)

= [3232235776, 3232236031] ∧ [0, 65535]∧
[0, 4294967295] ∧ [30, 90] ∧ [0, 255] ∧ (6318)∧

(1) ∧ (2) ∧ (6)⇒ 1

Where⊕ is the merging operation, and accept is equal
to 1. Note that the number of packets matching is cal-

Finally, the probability of r6 is:
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culated from the sum of r1(x1) and r5(x1), for x2, x3,
and x4 taken from a higher probability rule.

Rule merging in scenario 2: In Figure 12, r2 and r3

(Path no.1) have different probabilities (r2(0.227) >
r3(0.140)), so they can be merged to a new rule, where
r2 is more critical than r3.

r2 ⊕ r3 = r2(S IP ) ∪ r3(S IP ) ∧ r2(S Port)∪
r3(S Port) ∧ r2(D IP ) ∪ r3(D IP ) ∧ r2(D Port)∪

r3(D Port) ∧ r2(Pro) ∪ r3(Pro)∧
r2(x1) + r3(x1) ∧ r2(x2)

r2(x3) ∧ r2(x4)⇒ r2(deny)

r2 ⊕ r3 = [3232235786, 3232235826] ∪ [3232235796,

3232235816] ∧ [0, 65535] ∪ [0, 65535]∧
[3390841364, 3390841404] ∪ [3390841374,

3390841414] ∧ [80, 80] ∪ [80, 90] ∧ [0, 255]∪
[0, 255] ∧ (1536 + 2127) ∧ r2(3) ∧ r2(2)∧
r2(7)⇒ r2(0)

= [3232235786, 3390841404] ∧ [0, 65535]∧
[3390841364, 3390841414] ∧ [80, 90] ∧ [0, 255]∧
(3663) ∧ (3) ∧ (2) ∧ (7)⇒ 0

Note that the protocol priority must always be re-
versed, such as 1 to 9, 3 to 7, and 9 to 1, etc., and
deny is equal to 0.

Rule swapping: switching the rule order of r1 and
r3 should not be done because r1 already has a greater
probability value than r3 (r1 = 0.173, r3 = 0.140).
Besides, administrators can swap the order of r1 and
r4 rules because r4 (0.203) has a higher probability,
but the result of switching rules may lead to other
anomalies.

Rule removing: administrators can immediately
remove r3 from the set of firewall rules because it is
duplicated by r2, and r3 (0.140) also has lower prob-
ability than r2 (0.227).

Rule editing: this approach is applied to rules that
make conflicting decisions, such as Shadowing, Cor-
relation, and Generalization. For example, in Figure
12, if administrators need to edit r1 and r2 (Shadow-
ing), then r2 is the primary choice of rule of editing
because it has a greater probability. The edited rules
may appear as more than two rules, and some infor-
mation of r1 will be combined with r2, as shown in
Figure 14(a). On the other hand, r3 and r5 are the
generalization anomaly, where r5 has a greater prob-
ability than r3. Thus, r3 is fully combined into r5

by using the merging operation as shown in Figure
14(b). As a result, the tree structure and all proba-
bilities have to be fully recalculated.

((a)) P (r2) > r1.

((b)) P (r5) > r3.

Fig.14: Editing the shadowing(a) and generaliza-

tion(b).

4.2 PHASE II: Design and develop the full
stack firewall framework for decision mak-
ing

4.2.1    Design and develop the core firewall at the
system level (Step 6)

This phase explains how to design and develop
a full-stack firewall framework to support our de-
signed firewall’s functionality, called DSSF (Decision
Support System for Firewall). Most of the firewalls
used today do not have the features that can sup-
port our proposed firewall. For example, they do not
support special firewall fields such as the number of
matched packets (x1), evidence of created rules (x2),
rule-maker expertise (x3), and protocol priority (x4).
Moreover, they are also unable to save such fields to
the Logfiles. For the reasons mentioned above, we
need to build a whole system firewall starting from
the low level (System call) to the high level (Graph-
ical User Interface: GUI). The system call controls
the incoming and outgoing packets when the fire-
wall is connected to networks. A GUI was developed
to allow administrators to control firewall operations
easily. The overview of the designed firewall frame-
work is shown in Figure 15. Two network cards are
mounted on a computer motherboard in the physi-
cal layer to separate incoming and outgoing packets
for hardware-level security. Incoming packets are for-
warded from a network card to the operating system
level through a system call by Netfilter Kernel Mod-
ule (NKM). This module serves to forward packets
or drop them off. Passing packets, forwarding them
from NKM to the upper layer, is handled by the Linux
kernel. Therefore, we need to enable the IP forward-
ing feature of the Linux kernel by issuing the com-
mand “sysctl - w net.ipv4.ip forward = 1” or putting
the command “net.ipv4.ip forward = 1” into a file
configuration named /etc/sysctl.conf, then restarting
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Fig.15:  Full-stack firewall framework.

the computer. In the operating system layer, we have
developed a firewall to control incoming and outgo-
ing packets using the C/C++ language (GCC 4.4.7),
and GNU Make 3.8 on 64-bit Linux kernel version
2.6, and we called it as DSSF. DSSF consists of two
parts: the system call of user space (DSSF.o) and the
system call of kernel space (DSSF klm.ko). DSSF.o
parses the syntax of commands from administrators
to the kernel space, such as inserting, editing, and
removing rules. If the syntax of firewall rules is cor-
rect, they are immediately passed to the kernel space
by using a file system named /procf. DSSF klm.ko
executes the rules passed by administrators from the
/procf file by using the procf read() and procf write()
function. The main functions of DSSF klm.ko are
packet forwarding, dropping, and capturing based on
the built-in filtering functions of NKM, as illustrated
in Figure 16. Unlike traditional firewalls, there is no
decision-maker (DSSF Core).

Fig.16:  DSSF system call to Linux Kernel.

4.2.2 Implement the system software to record spe-
cial fields, command-line, and rule patterns
(Step 7)

In the operating system layer, we have imple-
mented system software called DSSF Logfile that
records the number of real-time packets matching
against any rules (x1) to a logfile (DSSF.log). All
control and execution of the firewall is handled by the

command-line interface, namely the DSSF command-
line, whose syntax is shown in Table 7. The soft-
ware fetches and interprets the commands from ad-
ministrators. The commands can be executed by the
graphic user interface (GUI) or line-by-line typing
(Command-line) from the keyboard. DSSF supports
creating, deleting, modifying, displaying rules, and
executing various firewall commands. The examples
of using the DSSF command-line are described in Ta-
ble 8.

Table 7:  The DSSF command-line syntax.

Command Description Example of how to use

dssf Firewall name dssf

–in, –out Inbound, outbound interface
–in
–out

–srcip Source IP address
–srcip 192.168.1.0
–srcip any

–mask Subnet mark of IP address –mask 255.255.255.0

–destip Detination IP address
–destip 200.0.0.0
–destip any

–srcport Source Port
–srcport 1234
–srcport 100-200
–srcport 1234, 1350

–destport Destination Port
–destport any
–destport 443, 8080

–proto Protocol
–proto tcp
–proto udp
–proto all

–action Decision of rule
–action accept
–action deny

–delete Delete any rule –delete 5

–print Print all rules –print

–help Help –help

–E, –S, –P

Define the special field
E = Evidence (0 - 3)
S = Admin skill (0 - 3)
P = Protocal priority (1 - 9)

–E 2
–S 1
–P 6

Table 8: The command-line interface of Decision 
Support System for Firewall (DSSF).

Examples of command-line and their description

./dssf –out –srcip 192.168.1.0 –mask 255.255.255.0 –destip any
–destport 80 –E 1 –S 2 –P 3 –action accept
Meaning: to allow network 192.168.1.0 (256 IP) to use HTTP
protocol by E = 2, S = 3, P = 3 at outbound interface

./dssf –in –destip 172.16.0.0 –mask 255.255.0.0 –destip any
–destport 8080, 1234 –E 3 –S 0 –P 4 –action deny
Meaning: to drop network 172.16.0.0 (65536 IP) to access servers that
are open port 8080, 1234 by E = 3, S = 0, P = 4 at inbound interface

./dssf –in –srcip 10.10.10.10 –mask 255.255.255.255 –srcport
443 –proto udp –action accept
Meaning: to allow a src IP address 10.10.10.10, a src port 443 to all dest
IP addresses, UDP protocol, E = 0, S = 0, P = 0 at inbound interface

./dssf –out –E 1 –S 3 –P 8 –action deny
Meaning: to drop all source IP addresses, all ports, all destinations,
E = 1, S = 3, P = 8 at the outbound interface

Remarks: E = the evidence of creating rules, S = the rule-making
expertise, P = the protocol priority, in = inbound interface, and out =
outbound interface

The first example rule of Table 8, “./dssf –out –
srcip 192.168.1.0 –mask 255.255.255.0 –destip any –
destport 80 –E 1 –S 2 –P 3 –action accept”, means
to allow (accept) the network 192.168.1.0 (256 IP ad-
dresses) to any web servers (HTTP = port 80), and it
is active over the outbound interface (–out). This rule
contains the special fields: an administrator is a rule
creator (–E=1=x2), rule creator expertise is standard
(–S=2=x3), and the protocol is real-time gaming (–
P=3=x4). All created firewall rules are stored in a
text file named DSSF rules.txt. Finally, the rules are
already built into the tree structure and ready to be
processed. They are stored in a file named DSSF.db
as shown in Figure 16.
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4.2.3 Implement the Graphics User Interface for
Firewall (GUIF) (Step 8)

At the top layer of the full-stack firewall framework
(Figure 15) is software that allows administrators to
control and display various firewall information via
the graphical user interface (GUI) to facilitate the
use of the firewall. This software is developed in
Python version 3.8 in conjunction with PyQT5 run-
ning on Linux kernel version 2.4 on a 64-bit architec-
ture, called GUIF. Python [22] is used to directly pass
administrative commands to the shell script of the
Linux operating system which in turn calls the fire-
wall command-line and passes commands from GUIF
to the core firewall (DSSF.o). GUIF developed from
PyQT5 [23] permits easy control and executes the
firewall commands. PyQT5 is designed with a com-
plete set of tools that can generate graphics quickly
and efficiently. The main program of GUIF is illus-
trated in Figure 17.

Fig.17:  Main program of GUIF.

4.2.4    Test the overall functionality of the firewall
framework (Step 9)

Install the firewall on the real-world network, and
test the network connection (Step 9.1): DSSF has
been tested on the real-world network at the Faculty
of Informatics, Mahasarakham University (MSU),
Thailand. Network connection starts from a pri-
vate network, the network 192.168.1.0/24 (256 IP ad-
dresses) connecting our proposed firewall over the in-
bound interface. The outbound interface connects
to the Faculty of Informatics’ router gateway over
1 Gigabit per second bandwidth (Gbps). Next, our
faculty router links to the computer center router’s
gateway. Finally, the computer center router’s gate-
way connects to the Internet network via two ser-
vice providers: UNINET and CAT (Internet Service
Provider: ISP), as shown in Figure 18.

After successfully connecting the firewall to the
network, we tested the firewall’s functionality us-
ing the Ping (ICMP) protocol from a client inside
the 192.168.1.0 network to any servers (Google.com).
The experimental results are shown in Figure 19.

Test to detect, analyze, and solve rule anomalies
(Step 9.2): This is the last step of PHASE II, which
tests our proposed firewall functions such as anomaly
rule detection, analysis of the overall rule anoma-

Fig.18: Connecting DSSF to the real-world net-
works.

Fig.19:    Testing the firewall connection to Google 
using Ping.

lies, and probability-based resolution of conflicting
rules. The various firewall functions are based on the
methods introduced in PHASE I: rule detection and
analysis are performed using the method in step 4.
Merging, deleting, swapping, removing, and editing
of rules use the methods contributed in step 5. An
example, using GUIF to manage the rules as men-
tioned above is shown in Figure 20.

 (a) Optimize rule anomalies.  (b) Summarize rule anoma-
lies.

Fig.20:    Managing the firewall rules anomalies by 
GUIF.

4.3 PHASE III: Experimental results and
performance evaluation (Step 10)

Evaluate the memory usage and time complexity:
the PST is developed from an m-ary tree structure.
Therefore, the processing speed of constructing the
tree is O(n), where n is the number of nodes over the
tree. Besides, the m-ary tree can also be stored in
breadth-first order as an implicit pointer-based data
structure. Each node has an internal array for storing
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pointers to each of its m children. Thus, the space us-
age of the m-ary tree structure is O(m∗n). Traversing
the m-ary tree is very similar to binary tree traversal
as the time complexity is also O(logmn).

Evaluate the reliability between assessors: in fact,
assessors in different professions often do not have
the same expertise. Therefore, for the most accurate
assessment results, it is necessary to evaluate the as-
sessors’ reliability using Kappa statistics [19] (Equa-
tion 15). In this research, five experts and twenty-two
general administrators of firewalls are used to evalu-
ate inter-raters’ reliability. The reliability assessment
result between firewall experts is 0.63 (Substantial
agreement), referring to Table 9, and general admin-
istrators is 0.38 (Fair agreement). The evaluation re-
sults show that the credibility among the firewall ex-
perts is good, and that of the general administrators
is fair for general firewalls. Note that general ad-
ministrators refer to people who have the basic abil-
ity to maintain and configure networks and computer
systems such as routers, firewalls, switching, DNS,
DHCP, etc.

Evaluate the satisfaction of the firewall experts and
general admins: x (Equation 14) is used to estimate
the satisfaction of the firewall experts and general ad-
ministrators in managing rule anomalies with tradi-
tional firewalls (Guidance-free firewall) and our pro-
posed firewall (Guided firewall with probability). In
this paper, the number of assessors for evaluating fire-
wall usage confidence is also equal to the reliability
assessment. According to Table 10, the average (x)
of the five firewall experts’ confidence to solve rule
anomalies based on their skills over the traditional
firewall is 3.58, and the proposed firewall based on
the probability is 4.32. The results show that the
firewall, including the advisory system, can increase
firewall experts’ confidence by about 14.8%. Like-
wise, general admins’ average confidence value to fix
rule anomalies over the traditional firewall is 2.37
(Fair), while the decision-making system increases
confidence to 4.58 (Very good). According to such
confidence tests, our decision-making system based
on probability increases general administrators’ con-
fidence by 44.2%.

Evaluate the accuracy of resolving rule anomalies
by the confusion matrix: to evaluate the accuracy of
the developed firewall, we selected five firewall spe-
cialists to evaluate the system and used the confu-
sion matrix (Accuracy) shown in Equation (16) to
analyze the results. We defined the rule anomaly sit-
uation to be used to evaluate a total of 45 scenarios.
The results obtained from this evaluation show that
the firewall system developed correct guides for ad-
ministrators in resolving rule anomalies is 83% of the
time. It proves that the model is accurate enough to
serve as a support system for firewall administrators.
The summary of the analysis and evaluation of the
firewall performance is shown in Table 10.

Table 9: Interpretation of the reliability between 
Inter-raters.

Kappa statistic value Inter-rater reliability description
0 Agreement equivalent to chance
0.1 - 0.20 Alight agreement
0.21 - 0.40 Fair agreement
0.41 - 0.60 Moderate agreement
0.61 - 0.80 Substantial agreement
0.81 - 0.99 Near perfect agreement
1 Perfect agreement

Table 10:   Summary of the analysis and perfor-
mance evaluation between traditional firewalls vs 
DSSF.

Type of evaluated firewalls
Evaluation Methods

General DSSF(Proposed)
Time to construct the tree O(n) O(n)
The space complexity O(m ∗ n) O(m ∗ n)
Time complexity
(Tree traversal)

O(logmn) O(logmn)

Reliability between firewall

experts by K̂F

0.63
(Good)

0.63
(Good)

Reliability between general

admins by K̂F

0.38
(Fair)

0.38
(Fair)

Satisfaction of firewall
experts (x)

3.58
(Good)

4.32
(Good)

Satisfaction of general
admins (x)

2.37
(Fair)

4.58
(Very good)

The accuracy to solve
rule anomalies

N/A 0.83

Remarks: N/A = not evaluated for this research because this
feature is not available in the firewall.

5. CONCLUSION

This research has designed and developed a
probability-based advisory system for solving anoma-
lies in firewall rules, called DSSF. It starts from the
hardware level, with system calls, the core firewall in
the kernel space inside the Linux operating system,
the firewall in user space controlled by the command-
line, and a graphical user interface (GUI). DSSF has
been tested on real network connections and evalu-
ated for a wide range of users through various test-
ing methods. The results show that the our proposed
firewall is an excellent substituting for traditional fire-
walls in solving rule anomalies with the firewall expert
satisfaction value is 4.32, and the satisfaction of the
firewall administrator is 4.58. The accuracy of the
system in correcting the rule anomalies is 83%.
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