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gion and monitored as one instance to guarantee sufficient coverage over based Monitoring
the region. Therefore, a single node fault often does not need to be reported
unless it is the last node in the region. In addition, applications focusing Article history:
on detecting rare events rarely require nodes to transmit and often rely Received: December 2, 2020
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time sleeping but require significantly more work during transmission. In Accepted: July 4, 2021
such situations it is desirable to avoid periodic status reports transmitted Published: February 26, 2022
to the central monitor station as usually found in a centralized monitoring (Online)

scheme. A distributed region-based monitoring scheme, or DRMON, is
then proposed to facilitate this circumstance. This approach designates a
representative to each region so that it can be used as an indicator of the
region’s status with a mechanism to re-elect a new representative until all
nodes in the respective region are dead, implying region inactiveness. We
evaluate the suitability of DRMON over various scenarios in two aspects:
centralized vs. distributed monitoring schemes and individual-based vs.
region-based monitoring schemes, along with existing work in the litera-
ture. Simulation results indicate that region-based schemes outperform the
individual schemes in terms of power consumption and scalability when the
number of regions is low. The distributed schemes also yield better effi-
ciency in terms of message overhead. Compared against the other schemes,
DRMON?’s overall power consumption is reduced by 4%-10%, with 66%-
88% reduction in packet transmissions, while maintaining fault detection
precision and recall of greater than 90% and the detection delay within
an acceptable range. This outcome suggests that in the case where exis-
tence of individual node is out of concern, distributed region-based fault
monitoring scheme could be employed to reduce energy usage and lower
message overhead while retaining acceptable detection accuracy.
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1. INTRODUCTION SensorNode

Wireless sensor networks (WSNs) consist of small-
size, low-cost, low-power, multi-functional sensor
nodes that collaborate with each other [1] to serve

a variety of purposes. WSNs have recently been in-
corporated into the Internet of Things (IoT) to fa- .

Cloud Service

Monitoring User
cilitate data acquisition and wireless communication.
To guarantee the functionality of networks, nodes
and communication links must be maintained in good
condition. Therefore, network monitoring becomes a Fig.1: Forest fire detection scenario.
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crucial part of the system, especially for safety-critical
applications. Traditional monitoring methods such as
human inspection or wired network monitoring pro-
tocols are not preferable or even inapplicable. There-
fore, several monitoring and fault diagnosis mecha-
nisms specifically designed for WSNs have been pro-
posed to address this problem. Network monitoring
techniques can be classified into centralized and dis-
tributed approaches, depending on the location where
the status of the nodes and links is determined.

Advances in IoT technology is facilitating the
large-scale deployment of WSNs. The concept of
Information-Centric Networking (ICN) [2] has been
widely adopted in this area. In this scenario, node
individuality is irrelevant as several nodes are eligible
to work interchangeably. Identical observations may
be collected and reported by more than one node. As
a result, the network is still able to operate correctly
even if some nodes malfunction, thereby lowering re-
pair cost. For example, in forest fire detection appli-
cation, the monitored area is populated with sensor
nodes that are randomly deployed using an aircraft.
The coverage areas of nearby nodes likely overlap, as
shown in Fig. 1. The network then requires only one
or a few nodes in the same region to detect an event.
To minimize the cost of maintenance, the network ad-
ministrator should be notified when all of the sensor
nodes in a region are damaged or separated from the
network.

Motivated by the concept of ICN, nodes could be
grouped and monitored as one instance to guarantee
the availability of specific content. To the best of our
knowledge, existing monitoring approaches primarily
focus on monitoring the individual node or link sta-
tus. Although the awareness of the status of all nodes
can be further processed to estimate the risk of net-
work failure, redundant monitoring information is un-
necessarily produced, resulting in the wasting of the
nodes’ energy and communication bandwidth. When
relying on low-power listening mechanisms, unneces-
sary transmissions are even more costly with mod-
ern WSN transceivers that allow high power during
transmission compared to reception. Our proposed
approach, the distributed region-based monitoring
scheme (DRMON), monitors the network status in
terms of regions, each of which is a predefined group
of adjacent nodes that can perform sensing tasks in-
terchangeably. Faulty nodes in a region are accept-
able as long as the region is still able to continue its
operation by having at least one functional node rep-
resenting the region. A region is considered faulty
if all its nodes have failed or if there is no available
path to the sink. This scheme provides a framework
for monitoring status of WSN used for rare event de-
tection or non-continuous data collection, where pe-
riodic sensor reports are not always assured. In addi-
tion, many of these rare-event detection scenarios of-
ten involve detection of life-threatening events, such

as landslides. In these situations, a certain degree
of redundancy would be preferable, especially when
multiple sensors could reduce the chance of missing
an event [3]. The main objective of this method is
to increase energy efficiency by reducing the traffic
overhead generated in the monitoring process while
maintaining effectiveness in both fault detection ac-
curacy and latency aspects.

To evaluate the efficacy of the DRMON scheme,
four types of generic monitoring approaches, i.e., cen-
tralized individual scheme (CIMON), distributed in-
dividual scheme (DIMON), centralized region-based
scheme (CRMON), and distributed region-based
scheme (DRMON), including an existing distributed
diagnosis protocol for WSN called WSNDiag [4], were
implemented. The evaluation was conducted using
the Cooja simulator in the Contiki operating sys-
tem [5]. The simulation results show that region-
based schemes outperform the individual monitoring
schemes in terms of power consumption and message
overhead in cases where the network has a low num-
ber of regions. However, maintaining region represen-
tatives can cause overhead, so individual monitoring
approaches may be more suitable if the number of
regions is high and/or the regions are of small sizes.

Here we review previous work related on fault mon-
itoring of wireless sensor networks.

1.1 Network Fault Monitoring

Faults in WSNs can be classified into data faults
and function faults [6]. A data fault is a sensor data
report that is inconsistent with the actual behavior
of the phenomenon of interest [7]. Several fault de-
tection schemes have been proposed to address this
problem [8] [9]. Nevertheless, this type of faults is be-
yond the scope of this investigation. Function faults
are defined as network operation abnormalities, such
as node crashes, node energy depletion, link failures,
and traffic congestion.

Faults can be further categorized into hard faults
and soft faults [4] [10]. Hard faults, also called per-
manent faults, often result from failures of hardware
modules such as broken communication modules or
battery depletion. A node experiencing a hard fault
is not capable of communicating with the rest of the
network. Soft faults, on the other hand, are tempo-
rary or intermittent faults. Nodes with soft faults
may continue to operate, but potentially with unde-
sirable behaviors. Therefore, soft faulted nodes are
often difficult to detect. This work focuses on hard
(i.e., permanent) faults only.

Data retrieval techniques used for network mon-
itoring can be generally categorized into two cate-
gories: active and passive. Active monitoring [11]
[12] results in the generation of extra probing pack-
ets or event report, in addition to the application of
data traffic in the network. This method provides
detailed information but usually results in high oper-
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ation overhead if the probing frequency and monitor-
ing parameters are not carefully selected.

Passive monitoring [13] relies on the utilization of
existing information or piggybacking of data to in-
fer fault occurrences without generating extra pack-
ets. This technique seems to be preferable because it
has a minimal effect on network performance. How-
ever, in some cases such as non-periodic event-driven
data applications, existing information or data traf-
fic might be insufficient for the effective analysis of
network status.

Network monitoring techniques could also be clas-
sified based on the location where the diagnosis pro-
cess is performed. The traditional method where the
node’s status information is separately delivered to a
powerful sink node for diagnosis is described as cen-
tralized monitoring. This method gives the complete
status of the network and high accuracy rate but suf-
fers from packet collisions and the energy sink-hole
problem as the number of nodes in the network in-
creases [14] [11] [13].

In large-scale networks, centralized approaches
may encounter several problems, such as detection de-
lay, packet loss, and the energy sink-hole problem. To
achieve better energy efficiency and scalability, dis-
tributed monitoring techniques have been investigated
[15] [12] [16] [17]. Using this scheme, any node in the
network may assume the responsibility of monitoring
and could implement countermeasures or report the
status to the sink. Based on this concept, informa-
tion is not relayed to the sink from the sensor nodes
during normal operation and a report is made only
when an anomaly is detected.

In addition, several investigations have been pur-
sued that focus on the observation of the condition
of communication links [18] [19]. However, all these
schemes mainly focus on the monitoring of individ-
ual nodes. With the recent trend of ICN, individ-
ual nodes might be less relevant. To the best of our
knowledge, an approach specifically designed to mon-
itor an information-centric network has not been de-
veloped as yet.

1.2 Region-based Monitoring Technique

Conceptually, a region or a cluster is simply a set
of nodes located in the same neighborhood to col-
lectively perform sensing tasks such as environmen-
tal observation. Regions can be dynamically formed
using existing clustering methods such as LEACH
[20] or CHEF [21]. Dividing nodes into clusters fa-
cilitates distributed computing such as routing and
data aggregation. Several distributed fault diagno-
sis techniques previously proposed often rely on some
forms of clustering mechanisms [22] [23] [24] [25] [26].
Zhang and Yuan [22] proposed a fault diagnosis al-
gorithm that divides the whole network into several
clusters so that fault management can be distributed
into each cluster area. Nodes in each cluster cooper-

atively exchange information which is used to deter-
mine their faulty states. Titouna et al. [23] applies
Bayesian classifiers to calculate fault probabilities at
node level. Each node’s probability distribution is
then forwarded to its cluster head for further process-
ing along with data from other nodes to determine
faults at the cluster level. To avoid collisions and
improve energy efficiency, some works employ a time-
division multiple access (TDMA) mechanism by allo-
cating time slots for each member within a cluster to
report diagnosis information to its cluster head, and
also among the cluster heads when reporting to the
central monitoring station [26] [24]. However, TDMA
requires relatively complicated clock synchronization
among nodes and does not adapt well to network
changes due to nodes’ mobility or failures. Loss of
synchronization results in interference from overlap-
ping schedules, which can lead to high latency and
power consumption [27].

Regions may also be predefined by an operator
based on geographical location so that nodes in the
same region can perform tasks on behalf of others. In
this case, we do not need to know the status of each
individual node, but for each region instead. The con-
cept of regions may have been formerly used to de-
scribe the report generated by eScan [14], which is the
integrated data of adjacent nodes that produce simi-
lar reported values. Nevertheless, the membership of
nodes is not preserved in this method, which differs
from the definition of the region in our scenario. The
cluster-based fault diagnosis algorithms reviewed so
far, while dividing nodes into regions for distributed
fault diagnosis, still mostly aim to determine indi-
vidual nodes’ faulty status instead of the region as
a whole. To the best of our knowledge, a monitor-
ing scheme that monitors networks with predefined
regions, especially for rare-event detection, has not
been proposed in the literature.

1.3 Impact of Low-Power Listening MAC
Protocols on Network Monitoring

Low-Power Listening (LPL) is a well-known tech-
nique used for scheduling the wake-up periods of
nodes. Nodes that adopt LPL periodically wake up
to sample the medium and remain in an active state
if there are available data packets, otherwise they re-
turn to sleep mode until the next scheduled wake-up
time. The power consumption rate of the network
using LPL mechanism is thus drastically lower.

X-MAC [28] is an LPL-based MAC protocol that
uses a series of short strobe frames with an embed-
ded receiver ID to alleviate the overhearing problem
and to increase scalability because non-target nodes
return to the sleep mode as soon as they determine
that there is no data available for them. The com-
munication duration is also decreased due to the gap
between preamble frames, which allows the recipient
to send an early acknowledgment frame back to the
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sender and to initiate data transmission. This pro-
tocol is widely adopted in WSN applications because
it works efficiently in terms of reducing energy usage
and has no limitations in terms of radio hardware
choice. The procedure involved in data transmis-
sion using the X-MAC protocol is depicted in Fig.2.
Unicast transmission is performed when the sender
transmits probing frames until an acknowledgment is
received from the intended receiver. The maximum
duration of the frame repetition is the full wake-up
interval, which guarantees data reception of the re-
ceiver. In the case of broadcast transmission, the
acknowledgment mechanism is not presented, thus,
the sender must send the frame containing the entire
data packet continuously throughout the full wake-up
interval.

ContikiMAC [29], inspired by X-MAC, also re-
lies on periodic wake-ups but employs additional op-
timization mechanisms to improve energy-efficiency
such as a fast sleep optimization and a transmission
phase-lock optimization. With these mechanisms,
nodes learn the exact wake-up intervals of their neigh-
boring nodes, allowing them to send packets to a re-
ceiver at the exact time it is awake. Therefore, wake-
up duration and energy consumption can be greatly
reduced.

As LPL can inflict substantial energy consump-
tion on transmitting nodes due to the use of multi-
ple transmissions per packet, and also on overhear-
ing nodes by waking them up, it is suitable for sce-
narios in which nodes rarely transmit, such as de-
tecting rare events. Typical network monitoring re-
quires nodes to report their status periodically, which
worsens the performance of LPL, especially for nodes

located around the central monitoring station in a
centralized monitoring scheme. The evaluation of
LPL-based MAC protocols on the performance of net-
work monitoring was discussed in [30]. However, only
individual-based monitoring schemes were evaluated
in this previous work. In this paper, region-based
monitoring approaches are also investigated.

2. METHODS/EXPERIMENTS

Our proposed monitoring mechanism, distributed
region-based monitoring scheme (DRMON), is a
framework that could be flexibly configured to mon-
itor individual nodes by considering each region to
contain only one node. We assume that nodes are
distributed in a 2-dimensional area without obstacles.
All nodes have limited power resource and are not
rechargeable, thus, radio duty cycle protocols could
be utilized to prolong the network lifetime. There is
exactly one powerful sink node located at the bor-
der of the network that can be easily accessed by the
operator. Each node can communicate with the sink
directly or indirectly via multi-hop communication.

A region is a group of adjacent nodes that can work
interchangeably. It can be predefined by the operator
or automatically arranged based on specific criteria.
Faulty nodes in a region might result in lower perfor-
mance but the region is still able to continue its oper-
ation if there is at least one functional node. A region
is considered faulty if all its nodes fail or if there is no
available path to the sink. Each sensor node must be
aware of its region ID, which might be derived from a
region information message propagated from the sink
or a region map containing coordinate information.

Based on the definition of a region, only one node
per region is required to be monitored at a time.
These nodes are called region representatives, or re-
gion reps for short. To achieve energy efficiency and
scalability, region reps are monitored by their one-
hop neighbors. At the sink, the status of each region
reported to the operator is assumed to be normal un-
less there is a fault notification from the monitoring
nodes.

The DRMON mechanism consists of two phases,
region representative election, and monitoring pro-
cess. Each node participating in a region represen-
tative election generates chance based on related in-
formation readily available, such as hops to sink, re-
maining energy, and link quality, then broadcasts its
chance to all nodes in the same region. The node with
the highest chance is appointed as the region rep and
its parent derived from the existing routing scheme
will automatically become the monitoring node. In
case the routing scheme has assigned multiple parents
to a node, any one of the parents will be selected. Al-
gorithms 1 and 2 comprise the region representative
election process. The calculation of chance given in
Algorithm 1 is one example that takes into account
only hops to sink, where the more hops to sink, the
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lower the chance. The random number 7 is introduced
for tie breaking. The Tyqcrofs is then calculated ac-
cordingly so that the lower the chance, the more time
the node will wait before broadcasting its chance to
the neighbors.

Algorithm 1 Initialization

1. procedure INITIALIZE

2 regionRep « self ID

3 r « random number between 0 and 1

4 > hops-to-sink is used as an example, assuming
5: > the network diameter does not exceed 10 hops
6
7
8
9

chance < 10 — HOPSTOSINK + r
Thackog < 10 — chance + 1

Wait for Tpycrq seconds

Broadcast chance to neighbors

10: Wait for T,j.c; seconds

11: if regionRep = self ID then

12: parent < routing upstream node
13: call REPHEARTBEAT

14: end if

15: end procedure

Algorithm 2 Processing chance message

1: procedure ONCHANCERECEIVED(msg)

2 if msg has been seen then

3 return

4 end if

5: if msg.regionld not match self region ID then
6

7

8

9

return
end if
if maxChance < msg.chance then
: maxChance «— msg.chance

10: regionRep <« msg.source
11: Rebroadcast msg
12: end if
13: end procedure

Algorithm 3 Region rep heartbeat
1:  procedure REPHEARTBEAT

2 repeat

3 Broadcast HEARTBEAT
4: Wait for Ty, seconds
5

6

until regionRep # self ID
end procedure

Algorithm 4 Monitoring node process
1: procedure MONITOR

2 RepSet — @

3 while true do

4 if receives HEARTBEAT then
5: rep.lastHeard < now()
6

7

8

9

rep.regionld < HEARTBEAT’s region ID
RepSet < RepSet U {rep}

end if
: > check for region timeout
10: for rep in RepSet do
11: if now() — rep.lastHeard > T,,,, then
12: send rep failure report to sink
13: end if
14: end for
15: end while

16: end procedure

After region reps have been selected, the moni-
toring process begins. We use a simple monitoring
method based on heartbeat messages. A region rep
periodically broadcasts heartbeat messages embed-
ded with its region ID every Tj, seconds to inform
its monitoring node on the region status. The ab-
sence of heartbeat messages can be interpreted as a
region failure. The monitoring node then notifies the
sink of the region fault status. Algorithms 3 and 4
comprise the monitoring process. Monitoring time-
out, Trnon, can be adjusted and needs to be carefully
selected to balance the detection time and false alarm
rate.

Algorithm 5 Observer node process
1: procedure OBSERVE

2 lastHeard <« now()

3 while true do

4 if receives HEARTBEAT from region rep then
5: lastHeard < now()
6

7

8

9

end if
if now() — lastHeard > T, then
> trigger region rep election
: call INITIALIZE
10: end if
11: end while
12: end procedure

However, from the region fault definition, the
death of a single node in a region does not always
imply region failure. A mechanism to maintain the
region-monitoring structure is required if it is possi-
ble. The substitute region’s representative should be
reelected within an appropriate time to reduce false
alarm. To achieve this goal, the rest of neighbors of
the region rep, except the monitoring node, assume
the role of the observers, whose process is listed in Al-
gorithm 5. It’s not necessary for observers to be in the
same region as the region rep. Each observer moni-
tors heartbeat messages from a region rep and trig-
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Table 1: All types on monitoring approaches

Centralized | Distributed
Individual CIMON DIMON
Region-based CRMON DRMON

gers a region representative election process by broad-
casting a reelect message in the absence of heartbeats
instead of reporting to the sink. When nodes in that
particular region receive a reelect message, each of
them will generate a new chance message and repeat
all the election procedure. The parent node of the
new region rep, derived from the existing routing in-
formation, will also become the next monitoring node
for that region. The timeout of observer nodes, Typs,
should be shorter than T;,,, to prevent false alarms
at the sink since the report of absent previous repre-
sentative node will be discarded.

Finally, this monitoring framework reports two
possibilities of region status, R;, region active and
inactive at time ¢, to the operator. The sink initially
assumes that all regions are active until it receives re-
gion inactive reports from monitoring nodes and vice
versa. However, region inactive reports are discarded
once a new region active report is received for the
same region.

To evaluate the performance of DRMON, four
types of monitoring schemes that adopt different tech-
niques for monitoring approaches and instances were
implemented. Monitoring approaches are classified
into centralized and distributed and monitoring in-
stances are grouped as individual nodes and regions.
All the implemented schemes are presented in Ta-
ble 1.

In the CIMON approach, all nodes in the network
directly send heartbeat messages to the sink every
Thy seconds. Fig.3(a) shows a snapshot of this mech-
anism. The sink is responsible for monitoring the sta-
tus of all nodes. If heartbeat messages of any node are
not presented within T5,,,, seconds, then that node is
considered inactive.

In the case of DIMON, parent nodes, derived
from existing routing information, assume the re-
sponsibility of monitoring their child nodes, as seen
in Fig.3(b). Heartbeat messages are no longer for-
warded to the sink and a delay longer than T,
seconds causes the parent node to send an inactive
message for this node to the sink. Node status infor-
mation for both CIMON and DIMON will be further
interpreted into region status to compare the results
with region-based approaches.

The mechanism of CRMON is similar to that of
DRMON. It uses the same region representative elec-
tion process, but after region reps emerge, only heart-
beat messages from region reps are sent to the sink.
The sink monitors the status of every region. The
region status will become inactive if a heartbeat mes-
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Fig.3: Heartbeat message snapshots of all the four
network monitoring schemes

sage from that region does not arrive within T},
seconds. To avoid false reports, the sink broadcasts a
region status confirmation message to every node in
the network after it detects an inactive region. This
message will trigger the region representative election
process in that region. If a new region rep can be me-
diated, a heartbeat message sent by the new region
rep will resume the active status of that region. Fig-
ures 3(c) and (d) illustrate snapshots of CRMON and
DRMON, respectively.

The performance of all network monitoring
schemes was evaluated using Cooja simulation plat-
form provided by Contiki Operating System version
3.1. GNU Parallel [31] was employed to execute mul-
tiple simulation instances simultaneously. The hard-
ware used in this simulation includes Tmote Sky, a
sensor node with an MSP430 processor and a CC2420
transceiver. This platform has 10 kB of RAM and 48
kB of flash memory.

The network consists of several homogeneous sen-
sor nodes and a powerful sink. Nodes are deployed in
a two-dimensional area with uniform random place-
ment. Heartbeat messages are transmitted every 20
seconds with random delays to avoid collisions and
the monitoring interval is set to 3Ty,. As the topol-
ogy could change in real situations, all nodes are con-
figured to operate in both TX and RX modes, even
if they are leaf nodes. For DRMON, the observing
interval used by observers in the region to trigger the
region rep reelection process is set to 27p,. The sim-
ulation was executed for 1 hour. Table 2 summarizes
the parameters used in this simulation, where TX
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Table 2: Simulation parameters

Parameters Values
Number of seeds 10
Simulation time 3600 seconds
Number of sinks 1
TX range (Rrx) 50 meters
Max terrain size 200x200 m?
Interference range (Rjp,:) 100 meters
Heartbeat Interval (Thp) 20 seconds
Observing Interval (T,ps) 40 seconds
Monitoring Interval (T),0n) 60 seconds

and interference ranges are typical values for Tmote
Sky nodes, and time-related parameters reflect time-
critical applications such as landslide monitoring.

We assumed that each node is aware of its route
to the sink if there are available routes. Each node
selects the nearest node with the smallest number of
hops to the sink as its parent node. The re-routing
mechanism is triggered immediately after the occur-
rence of a node fault. We did not choose to enable a
dynamic routing protocol to avoid the effect of rout-
ing overhead, which would dominate the comparison
results. The application data was omitted for the
same reason.

We evaluated the Cooja-based simulation for the
scenario in which a random region failure was gen-
erated at a fixed point in time. Node faults in the
defective region occur sequentially every 5 minutes.
All faults are permanent, which indicates that nodes
are completely destroyed and cannot recover.

As a comparison benchmark, a distributed diagno-
sis protocol for sensor networks called WSNDiag [4]
has been implemented to run on Contiki OS. WS-
NDiag’s diagnosis process starts with a designated
initiator that broadcasts an “I'm alive” (IMA) mes-
sage to its neighbors. A node that receives an IMA
message for the first time will assign the sender as its
parent and rebroadcast the message containing the
parent’s ID. A parent also keeps track of its chil-
dren by checking whether a rebroadcast IMA mes-
sage contains its own ID as the parent. In addi-
tion, IMA messages serve as indications that neigh-
bors are fault-free. If a node does not hear an IMA
message from a neighbor after a specific amount of
time, that neighbor will be diagnosed as faulty. IMA
messages are disseminated throughout the entire net-
work in a flood-like manner, forming an aggregation
tree via parent-child relationships. After broadcast-
ing an IMA message, each node waits for its children
in the aggregation tree to send back diagnosis mes-
sages, each of which contains a list of faulty nodes
in the corresponding subtree. The node then aggre-
gates all these diagnoses into a single diagnosis mes-
sage of its own and sends back to its parent. Eventu-
ally, the initiator, which is the root of the aggregation

Table 3: Varied simulation parameters

Parameters Values
Number of regions | 3, 5, 9, 25
Number of nodes 16, 25, 49

tree, will acquire a complete list of faulty nodes. To
support region-based diagnosis used in the compar-
ison, faulty nodes are mapped into their designated
regions. Any region whose members are all faulty is
then diagnosed as a faulty region. In our simulation,
the sink serves as the initiator which triggers the di-
agnosis process every Ty, time interval.

3. RESULTS AND DISCUSSION

We first compared the results between Contiki-
MAC, which represents LPL-based, energy-efficient
MAC protocols, and the typical IEEE802.15.4 with
no LPL (nullMAC). NullMAC in the Contiki plat-
form denotes the standard CSMA /CA protocol with-
out the duty cycling mechanism. In other words, the
RX duty cycle is set to 100%. The numbers of regions
and nodes were varied to observe the flexibility and
scalability of the monitoring schemes. The parame-
ters used for the evaluation are described in Table 3.

We evaluated the monitoring schemes for both ef-
ficiency and effectiveness. The efficiency evaluation
metrics include the average power consumption per
node and message complexity. In the case of effec-
tiveness, we examined the fault detection accuracy
with precision and recall the results and detection
delay. All results are shown with error bars repre-
senting 95% confidence intervals. In addition, the
sink node has the LPL mechanism disabled and is
excluded from the results because it is generally at-
tached to an external power source.

3.1 Power Consumption

Low power consumption is crucial for WSN appli-
cations to prolong the network’s lifetime. The average
power consumption can be calculated from the ratio
of the CPU ticks for each state of the sensor node
within a sampled time interval. The CPU ticks can
be retrieved from the Energest module in the Con-
tiki OS. The node’s operating states consist of trans-
mitting (TX), receiving (RX), CPU idle, and sleep
mode. In sleep or Low Power Mode (LPM), a node
consumes considerably less energy compared to other
states. Tmote Sky which operates at 3V has differ-
ent current consumption rates for different modes of
operation, as shown in Table 4.

The comparison of average power consumption per
node in a network using different MAC protocols
is shown in Fig.4. By adopting the energy-efficient
MAC protocol, the network monitoring process us-
ing ContikiMAC clearly outperforms the nullMAC
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Table 4: Current consumption of different operat-
ing states

Operating States Tmote Sky | LoRa Feather
Transmitting (Radio TX) 17.7 mA 120.5 mA
Receiving (Radio RX) 20 mA 11.3 mA
CPU Idle 1.8 mA 9.2 mA
Low Power Mode (LPM) 54.5 pA 0.8 mA

m nullMAC

~
o

B ContikiMAC

o
o

[
o

w
o

Power Consumption (mwW)
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Monitoring Scheme
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Fig.4: Average power consumption per node using
different MAC protocols and network monitoring
schemes with 25 nodes divided into 5 regions

process. It can be seen that the nullMAC’s power
consumption remains the same regardless of monitor-
ing schemes being used because nodes rarely transmit
and generally waste most of their energy in the idle
state. This suggests that ContikiMAC is favorable
in WSN operations with infrequent transmissions, as
found in rare event detection applications. Therefore,
from now on we will only focus on the results based on
ContikiMAC because of its superior power-efficiency.
ContikiMAC will also give us clearer contrast among
different monitoring approaches.

We studied the scalability of each monitoring
scheme by varying the number of nodes in the net-
work. The result presented in Fig.5 shows that CI-
MON and WSNDiag are the most affected by the
increase in network size. As CIMON requires partic-
ipation of all nodes in the monitoring process and all
of the heartbeat messages need to be sent to the sink,
the growth of the network size leads to higher power
consumption. WSNDiag, which operates in a simi-
lar fashion as CIMON but with in-network aggrega-
tion of faulty node information, appears to consume
the least power in most network sizes. However, the
power consumption seems to increase significantly as
the network size increases due to the use of network-
wide flooding during the broadcast of IMA messages.
It is worth noting here that the seemingly low power
consumption, but with high variation, of WSNDiag is
also due to the fact that in certain scenarios, IMA and
diagnosis messages failed to be received as a result

~

16 nodes
25 nodes
EEN 49 nodes

Power Consumption (mW)
N w S w o

-

CIMON

DIMON CRMON DRMON

Monitoring Scheme

WSNDIAG

Fig.5: Average power consumption per node using
different network sizes and network monitoring
schemes, where nodes are divided into 5 regions

of high packet collisions. This caused the monitoring
process to abruptly halt before it finished, resulting in
lower-than-expected power consumption at the cost
of very low monitoring accuracy, as will be discussed
later in Section 3.3. The distributed or region-based
schemes, on the other hand, consume approximately
the same amount of energy regardless of network size,
which implies that these schemes are scalable.

The comparison depicted in Fig.5 is based on ra-
dio hardware whose power consumption for transmit-
ting and receiving are not much different, i.e., 17.7
mA and 20 mA, respectively. However, certain ra-
dio modules allow much higher transmission power.
As an example, we additionally calculated the av-
erage power consumption of the nodes using cur-
rent consumption profiles measured from an Adafruit
Feather MO RFM95 LoRa Radio module [32] with
identical network topologies. Current consumption
rates of LoRa-enabled nodes are shown in Table 4.
Fig.6 shows that when operating on a hardware plat-
form requiring high transmission current, WSNDiag
would consume the most energy, followed by CIMON
and DIMON, whereas CRMON and DRMON would
consume the least energy. The reason WSNDiag’s
consumption for transmission is outstandingly high
is due to the heavy use of broadcasts, which result
in a large number of repeated transmissions of full
packets, as already discussed in Section 1.3.

In conclusion, with respect to power consumption,
it is found that region-based approaches (i.e., CR-
MON and DRMON) are marginally affected by the
increase of network size, especially when the cost of
transmission is high. By comparing to CIMON, CR-
MON, and DIMON over a network of 25 nodes, the
overall power consumption of DRMON can be re-
duced by 10%, 2%, and 4%, respectively, while con-
sumes 30% more power than WSNDiag.
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Fig.6: Average power consumption per node using
different node models and network monitoring
schemes with 25 nodes divided into 5 regions

3.2 Message Overhead

Control message overhead has been evaluated by
recording the number of packets and frames used dur-
ing the entire process. The number of packets is
measured at the application level by counting how
many times the application invokes the packet send
(TX) function and is triggered by packet reception
(RX) callbacks. In contrast, the number of frames is
measured at the MAC layer by counting how many
times MAC frames are transmitted and received. For
LPL-based MAC protocols such as ContikiMAC, the
number of frames is expected to be larger than the
number of packets in both transmission and recep-
tion processes due to the use of multiple short strobe
frames for unicast and repeated full packet transmis-
sion for broadcast, as discussed in Section 1.3. In
general, the number of messages is indicative of the
magnitude of the network’s traffic, which has a di-
rect impact on the actual application’s data delivery.
Thus, it is desirable to keep the number of messages
low for the monitoring process.

Table 5 summarizes all the control packet types,
total sizes at the data link layer, and modes of trans-
mission used by all the schemes. It can be seen that
their sizes are not much different and none of them
are particularly large. In addition, the bandwidth
used by each message transmission is dominated by
the LPL mechanism rather than the message payload
itself. Hence, only the overhead in terms of control
message counts is evaluated.

Fig.7 illustrates the message transmission and re-
ception overhead for the five monitoring schemes for
various network sizes, where the number of regions
is fixed at 5. The addition of nodes clearly increases
the number of messages generated in individual-based
monitoring schemes, i.e., CIMON, DIMON, and WS-
NDiag. The region-based mechanisms (CRMON and
DRMON) attempt to minimize the participation of
nodes in the monitoring process. Thus, the number

Table 5: Sizes of control messages in bytes

Message type Size (bytes) Mode
Chance advertisement 22 broadcast
Heartbeat (DRMON) 15 broadcast
Heartbeat (others) 15 unicast
Node/region status report 16 unicast
Region rep election 15 broadcast
WSNDiag’s IMA 11 broadcast
WSNDiag’s diagnosis 26 unicast
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Fig.7: Message overhead using different network
sizes, where nodes are divided into 5 regions

of messages is not obviously related to the network
size if the number of regions remains the same. It is
interesting to see that CIMON shows the largest num-
ber of frames transmitted, while WSNDiag shows the
largest number of frames received. The reason is ev-
ery node in CIMON periodically transmits its heart-
beats to the sink using unicast transmission. During
each transmission, other nodes in vicinity, except the
parent, would wake up to one of the strobe frames
and find out that the packet is not destined to them-
selves, so they would go back to sleep immediately,
resulting in the low RX count. WSNDiag, in con-
trast, floods the network with IMA messages using
broadcast transmission. All nodes hearing a broad-
cast would have to stay awake for the entire packet
transmission duration, resulting in the very high RX
count.
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Fig.8: Message overhead using different numbers of
regions with total of 25 nodes

Fig.8 compares message overhead from a network
of 25 nodes with different numbers of regions. As
expected, when the number of regions increases,
the individual-based schemes are mostly unaffected,
while the region-based schemes’ overhead grows al-
most linearly with the number of regions. Even so,
the overhead in terms of packets transmitted is the
lowest of all. On the receiving side, DRMON appears
to have higher packet reception overhead compared to
the other schemes, except WSNDiag, due to the more
frequent use of broadcast for heartbeats and the re-
gion rep election process.

We also investigated the case where every node in
the network is to be monitored individually. In this
case, the region-based monitoring schemes consider
each single node as a separate region. The result
displayed in Fig.9 indicates that the schemes meant
for individual monitoring, i.e., CIMON, DIMON, and
WSNDiag, perform better than the region-based ones
when the region size is reduced to one. It can be
seen that the message overhead of CRMON and DR-
MON drastically increase. This implies that the per-
formance of region-based schemes tends to deteriorate
if the number of regions increases due to the overhead
of the unnecessary region representation election pro-
cess during the initializing state.

Networks with evenly distributed processing load
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Fig.9: Message overhead using different numbers of
nodes per region with total of 25 nodes

among several nodes are preferable to those that tend
to concentrate processing load on a few nodes, which
leads to their energy quickly depleted. We visual-
ize the distribution of message transmission counts
among all nodes in the network in Fig.10. Fig.10(a)
and (b) show high overhead across many nodes in
the individual-based schemes due to periodic heart-
beat transmission. The situation is worse in CIMON
because all heartbeats must be relayed to the sink,
inducing unevenly large load over a few nodes near
the sink. With CRMON, as shown in Fig.10(c), the
overall overhead is reduced but there is still a small
set of nodes that process a lot of messages. For DR-
MON, as shown in Fig.10(d), most of the nodes have
no monitoring load at all, except some region reps
that are distributed over the area but their message
counts are relatively low. This suggests that region
reps should be periodically re-elected to achieve bet-
ter balance in message distribution.

In summary, while it is obvious that the fewer
messages reported to the sink, the better the perfor-
mance, we also found out that a LPL-based MAC has
a significant impact on the aspect of message over-
head, especially with heavy use of broadcast trans-
mission. The region-based approaches (CRMON and
DRMON) help lower the number of messages because
only region representatives are responsible for send-
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Fig.10: Distribution of message overhead among all nodes for different monitoring schemes with 25 nodes

divided into 5 regions

ing periodic heartbeats. The distributed approaches
(DIMON and DRMON) help prevent transmitting of
periodic heartbeats all the way to the sink. Hence,
DRMON yields the best performance in this regard.
WSNDiag, while attempting to reduce the number
of messages by aggregation, shows the worst message
overhead due to the heavy use of broadcast in the
LPL-based MAC environment. DRMON avoids this
problem by limiting broadcast transmission to only
the region rep election process, which happens just
once at the very beginning or when the current re-
gion rep becomes faulty in a region. Broadcast is
later employed for transmitting heartbeats by the re-
gion reps, which are only a small fraction of nodes.
In terms of overall message overhead, DRMON could
reduce the number of packet transmissions by 88%,
66%, 69%, and 96% compared to CIMON, CRMON,
DIMON, and WSNDiag, respectively.

3.3 Fault Detection Accuracy

To evaluate the effectiveness of network monitor-
ing schemes in terms of accuracy, the reported status
of each region is compared against its ground truth
status for every point in time. The ground truth sta-

tus, Gy, is the actual state of a region r at time ¢,
which is 1 if region r is active and has at least one
route to the sink at time t; otherwise, it is 0. The
reported status of a region r at time t as reported
by the sink is denoted as R,;. It is 1 if the sink
reports that region r is currently active to the op-
erator, or 0, otherwise. Fig.11 illustrates how the
ground truth and reported statuses are used to de-
termine true/false positive and negative rates of fault
detection over the time period T. Between the time
tstart a0d treportone, both ground truth and reported
statuses indicate no fault for this region (G,.; and R, ,
are both 1), indicating a true negative duration. Be-
tween the time t,cportone and treporttwo, Gryt is still 1
but R, becomes 0 (fault reported), indicating a false
positive duration, which could happen due to losses of
heartbeats, for example. Between the time ¢ ¢4,: and
treportthree; Grt becomes 0 (actual fault occurring)
but R,; is 1 (fault not reported), indicating a false
negative duration. This duration is also interpreted
as fault detection delay which measures the amount
of time elapsed after a fault occurs until the fault is
detected. And finally, between the time t,cportthree
and teng, Grt and R, are both 0, indicating a true
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positive duration.

In this work, we use precision and recall as the
metrics to indicate the fault detection accuracy. Pre-
cision is defined as the ratio of the amount of the time
during which faults are correctly reported (i.e., Gy,
and R, are both 0) to the total amount time faults
are reported (i.e., R, is 0). Given a set of discrete
points in time T, the precision with respect to the
region r is then defined as follows:

|{t€T : GT,tZO/\Rr,tZOH
{(eT : Ry =0}

Precision(r) =

(1)

Recall is the ratio of the amount of time during

which faults are correctly reported (i.e., Gy and R, ¢

are both 0) to the total amount of time faults actually

occur (i.e., Gy is 0). The recall with respect to the
region 7 is defined as follows:

CJ{teT : Gry=0A R, =0}
o ‘{tET : Gr,t:0}|

Recall(r) (2)

Simulation experiments on a network of 25 nodes
with 5 regions were conducted with the same param-
eters shown in Table 2. The nodes were uniformly
distributed over the terrain of size 150x150 m?, so
the network diameter was approximately 4-5 hops.
One of the regions was randomly chosen for trigger-
ing fault. Nodes in the region were made faulty one
at a time, with an interval of 300 seconds apart be-
tween two consecutive faults, until the region became
completely faulty. Precision, recall, and detection de-
lay averaged across all the regions for all five schemes
are shown in Table 6. Overall, CIMON gives the best
performance in terms of both accuracy and delay as
each node sends heartbeats directly to the sink, at the
expense of highest power consumption. As expected,
the region-based approaches (CRMON and DRMON)
gives the highest detection delay because their mech-
anisms involve a few more steps to be certain that
all nodes in a particular region is faulty. Their lower
precision values also suggest that some regions are in-
correctly identified as faulty while they are not. In
case of CRMON, a few consecutive lost heartbeats
from a region rep would trigger the fault detection
while CIMON likely receives heartbeats from other
region members. In case of DRMON, an observer
may incorrectly report a fault of its monitored region
when the current region rep is gone and the region is
undergoing a new region representative election pro-
cess.

The situation is quite unusual for WSNDiag. Its
precision and detection delay are very low and its
recall is very high. After further investigation, it
was found that WSNDiag reported a lot of false pos-
itives (i.e., wrong fault reports) due to losses of IMA
and diagnosis report messages caused by packet col-
lisions. A node whose IMA message has not been
heard before timeout, or whose diagnosis information
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Fig.11: Diagram of ground truth (G,,) and fault
report (R, ;)’s status

Table 6: Detection accuracy using different moni-
toring approaches

Precision | Recall | Delay
CIMON 97.01% | 99.44% | 13.41s
DIMON 86.98% | 88.84% | 29.39 s
CRMON 86.79% | 98.54% | 35.51 s
DRMON 91.61% | 97.94% | 39.78' s
WSNDiag 43.72% | 99.97% 0.64 s

never reaches the sink, will be immediately reported
as faulty. The chance of this happening due to packet
collisions is very high as a result of heavy use of broad-
cast during the flooding of IMA messages, which gets
worsened even further by the LPL mechanism.

In summary, with both the precision and recall of
greater than 90% and the fault detection delay within
the guaranteed range of Thy+Thnon (80 seconds), DR~
MON seems to be the most suitable approach when
power consumption and message overhead are taken
into account. Typical responses when receiving a
fault report would be to send staff over the area to
investigate and possibly replace the faulty nodes in
order to keep the sensor network readily operational.
Therefore, fault detection latency within the range of
a few minutes should generally be tolerable. Never-
theless, the latency could also be adjusted by setting
The, Tops, and T},0, to preferred values.

4. CONCLUSIONS

Low-power listening MAC protocols significantly
assist in reducing power consumption of WSNs by
preventing idle listening and lowering transmission
process loads. Traditional network monitoring, which
requires periodic updates of the node status, can
cause an increase in transmission, which greatly re-
duces network lifetime. In this work, we propose DR-
MON, a distributed region-based monitoring scheme
that can be used to monitor wireless sensor nodes
that are physically divided into groups, called regions.
This approach increases energy efficiency and reduces
the message overhead generated during the monitor-
ing process while maintaining comparable detection
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accuracy.

Evaluations of centralized individual-based (CI-
MON), distributed individual-based (DIMON), and
centralized region-based (CRMON) monitoring sche-
mes, along with an existing distributed diagnosis pro-
tocol for WSN called WSNDiag, were conducted to
compare their performance with DRMON. The sim-
ulation results show that, by comparing to CIMON,
CRMON, and DIMON, the overall power consump-
tion of DRMON can be reduced by 10%, 2%, and 4%,
respectively, while consumes 30% more power than
WSNDiag. However, WSNDiag was later found to
cause a lot of packet losses due to collisions, leading
to very poor monitoring accuracy and unusually low
power consumption. In terms of message overhead,
DRMON outperforms the other monitoring schemes
in cases where the network has a low number of re-
gions. However, if the number of regions is high, in-
dividual monitoring approaches are recommended as
there is no message overhead for electing and main-
taining the region’s representatives (i.e., region reps).
Overall, DRMON could reduce the number of packet
transmissions by 88%, 66%, 69%, and 96% compared
to CIMON, CRMON, DIMON, and WSNDiag, re-
spectively. It can be concluded that, with both the
precision and recall of greater than 90% and the fault
detection delay within an acceptable range, DRMON
seems to be the most suitable approach when power
consumption and message overhead are taken into ac-
count.

In future work, region reps rotation process should
be implemented to further improve the performance
of DRMON. Further evaluation of these monitoring
schemes could be facilitated by the investigation of
additional parameters such as heartbeat and moni-
toring intervals, as well as other energy-efficient MAC
protocols.
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