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Abstract

Private information may leak through data disclosure. Although the identifier attributes are suppressed,
re-identification is possible by linking remaining attributes to several sources. Transforming data using the
k-anonymization technique can ensure levels of privacy. This paper reviews the studies and researches of
k-anonymization technique. Firstly, the paper presents basic knowledge, the re-identification problem, related
terminologies, and attribute types. The paper also reviews information loss estimations and transforming
algorithms to achieve k-anonymity property. Lastly, possible attacks are described, and future studies and
researches are suggested.
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Top-down (nput T, K) {
WHILE | T | >k DO {
Partition T into Ty, T, such that T4, T, are more
local and either T; or T has at least K records;
IF| T7 1>k THEN Recursively partition T ;
FITy > K THEN Recursively partition T, ;

output (T7, To, .. 5}

Uit 5 Sana3oNUUgas (Top-down algorithm)
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Greedy (nput T, k) {
WHILE | T| >= K DO {
Find largest group Gin QT with minimum
Information loss where | G | >= k;
Put to Equivalence class E with grouping condition;
Add grouping condition ; Generalize records; }

output (T7) 1}

gﬂ‘l‘?‘i 6 §ana3oNNIAR (Greedy algorithm)
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Bottom-up (input T, k) {
Initialize: Create a group G for each record;
WHILE existing G such that| G | <k DO {
FOR each group G DO {
Find group H such that NCP(GUH) is minimum;
Merge G and H; }
FOR each group G such that | G | > 2K DO {
Split G into G’s which has at least K records; }

Output (T7) ;}

gﬂﬁ 7 danasonansguu (Bottom-up algorithm)
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