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ABSTRACT : Online auction fraud is a crucial problem in online auction website.
Recently, Shannon entropy has been proposed for calculating the neighbor diversity to
classify fraudsters from legitimate users. In this study, we propose to use Naive Bayes
as different method for quantifying the neighbor diversity. We then apply the neighbor
diversity based on Naive Bayes for classifying fraudsters. The dataset used in this study
was collected from a real world auction website. The experimental results present that
the classification performance of these two neighbor diversities are similar.
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1. unin
TunmmssilagiuimelulagBumesids
fauaseyimvthdmalinsveuthesulay
wazn1suszyasauladlasuainuiivuegng
unsvanelunyildaudumesidn 1ilesan
Aruannsndunuazdontoduduszam
199 finssiunnudesnsldlusiagniile
Wisuileuiudupasedislniigiu (Physical
store) Matns1zddmunedudiidonld
goann1sUszyasaulaidudamisluy
nsdmheinisiaveviedudilusaiiie
niiismredtiluauiesnain fewai
Jehliduledfanananunsagdlalyiials
Tumimaﬂ'ﬁﬁLﬁu@%qwuﬁalﬂLLazlﬁﬁLﬁ]mm
Souauurs (Legitimate user) Snvedadu
fragaRilingUuszasdfiazaenadsgldan
AUAU (Fraudster) Whsalumssidugsnssy
vudulwidena Tusunisvasnaiafidou
AUdLY Fraudster ¥a$9918n1553nT5Y
Uaouiteldlunssiiun1sgo-veiu Le-
gitimate user Inetanegldvuiidugie
fadifoganuidsmefienaifnduiulde
ﬂﬂ&l%ﬁx‘lﬁ]’]ﬂmﬁﬁﬁLﬁuqﬁﬂiima%ﬁ]é’u gy
T65undndamifildldveaust (Non genuine
product) F1szArdUAILaLAlIlATUALAY
asun vise WWEUANAATA WA
ndiladade iedunsuilusazdosiu
nsiiadaymainan laedulvguaniuled
voUtheaulatiuaziuleinisusrysseulai
efinsdamiouszuunslifeldss (Repu-
tation system) if’il,ﬁmhal,mﬁa;ﬁi’fmu Wil
Reputation system Lﬂuizuuﬁﬁ’aﬁiﬁ@%
sansasiunsindulaldieedente
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lidoAuiandansaudsnan: maviumes
Reputation system ﬁ?uﬂﬁﬁ%ﬁuqimsum'i
Fo-vetilugrusiidugdouasduoazgn
JewelimvuasziuazuuuliLigAuwsay
ﬂﬂﬁlﬂﬂﬁlﬁﬁ'\‘lﬁ]’mﬂﬁﬁ’]Lﬁuqiﬂiiuﬂﬂ‘i%’a—
1eldFuanas Anuiideidss (Reputation)
vosfliuudazauaziuogiuauuuiign
AunnsgiuAzuuLTlsnanUsy Ains
sufuganssy fesufldeuifazuuniodes
(Reputation score) agluszdugazlasu
anuidedesgiunnanglianu Tasany
ogaBalduiiiugdo Fafudueiiiie
FoarFaiunliiuiiozgdlagnituazanunsn
dngenueldndedu [1]
Faitldinanauudain Reputation score
AnInnsAaRsLuiRnnNsady
sanssuns-gemeluefndeiondunsuuui
oeflusedud sadimsliindedeidodussd
&4 (High reputation) Jududesodeonanlu
NNTIVTIUATHUUANLNUIAINAT DEels
fina Fraudster annsaaiisdededlii
autadliodgasansasienisandugsnssy
nsie-msUasudeiuesnslungusan
$uAn MniuTsoussRuazuLUTIR sy
wazfunendsannisanidugsnssuleiasa
Auas Fraudster Aidufiuntsmadeludnume
fhggn3end “mayaedemaiudedes
(Inflated reputation fraud) [2] %ﬂﬂ’ﬁ‘i{}ﬁﬁm
Tudnwardilutogaieussaivledng
Usyyasaulatisiigsivseulaviludnumy
Juq dmsuN130n 99U Inflated reputation
fraud vuduladinisussyaseulatiduiied
vanegULUY MnATeTEuniidovans



MuldiulfnesnsmiaIedny (Network
graph) 1un13057294U Fraudster #ivienu
ﬁmﬁuQ’auﬁ'ﬁ'wﬁ@hmiwmmmLﬁ'm (Boost
up) Reputation score [2-6] 3NALUIAA
n3ltau Network graph fiananvinlingy
NMSIEITNTIATIERAS0Ued AU (Social
Network Analysis : SNA) 13gns7ianunse
14lun13m5939U Fraudster Lagnguueaus
swAnlaegaiiusednsan [2, 5, 6]

TuauAdeued Lin wag Khomnotai [7]
I iauenufnietu “anunainay
yaufieutu” (Neighbor Diversity : ND) lu
N19013793 Inflated reputation fraud e
ANNTINTatefanaves i uled
nsUszyapaulatuiaANITQNATLINDIN
ANNTANMANEYDIgA TN TugIN T
n1ste-v1efugldeuivlednisussya
soulay aillusddedenaldiiisnis
ulnsUues Shannon (Shannon entropy) [8]
wlglunsAuam ND wadnsanawidula
uandl¥idiuin ND figneunaendnausesi
AzuuuiildFuannsigsnssn (Neighbor
Diversity on the number of received
ratings : NDr) ﬁﬂﬁzﬁwﬁqum’jﬁ%miﬁ
¥ k-core waz/u3e Center Weight (CW) 7
16’1’@miflLaualﬂumu'ié‘faﬁsifmmﬂ'awﬁwﬁ
[2, 5, 6]

Mi33n151ouInsdves Shannon
(Shannon entropy) [8] tagnianldlunis
Auad ND Tuauddunenann nadwsann
aiAdelduansdiiiuin ND ignAtuanan
Sunusgiuazuuuldzuanmsvingsnssy
(Neighbor Diversity on the number of
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received ratings : NDr) fiUsg@ngnngendn
3337l k-core waz/1Se Center Weight
(CW) ViiﬁgnﬁwLaualﬂumu%é’]’aﬁwmm
[2, 5, 6]
ﬁm%’mmﬁ%’aaﬁuﬁ@%ﬁﬂﬁﬁwLauams
furaauraInrasvetiieutulne3s
Anuaztduveaundniug (Naive Bayes)
wagvinnsnageuUsyansnwlunisaiun
Fraudster wiawSeuiieusumseuanmiu
wannraneveiioutulneIFEnseulngy
Y84 Shannon
Lﬁammamui%’aaﬁ’uﬁiﬁuﬂﬂaameu
mmaaaammlﬂu 2 mqwguawmu’;ﬁ]w
Ao 3 nMeifiuaudse 4 nseeenis
NARDILATHANIITNAABY 5 DAUTIBHNANIT
nAABs wazagunansvnaedluden 6

awv dd
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demluduiluseneudengud ua
MuATefi I iAgatasfunisnsady
Inflated reputation fraud 9 nAuleinng
Uszyaooulall dellsganiBendall

2.1 n9u¥nI93ATIeYinToY1889AU
(Social Network Analysis)

w3evrudsandunuudianinig
adlnmaninlimguinsw (Graph theory)
UsrgnAluNsesuIAMUENRUSTENIe
AAiun1g (Actor) wavasaunATLAATY
aeluedette Gsnielunsmisznousig
\wnvedlnun (Node) w38 90 (Vertices) B
udunuvesdaniunis wazidu (Line)
wse veu (Edge) [umunuresnudusiug
sendneganiunisatgluaietie [9-11]

U7 14 (2559) vol14 (2016) 65



MIATIVINTITNSBUWIET0ENTEAIBUNA
CRMA Journal

dwisu SNA Tunmsiessidieviaradile
fangAnssuvesywdlusunsu duiug
fuynra uy vi3e osdnsTogluedetie
dsrn Tngiannzegnadanisnsivaeusuiuy
ANuduiusvasuAnaniglungu [9, 10]
Fatu SNA Fagnildlunsfinunidedu
N

SNA 1umslansnlunisinuaany
TAs9a5 199 9duNUs ¥l 19duTnaelu
guau [5, 12, 13] Fannuduiuddangn
ansawtsoantaidu 2 Uszan fie nqu
(Group) tay A3 (Network) [14] ol
Group \duwnvesypraTiidnvuzvesAy
dunusuuulnd®e dszwzvinliunn way
fnsufduiusfutosnds Turmzdiiyaaa
flognelu Network adiszozsinaiuunn
finsufduiusiusinin dauduiusi
anveednua wardiamuadosiags i
nsdenlessgninsanndnidunisuansds
AMUFLINUSVDY Group e Network nnglu
wSetednudianunsodldvanednuay ns
Woulsssgninsaundntgligldaudnlads
HansEnUTedlASIES NI euTifideandn
um'axﬂumaamuam%ﬂﬁgmumawmu [2]
Tunsfinwmesu SNA TuunAndeaiy
nsldau k-core Tunsnsraeunguyans
Afraduiusiuegravideiuiiu (Cohesive
group) Hien3393U Fraudster finnnanduy
TWldunniuua@ndu wu Component,
Clique waz k-plex [2, 6] \flesanusiaz
Node aglunsiniaToU odinuuanins
AUTNufavAY wazusay Edee 7idouleq
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e 2 Node Whdnefunansauduiusi
Aintuszwhayanaia 2 au Fuunfnves
k-core anansadenalaai;

mMuuald G = (V, E) nungiiensiviase
Predany Taed v {Huwsves Node uay £
Huwnves Edge nsmlgas H = (W, EW)
WARINERIBY W S V A k-core 0AN3UDY
v lidesndn k dwsunneg v € V uas H 1 u
namlgosgeanieauaLTRl

Wil Node a1vazlussdusznave
nmalunanensmegey k-core lnaunaznsm
doananazian k fumneeiu AasaulR
k-core 49 Node Ao k figsfigauasns
o8 k-core Hamuail Node sananudu
411%n [15, 16] dvsuinietefivsenousie
n3Mean k-core TifAN k iwansnefuanunge
wansldisanin 1

AR 1 0,1,2 3, 4 uag 5 core

2.2 toulnsTvas Shannon (Shannon
entropy)

Shannon entropy tUuwuaAnlung
Tnsnszareanuiiazidumugiuinuam



Toyaveavnnsallun1sAuIsAINULILE
Yosansaumelungufansauma (informa-
tion theory) [8] lssuamuieuthluldly
NMIANNIUANUNAINYALVBINGH WU N3
L%'auifmam%aﬁni (Machine learning) [17]
N153AN1591UN1589NY (Portfolio man-
agernent) [18, 19] wonaniigsgniinld
TurmiAdeatiuiilenisdiuan ND vofld
nuiulyinisuszyasaulatusdazau

2.3 w1dnug (Naive Bayes)

Naive Bayes LJusadiuunnisaia
(Statistical classifier) 7ildndnnsvemes]
wd (Bayes’ theorem) Lﬁuﬁugm JeE
DunsimdnnisnsadfluFoswesna
Wrvzsiduunldlunisdwundeya Naive
Bayes fa1unsalunisalninuinasiduves
aundnangluaanals Wy anuiazdui
F1vesteyadiinlsazgnituuntiidunaid
Ta [20] vieil Naive Bayes feuufigiuiidy
nanszvuYeruenv3tadluaanaiiiivun
wzflanududaszainariiusngnielu
LoANITaMaY

2.4 mswdesdeya (Data Mining
and Application)

\esannnisiunilesdoyaraelel
Al uanuniinsinseikas seyay
Sutusvesdoyaldine duufailinisi
wileadayanareiiuniedlelasuai
Teuhluldlunudiunimnsaiunsmase
Wudwawun wu nsasiadunisyase
Un3tAsAn (Credit card fraud) [21] N3
nduMsiauesiIamidilunisseya
poulatl (Bid shilling) [22] Tawvianisvadn
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Tun1suseyaeaulal (Online auction fraud)
(6, 23, 24] lneManAtALaY NSYILMLD
Yoyardunszuiunisildsaneifinluns
Foudvosaieaiieadaguiuuvesdeya
w39 ANUFNRUTTENTNER v ann3 UM
Nnyateyaiitvuslug) [25, 26] Bsannsa
wueenliluaessziamde nsdeuiiuud
Haeu (Supervised leaming) Lavnsiseus
wuulaifigfaeu (Unsupervised learning) Ing
nsSeuskuvidaeursan1sdnun (Classi-
fication) Hun13Feudarlduinanuadwsii
Andutisvesusaziesndlugadoustindy
Tneilfmguszasdmdnuiieviinenaia (Class)
vosteyaniilignszynaaseeugndes
g9en [20, 25]

TusmAdsatoildiusunsy weka Tu
nsvinnilesveyalaeifenlddanaiiy
Decision Tree J48 (J48), Neural Network
(NN) wag Support Vector Machine (SVM)
Fadusanedfiudmiunsduundaduis
mMsmaBoufuvuiifaou wastilosnnisns
cross-validation 1Jw3snsdmdanteya
wuuguiterhsn i dudeysiindy uazdeya
naaoy fedulunuideatuideldisng
10-fold cross-validation Tun1suszaiana
NINARDY

2.5 snaviAgITe

N19919293U Inflated reputation fraud
Dudgmidsussioiulesdnisdszya
seulavuazivludveutseaulaidug an
AT AT naueitnnsildly
mimfm{fumsm%miué’nwmzﬁma’nﬁ
a8 v auenisldnudnwue
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e TildnanuseIAnsddugsnssunms
%@-wwamaq;ﬂﬁi’fmu [3, 23] WU INUIUTIY
(Summary) Aide (Average) wazAndes
LUUNIRNTPU (Standard deviation) ¥8431AN
Mevisesateveduilutiszesnamnil
Judu dwmsudnisudafildsuanuioude
nsld SNA Tunsasaadungudiinsssinns
v IuleinisUssyaeaulal [2-6, 13,
27-31]

2.5.1 Wang uag Chiu [2] dl@uanis
19 k-core wag core/periphery ratio Fadu
AuanURve SNA Tuduunauuaneng
581179 Fraudster Wag Legitimate user
Wil core/periphery ratio Aas1uan Node
funglu k-core m3pdnu Node fiog
FRfU k-core ANWANIIANYINUIT k-core
W8y core/periphery ratio @1411900599
JU Inflated reputation fraud laeg1sd
UsgAnsam uenaninanisnaaeuduans
TAudn Fraudster SinazUsnglu k-core
Tefi k> 2

2.5.2 nuIdglunenaswes Wang uag
Chiu [5] Taugn il k-core saufu Center
Weight (CW) iasannnisTdifies k-core
aehaienamwalyt Precision Slesn et cw
Jegnihunlfifievinisusuugeen Precision
edluauideatudnaalddseynd 1
8ane3yiu Robbery lumsmuinA1 CW vodusay
Node Tngluduusnaziinisnisimuae
it (Weight) 989 Node lag@uiman
fin3veausias Node 91n1iu Node Athwmin
uniigndefioinu Node danuudaunss
azvhnsBaiminann Node ﬁagjaﬂﬁumﬂ

68 il 14 (2559) VOL.14 (2016)

dminesnin wazazdiiunisessly
Fove Tuflan Node Aiftmiinunnnd1 0 a
fo710u Node gugnane (Center node)
uay Node duf fleginfuagiiiminidu
0 fafy Node fifthuinunnnin 0 Fadu
AUINANYBY k-core uar Node #InN&1d
dalngazgndmundu Fraudster nanIs
nadeuiina1nn1s1HU k-core $afu CW
anansnUFuUTIe Precision 1Wgstu aedls
Anunisidausiutudenandimnansenuse
N17ana9U0IA1 Recall

2.5.3 Chiu uay Ay [6] laulaue
nM3RALenURTATauAaUnG (Abnormal
account) ﬁ)ﬂﬂ‘ﬁ@g@ﬂﬂﬁﬂﬁ@ﬁ@@ﬂ@ﬂﬁﬁLﬁm
Fuaseuuiuled Yahoo! Tngld@aidTanas
L\A3eU1eFIAL (Social network metric)

P =)}

TowA normalized betweenness, k-core,
k-plex, n-cliques, way degree Tun13aing
Classifier 1iteldlunnsduun Fraudster aon
970 Legitimate user 2ANANITNAZDUNUI
vinunansUgyd (Account) fifauiaunit
a1u1505%Y Fraudster laimnenisld normal-
ized betweenness, k-core Imaﬁ k> 6, Lay
k-plex fiusznaudag 5 Node tnedi k = 2
2.54 Lin wag Khomnotai [7] la
thiauewnAnAEIfu ND tievinsuiuss
A Precision wawA1 Recall sufildingnn
Tudludesduin Fraudster siazsuiu
ganssufugansiuAalunisiioy Boost up
Reputation score ¥84au ﬁﬂﬁu@mﬁﬂwmz
UMV ANITINAALAY Fraudster
anvvsdinnundeiu wag ND veudioutu
904 Fraudster fwwildufiasfiaaiumain
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Wiudn ND fifunanndiuiusefuazLuL
filefu91nn15¥gInTIHAINITAT NN
Fraudster ®ana1n Legitimate user loogng
fiuszAnsam setliteuthuvesusiay Trader
annsadennldil

MUUAIA x Unuusiay Trader @115y
Wlouthuves x Ao Trader fiiin1sviganssw
A5ge-118iU X uazueuaziuuUsEdiuliuA
X 989Uy 1 AZLUL

Tnevluuds Fraudster fidesn1sas
Wissziuves Reputation score Tuszaza
gusindainagdeaiinisdniugsnssunis
Fo-meludifiuzunmann Femseuiugsnsau
Swarilussernaisiasdudesode
mfniugsnssunelunguiasniieiues
Mﬁﬂmﬂéjufj@lm’iﬁ”ll,ﬁu'a:iﬂ'i’ﬁﬁﬂflﬂ”ﬁuav

JEAUATLUUNA L BINULAE Y LNT 186

Feflnane T AsinsUssgndld SNA Tunns
M523V Inflated reputation fraud laglgnng
Ansgiedetnefiaiatunnmenisgenss
mste-wnedudn Wiedumnguuesdldanuid
nsAnsiaduiusiuegunileaniu (Cohe-
sive group) meiluAseiiiedosiunis
T SNA dnavtoinmudnumesiigg 1o
SNA iy k-plex, clique, betweenness LLay
k-core anlglun1smsiaaeu Cohesive group
Wlem5193 Fraudster NANINARBUINY
FWedanarmudn k-core unndnynze
SNA fiilsz@vBanmanniigadmiunsnsa
QU Fraudster [2, 6]
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3. MIAHUUIY

3.1 MaAUTIVTINTOYA

Tunsiiusiusiudeyatiteinunly
iumuﬁé’]’aaﬁuﬁﬁﬁﬁﬂlﬁﬁﬂmiﬁwm‘[ﬂmﬂim
dmsuiiusiunudeyasinivlusd (web
cravler) Wloifusiusadeyanisigsnssu
AM33e-v187AnT uassuuiuled Ruten
(www.ruten.com.tw) Fudunisluiules
nsUszyassuladiilugyfgaludszina
lewiu Tnendunssiumusening eBay ez
PChome Online [13] {09970 Ruten 9z
Fn1sUsenAsIedie Account vee Trader
17'iaﬂi“i”‘umﬂ%muuuﬁul%ﬁw%auﬁwmmma
maqmmsuqumﬂmmmaq Trader A9NE17
Intusiedomaniay zonlfidu Account
Liummwa"lsﬂuﬂ’mwmmaagal,wmu"lu
dnwazfeiufUBnsuTadoyadignih
iaueluaudTefirumn [5, 6] miganden
voamsTuTdeyaifuiolu:

swsam’fagaim% Account 89
Trader fignszfumsldamlussninafou
nInNHIAu 2013 ﬂmﬁ'ﬂéu 9,168 Account
ﬁgﬂix&”m'}ﬂ%mu nturhnnsnsavEey
WIARANNSNIEIUTBIsIAY Account mgile
(Manually examined) Lﬁaﬁmﬁamawwﬁﬁ
TasumzLuuUsTiued 9oy 1 ATLULLAY
gnszfunsldaudemguaiiisatesiy
N15%330 W N1sUaeuLlansuseya M3
fisvunzuuuUTsduiiAueg nsunedudn
Uaoy (azifindvans) uaznisiifanglesy
P15z RULAMA ITREFEUAT NENRIIINATT
fintaenil Account ﬁgﬂﬁzﬁumﬂﬁﬁmuﬁmq
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muﬁauisuagj 932 Account e?iqwgﬂﬁ’mum
Thdu L1 wilesnnd 1 Account 7ildgu
nmsvinsauaauglrnduduun@lusening
Founanan 2013 dadu L1 Feusznoy
A8 Fraudster 97W7U 931 Account Wag
Legitimate user 314U 1 Account
Tusumeunismurndoyaiiiufuiy
L1 2zl Account Budulunsyiusu
%’ammﬁmam iosanazuuuyszidud
Account Tuﬂau L lmuuuﬁ]vwﬂwmmsa
m’mmmauawmmmmnu Trader smmau
AL LLuuUswL:uusme Account Iuﬂau L,
mﬂﬁﬂ’] mwaaﬁnmaiﬁ)aumﬁ’mi’mmama
adunudndl Account ’melmuml,mu
Usziiluegadon 1 azuuuiisdusiuiy
3,475 Account Wil Account lvaiganan
legnrmualyidu L, eg1lsinm Account
Tungu L, dszneudaediignssdunislda
U 149 Account waggnmivuaiiiduy
Fraudster e391ng7ignszunislden
mdwiﬂuﬁﬁ'uamzLLuuﬂﬁzLﬁuuaﬂiﬁﬁ’U
Account Iuﬂa:u L
1u%umauwawmmmii'sm’smaua
Wisfind Account Tungu L, ﬁ]uaﬂiﬁmﬂu
Account Lsmul,wammiiwsamauaqu
LA Imamﬂ%mLLuuﬂﬁsLuuwlmumiu
SnwazwulAgInuiunTly Account Tu
nau L, LAENNENSNLEEIAUN YIS
nusamauaMmumauuumwm’m Account
Im‘vﬂm*umLLuuUiuLaJuasmuaa 1 ATLULY
RS0y 233,169 Account Uazgn
uualimdu L, Welauduiussening
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Initial accounts O O

ACCOUD’( ma&ﬂuﬂau L L el L wensle
(ﬂﬂﬂ']‘W‘Vl 2

L accounts

L accounts

L; accounts

Al 2 Srdutuaudiniustes Account flog
Tungy L, L, uas L,
3.2 N13a3NIATOYIAIN

TurAseaduiliiansaianiodne
éi’mumﬂﬂss%fasflaﬂﬂsqsﬂﬁu%a-su’mﬁuaa
wiiae Account ielHlun1sns79du Inflated
reputation fraud Fududsnnsfidnwae
wWuieatuiuildluanddefiniuun [4-6,
31] MnduinsAuIn k-core, CW uay
ND we4isiag Account Lﬁmﬁ]’m k-core gn
NUIHUTEANSAMIUNIIMTIATU Fraudster
[2, 6] WAz CW gnnuinanansadleLiisein
Precision Iﬁqﬁumﬂﬂfiwmﬂ%ﬂ,ﬁm k-core
[5] WeiilUsunsu Pajek nesdu 3.13 [32] 16
gninldlunisaiensmimsetedinusiy
TasuAANEn sz veanTeds
Fap 18un k-core uaz CW 1ilosann Pajek
Iegniuntuuitelilumsianisiadetie
Fapuiifivmnelng [10, 32] uenanidady
geAwITeyn e lian e Ul unud

Lal@enndiseglalasluidaelddne



aelunsvhadetiedsauiignasnedy
2INN1Y133N35N500-118 usiay Node
wamadiagiusiaz Account Mdauiiulednng
Usryaosulatl warisiay Edge Midonlois
2 Node 119138 fUMARIDI8NITINTTUANT
Fo-vefiintusewin Account v 2 Tnei
usiaz Account insueuazuuuliBsiuLas
ﬁUﬂWEJ‘ViéJ\‘H]’mLﬁ%ﬁ]guﬂﬂiﬁﬁl,ﬁuﬁjﬂﬁiuﬂﬁ
Fo-118 wasiiieanaududouvaaedots
Fadugnasfunzuunsening Account T 2
111nn71 1 Azl Edge AatugsErinais
2 Node azlsigniisndnluluedetng dwsu
nsafaetetieTenIsgInTINNISEe-1e
aelusuideatuiity Account favandi
oglungu L, L, uaz L, azgﬂLﬁuLﬁﬂlﬂiu
LATBYIUIIENITFINTIUNITFD-VIEAINAT?
TR AeETE Y Edge Fafussiunziun
filfusnan Account fleglungu L, uae
L, L%ﬂiﬂ}uﬂﬁv\ll,ﬂ%aﬁdwé’mén AN
nEsEUNMsaLA3aTBRdImUINILY
LA3aUNEUSENBUAIY 237,576 (932 + 3475 +
233,169) Node way 348,259 Edge Wil
\ndoneiignasnstuillinsounquie Edge
vosszFuAzuLLAnTUNMEndnTuil 31
nInyIAd 2013

Foyaiignirusiadeyalaensld web
crawler §ANNATBUARLENAMENTULHNY
goafiaudu (Neighbor feature) laun
Sunusziuaziuuiildiuannsvingsnssy
(The number of received ratings) 314U
$19M353n33UAgNENLEN (The number

Neighbor Feature

NIATIVINSITNTBU L TDENTERADUNAT
CRMA Journal

of cancelled transactions) LLazﬁJJuﬁlL’%laJ
auldauivlednisuseyaseulall (Joined
date) vausiay Account faunendsn
Lfﬁasu"mQﬂﬁ%’ﬂﬂﬁﬁuasjwaauyﬁiﬁl,lﬁaLrﬁaﬁdm
aanamazgniluldlunsduinen k-core,
CW uay ND vesusiay Account fieglung
L, uaz L, 1i8e97n Account ‘ﬁlagﬁluq&ju L,
gninunlilumsasraesetieisaieldly
n135AIWIRd ND U89 Account ﬁagﬂumju L,
hay L, LﬁﬂﬁuLwﬂajﬁmfmmamqaiﬁilﬁau
Uuwes Account fieglungu L, visiiaay
Fuiusszring Account wazifieutihuniely
w3tnedanuanunsonansldianing 3

Neighbor Feature

= o o & '
A9 3 AUAUNUS I¥NIN9 Account WAy
WiautuY

U7t 14 (2559) vol1a (2016) T1
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3.3 Aa1unaInnaIgyeiouy 1y
(Neighbor Diversity)

Tudunounisfiuins ND vasusay
Account wean3UR (Attribute) attr A
gmﬁamﬁaﬁwlﬂiﬂﬂumsﬁwmm 9Nt
Account ﬁa%mgﬂLLﬂaaaﬂLﬁussﬁU%wmq
PN attr ﬁgmﬁaﬂmﬁﬂmm Tngnuua b
x Munefawsay Account ieutuves x
A9 Account Viﬁ'}ﬁﬁﬂﬁmmi%a—maﬁu X
uazloUAzLUUUSEIUIAAU x agetioy 1
ATWUY fualy r AesiuiumzuuuTiuday
Account la5uannn1suseLiiuniendeain
Lﬁ%’«u??umsﬁﬂqiﬂﬁumﬁs‘ga—ﬁma N0 <r
wd Account %gﬂ%’mlﬂuﬁzﬁu{’fuﬁ 1
50 x 2% < r < 50 x 21 W& Account a
Qﬂ%’ﬂiﬁuizﬁwguﬁ i Toefl i > 1 fviuali
n udunumessesiutuuay pit) Wudnd
yosduieutnves x Mgninliluszev
Fuit ith daduannsamvuadeulyduy
aunnsandinenanslael
Osp[(x)sl, fori=lton (1)

27 p =1 2)

33,1 AnamIuaInNvaeveiou
VA IsoUlnsUuas Shannon (Neighbor
Diversity Based On Shannon’s Entropy) Tu
nsAIUIad ND w09 attr 1agla Shannon’s
Entropy Wnusie NOS e lunnseunn
ND U94Usazuann3tig attr @1115amuun
Suaunsmendineanslée
ND == Y31, p()log,(p (X)) (3)

T2 3 14 (2559) VOL.14 (2016)

3.3.2 ATUIUAITUNAINUATIEVD
\outusie3s Naive Bayes (Neighbor
Diversity Based On Naive Bayes) Tunns
Awaeu ND ved attr Ingld Naive Bayes wnu
#e NDys gahilunsiuias ND wesudaz
wonv309 attr anansarvuaduaunismia
adnAandlasail
NG =TT, p.0o @)

4. ﬂqi{%\iﬁ'lﬂ'ﬁﬂﬂﬁailtlﬁ&’waﬂqi
nagau
yadoyaiignlunisvinnisisuiiiou
Usvanznmuas NOS uay MO lusmy
Foatvildudoyayaioatufufildlua
Jevea Lin uaz Khomnotai [7] daidu
%}amuaﬂ’l’iﬁ’lfﬁﬂ’i’iuﬂ’l‘i%@—"ﬂﬂﬂﬁlﬁﬂ%ﬂﬁﬁﬂﬁ
lgnsauswanniulednisussyaseulay
Ruten (www.ruten.com.tw) f45188z1880
lsresureliudnlunoudu yateyadangn
iiusgnoude 4,407 Account Taedl 1,080
Account \Uu Fraudster wag 3,327 Account

L))

Ju Legitimate user

4.1 MI589FIMSNAasd

msmé’ﬂmﬂLa%éumiﬁ'miw‘ﬁmga
wiaz Account azfian SauausERUATLULT
195UNNn3vgInTIn I1WIUTINITTINTIY
fignenian wazTuiiGuduldauiuvlednng
Uszyaeaulatl k-core, CW, NDE™ e N
{losan Suusziupzuuldsuannsyh
ganssy Wuueavtiiduszansningaae
Tun15m59939v Fraudster lusuideans
Lin wag Khomnotai [7] fetiugf3delddn
donuaansdadnsnarudulennsing attr



eanldlunnsina NOS uay Ny
Tusuddoatull dmvdunsmadeunisnga
JU Inflated reputation fraud Fraudster
Aideiienldlusunsy Weka Faduwandus
Iumsﬁﬂmzﬁaﬁa;&aﬁmmmﬁmﬂ%&mﬁ
Tneluidernlgane [26] wazidenldoanesiiu
Tunsduwundnuiuausanasyiulaun Jas
decision tree (J48), Neural Networks (NN),
kag Support Vector Machine (SVM) N
Wennsussananatdunuu 10-fold cross-
validation TILNAENEINANSNAGBUANSE
wEnglERImI3e 1-91579 6 919 NDS wamads
ND v8381uaussfunzuuuiildsuainnisy
qsﬂﬁuﬁgﬂﬁﬂmm‘lmfﬁ Shannon entropy
waz NDne Lansda ND 999110UssAuAs U
fil#suannisviganssuiignAuialaeds
AMuazidures Naive Byes

4.2 nanI1sNaaeulseansnIn

HAN1SNAARUUTENOUAI18E0IE U
duusnldiiies ND %39 Naive Tunisasna
Classifier HaNIINAGBUN1TNTIAIU Inflated
reputation fraud lnglddaneiain Jas, NN
LAy SYM uameland m1519 1 91519 2 uay
A5 3 AUAIAY ﬁgqﬁwamsmaauﬁﬁﬁqm
Viﬁuml,wiazé’aﬂ@%ﬁmsgmmmﬂuﬁmm

d a a U
A15199 1 Useansanwes J48 Tun1smsaadu Fraudster
Taannsly ND, %38 ND

NIATIVINSITNTBU L TDENTERADUNAT
CRMA Journal

A15199 2 Useansnmwea Neural Network Tunis
#5799U Fraudster Inan1sly ND, 9158 ND, 4

Input Accuracy Recall Precision Fi-
(%) measure
NDs 83.1405 0.7620 0.6287 0.6890
NDyg 80.1225 0.6611 0.5833 0.6198

A1919% 3 UszAnsnImues Support Vector Machine
lun1sm9399u Fraudster Tagn sy ND,

n3o N DNB
Input Accuracy Recall Precision Fi-
(%) measure
NDs 83.1405 0.7306 0.6358 0.6799
NDyg 82.0286 0.6648 0.6254 0.6445

Tunisneaevdludiaeddis k-core
wag CW éafuﬁu ND, #3@ NDy 5 Tun1sadns
Classifier 19N MNWATENHUINLERSLA
Wiudnnsldanu k-core Saufu CW gheidia
Useandnmlun1sns239u Fraudster [5] Wa
NIINAADUNIINTIIU Inflated reputation
fraud laglgdana3iu J48, NN wag SVM
LaAIlART M1 4 M9 5 LATAITIN 6 AW
S Tsilnansnadeuiinfiaaiivesusaz
danesiiuazgnuanaduianu

Input Accuracy Recall Precision F1-
(%) measure
NDs 84.1843 0.8019 0.6420 0.7131
NDyg 84.2523 0.7880 0.6467 0.7104

U7 14 (2559) voL14 (2016) T3



13A5IVINT ISR BUNIBTRENTEATRUNA
CRMA Journal

A15197 4 UszanSanwag Jas Tun1snsiadu Fraudster
a5l k-core wag CW 51U ND, 9159

NDNB
Input Accuracy Recall Precision Fi-
(%) measure
k-core+ 85.8180 0.8731 0.6590 0.7511
CW+NDg
k-core+ 85.4323 0.8380 0.6596 0.7382
CW+NDyg

M1519% 5 UseanSanves Neural Network Tunns
A57999U Fraudster lnen1sid k-core wag
1 U Gl
CW 373U ND, %38 ND, 5

Input Accuracy Recall Precision Fi-
(%) measure
k-core+ 83.7758 0.7787 0.6386 0.7017
CW+NDg
k-core+ 82.3690 0.6685 0.6328 0.6502
CW+NDyg

M99 6 UszANEn1mYee Support Vector Machine
Tun15m5799U Fraudster lngnsls k-core wag
CW 32uifu ND, %38 ND,

Input Accuracy Recall Precision Fi-
(%) measure
k-core+ 84.4112 0.7685 0.6551 0.7073
CW+NDg
k-core+ 82.9816 0.7407 0.6299 0.6809
CW+ND,g

T4 3 14 (2559) VOL.14 (2016)

5. 2AUS1gHANITNARDY

dlovnsSeufisunanisvaaeuly
drufigesitunanisneaeuludiufinianud
dlofinsyianusauiu k-core waz CW 998
UYSuugeuszansanlinisdnuunlaiiies
Enteewinty waliAnAuulunseiiaty
Anannisldanudanesiy 148 (agsening
1.1800% uag 1.6337%) NN (2g5¥1ing
0.6353% Uy 2.2465%) uag SVM (ag
$91919 0.6353% Waz 0.9530%)

6. dJUNA

sAdeatuifiteldussgnduuain
Aeafuaunainaneveuiiout1uves
SRR Wion5993U Inflated
reputation fraud L%Uiﬁvﬁﬂiwuaaauiaﬁ ol
HId8Ldentd Shannon entropy wagAY
11aziduves Naive Byes TunsAuauay
wannuanevesiioutu WiedumsAnuids
Uszandnnlunisns1adu Fraudster 989
Wdesis anuanisnageuUsEansawly
NNSTUANUIINITAIUIUAIUNAINRATY
Youfioutuie3s Shannon entropy
Useandnmlunsswunladniinisaiuan
AIUMaINaIEYe L ilauT U8 EAIY
Wnazdures Naive Byes Liisadntos &4
wand L ALIIS AMSAUIMANNAIN AN
yoieutunigodsivsyansamlunis
§un Fraudster filn@desiu



a a

7. AARNTIUUTTNA
Tunissndumudseatuiilasunis
AtUAY RN UITLAIN The National Sci-
ence Council of Taiwan (R.O.C.) nuls
Grant 102-2221-E-155-034-MY3 9av8UAM
Dr. Jun-Lin Lin Associate Professor in
Department of Information Management,
Yuan Ze University, Taiwan (R.O.C.) ‘17{15
nsau A wuzdlunsAiuwIteauY

¥
av Ao

Weldusegann

8. UIFIUIUNTAU

(1) D. Houser and J. Wooders, "Reputation in
Auctions: Theory, and Evidence from eBay.'
Journal of Economics & Management Strategy
vol. 15, pp. 353-369, 2006.

(2) J. C. Wang and C. Q. Chiu, "Detecting Online

Auction Inflated-Reputation Behaviors Using

Social Network Analysis," in Annual Conference

of The North American Association for

Computational Social and Organizational
Science (Online Publication, http://www.casos.

cs.cmu.edu/events/conferences/2005/2005_pro-

ceedings/Wang.pdf). Notre Dame, Indiana,
USA, 2005.
3) D. H. Chau, S. Pandit, and C. Faloutsos,

"Detecting Fraudulent Personalities in Networks

of Online auctioneers," in Proceedings of the

10th European conference on Principle and

Practice of Knowledge Discovery in Databases:
PKDD 2006, Berlin, Germany, 2006, pp. 103-114.
(4) S. Pandit, D. H. Chau, S. Wang, and C. Faloutsos,

'Netprobe: A Fast and Scalable System for
Fraud Detection in Online Auction Networks,"
16th
conference on World Wide Web, Banff,
Alberta, Canada, 2007, pp. pp.201-210.

in Proceedings of the international

®)

©)

)

(8

@

(10)

an

(12)

(13)

(14)

NIATIVINSITNTBU L TDENTERADUNAT
CRMA Journal

J. C. Wang and C. C. Chiu, "Recommending
Trusted Online Auction Sellers Using Social
Network Analysis," Expert Systems with Applications,
vol. 34, pp. 1666-1679, 2008.

C. Chiu, Y. Ku, T. Lie, and Y. Chen, "Internet

Auction Fraud Detection Using Social Network
Analysis and Classification Tree Approaches,”
International Journal of Electronic Commerce,

vol. 15, pp. 123-147, 2011.

J-L. Lin and L. Khomnotai, "Using Neighbor
Diversity to Detect Fraudsters in Online Auc-
tions," Entropy, vol. 16, pp. 2629-2641, 2014.
C. E. Shannon, "A Mathematical Theory of
Communication," The Bell System Technical
Journal, vol. 27, pp. 379-423, 1948.

L. C. Freeman, The Development of Social

Network Analysis: A Study in the Sociology of

Science. Canada: Empirical Press Vancouver,
2004,
W. d. Nooy, M. Andrej, and V. Batagelj,

Explore Social Network Analysis with Pajek.

New York: Cambridge University Press, 2005.

M. Zhang, "Social Network Analysis: History,

Concepts, and Research," in Handbook of

Social Network Technologies and Applications,
B. Furht, Ed., ed: Springer US, 2010, pp. 3-21.
S. P. Borgatti. (1998, 28/07/2013). What is
Social Network Analysis? Available: htto.//www.
analytictech.com/networks/whatis.htm

C. H. Yu and S. J. Lin, "Fuzzy Rule Optimization
for Online Auction Frauds Detection Based
on Genetic Algorithm," Electronic Commerce
169-182, 2013/05/01

Research, vol.
2013.
L. Garton, C. Haythornthwaite, and B, Wellman,

13, pp.

"'Studying Online Social Networks," Journal of
Computer-Mediated Communication, vol. 3,
1997.

U7 14 (2559) vol14 (2016) T5



13A5IVINT ISR BUNIBTRENTEATRUNA
CRMA Journal

(19)

(16)

(a7

(18)

(a9

(20)

2n

(22)

(23)

76

V. Batagelj and M. Zavez8nik, "An O(m) Algorithm
for Cores Decomposition of Networks," arXiv
preprint ¢s/0310049. pp. 1-10, 2003.

V. Batagelj and M. ZaverSnik, "Fast Algorithms
for Determining (Generalized) Core Groups in
Social Networks," Advances in Data Analysis
129-145, July

and Classification, vol. 5, pp.
2011,

J. R. Quinlan, C4.5: Programs for Machine

Learning: Morgan Kaufmann Publishers Inc.,
1993.

|. Usta and Y. M. Kanfar, "Mean-Variance-
Skewness-Entropy Measures: A Multi-Objective
Approach for Portfolio Selection," Entropy, vol.
13, pp. 117-133, 2013/10/28 2011.

J.-L. Lin, "On the Diversity Constraints for
Portfolio Optimization," Entropy, vol. 15, pp.
4607-4621, October 2013,

J. Han, M. Kamber, and J. Pei, Data Mining

. Concepts and Technigues, 39 ed ed. USA:

Morgan Kaufmann, 2012,
Y. Sahin and E. Duman, "Detecting Credit Card
Fraud by Decision Trees and Support Vector

Machines," in The International MultiConfer-

ence of Engineers and Computer Scientists
2011, Hong Kong, 2011, pp. pp.442-447.

H. S. Shah, N. R. Joshi, A. Sureka, and P. R.
Wurman,
and Shill Detection," in WEBKDD 2002 - Mining

Web Data for Discovering Usage Patterns and

"Mining eBay: Bidding Strategies

Profiles. vol. 2703, O. Zaeane, J. Srivastava, M.
Spiliopoulou, and B. Masand, Eds., ed: Springer
Berlin Heidelberg, 2003, pp. 17-34.

D. H. Chau and C. Faloutsos, "Fraud Detection
in Electronic Auction," presented at the
European Web Mining Forum, held as part of

ECML/PKDD, Porto, Portugal, 2005.

U9 14 (2559) VOL.14 (2016)

(24)

(25)

(26)

(27)

(28)

(29)

(30)

@n

(32)

W.-H. Chang and J.-S. Chang. "An Effective
Early Fraud Detection Method for Online

auctions," Electronic Commerce Research and

Applications, vol. 11, pp. 346-360, July—August
2012,

F. Gorunescu, Data Mining: Concepts, Models

and Technigues: Springer, 2011,
I. H. Witten, F. Eibe, and M. A. Hall, Data

Mining : Practical Machine Learning Tools and

Techniques, 3 ed. USA: Morgan Kaufmann,
2011,

M. Morzy, "New Algorithms for Mining the

Reputation of Participants of Online Auctions,”

in Infernet and Network Economics. vol. 3828,
X. Deng and Y. Ye, Eds., ed: Springer Berlin
Heidelberg, 2005, pp. 112-121.

M. Morzy, 'Cluster-Based Analysis and
Recommendation of Sellers in Online Auction,”
Computer Systems Science and Engineering,

vol. 22, pp. 279-287, 2007.

Z. Bin, Z. Yi, and C. Faloutsos, "Toward a Com-
prehensive Model in Internet Auction Fraud

Detection," in Hawadii International Conference

on System Sciences, Proceedings of the 41%
Annual, 2008, pp. 79-79.
C. H. Yu and S.-J. Lin, "Web Crawling and

Filtering for On-line Auctions from a Social

Network Perspective," Information Systems and
e-Business Management, vol. 10, pp. 201-218,
2012/06/01 2012.

S.-J. Lin, Y.-Y. Jheng, and C.-H. Yu, "Combining

Ranking Concept and Social Network Analysis
to Detect Collusive Groups in Online Auctions,"
Expert Systems with Applications, vol. 39, pp.
9079-9086, 2012.

V. Batagelj and A. Mrvar. (2013, Pgjek and

Pajek XXL — Program for analysis and visualiza-

tion of very large networks: reference manual
version 3.13).




