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WireShark Sniffer in Offensive

Information Warfare

Abstract

Offensive Information Warfare (OIW)

involves in capturing data packets from

opponent hosts connected to public

network.  The captured information will

be used for analyzing, testing, decoding,

or attacking opponent hosts.  This paper

describes a case study of applying one

of the sniffers called WireShark to capture

packets form the simulated network.  It

also explains the fundamental of installing

WireShark and how to use it in OIW.

Experimental results show the applicability

of WireShark in capturing data necessary

for operation in OIW.

Key words : Information Warfare, packet
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1. ∫∑π”

 ß§√“¡ “√ π‡∑» (Information Warfare)

À√◊Õ„π∑“ß∑À“√‡√’¬°«à“ ªØ‘∫—µ‘°“√¢âÕ¡Ÿ≈¢à“« “√

(Information Operation) ‡ªìπÕ’°¡‘µ‘¢Õß°“√∑”

 ß§√“¡ ÷́Ëß¡’º≈∑”„Àâ¡’§«“¡‰¥â‡ª√’¬∫µàÕªØ‘∫—µ‘

°“√‰¡à«à“®–‡ªìπ∑“ß°“√∑À“√ °“√‡¡◊Õß ‡»√…∞°‘®

À√◊Õº≈∑“ß¥â“π —ß§¡ [2] ‰«√å™“√å§ (WireShark)

‡ªìπ‚ª√·°√¡ª√–‡¿∑ π‘ø‡øÕ√å∑’Ë„™â„π°“√«‘‡§√“–Àå

√–∫∫‡§√◊Õ¢à“¬ ¥â«¬°“√¥—°®—∫·æÁ§‡°Áµ∑’ËÕ“®¡’

¢âÕ¡Ÿ≈ ”§—≠ [3] ‰«√å™“√å§æ—≤π“ ¡“®“°æ◊Èπ

∞“π¢Õß‚ª√·°√¡ π‘ø‡øÕ√å∑’Ë¡’™◊ËÕ‡ ’¬ß§◊Õ Ethe-

real ´÷Ëß„™â‰≈∫√“√’Ë GTK+ „π°“√ √â“ß à«π

µ‘¥µàÕºŸâ„™âß“π„π‚À¡¥°√“øî° ·≈–‰≈∫√“√’Ë

libpcap „π°“√¥—°®—∫·≈–°“√°√Õß·æÁ§‡°Áµ

‚ª√·°√¡‰«√å™“√å§∑’Ë√—π„π‚À¡¥µ—«Õ—°…√‡√’¬°«à“

Tshark ́ ÷Ëß∑”ß“π„π≈—°…≥–‡¥’¬«°—π°—∫ tcpdump

À√◊Õ snoop ÷́Ëß “¡“√∂„™â„π°“√®”·π°, ¥—°®—∫

°“√Õà“π/‡¢’¬π‰ø≈å ·≈–°“√°√Õß·æÁ§‡°Áµ

°“√¥—°®—∫·æÁ§‡°Áµ‡ªìπ°“√°√–∑”∑’Ëº‘¥

°ÆÀ¡“¬ À“°¡‘‰¥â√—∫Õπÿ≠“µ„ÀâªØ‘∫—µ‘ ‡π◊ËÕß®“°

‡ªìπ°“√≈–‡¡‘¥ ‘∑∏‘¢Õß°“√√—∫/ àß¢âÕ¡Ÿ≈ºà“π

√–∫∫‡§√◊Õ¢à“¬ (æ√–√“™∫—≠≠—µ‘«à“¥â«¬°“√

°√–∑”§«“¡º‘¥∑’Ë‡°’Ë¬«°—∫§Õ¡æ‘«‡µÕ√å 2550)

√“¬≈–‡Õ’¬¥‡æ‘Ë¡‡µ‘¡¢Õß°“√„™âß“π‰«√å™“√å§

 “¡“√∂¥Ÿ‰¥â®“° [1]

2. °“√µ‘¥µ—Èß‰«√å™“√å§

  „π à«ππ’È®–°≈à“«∂÷ß°“√µ‘¥µ—Èß‰«√å™“√å§∫π

Ubuntu À√◊Õ≈‘πÿ°´å∑–‡≈ 7 Õ¬à“ß‰√°Áµ“¡

‚ª√·°√¡‰«√å™“√å§ “¡“√∂§Õ¡‰æ≈å·≈–√—π‰¥â„π

√–∫∫Õ◊ËπÊ ‡™àπ Linux (‡«Õ√å™—Ëπ 2.0 ¢÷Èπ‰ª),

Solaris, FreeBSD, NetBSD, OpenBSD, Mac

OS X, HP-UX, Irix, AIX, À√◊Õ Win32 («‘π‚¥« å

98, NT, 2000, ·≈– XP) ‡ªìπµâπ √“¬≈–‡Õ’¬¥

°“√µ‘¥µ—Èß®“°´Õ√å ‚§â¥∑—ÈßÀ¡¥Õ¬Ÿà„π‰ø≈å INSTALL

„π‰¥‡√Á°∑Õ√’Ë¢Õß´Õ√å ‚§â¥ ·≈–¡’§”·π–π”∫“ß

 à«πÕ¬Ÿà„π‰ø≈å README.<OS> „π‡Õ° “√π’È®–

°≈à“«∂÷ß‡©æ“–°“√µ‘¥µ—Èß®“°‰∫π“√’Ë∑’Ë§Õ¡‰æ≈å¡“

·≈â«¥â«¬°“√„™â§” —Ëß apt-get ∫π√–∫∫ªØ‘∫—µ‘°“√

Ubuntu

2.1 °“√µ‘¥µ—Èß∫π Ubuntu À√◊Õ≈‘πÿ°´å∑–‡≈

°“√µ‘¥µ—Èß∫π Ubuntu À√◊Õ ≈‘πÿ°´å∑–‡≈

π—Èπ “¡“√∂µ‘¥µ—Èß‰¥â®“°‰∫π“√’Ë∑’Ë¡’æ√âÕ¡„Àâ

 ”À√—∫µ‘¥µ—Èß¥â«¬ apt-get ¢âÕ¡Ÿ≈æ◊Èπ∞“π ”À√—∫

°“√µ‘¥µ—Èß¡’¥—ßπ’È

Ô ≈‘πÿ°´å∑–‡≈ TLE 7.0 ‡§Õ√å‡π‘Ë≈‡«Õ√å™—Ëπ

2.6.17-11

Ô ¡’°“√‡™◊ËÕ¡µàÕ°—∫Õ‘π‡∑Õ√å‡πÁµ ·≈–µ—Èß§à“

/etc/apt/source.list ∂Ÿ°µâÕß ‡æ◊ËÕ„Àâ “¡“√∂

¥“«πå‚À≈¥‰ø≈å∑’Ë‡À¡“– ¡ ·≈–‡ªìπ‡«Õ√å™—Ëπ≈à“ ÿ¥

Ô „™â‚ª√·°√¡ wireShark 0.99.3a

Ô §Õ¡‰æ≈å¥â«¬ GTK+ 2.10.4, GLib 2.12.3,

‚¥¬„™â libpcap 0.9.4, °—∫ libz 1.2.3, ·≈–

libpcre 6.4, ‚¥¬‰¡à„™â UCD-SNMP À√◊Õ Net-

SNMP ·≈– ‰¡à„™âµ—«‡≈◊Õ°§à“ Lua

Ô µâÕß¡’°“√·°â‰¢‰≈∫√“√’Ë¥â«¬°“√·æÁ∑™å

(patch) Shared Object libdatrie-0.1.1

„π°“√µ‘¥µ—Èß„Àâ‡√‘Ë¡µâπµ‘¥µ—Èß‰«√å™“√å§¥â«¬

°“√„™â§” —Ëß

sudo apt-get install wireShark

‡¡◊ËÕµ‘¥µ—Èß‡ √Á®„Àâ∑¥≈Õß√—π¥â«¬§” —Ëß„π

§Õ¡·¡π¥å‰≈πå À√◊Õ®“°‡¡πŸ¢Õß√–∫∫«‘π‚¥« å

sudo wireshark -i eth0

‚ª√·°√¡®–æ¬“¬“¡‡√‘Ë¡°“√∑”ß“π¥â«¬°“√

· ¥ß‚≈‚°â¢Õß‰«√å™“√å§·≈â«À¬ÿ¥∑”ß“πæ√âÕ¡∑—Èß

√“¬ß“π¢âÕº‘¥æ≈“¥„π°“√√—π«à“ Segmentation

Fault ·≈–‚ª√·°√¡®–À¬ÿ¥∑”ß“π (‡©æ“–„π

√–∫∫ªØ‘∫—µ‘°“√ Ubuntu ·≈–≈‘πÿ°´å∑–‡≈) „Àâ

∑”°“√·°â‰¢µ“¡¢—ÈπµÕπ„π∫∑µàÕ‰ª
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2.2 °“√·°â‰¢ªí≠À“ Segmentation Fault

‚ª√·°√¡‰«√å™“√å§„™â‰≈∫√“√’Ë·∫∫‰¥π“¡‘§

(Shared object) ¢Õß Libdatrie1 ´÷Ëß¡’√“¬ß“π

«à“¡’ªí≠À“„π°“√„™â‰«√å™“√å§∫π Ubuntu ·≈–

≈‘πÿ°´å∑–‡≈ 7 ( ÷́Ëßæ—≤π“¡“®“°æ◊Èπ∞“π¢Õß

Debian ‡™àπ‡¥’¬«°—π)  à«πÀπ÷Ëß¢Õß«‘∏’°“√·°â‰¢

‰¥â§”·π–π”®“°‡«Á∫‰´µå2 ´÷Ëß‰¡à‰¥â„Àâ§”Õ∏‘∫“¬

°“√·°â‰¢„π·µà≈–¢—ÈπµÕπ∑’ËºŸâ„™â∑—Ë«‰ª®– “¡“√∂

ªØ‘∫—µ‘‰¥â ¥—ßπ—ÈπºŸâ‡¢’¬π®÷ß‰¥â∑¥≈Õß·≈–·°â‰¢„Àâ

‚ª√·°√¡ “¡“√∂∑”ß“π‰¥âµ“¡√“¬≈–‡Õ’¬¥¥—ßπ’È

Ô ¥“«πå‚À≈¥´Õ√å ‚§â¥¢Õß Libdatrie ®“°

‡«Á∫‰´µå¢Õß Debian

Ô ¥“«πå‚À≈¥·æÁ∑™å ”À√—∫·°â‰¢®“°

‡«Á∫‰´µå http://research.crma.ac.th/2549/im-

ages/1/15/Patch

Ô ∑”°“√·æÁ∑™å (·°â‰¢´Õ√å ‚§â¥) patch

-p0 < patch

Ô §Õ¡‰æ≈å libdatrie „À¡à

Ô ‡ª≈’Ë¬π‰ø≈å /usr/lib/libdatrie.so.0.0.0

„Àâ‡ªìπ‰ø≈å∑’Ë§Õ¡‰æ≈å„À¡à¥â«¬§” —Ëß cp datrie/

.libs/libdatrie.so.0.0.0 /usr/lib

®“°π—Èπ®÷ß®– “¡“√∂„™âß“π‰«√å™“√å§ ‰¥âµ“¡

ª°µ‘¥—ß· ¥ß„π√Ÿª∑’Ë 1

2.3 °“√„™âß“π°—∫‚ª√‚µ§Õ≈ IPv6

√–∫∫ªØ‘∫—µ‘°“√∑’Ë π—∫ πÿπ‚ª√‚µ§Õ≈ IPv6

‰«√å™“√å§®–æ¬“¬“¡§âπÀ“™◊ËÕ‚Œ µå®“°¢âÕ¡Ÿ≈„π

·æÁ§‡°Áµ ¢Õß IPv6 ¥â«¬«‘∏’ Reverse Name

Resolution À“°‰¡àµâÕß °“√„Àâ‰«√å™“√å§∑”‡™àπ

π—Èπ„Àâ√—π¥â«¬µ—«‡≈◊Õ° ç-né ‡æ◊ËÕªî¥°“√∑”ß“π¢Õß

Name Resolution √«¡∂÷ß°“√·ª≈ß MAC ·Õ¥

‡¥√  ·≈– TCP/UDP/SMTP æÕ√åµ„Àâ‡ªìπ™◊ËÕ À√◊Õ

„™âµ—«‡≈◊Õ° ç-N mté ‡æ◊ËÕªî¥°“√∑”ß“π¢Õß name

resolution  ”À√—∫∑ÿ°‡≈‡¬Õ√å·Õ¥‡¥√ ¢Õß IPv4,

IPv6, ·≈– IPX À“°µâÕß°“√„Àâ‡ªìπ§à“ª√‘¬“¬„Àâ

‡ªî¥‰¥Õ–≈ÁÕ°¢Õß çPreferencesé „π‡¡πŸ çEdité

‡≈◊Õ° çName resolutioné ·≈â«ªî¥°“√∑”ß“π

¢Õßµ—«‡≈◊Õ°∑’ËµâÕß°“√ ®“°π—Èπ„Àâ§≈‘° çSaveé

·≈â«§≈‘° çOké À“°µâÕß°“√§Õ¡‰æ≈å‰«√å™“√å§

‚¥¬‰¡àµâÕß°“√°“√∑”ß“π°—∫·æÁ§‡°Áµ IPv6

„Àâ„™âµ—«‡≈◊Õ° ç--disable-ipv6é ‡¡◊ËÕ√—π‚ª√·°√¡

ç./configureé °àÕπ∑’Ë®–§Õ¡‰æ≈å (‰«√å™“√å§¬—ß

 “¡“√∂‡ÀÁπ·æÁ§‡°Áµ¢Õß IPv6 ·µà®–· ¥ß‡ªìπ

·Õ¥‡¥√ ·∑π™◊ËÕ)

3. °“√„™âß“π

3.1 °“√„™âß“π∫π Linux

„π°“√¥—°®—∫·æÁ§‡°Áµ¥â«¬‰«√å™“√å§, tcp-

dump À√◊Õ‚ª√·°√¡Õ◊Ëπ∑’Ë„™â‰≈∫√“√’Ë¢Õß libpcap

„π√–∫∫ªØ‘∫—µ‘°“√≈‘πÿ°´å (Linux) ‚ª√‚µ§Õ≈

¢Õß·æÁ§‡°ÁµµâÕß‰¥â√—∫ °“√ π—∫ πÿπ®“°‡§Õ√å‡π‘Ë≈

¥â«¬ À“°‰¡à¡’°“√ π—∫ πÿπ¥—ß°≈à“«®–‡°‘¥¢âÕ§«“¡

¥—ßπ’È

modprobe: canût locate module net-

pf-17 in ç/var/adm/messagesé, or may get

messages such as socket: Address family

not supported by protocol

®“°‚ª√·°√¡ª√–¬ÿ°µå∑’Ë„™â‰≈∫√“√’Ë¢Õß

Libpcap „π°√≥’π’ÈºŸâ„™âµâÕß§Õ¡‰æ≈å‡§Õ√å‡π‘Ë≈

„À¡à‡æ◊ËÕ„Àâ¡’µ—«‡≈◊Õ° CONFIG_PACKET  ”À√—∫

‚ª√‚µ§Õ≈·æÁ§‡°Áµ´÷Ëß„™â  ”À√—∫‚ª√·°√¡

ª√–¬ÿ°µå‡æ◊ËÕµ‘¥µàÕ‚¥¬µ√ß°—∫Õÿª°√≥å‡§√◊Õ¢à“¬

‚¥¬‰¡à¡’‡πÁµ‡«Õ√å§‚ª√‚µ§Õ≈„¥‡ªìπµ—«‡™◊ËÕ¡

1http://pclab.nectec.or.th/wiki/index.php/OLPC\THAILAND\Developer\Forums
2http://www.neutron.in.th/node/42
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°“√ àß¢âÕ¡Ÿ≈¢Õß·æÁ§‡°Áµ®“°‡§Õ√å‡π‘Ë≈‰ª

¬—ß‚ª√·°√¡ „™â∑√—æ¬“°√„π°“√§”π«≥¢Õß´’æ’¬Ÿ

§àÕπ¢â“ß Ÿß ¥—ßπ—Èπ°“√°√Õß·æÁ§‡°Áµ‚¥¬‡§Õ√å‡π‘Ë≈

°àÕπ‰¥â ®–‡ªìπ°“√™à«¬≈¥‡«≈“∑’ËµâÕß Ÿ≠‡ ’¬‰ª (·µà

∂â“‰¡à¡’°“√„™â°“√°√Õß ª√– ‘∑∏‘¿“æ¢Õß°“√ àß

¢âÕ¡Ÿ≈·æÁ§‡°Áµ®–¡’§à“‡∑à“°—π„π∑—Èß Õß°√≥’)

3.2 °“√„™âß“π∑—Ë«‰ª

√Ÿª∑’Ë 2 · ¥ß°“√∑”ß“π‡¡◊ËÕ‡√‘Ë¡ —Ëß„Àâ¥—°

®—∫·æÁ§‡°Áµ ®“°Õÿª°√≥å‡§√◊Õ¢à“¬∑’Ë°”Àπ¥ ÷́Ëß

Õ“®‡ªìπ lo, eth0, eth1 ‡ªìπµâπ À√◊Õ∑—ÈßÀ¡¥

°Á‰¥â ºŸâ„™âß“πÕ“®√Õ„Àâ‰«√å™“√å§ “¡“√∂¥—°®—∫

·æÁ§‡°Áµ‰¥â®”π«πÀπ÷Ëß‡æ◊ËÕ„Àâ “¡“√∂π”¢âÕ¡Ÿ≈

¡“«‘‡§√“–Àå‰¥â ‡¡◊ËÕ∂÷ß‡«≈“∑’ËµâÕß°“√·≈â«„Àâ°¥ªÿÉ¡

çÀ¬ÿ¥é ‰«√å™“√å§®–ªî¥Àπâ“µà“ß‡≈Á° ·≈â«°≈—∫‰ª

 ŸàÀπâ“µà“ßÀ≈—°¥—ß· ¥ß„π√Ÿª∑’Ë 2

√Ÿª∑’Ë 3 · ¥ß°“√· ¥ßº≈°“√¥—°®—∫¢Õß

‰«√å™“√å§ ́ ÷Ëß®–· ¥ß®”π«π ‡«≈“ µâπ∑“ß ª≈“¬

∑“ß ‚ª√‚µ§Õ≈ ·≈–¢âÕ¡Ÿ≈‡æ‘Ë¡‡µ‘¡¢Õß·µà≈–

·æÁ§‡°Áµ ‡¡◊ËÕ§≈‘°‰ª∑’Ë·æÁ§‡°Áµ„¥Ê ‰«√å™“√å§®–

· ¥ß¢âÕ¡Ÿ≈∑’ËÕ¬Ÿà„π·æÁ§‡°Áµπ—Èπ„π à«π≈à“ß¢Õß

Àπâ“µà“ß„π√Ÿª·∫∫‡≈¢∞“π ‘∫À°·≈–√À— ·Õ °’È

(´÷ËßÕ“®„™â¥—°®—∫√À— ºà“π∑’Ë‰¡à‰¥â∂Ÿ°‡¢â“√À— ‰¥â)

√Ÿª∑’Ë 2 ‚ª√·°√¡‰«√å™“√§å‡√‘Ë¡¥—°®—∫·æÁ§‡°Áµ

 ”À√—∫‡πÁµ‡«Õ√å§Õ‘π‡∑Õ√å‡ø ∑’Ë‡≈◊Õ°

√Ÿª∑’Ë 1 ¿“æÀπâ“®Õ°“√„™âß“π‚ª√·°√¡‰«√å™“√å§
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„π°“√¥—°®—∫·æÁ§‡°Áµ®“°√–∫∫‡§√◊Õ¢à“¬

µâÕß√—π‰«√å™“√å§„π∞“π–‡ªìπ root ¢Õß√–∫∫

§Õ¡æ‘«‡µÕ√å∑’Ë„™âß“π À√◊ÕµâÕß¡’ ‘∑∏‘„π°“√

§«∫§ÿ¡Õÿª°√≥å√–∫∫‡§√◊Õ¢à“¬∑’Ë®–„™â („π Ubuntu

®–„™â§” —Ëß sudo √—π·∑π root ‚¥¬ºŸâ„™âµâÕß‰¥â

√—∫ ‘∑∏‘„ÀâÕ¬Ÿà„π°≈ÿà¡∑’Ë “¡“√∂§«∫§ÿ¡Õÿª°√≥å

‡§√◊Õ¢à“¬‰¥â) ºŸâ‡¢’¬π‰¡à·π–π”„Àâ‡´Áµ‰«√å™“√å§

‡ªìπ‚À¡¥ setuid root ‡π◊ËÕß®“°‚ª√·°√¡¬—ß

‰¡à‡ ∂’¬√æÕ ·≈–¬—ß¡’™àÕß‚À«à¥â“π§«“¡ª≈Õ¥¿—¬

Õ¬Ÿà

4. °“√¥—°øíß‚Œ µå‡ªÑ“À¡“¬

„π°“√„™âß“π‚¥¬∑—Ë«‰ª À“°‰¡à√–∫ÿ√“¬

≈–‡Õ’¬¥°“√∑”ß“π ‰«√å™“√å§®–¥—°®—∫·æÁ§‡°Áµ

∑—ÈßÀ¡¥∑’Ëºà“π¡“¬—ß√–∫∫‡§√◊Õ¢à“¬∑’Ë‡™◊ËÕ¡µàÕÕ¬Ÿà

´÷ËßÕ“®∑”„Àâ°“√«‘‡§√“–Àå·æÁ§‡°Áµ∑”‰¥â¬“°¢÷Èπ

‡π◊ËÕß®“°Õ“®¡’·æÁ§‡°Áµ∑’Ë∂Ÿ°∫—π∑÷°‰«âπ—∫À¡◊Ëπ

√“¬°“√ Õ¬à“ß‰√°Á¥’ ºŸâ„™âß“π “¡“√∂°”Àπ¥µ—«

°√Õß (filter) ‡æ◊ËÕ„Àâ‰«√å™“√å§¥—°®—∫‡©æ“–

·æÁ§‡°Áµ∑’Ë¡’À¡“¬‡≈¢‰Õæ’¢Õß‡§√◊ËÕß‡ªÑ“À¡“¬‰¥â

‡™àπ ∂â“·ŒÁ°‡°Õ√å∑√“∫«à“¡’‡§√◊ËÕß„¥‡§√◊ËÕßÀπ÷Ëß„π

√–∫∫‡§√◊Õ¢à“¬¢ÕßÕß§å°√‡ªìπ‡§√◊ËÕß‡´Õ√åø‡«Õ√å

∑’Ë¡’§«“¡ ”§—≠µàÕ°“√‚®¡µ’°Á®–°√Õß‡Õ“‡©æ“–

·æÁ§‡°Áµ¢Õß‡§√◊ËÕßπ—Èπ ´÷Ëß∑”„Àâ°“√«‘‡§√“–Àå

¢âÕ¡Ÿ≈¡’§«“¡ßà“¬¢÷Èπ

√Ÿª∑’Ë 3 ‚ª√·°√¡‰«√å™“√å§· ¥ßº≈¢Õß·æÁ§‡°Áµ∑’Ë¥—°®—∫‰¥âÀ≈—ß®“° —Ëß„ÀâÀ¬ÿ¥¥—°®—∫
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µ“√“ß∑’Ë 1 ¢âÕ¡Ÿ≈¢Õß·æÁ§‡°Áµ∑’Ë¥—°®—∫¥â«¬‰«√å™“√å§

Traffic Captured

First-Last 584,627.56 sec

Avg. packets/sec 1.349

Avg. packets size 106 bytes

Bytes 84,033,815

Avg. bytes/sec 143.74

Avg. Mbit/sec 0.001

µ—«Õ¬à“ß¢Õß¢âÕ¡Ÿ≈∑’Ë‡°’Ë¬«¢âÕß°—∫‡«≈“¢Õß

°“√¥—°®—∫·æÁ§‡°Áµ §«“¡‡√Á«„π°“√¥—°®—∫ §«“¡‡√Á«

‡©≈’Ë¬ ·∫π¥å«‘∏¥å¢Õß°“√ àß·æÁ§‡°Áµ · ¥ß‰«â„π

µ“√“ß∑’Ë 1 ®–‡ÀÁπ‰¥â«à“¢π“¥¢Õß·æÁ§‡°Áµ‚¥¬

‡©≈’Ë¬¡’§à“‡∑à“°—∫ 106 bytes ´÷Ëß‡ªìπ·æÁ§‡°Áµ

¢π“¥‡≈Á°∑’Ë∂Ÿ° àßÕ¬Ÿà∫π√–∫∫‡§√◊Õ¢à“¬¢âÕ¡Ÿ≈ ∂‘µ‘

∑’Ë‰¥â®“°°“√¥—°®—∫·æÁ§‡°Áµ‚¥¬·∫àßµ“¡™π‘¥¢Õß

‚ª√‚µ§Õ≈µ“¡µ“√“ß∑’Ë 2 ÕÕ°‡ªìπ Internet,

Logical-link Control, Address Resolution, IPV6,

·≈– Internetwork Packet Exchange  ®”π«π

·æÁ§‡°Áµ∑—Èß ‘Èπ ª√–¡“≥ 788,000 ·æÁ§‡°Áµ „™â

‡π◊ÈÕ∑’Ë°“√®—¥‡°Á∫‰ø≈åª√–¡“≥ 80 Mbytes

4.1 °“√∑¥≈Õß¥—°®—∫·æÁ§‡°Áµ¢Õß√À— ºà“π

„π ß§√“¡ “√ π‡∑»‡™‘ß√ÿ°®–¡’°“√¥—°®—∫

·æÁ§‡°Áµ¢ÕßΩÉ“¬µ√ß¢â“¡‚¥¬‡©æ“–∫π‡§√◊ËÕß∑’Ë

‡ªìπ‡ªÑ“À¡“¬„π°“√‚®¡µ’ ∑—Èßπ’È‡æ◊ËÕ„Àâ “¡“√∂

‡®“–‡¢â“ Ÿà√–∫∫‰¥â„π∑’Ë ÿ¥ [2] „π°“√∑¥≈Õßπ’È

ºŸâ‡¢’¬π‰¥â ¡¡µ‘«à“¡’‡§√◊ËÕß§Õ¡æ‘«‡µÕ√å∑’Ë‡ªìπ‡ªÑ“

À¡“¬„π°“√‚®¡µ’ ·≈â«„™â‰«√å™“√å§„π°“√¥—°®—∫

·æÁ§‡°Áµ ¢Õß°“√≈ÁÕ°Õ‘π‡¢â“‰ª¬—ß‡§√◊ËÕß ∑”„Àâ

 “¡“√∂¥—°®—∫·æÁ§‡°Áµ∑’Ë‡ªìπ√À— ºà“π„π°“√‡¢â“

‡§√◊ËÕß „π°√≥’∑’Ë‰¡à¡’°“√‡¢â“√À— ¢Õß·æÁ§‡°Áµ®–

 “¡“√∂¡Õß‡ÀÁπ√À— ºà“π„π√Ÿª·∫∫¢Õß√À— 

·Õ °’È‰¥â‡≈¬ ·µà„π°√≥’∑’Ë¡’°“√‡¢â“√À—  ‡™àπ„π

°“√„™â°“√≈ÁÕ°Õ‘π·∫∫ SSH ®–‰¡à “¡“√∂¡Õß

‡ÀÁπ√À— ºà“π‰¥â ·µà “¡“√∂π”¢âÕ¡Ÿ≈„π

·æÁ§‡°Áµπ—Èπ¡“∑”°“√∂Õ¥√À—  À√◊Õ„™â‡∑§π‘§ TCP

Replay „π°“√‡¢â“∂÷ß√–∫∫‰¥â‡™àπ°—π [4]

√Ÿª∑’Ë 4 · ¥ß°“√«‘‡§√“–Àå°√“ø°“√‡™◊ËÕ¡

‚¬ß¢Õß°“√ àß·æÁ§‡°Áµ„π√–∫∫‡§√◊Õ¢à“¬∑’Ë∑”°“√

∑¥ Õ∫ ´÷Ëß “¡“√∂„™â√–∫ÿªí≠À“¢Õß√–∫∫‡§√◊Õ

¢à“¬ À√◊Õ§âπÀ“‡´Õ√åø‡«Õ√å∑’Ë„Àâ∫√‘°“√·°à‡§√◊ËÕß

≈Ÿ°¢à“¬ ¥â«¬‚ª√‚µ§Õ≈µà“ßÊ √«¡∂÷ß≈”¥—∫°“√

‡™◊ËÕ¡µàÕ√–À«à“ß‡§√◊ËÕß∑’Ë√—∫ àß·æÁ§‡°Áµ∑’Ë∂Ÿ°¥—°®—∫

Õ¬Ÿà∫π√–∫∫‡§√◊Õ¢à“¬

4.2 °“√°√Õß·æÁ§‡°Áµ∑’ËµâÕß°“√

°“√µ—Èß§à“¢Õßµ—«°√Õß„π‰«√å™“√å§ ‡æ◊ËÕ„Àâ

¥—°®—∫‡©æ“–·æÁ§‡°Áµ∑’ËµâÕß°“√ ·≈–‡æ◊ËÕ¥—°®—∫

√À— ºà“π¢ÕßºŸâ„™âß“π∑’Ë≈ÁÕ°Õ‘π‡¢â“¡“¬—ß‡§√◊ËÕßπ—Èπ

 “¡“√∂∑”‰¥â‚¥¬„ àµ—«·ª√∑’ËµâÕß°“√≈ß‰ª„π™àÕß

Filter ¢Õß‰«√å™“√å§ ‡™àπ ip.addr==10.134.64.18

‰«√å™“√å§®–∑”°“√°√Õß‡Õ“‡©æ“–·æÁ§‡°Áµ∑’Ë‡¢â“

ÕÕ° ”À√—∫‡§√◊ËÕßπ—Èπ ∑”„Àâ “¡“√∂«‘‡§√“–Àå

·æÁ§‡°Áµ‰¥âßà“¬¢÷Èπ

µ“√“ß∑’Ë 2 ¢âÕ¡Ÿ≈ ∂‘µ‘∑’Ë‰¥â®“°°“√¥—°®—∫·æÁ§‡°Áµ

·∫àßµ“¡™π‘¥¢Õß‚ª√‚µ§Õ≈

Protocol %Packet Packet Bytes

Internet Protocol 55.02 434,013 58,931,251

Logical-Link Ctrl 39.34 310,300 22,414,698

Addr.Resolultion 5.51 43,470 2,607,552

IPV6 0.11 893 69,394

Internetwork 0.02 180 10,800

Packet Exchange
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µ“√“ß∑’Ë 3  µ—«Õ¬à“ß°“√„™âµ—«°√Õß„π‰«√å™“√å§

µ—«°√Õß ¢âÕ§«“¡

Ethernet address eth.addr==

00:08:15:00:08:15 00:08:15:00:08:15

Ethernet type 0x0806 eth.type==0x0806

(ARP)

IP only ip

IP address 192.168.0.1 ip.addr==192.168.0.1

TCP or UDP port is tcp.port==80

80 (HTTP) ||udp.port==80

µ—«Õ¬à“ß°“√„™âµ—«°√Õß· ¥ß„πµ“√“ß∑’Ë 3

°“√°√Õß·æÁ§‡°ÁµÕ“®∑”‰¥â¥â«¬°“√µ—Èß§à“°“√

°√Õß °àÕπ‡√‘Ë¡¥—°®—∫·æÁ§‡°ÁµÀ√◊Õ ∑”°“√¥—°®—∫

·æÁ§‡°Áµ∑—ÈßÀ¡¥∑’Ë«‘Ëßºà“π¡“¬—ßÕÿª°√≥å‡§√◊Õ¢à“¬

¢Õß‡§√◊ËÕß∑’Ë„™â¥—°®—∫∑—Èß ∫—π∑÷°º≈°“√¥—°®—∫≈ß

„π‰ø≈å ·≈â«∑”°“√°√Õß¥â«¬µ—«·ª√∑’ËµâÕß°“√

º≈°“√∑¥≈Õß„π‡Õ° “√©∫—∫π’È‰¥â®“°°“√

ªØ‘∫—µ‘µ“¡¢—ÈπµÕπµàÕ‰ªπ’È

Ô ‡™◊ËÕ¡µàÕ‡§√◊ËÕß‡´Õ√åø‡«Õ√å A ‡§√◊ËÕß≈Ÿ°

¢à“¬ B ‡§√◊ËÕß·ŒÁ°‡°Õ√å C „ÀâÕ¬Ÿà∫π‡§√◊Õ¢à“¬

‡¥’¬«°—π

Ô ‡ªî¥‡§√◊ËÕß‡´Õ√åø‡«Õ√å A ·≈–„Àâ∫√‘°“√

‡«Á∫ telnet ·≈– SSH

Ô √—π‚ª√·°√¡‰«√å™“√å§∫π‡§√◊ËÕß C ‡æ◊ËÕ

¥—°®—∫·æÁ§‡°Áµ‡©æ“–‡§√◊ËÕß‡´Õ√åø‡«Õ√å

√Ÿª∑’Ë 4 °“√«‘‡§√“–Àå°“√‡™◊ËÕ¡‚¬ß√–À«à“ß°“√ àß¢âÕ¡Ÿ≈„π√–∫∫‡§√◊Õ¢à“¬
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Ô ∑¥≈Õß≈ÁÕ°Õ‘π®“°‡§√◊ËÕß B ‰ª∑’Ë‡«Á∫∑’Ë

¡’°“√∂“¡√À— ºà“π

Ô ∑¥≈Õß telnet À√◊Õ ftp ®“°‡§√◊ËÕß≈Ÿ°

¢à“¬ B ‰ª¬—ß‡§√◊ËÕß·¡à¢à“¬ A

Ô ∑¥≈Õß ssh ‰ª¬—ß‡§√◊ËÕß·¡à¢à“¬ A ‡æ◊ËÕ

∑¥ Õ∫°“√‡¢â“√À— ¢Õß SSH

º≈°“√∑¥≈Õß· ¥ß„Àâ‡ÀÁπ«à“ “¡“√∂„™â

‰«√å™“√å§„π°“√¥—°®—∫·æÁ§‡°Áµ ¥â«¬°“√°√Õß

‡Õ“‡©æ“–¢âÕ¡Ÿ≈¢Õß‡§√◊ËÕß‡ªÑ“À¡“¬ ·≈–

 “¡“√∂· ¥ß√À— ºà“π°“√‡¢â“∂÷ß‡§√◊ËÕß·≈–

 “¡“√∂π”‰ª„™âß“π„πªØ‘∫—µ‘°“√ ß§√“¡ “√

 π‡∑»‡™‘ß√ÿ°‰¥â

5.  √ÿª

„π∫∑§«“¡π’ÈºŸâ‡¢’¬π‰¥â°≈à“«∂÷ß°“√µ‘¥µ—Èß

·≈–°“√„™âß“π‰«√å™“√å§‡∫◊ÈÕßµâπ ‡æ◊ËÕ‡ªìπ·π«

∑“ß„π°“√»÷°…“·≈–π”‰ª„™âß“π„π¥â“π ß§√“¡

 “√ π‡∑»‡™‘ß√ÿ° °“√·°âªí≠À“°“√„™âß“π„π

√–∫∫ªØ‘∫—µ‘°“√≈‘πÿ°´å Ubuntu ´÷Ëß¡’ªí≠À“°—∫

°“√‡√’¬°„™âß“π‰≈∫√“√’Ë libdatrie »÷°…“°“√

∑”ß“π¥â«¬°“√«‘‡§√“–Àåº≈°“√¥—°®—∫·æÁ§‡°Áµ

°“√°√Õß·æÁ§‡°Áµ∑’ËµâÕß°“√ º≈°“√∑¥ Õ∫

‚ª√·°√¡‰«√å™“√å§· ¥ß„Àâ‡ÀÁπ∂÷ß»—°¬¿“æ„π

°“√π”‰ªª√–¬ÿ°µå„™â„π ß§√“¡ “√ π‡∑»‡™‘ß√ÿ°

‡æ◊ËÕ„™â„π°“√«‘‡§√“–Àå¢âÕ¡Ÿ≈ ”À√—∫°“√‚®¡µ’

‡ªÑ“À¡“¬∑’ËµâÕß°“√

°‘µµ‘°√√¡ª√–°“»

ß“π«‘®—¬π’È ‰¥â√—∫°“√ π—∫ πÿπ®“°»Ÿπ¬å

‡∑§‚π‚≈¬’Õ‘‡≈Á°∑√Õπ‘° å·≈–§Õ¡æ‘«‡µÕ√å·Ààß™“µ‘

(NECTEC) ·≈–‡ªìπ à«πÀπ÷Ëß¢Õß ç‚§√ß°“√§«“¡

√à«¡¡◊Õ∑“ß«‘™“°“√√–À«à“ß  «∑™. ·≈– √√.®ª√.é

‚§√ß°“√®—¥µ—ÈßÀâÕßªØ‘∫—µ‘°“√‡æ◊ËÕ°“√«‘®—¬¥â“π

§«“¡¡—Ëπ§ßª≈Õ¥¿—¬‡∑§‚π‚≈¬’ “√ π‡∑» √√.®ª√.
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