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WireShark Sniffer in Offensive
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Abstract

Offensive Information Warfare (OIW)
involves in capturing data packets from
opponent hosts connected to public
network.  The captured information will
be used for analyzing, testing, decoding.
or aftacking opponent hosts. This paper
describes a case study of applying one
of the sniffers called WireShark to capture
packets form the simulated network. It
also explains the fundamental of installing
WireShark and how to wuse it in OIW.
Experimental results show the applicability
of WireShark in capturing data necessary
for operation in OIW.
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