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Abstract

The purpose of this research is to create a real-time cyber intrusion detection system using machine learning
to strengthen and enhance cybersecurity within organizations. RapidMiner Studio was used to analyze intrusion
data with 4 algorithms: Decision Tree, Naive Bayes, Random Forest, and Gradient Boosted Trees. The algorithms
were evaluated and compared using the Royal Air Force Cyber Intrusion Detection Dataset (RTAF Dataset) to
determine their accuracy based on precision and recall values. The top 2 from 4 performing algorithms were then
combined using ensemble machine learning techniques. The resulting algorithm was evaluated and compared
based on precision and recall values. The algorithm with the highest performance was then used to create a real-
time cyber intrusion detection system using machine learning. The results showed that the real-time cyber intrusion
detection system using machine learning for strengthening and enhancing cybersecurity in organizations, developed
using a software development process combined with ensemble machine learning-based real-time cyber intrusion
detection using the Gradient Boosted Trees algorithm in conjunction with the Naive Bayes algorithm using the

Stacking technique, can provide prediction results with an accuracy of 99.77% and a precision of 88.59%.

Keywords: Cybersecurity, Cyber intrusion, Machine learning
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Jaya (data visualization)
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Fi1-
Accuracy | Precision | Recall
Algorithms Score
(%) (%) (%)
(%)
Decision Tree 94.98 79.65 58.12 67.20
Naive Bayes 98.11 72.26 94.28 81.81
Random
94.98 80.06 58.04 67.29
Forest
Gradient
99.07 80.24 71.48 75.61
Boosted Trees

1915199 3 wanswani1sUsEiiuNaLaz S e uLigu

UsednSnmuesdanasfiume 4 sanesfiuanunsoagulanad
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wihiuSesaz 99.07 Analuanuiies whiudesas 80.24
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Sane37lu Naive Bayes faaduanuwiu whiudosas
98.11 AnaduAufins wirtudesas 72.26 AadsAIL
s¥dn wihiudesay 94.28 LazARABALaAA WY
Sovaz 81.81

Sana37iu Random Forest fiAadsanuualy Wiy
Soray 94.98 Apduauiiies wihiuSesas 80.06 ALady
ANTEEn Winufesas 58.04 LazA1laRsANLNNa
Wwiniuseeag 67.29

Sane37iu Decision Tree fiAnadsa1nuniy Wiy

Seway 90.98 ARABANUTIEY WinnUSaeay 79.65 ARAY
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AUTEAN iduTesar 58.12 ua 8A1UE90]

Windusoway 67.20 azilu dane3iundaadsauLiy
wazARAEANUTEIanfe sanesiiu Gradient Boosted

Trees

v A 1Y

@f{‘fadﬂvlﬁ ALAandanesviy Gradient Boosted Trees 7
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Naive Bayes waz Random Forest WieUssiiuuazilFoudiou
Auwluvesusazsanesfiu MldaunisinAnanuuliy A1
AL fagudt 10

mﬂgﬂﬁ 10 4anan15a319lunansIFUNITYNINNN
loesuvuidealnildenisiouiveaadssuuusaungy
Uszneude 3 dw §ail

g 1 nsund1deya (input) Men1sandudeyanis
35195M9ReLRIAS RS st ERsNRDSluBIANS
‘i]']ﬂﬁ?uﬁ”lﬂ’li‘\%LLuﬂUi%LﬂVIﬁEJﬂﬂﬂ’]MVlNVLSUL‘UEJ’% Anturi

v ~
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duftaodlddmiumavnaeusanesiiu mntuinmannadey
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d7uf 2 nsas1elueatieuseeiuuseansainves

dane3fiy lneindeyanlimseuliludiun 1 luassluea

v
o o

NUUYNSENLeaaNUUTININsUSTIuLaziUS s uLigu

UseANSNIn ¥999anaSTune 4 9anasyy Usenaunie

'3

lawuesiniign 2 suduliasradulumanuusiungy nans
7AADUUTEANTNNVDIDANDINUNUI Bane37u Gradient
Boosted Trees flAnasnnukiy 5ouay 99.07 wazALRae

ALY Souay 80.24 wagdanasfiu Naive Bayes

Decision Tree, Naive Bayes, Random Forest e Gradient

dAefgAINULLY SpeaY

98.11 LALALRALAINULTNY

[ 4 % '/L s ¥ | & @ (3 L2 a = 5
Boosted Trees ﬂ‘U‘Qﬂ‘U@Qﬁﬂ?iﬁ]i’l%’«]“uﬂ?i‘igﬂjﬂﬁ/l’]ﬂ BLUDT Jo8ay 72.26 vUuLUBg L‘U‘L!G]Qﬂ?jﬂ%? NBANBINUINUA
@ A A Y a e ° Y 1Y =
VDINDANNDINA LWBLABDNDANDINUNITALLUNA YANAIUNIN ANRT NN 4
Row No. Datetime Classify Priority Protocol Source_ip Source_port Des_ip Des_port prediction(Type)
1 Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.107.72.180 58364 119.46.207.161 80 warning
2 Nov 21,2022 9:28:02 AMICT  Potential Corporate Privacy... 1 TCP 8.241.160.254 80 10.107.198.109 63268 dropper
3 Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.107.184.210 55982 119.46.207.161 80 warning
4 Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.229.6.27 57600 103.235.46.245 80 Injection
5 Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.107.184.210 56082 119.46.207.161 80 warning
6 Nov 21,2022 9:28:02 AMICT  Potential Corporate Privacy... 1 TCP 10.233.73.207 48636 142.250.199.35 80 Web_Malware
7 Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.225.36.70 13000 58.97.45.193 80 warning
8 Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.107.72.180 58554 119.46.207.161 80 warning
9 Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.225.39.48 50486 119.46.207.161 80 warning
10 Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.107.72.180 58403 119.46.207.161 80 warning
" Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.107.72.180 58413 119.46.207.161 80 warning
12 Nov 21,2022 9:28:02 AMICT  Potential Corporate Privacy ... 1 TCP 10.228.255.114 52791 188.172.208.135 80 R2L
13 Nov 21,2022 9:28:02 AMICT  Potential Corporate Privacy ... 1 TCP 10.224.38.10 57007 37.252.244158 80 R2L
14 Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.235.224.75 9993 119.46.126.79 80 warning
15 Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.229.6.27 58080 103.235.46.245 80 Injection
16 Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.235.224.75 9993 119.46.126.79 80 warning
17 Nov 21,2022 9:28:02 AMICT  Potentially Bad Traffic 2 TCP 10.233.69.169 8127 119.46.207.161 80 warning
18 Nov 21,2022 9:28:02 AMICT  Potential Corporate Privacy ... 1 TCP 10.224.38.10 56879 185.188.325 80 R2L
19 Nov 21,2022 9:28:02 AMICT  Potential Corporate Privacy... 1 TCP 10.228.255.114 52791 188.172.208.135 80 R2L
20 Nov 21,2022 9:28:02 AMICT  Potential Corporate Privacy ... 1 TCP 10.226.184.162 7804 172.67.75.166 80 R2L
= s
JUN 11 : wateeawe
Classify
Protocol Protocol
Desip <D classity Des_port
Des ip Des ip Des ip Source_ip Classify Des ip
Des_ip L Des_ip Source_port Des_ip Des_ip Des_ip Classity Saurce_ip Des_ip Des_p Source_port

0.160 0141 0.160 0,006 0.148 0.083 0.158 0.099 0.160 oon 0.010 0.160 -0.010 .004 .010 0.008 0.160 0.005 4.010 -0.008

s
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M5 4 : Nan15UTEEILLAEIUTEUTEUAIULINY B98N TINLUUTINNGY

Voting Stacking
Algorithms Accuracy Precision Recall F1-Score | Accuracy Precision Recall | F1-Score

(%) (%) (%) (%) (%) (%) (%) (%)
Gradient Boosted Trees

95.04 76.11 52.26 61.97 99.51 81.00 77.67 79.30
+ Decision Tree
Gradient Boosted

98.99 80.03 71.20 75.36 99.77 88.59 85.90 87.22
Trees + Naive Bayes
Gradient Boosted Trees

95.06 75.83 52.49 62.04 99.51 81.20 78.31 79.73
+ Random Forest

a

dui 3 Le1ne (output) WdaneIiNINaNITUTELEIY

ac Ao a

waztUSouiisunuiuYeILAaz danesiu AL

I3

' i = I3 s <
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v o9
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2 dUFU Aadanesyid

lieanuuriungudelsunsa RapidMiner Studio 89
Hulvsunsuilddmiunmengideyauaznsioudves
\nsesifimnuanansalunsUssananateyauazaiisluing
meadnlagliifosiivnvznsifeulusunsy 91ndurinas
UszidiulazTouiiouninuuduvesisagdanasiuLuy
sunguitldaunisiadianuuiiu Aranuiies dvaaw
588N wagA1AINaIIna [29], [30] AuaNn15h (2)-(5)
sufuansnatodnndenonn3tad “prediction(Type)”
Faguil 11 uazuansddumNd Ay YRS faguil 12

N3V 12 wansdrduanuddnueuenvi3dod wui
Lean3Tad Classify Tanudrfguiniign sesasunfe
womn309% Protocol

MNP 4 ayunamsUssiuiazsUSsuiieua L
vpsdanesiuuuusaungs ¢l Sane3iiu Gradient Boosted
Trees v1N91u3AUSaN037L Decision Tree ldnasinng
Voting fAmdsanuutuniniudesay 95.04 Anadeainy
ies wiriuFesay 76.11 Anadeausydn winiuSesay

52.26 UazAaaunnuana wiiuTesar 61.97 uay Stacking

'
a

fianedvanuuy wirtudosas 99.51 Anadsnaudies
wihiuSosas 81.00 AeAsAusEan WihiuSesay 77.67
LazANRABANNENAA WiuTesay 79.30

danes7iu Gradient Boosted Trees Yiausmiusanas iy
Naive Bayes ldinafianns Voting fifniadsmuuiu wifiu

Seway 98.99 AnaauANUILY WNAUSasay 80.03 ALRAY

105

ANsEdn Wirudesar 71.20 wazAladsaunema
wirifudosay 75.36 uaw Stacking SlAadsmuuly whiy
Lovay 99.77 Aaduauiiios wihiudeuas 88.59 ALady
AwNsEdn wirudesay 85.90 LarAladsANnega
WwiniuSeuay 87.22

danes7iu Gradient Boosted Trees Yinusmiudanasvis
Random Forest 1§nafian1s Voting fiA1adsAa1uuwsl
wihiuSosas 95.06 Anaduanudios wihiusewas 75.83
AadsnusEan wiiuSesar 52.49 uasAnaiunlny
fhana wihfu¥esas 62.04 uag Stacking SiAdsauusiy
wihiuSosay 99.51 Anaduanudios wihiusewas 81.20
AadenusEan WiiuSesas 78.31 uasAnaiunlny
f9nA Seuay 79.73

uansran1sUsEiliulaziUSsuisuauLluYesunay
ganasuwuUTINNGY senitunaia Voting hazinadla

Stacking FagUl 13 wagguil 14 sugndiu
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JUT 13 : mansUssilulazilSeuiisuanuuliuvewsiazdanasnu

wuuTIngumemnata Voting



87.22
79.30 I

Fi-Scare (%)

81.00 8120

Precision (%)

Journal of Engineering and Digital Technology (JEDT)
.67

Vol.12 No.2 July - December 2024
9951
| I |
o I I
Recall (%)

Accuracy (3)

7831 7973

Percentage (%)

B Gradient Boosted Trees + Decision Tree J Gradient Boosted Trees + Naive Bayes | Gradient Boosted Trees + Random Forest

JUN 14 : mansUsEliulasilSeuiisuauusiureusdasdanasiiy

wuuTINgUsemnATla Stacking

NNaNTITUTTINLAzIUSBUTIBUAI NI U ILsAY
danasfiuwuuTINNgumewWalla Stacking wuindanasiiy
Gradient Boosted Trees ¥141u53uiudana3fny Naive
Bayes liuszavisnmgean siradeanuutiu fevaz 99.77
warAnadunLdies fovay 88.59 drumaila Voting Al
Uszansamgegmiduiuidlel#8ane3iu Gradient Boosted
Trees ¥eusaufusaneasiiu Naive Bayes Sianadsniny
wiu $ovay 98.99 uavAadumuiios fovay 80.03 iy
N3a39lAALUUTINNGNAIEEANBS 1Y Gradient Boosted
Trees 191U A USaNDTAY Naive Bayes AlgLnAila
Stacking Ivinan1sUsziliuUseansnmgeanlunisiuiens
dlewSsuiiisutumeiingu o

mntuidelddilumaiinunssdueasuio
UsganSnmgegn luvhasaduszuunsindunisyngnnig

lywesuvuisealnimensioudveaasesdmiviasuasng

P
o
1

AMULTILNTILaETUsEANS A INA1UNISTNEIALTUAS
Uaandeloiuasluadans AunseuIUNISRAILTONALIS

(SDLQO)

5.2) Han 599N UUTTUUATIITUNITYN TN N ITva Uy
FoalnimemaSeuiveunso
ideilumafifinamsuszdiulasiUSeudiouyszavsam
Immagqqmiumﬁ%’aiuﬂ%y’qﬁ Ui lunansaadunsyngn
malsivesuuuFealnisemsiFouveaiouuusungy
5¥13198an8391Y Gradient Boosted Trees iudanaifiu
Naive Bayes fiaginaila Stacking Tinani1suszifiunaz
Wiguiigulsganinmlueaasan {i3edudluenaiing

lasraduszuunsiadunisyngnmeleivesuuuisealngl

106

fensiseudreneses dnsuiaduasiennuudunsauasd
Usgdnsnminunssnnanuduasaendelaiuesiuasing

Felun133deluassliiidelaeenuuussuu dsgun 15

777777777777777777777777777777777777777777777777777777777777777

o 7

RTAF Dataset Feature Selection

0

©

I
| Process 6

Model Building

=]

Ensemble MethogE

I_'_I

|
|
|
|
|
|
|
|
|
|
L__

Back-end 6

Network Traffic

|
Front-end @ @ L

Users

Dashboard

JUT 15 : mamseenuuusEuUnTRdumsynnmsleivesiuy

a 5 v = % =
LﬁEJalV]llﬂ?EJﬂ’]iLﬁEJ‘lJ?UENLﬂi?N

1n3U7 15 wansanuduiusueanszuIunsnsIady
nsyngnmsletuesuvuiBealnsidenisifeuiveunios
dmiuiasuadannuudaunsnazivszdnsaindiunis
SnwanusiunsUaendelaveslussdng eglsi szuui
Usznauneduuseneuiiinifiunnsnetu 5 daudeluid

daudl 1 Input Ao Funsumsthdeyaiildannisdniy
1oYaN139519INNABUAIABTIINTFUUATITUAITYNIN
nalgiuas (IDS) vesrudleiuasnasineniadgszuy
(mnewan 1) Minturhnsdaidenaudnuasdeya (feature
selection) 1ilevinsidendeyafifinuanuaziinsaniny
ABINTVDINTOBNUUY (HN8LaY 2) mnﬁ?uﬁwmmﬂqneju
Joya (data preparation) \ievinsnaaeudaeds 10-fold
cross-validation d1agutsteyasenidu 2 drude Train
Set way Test Set 81w 10 dawwin 9 fu Taensivdsy
Yntoyanaaou Fausteudl 1 uremeaeunazaui 2 fs
9 1Huyadmiunisiiousluauisyanaasudiui 10 uay
il 1 8 9 WWuadmuniadoud ievhaunsu 10 ass
uazthArLusiugeINs wernaifldiammnmeaiad

(BU8LaY 3)



@il 2 Process Lunszuaumsaislunansiadunis
yngnmaletuesuuuiSealnifienisSouivesaiesse
TUsun sy RapidMiner Studio az149ana3fiun1sdnuun
Toyan1synIn 4 dane3fiu Usenaumesanesiiu Decision
Tree, Naive Bayes, Random Forest Wag Gradient Boosted
Trees UazUszdlulaglUS sUMEUANIUILTRA Az ANeS X
(maneiay 4) Mntuaidneaussamleuia 9ndaneiiiu
fiaUsiflutasiUSsuiisumnuusiuvesusazsanesiud
gsgalulvaaduluealvidnemadansiSeuiveeios
WUUTINNGY wazn1TUseiliukasUSuLiiuUseansam
Luna (Mungiaw 5)

gl 3 Output WunszvuMsluaafivhmsesnuuy
wazn1sUsziluuaziuTeueuUssansnmluinaiseusey
wilvegluguuuuneuluinis muneiav 6) uazads
gudeyailoifiunanisnsadunisyngamaletuesiuy
BoalvsishensBeuivesaiesuuusungy (neiav 9)

dwil 4 Back-End 1lunszuaumssndudoyanisasnas
MIABNIIADTIINTEUUATIVFUNITUNINMISLBLULT (IDS)
(Mg 7) mﬂﬁy'uﬂ’]‘ﬁa;&aﬁaﬂéndalﬂé’qizwuamﬂ?{au
fosa (REST APD (nanetaw 8) tilevinsiiaszsivsziam
msyngnvnslatued l519gnui szuulanideudeyaazi

Y o’ o d' o ' o
NBUMN LﬂumaﬂaqﬂluﬂqiLLaﬂLUa ﬂuwaﬂuaigquﬁiuLﬂaﬂUig‘UU

Dashboard

= & akgeln maonue

Journal of Engineering and Digital Technology (JEDT)
Vol.12 No.2 July - December 2024

uanidsudoyannduimaildinnisieseivssamms
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