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ABSTRACT

The protection of personal information stored in the database of a web application is critical.
Currently, securing personal information, especially passwords, has been introduced with the hash function.
The hash function is a mathematical algorithm used to encrypt data in a single way that cannot be easily

decrypted into original data. However, comparisons are used to verify the correctness of the data. In general,
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when encrypting a user's password, each web application will select a unique hash function or algorithm.
The software has not been designed to provide the ability to easily modify the algorithm. The researchers
found that the design pattern was used in good software design, with the "Strategy Pattern" being one of
the key patterns of design patterns that can be applied in software design with a wide range of algorithms
to choose from and support the freely modified algorithm to suit each situation. In this research, the
researchers were interested in applying design patterns, both "Strategy Pattern" and "Factory Method
Pattern," in the design and development of software in the section of hash functions, providing a wide range
of encryption and instance selection of the hash function. The research results indicated that the system
was flexible in changing and adding new hash functions to handle user password storage with multiple hash
functions and also made passwords much more secure by adding complexity to system penetration

compared to a single hash function.
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flaffunsiauuy SHA512 BCRYPT MD5 SHAL iudu uazdeitadedug fivilsssuuiienudaende wu nmidu
Foyaidudlunoufiagriinisusy (SALT) masmunduiusouvesduneunsues wagsnutusiveansnae
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szuvanunsnUiulsmienssldiietu Tasamedgmrlumaisuuamieususdaneiiuvesilerdunesy a1n
M3Anw19U3Te Rashidi (2012) Ailduiiaueiisafunisii Strategy pattern ulddan1stunisidendanesiiuves
Herdunsruuulaundn uwidianisUszondlifidaiou uazeraiaiywuilem Strategy pattern unldsuaild
Fisedadlunanlunsuszondldfludunniisudug wnldlunisesnuuusensinng uasiauesuuuunisiamn
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1. NMIPDNUUULINAWIT UATUANNITADNWUY

nseenwuugendwas Wunszurunslunisadununsswuuisdmiulassadauaznisdnszilovves
szuvTeninas Feaziinadestunisdmdulaifenfuandnenssulaesiu luga Sumesive uazdaneifiufavgnld
Tuszuu (Ramasamy et al., 2015)

n3deulusunsuileing (Object-oriented programming: OOP) {wisnsdmsunisasisuuudnaesuas
DONLUUTEUUTENIUAY TeUsznaudtonuaAniiugtureanisiuiodaua (Encapsulation) nsvinlvdayaidy
uwsTI (Abstraction) NM58UNEA (Inheritance) uagn1snansgy (Polymorphism) 38n1sinaniderdundnnis
90nKuY (Design principles) waz n13kinguesddiines (Law of Demeter: LoD) lunguuudies dmsunisesnuuy
iz‘uuﬁ"Lﬁ’umﬂ%auiawaﬁmq (Zotos, 2007) warldlunisesnuuulusunsudfunisanainud usefy
(Dependencies) o438 sutandniaaataniag luszuusensduad Fsgninaueluuves "Principle of Least
Knowledge" finsufjinuilunisdeulén InsfouianivismsFenldusenvesdeuandduilésumlnensiogng
e uarlimsluBenldusenvesdoulandiilunadnsanmaieniusonvesdouianddu dududhmneues LoD
Fomsasnsszuuiiangu fedenmsguainu uasfulugans InsanaruituteduveseaanieSouindlussuy

Watts (2023) nd1dandnnisesniuy SOLID 7 L suadudenlunisiauigensuasuuuing
(Object-oriented software development) Usznauludae 5 Usznas laud 1) udnnisanuduiiaveuiiien
(Single responsibility principle) 2) #&nn15:0n-Un (Open/Closed principle) 3) ndnn1sumifivesdanen (Liskov
substitution principle) 4) nannsuendluneuszau (Interface segregation principle) Wag 5) MANNITNAUAIY
2891138 U o U (Dependency inversion principle) Fegninluldlagimnseonsduiegreunsnatsuaziin
Uslomidatinifanneenduad lnethmdnnisesniuy SOLD Tuldimussuuiidauaudadatulugiusigg sinis
thgs¥nw msveneauanansa msvaaey uazmsiinduinldlvel Digliniseenuuumsideslosesing anns
Fustofuuagiiinanuatunsalun1suigefnen (Osman and Omer, 2018) smdsnisniefinuazniadeulsq
(Cohesion and coupling) Bsfiunmumdndalumstmunaunmaesszuy svmesuanuniidede misaunsaly

N13Un595n1 wagAunseuldeu Uha et al, 2014) lathdlgdunaisudiunsinlunisesnwuuiifuazaiunse
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Wil shlidnimunihaudiesuszaunsaiannyaeaduanldlumsudlydamsunisesnuuuiindrondaiuld
(Bijlsma et al., 2022)

2. Alwdunwaisy

AlgiunaLiisu (Design pattern) Li‘]uﬂmﬁﬂmmﬁﬁgﬂLLUW%@LLUULquﬂuaqmiaaﬂLLUW@V\IG?LL@% Faudu
3Fsuienarannsaliuldlasulamiiint uvesq Tunmswaugenduad Tnemsinaledunmdsululd
onuuy Helisnildnldie uazannsoutluvdevensauldesudangu foiduas msuidgymiiausaiuuy
urAnzngelunseenuuuTendLsilF S unsigiiniussans awluma §oa Flunsudledgmlunis
oonuuumBRleiunaisuiiintulesq folllunisufutssaunmiazaruannsalunisthgsnussugonding
Traule lunssaseifouldn vlilaailassadsiidaiau gangu uazidiladie (Bijlsma et al., 2022) vilvins
WanngendAwsmuledunaiisuiieenuuuitasdassairsimumunn UML fannsaudaaduyaddsionis
Foulusunsudeinglemuanugions asandunulunsiamsendiniuaziigeinu iinanuundedelu
N5EUIUNSHERTENFAWIT (AlHawari, 2022) Talussosinanfiduas doidunsisouslunisesnuuugeniuaiain

Uszaun1salvesfilierngynduuuunudaiau (Ramasamy et al., 2015)
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Alydunaiguiiiunldluanuddeld Ussnoudae Strategy pattern uay Factory method pattern &4l
seandon Tnedaaudsd

2.1 Strategy Pattern

Alovdunaifuiitinagnsuildlunisaiedeuiand unuil danes ety vilfaunsadsunlag

danasnuvsensafiunsvihulalaglidewnluldanisenldnudanesiuvsenisanidunislangun 1

Context strategy Strategy
> =
+Contaxtinterfacel) +Algorithminterfacel)

ConcreteStrategy ConcreteStrategyB ConcreteStrategyC

+Algonthminterface() +Algorthminterface!) +Algonthminterface()

g‘dﬁ 1 UML class diagram for Strategy pattern (Khosravi and Guéhéneuc, 2017)

mﬂg‘ﬂﬁ 1 wanununnAanalnorunsuves Strategy desion pattern @ afin1srinuaiusennisly
Interface v84AATd Strategy 39911115 Implement §aneAMuv8UUsIAT HAIIUABINITLANA 13T UVE
Algorithminterface()

2.2 Factory Method Pattern

AladunaiisuilduendiuvesnisadadeuandesnaineanaiisenldSeuand lnediwsennieluaaia
wihfiadedeuandlul wlvinsaddeuendiaududeou wiaunsadeulineluwseniivhwiifiaddeuians
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nseenuuuLinanudang uarannsaiundnsusilmidnlUlulusunsulaghivihaneyaddaiu @enisiis
AA1EERY (Subclasses) I1WILNN waznaniadefuartaidovesdledunaiisulunisussgndlday (Temaj, 2020)

mAfeildhfledunmdisute 2 wwunussendlumsesnuuunssuiunmsdansstaiulagldilsunes
vannmaneguuuy Sselinisudleuiuusssonduasiiammudamgudmiunsinweulasafefesiani

3. Wenduuay

#lafiduusy (Hash function) Aetlsituiudeyaiiriidudenimwsssun wazasrstomnuvesisnus
yumnsil (Auew) iudeyadseen grltlasyhlulussuunmsiihsiasiainuiiowassimiuduguuuuivasnse
Judmsunmsiafivuaznisisuiioy luudunvesnsdafusiad wlseneudsaumnived Usznoudae
flafuusy n13ugn wag SALT Wumsidiweivdn Sununmudissysiuugesnmssiiunsiiduussdeiiles
iiodnnadusvgnltiiieanananiveanislonfsian fleidunsvursda 1wy PBKDF2 BCRYPT SCRYPT wag
Argon2 nsusdursuduiteriunatlumsinauaziiunudasade @1 SCRYPT uay Argon2 uilarid
wewillduhennudiogiemnn slinsldnuifunugeduassinsuuresnishauusuuidlasfas
14l (Ntantogian et al., 2019)

nsuszgndldanuilsiduneviinisldnuivainuats Wy n1sasaaeunugndesuesdeya (Data
integrity) NM3udsavesIakIY wavaredudidnnsednd (Wudu fafdunevfiden Wy MD5 SHA-1 SHA-256
SHA-512 wazduq lunsldvumsdenldsanesiiviifirnnalasndemuanusiduiasUsunnvesay

BCRYPT iuilsiitunsuiinsiaifamududousgiamnn fimshlulddmiuivsiain uasannsofiue
Afilfiiormuasfuaududouesnisusamaisn (Cost) I Bsen Cost fige madnazdessnuazldiam
1nTu Far Cost anursadiuldiiimnzautuuunvesszuu shlvdanulasadeunninileidunesdug sy
nslaufidhe Brute-Force Attack #odldiaauniu

4. ywAdeiiAeades

U398 Verma and Liu (2003) Ussynald lodunedisy Tunisdiunusudsaldnini (Lesacy code)
nsdlfnweenduisildlunisasnslasatne (Mesh generation software) wusansundledunaiisu drewiiy
mmﬁwq’u (Flexibility) mnuaunsalunisvene (Extensibility) LLazﬂ’mdwﬂummLLa%’ﬂm (Maintainability)
Tnofilidssansznusouszansnmmsvinnuvessendung

91439 Vaghela and Pithva (2016) Wulisuisnilesnuuudsmnumeniduasiledunaiisy dwmsuluga
n13nsraeuAugnies Tagldinsuifnnisdng seuudi semudleduwaisu Yawuramisadnnisi
AudeInstueuAnlaie IrnudavgulasauaIn1salun1sveefive e Unandu

Algdunaiisugnuszdinandseaniamlunisuddymianie wazn1susuussnunImeensdiuls way
gndsmiivluidavesanubangu msthnduanlddn anuannsolunistiseine wagnisueteia n1sUsady
sUuuvumseenuuUREdestunsiesinanseuvesiledunaiisu semnudrglumssiuyads muduluga
uarn1aveesia Tuludsnsinnsaneuanansolumsliynsdssuazanailumsiann (Bilsma et al., 2022)

#anNN15 Open/Close Mvualy Aana (Classes) uga (Modules) wazilaidu (Functions) AI5aELUA
awsavgeanuamnsalduadalaliudly ssduszneunieq awnsalinginssugnuesldlaglldosudly
gosaldniiy vioaananisavanunsavensldiey laglidewilunataies lunsdifidermundsuutas awnse
vgengAnssuveslugamandulasnindildalu Lilvlasnisdsusvadténiiiivhmuldid (Osman and

Omer, 2018)
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91398 Shri and Ravikumar (2018) leiuandliiiudernusnduvesmnudasadelusziuseundinduly
anmwIndexyssranIfaIsIsue uaztauansldlaituney BCRYPT iaiiundnuuasnde 49 BCRYPT dn13
\swaiifianududeugnilulilunsifusiariu Inedidsdinnudangusesiuemanuaziiuanuasnds fe
nsey i lhdenduuseudmsunisasistoyady

TuaAdensfiusevilsddurialndidunisimdnnis soLD wld wu ndnn1s Open/Close lunis
sesfunerilsidulmilaeiilifowilunaailaituusniiifiogud uasdssiiulssansamlneshnsnaaouilaidy
nsviauislusUuuunsaaeusEAUMLae (Unit testing) LagNTMARBUSEUU (System testing) Tun1snmaes
ARelamvuansdnsaRY 2 wuu fe Typel uaz Type2 %4 Typel fio nsudsiawuu BCRYPT way Type2 N3

Wihstiakuy MD5 waglaaniliunisiiiu Type3 Fadinsidnsiauuy Argon2 whluiiialvisesunisidnsiaguuuulng

/N1IAIUNTITY

1. wwaRauazsunaulunsfiun e

TusAdenistasiiiunisniu SDLC Model Tumswaunszuu Tuma SDLC Wunumsedraduszuulu
MsRaLgedLIs s uduluIuau Snsruduvemane | Funeuiinansraiu 1wy Jias1ed senuuy Waun
naasuLaz1gainwszuL e liilamswaunuasmsldnuyszauamdiia deduiaa SDLC enaumnsnfiuly
AulATINITULaze3ANT (Patel, 2023)

Kelection Hash \
/ Function \
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BCRYPT
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' passsword Atrgon2 Factory Method &
e Strategy Pattern

_
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Admin

Hashed Password

U7 3 wwiRalunsdaivsiaiuliiiinudasnsdedienisld Design pattern

9307 3 1Wunsidenilsddunsviivinyansasnislddledunaiisuiiioasessuuiidnnudanguuas
Yaeadulunsdaiusianiuidanunainnatevaauasitaddy Inef Factory Method Pattern T¥lunsidenadng

novoUszanvesavilesiduannsdnesiig [iden du Strategy pattern 19lun1sidnsiansensisaeu
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2. 578a2108ANSALIUNNSIY

2.1 NSAATILHAMUABINITVBITEUY

A v % o
A15197 1 AUABINITNNANUNIATU

Function requirement ID Description Use-Case
FR-01 wglduazimunUsziamaaaenieues Hash  Add user and Select security
type
FR-02 A3Ivae U [fuag a1y Check user validate
FR-03 WasusaruLazUszavaIaenseves Hash Change password and
Security

2.2 N1999NUUUAAIE gm%’aga UATDBNUWUUNTNIU

@

A3deldaniunseenuuussuumsaadlnesinsy ER-Diagram Finaulnezunsy waresnuuuntiiu

Uewiudme Wireframe lneiisiwavidunvesnana daguil 4

JUT 4 Aandlaozunsuvesszuy

2.3 N1999N LLUUﬁ']‘IJ{IIE]ﬁ‘J‘ﬁ

mseanwuugudeyaldasns ER-Diagram ieldlunisdmiudoyadld deguil 5
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2.4 NMSRAUIYINAWS
2.4.1 MsfafaAsoilouazannLInA ey Qﬁ%’ﬂlé’ﬁwmiﬁmﬁnamwLL’méJawi’NG] aelaszuy
UFtRN1s Windows 10 sudifwualiludumeuveanisise Usznaudae n1w PHP a1 Python uiddwines
Apache 103 psflelunsiTsugads Visual studio code 1A3osilolunisnageusefumtag PHPUNIt Tusunsy
nsdansgudieya MySQL Database ua te3asiislunisnaasustuu (Selenium)

<

2.4.2 Msiaugudeya lassasisvesnsslugiudeys Mllsivavidealunisdaivdoya

o '
N A

Usenouse sadld Yeld Sid v uidn1sidnig Useianveawailan Tud sunudiedauniaiiiie
AuUaendy uaz A1 SALT wisldusznaulunsidisdauaznisnsisaaumiugneies 9 SALT Adaiuianvose

Junuunadns (Dynamic) fimsqulunmsasradisialusiusnuaziinisguiuunlminadsifinsidoundadisng

\isiaveld

user_id

al user_name user_email encrypt_passwd security_type user_salt
1111 userl userl@scienceresearch.com $2y$10$qQZUcmalxfrwIB8EILMUGA.0443th1pPRIPaHyvPYTe4... 1 79623406
2222 user2 user2@scienceresearch.com $2y$10$5H2B.x3HS1QYcihMrZVZION6OYGsnOFgFauZYCgHgm... 1 0735a4f2
3333 user3 user3@scienceresearch.com $2y$10$45d6x1uJTWgazqOgvBHIp.HXz0B5ZeQ1BEXnizjmg5B... 1 3fd529a3
4444 user4 userd@scienceresearch.com c6bcdbca094a9329db181e446c147a2a 2 a29c7277
5555 users user5@scienceresearch.com $2y$10$75j98KSBMES5BKSnUJATIOA/0SEbX9mMOwWnTn.FCIchF... 1 0075957f
6666 user6 user6@scienceresearch.com $2y$10$/q1HFWEZNw.qynzsYnhuV.8ytTIZwT5.E.Z8r1Y3LiP... 1 10elblde

JUN 6 Teyalugiudeya

Y

¥y v
Y = W

1n3U7 6 azviulddludiuvessiian i nsriunevilsddunounisdaiu uaz SALT fignadradudy

lailéfarudrdoutu vilvinsdliglddastaiuietuuaslfussilsdtuiontu uinadwsvosstaiiiniadisia
wliimileuu Futaeliszuuimnuuasnfeiutusngae

2.4.3 a519Aa1ad 180191 PHP auflesnuuy aaiaiiludiuvesnisiinuailad dunes

Usznounae EncryptAlgorithm way EncryptTypel Way EncryptType2 WagesUszian fnsldusui ol fudl

wANA19AY Tae EncryptTypel din1slgdleanduugsiwuu BCRYPTEIU EncryptType2 dnslalsndulaviuy MD5

FNUALDYAVDIYAFAAIAITIUNTYAAAN 1 - 2

interface EncryptAlgorithm{
public function encrypt(Spwd,$salt);
public function verify(Spwd,Sepwd,$salt);

iwm?‘qmﬁwﬁﬁ 1 Interface EncryptAlgorithm
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class EncryptTypel implements EncryptAlgorithm{

public function encrypt($pwd,$salt}
Spwd_encrypt = password_hash($pwd.$salt, PASSWORD DEFAULT);
return Spwd_encrypt;

}

public function verify(Spwd,Sepwd,$saltq
if (password_verify(Spwd.$salt, Sepwd))

return true;

}else {

return false;

Sﬁaﬂﬂimﬁﬂgﬁ 2 Class EncryptTypel

Function verifyEncrypt

Get the security type

If the security type is "1"
Set encryption strategy to EncryptTypel
Verify using EncryptTypel with password, encrypted password, and salt
Return the verification result

Else if the security type is "2"
Set encryption strategy to EncryptType2
Verify using EncryptType2 with password, encrypted password, and salt
Return the verification result

Else

Return false (indicating failure or unsupported security type)

End Function

FUAENN 1 N1sMvuAnaensns1sanie Factory Method

nsafiend 1 1 Wumseduigmsvhauvesitanduiildlunisesisaeunasdudunisidnsiaswanu lneil
nsldnagnsnisiihsianiuandsiumulssinnvesenudaendeiseyll drduilazasageulssinnanulasnsie
WAZANLAIENIATIIEOUNALNSNNIINTHE (EncryptTypel %50 EncryptType2) annuuasinistudunionsiadeu

nsiihsasiaiulaeldtoyasaniu sauidnsiaudway SALT minlifinsssyussinvanudasnseiisessu

v
=1

HanduslazAuan false MuneaNuI nsesaaaulidnsanelusessulssinnanudasnionfiivug
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2.4.4 a5 romiivledaudlsesnuuu niinaeniee) Alawamuiniu Wireframes Aldosnuuuli

MUFUT 7 Uay U7 8

Add Account

USER ID Full Name

Email Password

Typel ~ Security Type

Submit

Log In Page |Add Account |Change Security

JUN 7 vy

Change Security

USER ID

New Password

Typel ~| New Security Type

0q_In Page [Add Account |Change Security.

JUN 8 niwdsuwlasUsvianvesnnulaendy

2.4.5 Msandunsmegouszauniie wdsanibaandunswamuiaud leduna iy wan
Fandunisnaasunisiinussaunulelagldilsudsn PHPUNit anelumpang Person UsenouneWendu
Faweluil

1. eridunsraaeugly (checkLogin)

2. Wﬁﬁ‘ﬁ'uﬂ’mﬁmﬂ‘ff (setDataTolnsertAccount)

3, flaidunsidsusiarinuuaranaasnde (switchEncryptTypeUpdatePassword)
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dwdifimsudlaluduvesnsvaaeusedumize waznsvedeuszuy drmuvesnisnaaeuszuulsmaaeuilaidulu
nsuingld asaaseudns wagmsuudsumiutasade WelvlAsmudesiulunislénuszuy Tunsideléi

nsas1eilsiduuenlng (EncryptType3) Mulsiduuavuuu Argon2 fesren1synridad 6
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class EncryptType3 implements EncryptAlgorithm{

public function encrypt($pwd,$salt}
Spwd_encrypt = password_hash($pwd.$salt, PASSWORD ARGON2I);
return Spwd_encrypt;

}

public function verify(Spwd,Sepwd,$saltq
if (password_verify(Spwd.$salt,Sepwd))

return true;

}else {

return false;

]
o o a

F98N13YAANAIN 6 Class EncryptType3 fanduugsuu Argon2

971 Class EncryptType3 1Junisaniunisasneguuuunisidisiauaznisnsivaeuanugnsios lagld

werilenduluguuuures Argon2 vilinsiiuilsidunssuazifonldnisidrsiawuulndldlusyuy

HaN19ITBUAZIANTAING

fAeldsdunmsaisssuusanfinglfidlulussuuiios 6 1ems swelinvesnsidhaais 3 uaglu
nsdif 4 WWendumsaiingliffinmsidrsfaudazssianegnses 2 ems wazdidumsneaeulunsidiszuulng
dudunisideuanudnsmaaeunuusalusiisae Selenium lnglda1w Python lunismaaeuszuu amgud 9
miaseaougliuassianiiu wagldvufinnandlélunadrssuudma 3 afuasviadsvesiaiildlunis

Uszanang

AN5991 2 MsUSEINANaNISNAEeUsTUUlUNISINSEUY

Encryption Type nauseaana (ui)
(Run 6 tests) asadt 1 adait 2 REE Anady
1. EncryptTypel 45.456 45.587 45.966 45.669
2. EncryptType2 44.948 45.235 45.351 45.178
3. EncryptType3 47.980 47.612 47.768 47.786
4. EncryptTypel,2,3 46.215 46.008 46.522 46.248

NS 2 WULT NISTTZUURIENSTNSIALUU MD5 Tdatesfan fe dAwadef 45.178 Juni

q

&

wazn1skdsawuU Argon2 Tiaunniign fie daaded 47.786 Jundl waznisdaiusiarundeuaInaiy
Y2LFYNINTU ANRAEN 46.248 FUIT NIUWT1I1 MD5 danudugaulunisiinsiatasninwuy BCRYPT way
ARGON2 Faiimnudasnsuuinnii wiin BCRYPT way ARGON2 azldiianlunisvinanuuinninuafanunsaiiiy

@

anuvaenseliiusiarulant Wewindilintaifdeddiailunslanfiunntunuldmeuiu
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Aundnn1seenuuuiAinlivisefnvigendudlaie Tnsludemansznulunsuilonates 9a
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mseadalivedldundndmsunisuile wasndnns Interface segregation azwiuléingi 2 wsen Wusondi
drAgludnsiauarasiadeuanugnaieasianiu 91nwan1sIdewiuldinnisesnwuulagld Factory method wae
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LLﬁlmﬁmwwﬁﬁlﬁaﬂLmeLﬁsfm?ugﬂﬁm%um finsBawmilensewinemana Person way dumasina EncryptAlgorithm
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werilsitufissguuuuifior FashliAnanududoulumsfiasdoddnauasaumeigluntsaonstauiniu
ninslduaniewuuiien
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