2.398. 1. 44(2) 384-397 (2559) KKU Sci. J. 44(2) 384-397 (2016)

N1SNUTEANSAINTEUUATIIUNITYUNIN TUNTINBIAIULIUAY
5% v o
VI']QI“(ILU'E)’SW’J‘EJE‘UUW@VI
Enhanced Efficiency of Intrusion Detection Systems

with Honey Pot in Cyber Security

a 6
a55ana Usuadng
INFYUNNPIANTZUAT UNINGRETIVAYNITZUAT VWY NFUNWT 10220

E-mail: auttapon.p@pnru.ac.th

unAnge

mATmsiiilssansamszuuaTtunsyngnlumsinwanuiunmsleue fieduinen
thiauemsanunmsyngniedetelagliguiinenlunismasnde mirnan vieideauy gungnlallilond
Tuiirieausianeg Tunislaudsuuuunsufiasnisinisiiuinng 3 uuuuldun TCP Flood, UDP Flood
way ICMP Flood Tnesuiinenagldiusunsu Honeyd lunissiasspsosneufinmesuioiniosusivneli
ogluunufandetneifesnisazinmanuvasadelaodmualiilifinsldnulniioduaznisinwaig
Uaansieguuuudun s?imﬂ%izwﬂmﬁumﬁqﬂqﬂLLaz%’uﬁwawLVi”n%Mﬂﬁ%’ﬂMﬂﬂ@Jﬂﬁ@@ﬁyLf-ﬁmha
drussuuaratunisyngnaderisarldlusunsu snort  Tnslusunsuiaunagimuluguuuy Open

Source BgUUTEUUUHUANT Linux 3NKaN1sMagaun1slaufdInseuuiasadieniely uaznguanves

v a

AfedilRlEEmaiussans amsruunsadunmsyngnlumsinwenusunsmslawesidethsud
wonvihauImAUsEUUATIIduNIsYngn Taenislaudiussuuiaiedionau Sanudsdlunisgnloud
TndiAssszuuieetnsuaulfans uaznislanduuy TCP Flood figmsnsnsiadunsyngnligeaniile
Wisuisufunslanfuuu ICMP Flood  #ifigasinmansiadunisyngnlunislaufiiiuszuuiaiedine
melusnsiu 33.75% uazloufriiuszuuinietioniousnanaiu 53.47% tumnedddunisinwiai

Supanslues azdesdinisdesiunislaufiuuy TCP Flood wagnislaufiainaieludaidunsneuiniian



e NMSANTINYNFERS U, U 44 L@aun 2 385

ABSTRACT

This paper presents how Honeypot can help enhancing the efficiency of the Intrusion
Detection Systems (IDS) in cyber security. Honeypot will distract, delay, or deviate hackers from
attacking the computer network. There are three attacking technique which cause Denial of
Service (DOS), delay or deviate: TCP Flood, UDP Flood and ICMP Flood. Honeyd, a part of
Honeypot will be used to create a virtual computer or a virtual server within a particular
secured network, without firewall or any other forms of security. Only Honeypot will be
deployed on the network, while the Snort program will be used on IDS. All programs will be
developed as Open Source on Linux OS. As a result of test on the internal and external network
attack, we found that we can enhance the efficiency of the Intrusion Detection Systems (IDS) in
cyber security by using Honeypot. The attacked rates on LAN network and WLAN network were
not much different. However, comparing TCP Flood attack and ICMP Flood attack, TCP Floods
attacked rate was 33.75% higher on internal network and 53.47% higher on external network
than ICMP Flood attacked rate. In conclusion, TCP Flood attack and all forms of internal attacks

are most harmful in cyber security.
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S| cmprood | 362 | 396 | 390 | 386 | 176 | 3as | 338 | 390 | 398 | 390 | 3576 | s6.2a
g TCPFlood | 600 | 594 | 600 | 600 | 582 | 568 | 576 | 602 | 732 | 576 | 603 | 94.84
g UDP Flood | 372 | 384 | 380 | 396 | 392 | 292 | 344 | 196 | 404 | 398 | 3558 | 55.96
% ICMP Flood | 390 | 392 | 396 | 400 | 400 | 202 | 400 | 372 | 400 | 400 | 3752 | 59.01
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4.2. wan1snaasalssulisunislaud
AYUDALATOUY

nsi3suniisunislaufiiadosuivne
wazduinentanuunaunazuuunaulianeain
AYUDNLATEVIY LALTLUULASDINEWAY AAY
dedumsgnlaudlndifesszuuindetiouauliany
wagAslaNALuyU TCP Flood f8ms1n1snsaadule
geEalunnNImaaes Tnaanzognedanisnsiadu
msqﬂgﬂLf‘iaﬁmﬂ%é’uﬁwaﬂuszwuaumLaaia

M99 9393uUsEINN 400.2 wWiniin Jadurgean

WollSeuieuiun1standkuy ICMP Flood 13
dn3ININTIITUNISUNINTREanluYNN1sVAGeY

Tagnistdduiinenlussuunauiiaadenns

(3 < =< 1 1

AT93UUTTUIU 186.2 WNNLAR T9p911U 53.47%

v

wazAidAgaziiuladnduiineniisnuiunis
asdulduinniinsdiladduiinenluwnunnnig
vaaesudiadessiuldifuussana 7 % dwdu

n1sduduladnduiinenaiuisadisvasndey
il

UszaamsialunislaufiaSasnivnelaagiq

Uszansnm aanlawanatilunisnai 2

aseii 2 Wisuiisunanislaufuuunieuen
External Attack
Time Average
Attack

1 2 | 3 | a | s 6 7 | 8 | 9 | 10| Total | (%)
= TCP Flood | 400 | 400 | 400 | 402 | 400 | 400 | 400 | 400 | 400 | 400 | 4002 | 100
<
; UDP Flood | 200 | 200 | 200 | 200 | 200 | 200 | 200 | 200 | 200 | 200 | 200 50
S
& | IcMPFlood | 186 | 186 | 186 | 186 | 186 | 186 | 186 | 186 | 186 | 186 | 186 | 46.48
% TCP Flood | 400 | 400 | 400 | 400 | 400 | 400 | 400 | 400 | 402 | 400 | 4002 | 100
é UDP Flood | 200 | 200 | 200 | 200 | 200 | 200 | 100 | 100 | 100 | 200 | 170 | 42.48
% ICMP Flood | 188 | 186 | 186 | 186 | 186 | 186 | 186 | 186 | 186 | 186 | 186.2 | 46.53
o | TCPFlood | 400 | 400 | 400 | 272 | 404 | 400 | 400 | 400 | 400 | 400 | 387.4 | 968
% UDP Flood | 130 | 200 | 200 | 200 | 200 | 200 | 200 | 200 | 200 | 200 | 193 | 48.23
S| cmpFlood | 200 | 188 | 184 | 182 | 180 | 184 | 180 | 184 | 184 | 178 | 1844 | 4608
g TCP Flood | 400 | 360 | 400 | 402 | 400 | 400 | 400 | 400 | 400 | 400 | 3962 | 99
g UDP Flood | 200 | 200 | 200 | 200 | 200 | 200 | 200 | 200 | 200 | 200 | 200 | 49.98
% ICMP Flood | 184 | 182 | 184 | 184 | 182 | 182 | 182 | 182 | 184 | 180 | 1826 | 4563




396

KKU Science Journal Volume 44 Number 2

Research

5. @3Unan1snaasg
nslaufnuulrasnisliuinigain
aglufidrmiunismsrndunisyngniuinniinis
Teufiannniegueniadesiudsvuia 48.3% 1y
mnedanisldisinedifiensnssuuiadetie
pondudiug wilinsldlnsieaanaziivun
AautAruAuUaenielagfusviwesaunse
anlon1alunislasduuuugiasnisiiuinisany
Usrasdsesainiasuddnsldegnunn uazgnis
Tufkuy TCP Flood @13113005333UNsynsnta
unfigmiudumee TP tnslneoaiduldsunnu
fon nsliuinis wazdnisldnuvenaiauitng
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a1efi$Imauannndt 100 1A3ed nadnsveenIs
NAaITEIINNLAY waztauliatvaziiandisiu lng
nsasaduluaievisnaulfaisaziia1tdosnin
wietewauilesannalnnisearsveuauldane
WJuluu Carrier Sent Multiple Access/Collision
Avoidance (CSMA/CA) (Alshami, I.H., Ahmad,
N.A. and Sahibuddin, S., 2014) §afunisdeans
v039Unsall3a8uuy Half Duplex na1afoassas
T¥nsuanidesnisuvesdyaaiifinisdenaly
N1399ADEYDIA Y QYINTIUIUNIN Snvedionaiin
Jayminissuniudyyiu wiensaymiguss
Fuanaszninanisieansiiany Soiliinadns

Y2INT15LAURATNLAINNAITT NI1N1SHBANT U

wsetsuaudslnalnnisdeansiuu Full Duplex

nanfAelifesndnidgenisvuvresdyyinly

desdygrauninin wavidrfgaziulainfiedins
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