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A Gap Analysis of Compliance with Information Security

Measures against ISO/IEC 27001:2022 and Technical

Vulnerability Assessment Companies A

Rungtawan Prasanitl, Supawat Seawuel, Narin Panawasl’*, Chiraphorn Chomyim1

ABSTRACT

This project aimed to evaluate the compliance of information
security measures against ISO/IEC 27001:2022 standards and conduct
technical vulnerability assessments of the operating system and
application programs of Company A. Study user satisfaction with the
system, employing a 10-step methodology and utilizing tools such as
OpenVAS for vulnerability assessment and a satisfaction assessment
questionnaire. The sample group comprises 3 system administrators,
selected through a targeted approach. The findings reveal that
Objective 1 has been achieved, and overall user satisfaction ratings are

good, with an average score of 4.33 and a standard deviation of 0.57.

Keywords: Information security, ISO/IEC standards, Technical

vulnerabilities of operating systems

J. Sci. Innov. Sustain. Dev. (2023)

Published Online: 31 May 2024
ISSN: 2730-3829

Rungtawan Prasanit'

1Faculty of Information Technology,
Sripatum University at Chonburi

(64704955@chonburi.spu.ac.th)

Supawat Seawue'
1Faculty of Information Technology,
Sripatum University at Chonburi

(64709025@chonburi.spu.ac.th)

Narin Panawas’
1Faculty of Information Technology,
Sripatum University at Chonburi

(narin.pa@chonburi.spu.ac.th)

Chiraphorn Chomyim1

1Faculty of Information Technology,

Sripatum  University  at

(chiraphorn.ch @chonburi.spu.ac.th)

c orresponding Author
Received date: 21 March 2023
Revised date: 7 May 2024
Accepted date: 16 May 2024

Vol 5 | Issue1 | June 2023

Chonburi



Journal of Science Innovation for Sustainable Development
https://ph01.tci-thaijo.org/index.php/]SISD/index

RESEARCH ARTICLE

N1501593USZAUANMUFIAAADININTNNTINHIADIUNUA

UaaangasaumaAiisunuunggiy ISO/IEC 27001:2022

KAZNIINTIVFDULRINNINIIMATAYDITZUUUHUANITUTEN A

¥ 1 a <

s a 1 1Y 14 1,* a 21
Sangdu Usgaln, gadand uegla, usums wunna, 39nsal Yudy

unAnga

Tassnuiliinguszasdiiio 1) anaussidiunuaonadewnnsnis
fnwnnusiunsUaon fuasaumaisufuunsg i ISO/EC 27001:2022
warN1395I3deUYeInINIwnAtinvessruuUjuinisuaslusunsy
wonwAladu U3t A waz2) Anwianufiawelavesildeszuy 1aeilis
MsAne1 10 Funeu wnsesdleildlunisinw Ussneude OpenVAS uaw

wuuUssiiiuanuiianela nqudiiegeild fenquiauassuy 31 3 Au
TANMEIENITRUUARIE S RAMIANYINUIY ABUINQUILERT 1 Lagkaan
nmsUszliuanuiianelalagsineglusedud ldAnafesiiiiu 4.33 uagen

Weuuansgiuiniu 0.57

Published Online: 31 wewn1Au 2567

ISSN: 2730-3829
s a 1
Sanzdu Uszain
1 a
anzmaluladansaumne
A e A o
WINedersUNL Ienunvays

(64704955@chonburi.spu.ac.th)

v ¢ X1
Andanl ugle
1 a
anzmaluladansaumne

A e A a -
WMInendeAsuny Meuntay3

(64709025@chonburi.spu.ac.th)

a 1,*
uSuns wurna
1 a
anznAluladansaume

A e A -
WINerdersUny Inenunyays

ANdnAtY: AL UAIUABANBATAWNA, U1MTF1U ISO/IEC, Yadlninig , ,
@ “ (narin.pa@chonburi.spu.ac.th)

wAllAvasEuuUURN"S
Srnsal vuby'
"nauzinaluladansaumea
UINEAEASUNY INeNuntays

(chiraphorn.ch @chonburi.spu.ac.th)

‘Corresponding Author

Recevived date: 21 fiunnu 2566
Revised date: 7 weuwn1Au 2567

Accepted date: 16 waun1AU 2567

J. Sci. Innov. Sustain. Dev. (2023) Vol 5 | Issuel | June 2023



RESEARCH ARTICLE

Journal of Science Innovation for Sustainable Development
https.//ph01.tci-thaijo.org/index.php/|SISD/index

1. uni

[

usimn A luflruaunzvays dnsidnumaluladaisaunasiuiuuinieldlunisaniuanu wazidu

q

v
Y a a Y a s

USENNHANTUAILEIUEUR LN VLS ENERARSnouATuIReluLazsaUsena Usenaunumaluladd

U U

o v

anuivthegernidieliAnanudss wazdvanausuaiuiuasasnioansauma iolviduladn
psAnsiimsUImsiansmnuiunsasafevesdeyaansaumaiinzan MsnsIaUsTfiuaNaonades
WA sinnasuasaendua saumaisuAUINnsgIUL ISO/IEC 27001:2022 Wagn15nsIvdeutesius
ManAtiaveIssuuUuRn1g warlusunsuweundinduazelesnnsiianunseriniaznsnuisgedniLay
wuaUFuUgTesesdng WdludumasmsinvauiuasUasafoansauna uasvosimanaieves
FEUUATAUNA
anfdmilddavinlassnmsnsieusziliunnuaenadesnninisinunrsiuasase fuan saumne
Wieufiug1nsgu ISO/IEC 27001:2022 LLﬁzﬂ’limi’Jﬁ]ﬁ@Uﬁ@dIWj%NLWﬂﬁﬂ%@dizUUUﬁﬁam?ﬁu ilovitie
waluladansaumaldimadnsannisdndueu TlFlunsiauvuusanasnsinsanuiiuag
Uaensvansauna wavuilutedlninunalinresssuvasauna aenndoinuu1nsgiuaina ISO/IEC
27001 Fadusnsgrusruvuimsinnsauiuasiasadsarsaumaianalinisseniuialan sauds
donndesmungnsLastorimuaiiietes vilviesdnsdaumdenlunsianisanudewinuaiusiuag
Uasnsisansauma Lagmeuauswioanunsaifiiieadesiuanusiuasasn o saumelfogavszay
uananiifedrsainnnudedu wazamdnuaife deiiddognAuasdiifiduisados uasatuayy

ﬂ'liﬂ%‘l.lﬂ?ﬂﬁl@Lﬁ@ﬁ%@ﬂi%‘u‘uﬂ’]iU%‘Vl’]i’;fﬂﬂ’]iﬂ'ﬂ’mﬁu@]ﬁﬂaE]G]ﬁﬁlﬁ’]iﬁumﬂﬂ’]Els[,uaﬂﬁﬂi

Uz

1. ayaUsziiumuaenndennsnsinuanutiunsasnfeansaumaiisuiuannsgiu ISO/IEC
27001:2022 kazn13nsIvaRUYRINIumATiavesssuUUURnT waglusunsuuaundidu usun A Tullay
UATVAYS

2. Anwianuianelavesldanussuy

2. An15998

NInsIaYsTliuALaRnAdewnINTSNwIAItuAUaaRdsa saun A URUNINSgIY 1ISO/IEC

27001:2022 4agn139539d0UtdnInIamalinvesssuuUfumng uaglusunsuweundiatu usem A Tu

P2
v A

Hanouny ¥aus nelussewiian 60 Ju ¢ Figure 1 fifall
1) waun1sAnwAgaiunsAliuey

1. Anwiuunvesesdnsiiielinuiednunizyesesding 1wy vunnvesesdns whmsnglunisdiu
Aanssugsia lnssaiaedng uazanminadenniglulazniousnasdns Wudu Fedndulunisivuany
foenslunsusuussmnusiunsUaenfovesesdns

2. Anwuleniomsinmanusiuasasnfuansaumassdns lilensivaeunmaenndesasuleue
mMsnwInnsTuasUaenfuYedednsiuinAsgIL ISO/IEC 27001

3. ANWITEUUANTAUYA WAYTZUULATETIEUDI8IANT (network diagram, system diagram, site
tour, interview) tumsumaTenmLNTew LarAnwilassainwessrutiaietts wagsruuasaumely

papnsLite b latamsudsaniniindaunielusdns Jwsizsianudululs wazanudssdunisabuanu

J. Sci. Innov. Sustain. Dev. (2023) Vol 5 | Issue 1 | June 2023



RESEARCH ARTICLE

Journal of Science Innovation for Sustainable Development
https.//ph01.tci-thaijo.org/index.php/|SISD/index

4. faviurunisaniunu Anwnazdmndouniediedmiunisdniusu (audit  checklist,
vulnerability assessment tool)

5. dauoununsiunuLas LU wELIansAEssienaRntusE I LIy
ANTUNITNTINU T UNUUNY
T UAYIATIEHAN1INTIUSTITY

FAVNIIBNUNERTIANTU T

A

dauanan1snIalseLiiu

idnezs | 62 dnens | 26sodnezs | sTum | 0 ayn | frai iz | s |
mnﬂﬂlmlEEBIIIIHIEBHI:IIDIIBBl'.‘.']lmlliBHI!.'IIDIEBBEIIE‘IIEBBE!IE'JIIBBIIIIHIEBB

Presentaton 163

Fndusagasin 1day 07062] 070623
§Mammnnmnm wlipnlazaded A 103 080623 0B0623 )
AR AR

ram, sie lour, ntenview) | |
Ay Sgays | 120623 | 160623 > —L

1day 090623 (090623 m

. Sdays | 190623 230623
18 checklist VA 1o0l)

LAY

§ day 60623 | 00623 =5
i ys | 030723 | 010723 —L -
[T A STk aiﬂJr iy s | 100723 | 407.23 ad
[ 1707.23 | 2107.23 —|—> %5

iasanansnssd Soas \ wnn [ Bun | 5k

Figure 1 Operational Study Plan

2) nsAnwmauiiineatesiuanuide

1IASEIU ISO/IEC 27001 LHusnasgudildiuniseoniulussduaina Sunsunslag Intemational
Organization for Standardization (ISO) wag International Electrotechnical Commission (IEC) Ju
wasgruanaildimuauumsiiiunsszuuuimsanusiuasUasn fuansaume (information Security
Management System : ISMS) ifiead1snnusiunstasaselifussuvansaumavemiiesy tasd
nsrUIUMsUIMSIAnIsasaumaiiauddyvetesdinsliiautiuanaensenundn CA (A1udu
(Confidentiality) A3NgNABIaNyYIal (Integrity) wazAunsanldu (Availability) 79 Figure 2 Fafluun
mensuFtRnuduneuvensrurunsiel Bududvnslinseiiazssduanuds Welinsui
asaumelafifinudfasonisiiiugsiavesesdnslonaiovfinmnudes  uazanudemedudana
nsznusiontsiiugsRavesesdnsandeanauianiely  uaznisusnasdnstuasaumatuiiinios
diedl wazduwimauimsdanistunistestuanudssdendn Tnesndufesdndifuainudfyvesaiy
L?imﬂy'mmﬁwuLLaxﬁmimﬁ@ﬁﬁummﬁﬂﬁﬁg niudeiniuninms P (Plan wien1331aun) D (Do
wseMsUszendldvie NMsaniun1g) C (Check ¥38n15953980U) A (Action Mi3en15Ungeshw visenIs
U5ud59) Tneisuanainyiiniseenuuussuuuimsdanis eludil vanefa nssvaunsiIeuiaiioudy
wdasiolunissnuanutuasaondy swdimsiauduneuljofifeliAnnssuiunsiestunazdnwm
mnusiunsaonfovesasaunaildlunsdiiugsiavesesdnsegnamngay Tasndanilddniunsa
sruuiildnaunuly andurhmsaseaeunisdudunuhiimsdifiunuasudun s ingUsvasuay
unudiimualy Snfisdsdesinnsumandouiionafstudlelddeyansudau udr3niuniasunsins
ThssnensrusumsniiiussBvsnmszanfioame warvhmsuulsnssuunsidaiiyasoul Aty

q

ey lrissuuuImsdnnisnussendldlussdnsiuinunin Muade wasimanzauegiaue (Panawas, 2008)

J. Sci. Innov. Sustain. Dev. (2023) Vol 5 | Issue 1 | June 2023



RESEARCH ARTICLE

Journal of Science Innovation for Sustainable Development
https.//ph01.tci-thaijo.org/index.php/|SISD/index

Security

Figure 2 CIA principles

Retrieved from: https://devopedia.org/information-security-principles

Tnssadrslnesauvasnnsgu ISO/IEC 27001 1esfu 2013 feuldfumsuiulsaudaiomannidy
14 dolng) (Domain)  Faudazsiide Uszneusieinquszasddiuruunndnsiu saundduau 35
Tmguszasd (Control objectives) (1I5027001security, 2022) wdsaninisusuusdassaidlniveunnsgiu
ISO/IEC 27001 w1addu 2022 THUFudutaiomeendu 2 dau Ae dwfifudedmualunisdnis
fuiuns wasthsssnmssuuuimsanusiuasUasndeansaume wazdruiduuinsnisauauaudes
Frunruifunsasafoansawnaiaua 93 1nsn1s Insutsoonidu 4 §u léun smsnisduesdng
WIASMIFTUYAAAINT 1IMTNITBINIBAM wagunsnsdiumelulad §a Figure 3 uenainiuinsgiu
ISO/IEC 27001:2022 agajaufuiinstlesiu as19du uagmeuausstenslaufinislaiued (Cyberattack)
(Chotimaha, 2018) mugldiunmsnisundesteyaniunsauyineuees NIST Cybersecurity Framework
(Averyitech, 2021)

@ | @ | ® | @&

Organization People Physical Technological
Controls Controls Controls Controls

37 CONTROLS 8 CONTROLS 14 CONTROLS 34 CONTROLS

€——————— 93 CONTROLS INSTEAD OF 114 —————

Figure 3 Structure ISO/IEC 27001:2022
Retrieved from: https://www.advantio.com/blog/whats-new-in-iso/iec-27002-2022-updates

NIST Cybersecurity Framework #3ei38n NIST CSF Version 1.1 1Ju Framework nsav
wnsgIuaInafivnosdaiusaiu iUl vanzan Weuimsszuulassaiuauiunsasndy
A198ULNAYDI83ANT tuewnslaean uuasgiukasinaluladuiagn® (National Institute of Standards
and Technology: NIST) vasawnsgalin lnedingusvasd

1) eSummsmunsinnassiuaslasadsmdlsiveslutiagdu

2) eduenaIMsivmNtuaasaiensleuesiiiveng

3) seywazdnanuanuddgvadonadlunisuiulse

4) YssidiupnuAunihluganusidimvune

5) deanssevingidnlidudendluuasnieueniferiuanudswimueuduamaendenlaues

J. Sci. Innov. Sustain. Dev. (2023) Vol 5 | Issue 1 | June 2023



RESEARCH ARTICLE

Journal of Science Innovation for Sustainable Development
https.//ph01.tci-thaijo.org/index.php/|SISD/index

Feuszmdlnetulaiinnsih NIST Cybersecurity Framework snsfusuuuudaumidlunsdn
w3 mMsdnwnnuiunsaoadulowes wa. 2562 niad1 NIST CSF andsggndlduimsanusiung
Uaensvansauna asrnsdesiiiuns 5 faidundn il

1) Identify szywaziilaanmiwndesvesmuomindaunazaundesid

2) Protect vuwImsiusngaslunisundemingau

3) Detect finsmmaduuasthiradunneuiionnaziny

4) Response onussanauannsaiszaeuausslsviuvii tieannansenuviedfinay
devmelvieglurauay

5) Recover a’mﬁaﬁﬁuwuuﬁuuﬂﬁﬁmimuﬂﬂmﬁaﬂ’mmL%?";m&ﬂéfwﬂizmmLLawé’ﬂmi
U3MsAadesveteding

nMsasvgeutadlrIniamaia (Vulnerability assessment) iunsguiunisnsivaeulagiaseives
Tmiflenaiintuluszuuansaume wie lassadhunietieresesinsienaintulusyuuansauna dso1adu
Fodlwimamenduns 1evs vemsimuneniiligndes shliAamudsaiionagnldlunislaudszuuiile
szylymannusiuasuaensis uay gnssuiionagnlasduionisiinddaglalldsueunalaesmislunsssy

o 3

Yoalnifienadenansznusoninuiunslasadsvesszuunazdoyadidgvesesdnslaenszuiunis
Vulnerability Assessment 9zl4ia3asile Vulnerability Scanning Tool iensiageuautiuailasnse
szuuiA3etng Aumdestnifildanunisluesdng Wy szuvufiAnisvenlduas (0S) quasal Network
gunsal Security Ludu Tnan1sszyszauausuuswaredtnd Wudu agdredwmu CVE (Iuladsius
FouavAesunededlnd &1 Figure 4 waz CVSS (Buluditinszinislaufivediniuazysaifiunsuuusediu
ATATULSS K Figure 5 Taevisaoaiuledaglumsiiuuageugualnenssnsnsenuduasusiannnives
SpuIanaauislsTInAansgeEn wasmugualaeesdnsliuaimnarinls MITRE Corporation funou
N15%11 Vulnerability Assessment el

1) Vulnerability Identification ~ Testing Sunounisirsdarveslniueundinduagransoungu
Jirsevisruy Werhmsmeaeumasiuaaensoveeundiady Winnes wie svuus 1

2) Vulnerability Analysis n1sszyfunoanivg wgarudagesmifiinduainlunisinseily
Funouusn

3) Risk Assessment M3dndifunrmddyesmedn ssyausususazseswiiiny

4) Remediation AMIWEIINTINAUTZIIN AU security EEL%EJ’J“U’]@Q security uagfiu operator Lile

AVUAIENITHaTILINIIUA lutodlniuiazyn

< s S = £ hitpsyscve.mitre.ong fan) E v - =1 -]
T a1 n i 1ol e B
© ssential c Privacy Policy
A t All

SRR

Targeted Advertising Parsonalization Analytics Reject All

NOTICE: Legacy CVE download formats 121 i is now underway and will end on June 30, 2024.
Mew CVE List download format is available now.
g s n of the CVE® Program is to identify, define, and catalog publicl
CVE News Become a CNA Newest CVE Records Feed
News has moved to the new CVE website. « AL es,

Go to new CVE website Feed of newly published CVE Recards an X
(farmerly Twitter)

Go to new Mews page > >

CVE Podcast

Podcasts have moved to the new CVE website.

Go to new ECVENew > >

New & Updated CVE Records

cvelistVs bulk dewnloads repasitory on GisHub
includes a "Releases” feed of new & updated

Retrieved from: https://www.cve.org

J. Sci. Innov. Sustain. Dev. (2023) Vol 5 | Issue 1 | June 2023



RESEARCH ARTICLE

Journal of Science Innovation for Sustainable Development
https.//ph01.tci-thaijo.org/index.php/|SISD/index

CVS8S v2.0 Ratings CVS38 v3.0 Ratings
Low 0.0-3.9 Low 0.1-39
4069 4069
m 7.0-10.0 m 7.0-89
9.0-10.0

Figure 5 Scoring criteria Common Vulnerability Scoring System (CVSS)
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Table 1 The Consistency of Information Security Measures

ISOIEC 27001 Audit % Compliance Status) 80 %)
Annex A (A.5) Organizational controls 16 Not Pass
Annex A (A.6) People control 88 Pass
Annex A (A.7) Physical controls 68 Not Pass
Annex A (A.8) Technological controls 57 Not Pass
g o
controls
100
80
60
40
Annex A (A.8) 20
Technological Annex A (A.6)

People control
controls

Annex A (A.7)
Figure 7 The results of the assessment for compliance with information security measures

according to ISO/IEC 27001 standards
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Figure 8 Vulnerability inspection results
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Figure 9 Example of an OpenVAS program screen that lists the Vulnerability Assessment Report
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Table 2 Results of satisfaction assessment of information technology system inspection guidelines

Satisfaction Evaluation X SD Quality Level

Standards and Content

ISC/IEC 27001 Compliant with ISO/IEC 27001 standards 4.33 0.57 Good
Appropriate for the Organization 4.33 0.57 Good
Clear and easy to Understand 4.33 0.57 Good
Implementation

Can be practically applied to inspection work 4.33 0.57 Good

It can be practically applied to review and control 4.33 0.57 Good

inspection work
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