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บทคดัย่อ 

อินเทอร์เน็ตได้ถูกน ามาใช้กันอย่างแพร่หลาย และกลายเป็นส่วนประกอบส าคญัของเทคโนโลยีและ
นวตักรรมต่างๆ ในปัจจุบนัไม่ว่าจะเป็นการใช้งานส่วนบุคคล การใช้ในภาคธุรกิจและอุตสาหกรรม รวมถึงการ
ประยุกตใ์ชใ้นดา้นพลงังานและสิง่แวดลอ้ม ขณะเดยีวกนัการใชอ้นิเทอรเ์น็ตไดส้รา้งผลกระทบทางจติวทิยาต่อเราเป็น
อย่างมาก บทความนี้เป็นการน าเสนอภาพรวมเบือ้งตน้เกีย่วกบัจติวทิยาไซเบอรแ์ละผลกระทบทีม่ตี่อความปลอดภยั
ทางไซเบอร ์เนื้อหาเกีย่วขอ้งกบัการท าความเขา้ใจจติวทิยาไซเบอรเ์พือ่ลดความเสีย่งในการถูกโจมตทีางไซเบอรจ์าก
ผูไ้มห่วงัด ีบทความนี้ แสดงวธิกีารและเทคนิคต่าง ๆ ทีใ่ชใ้นการศกึษาจติวทิยาไซเบอร ์ไดแ้ก่ การวจิยัเชงิส ารวจ การ
วจิยัเชงิการทดลอง และการสงัเกต นอกจากนี้  บทความนี้ได้เสนอแนะแนวทางการจดัการจติวทิยาไซเบอร์เพื่อให้
สงัคมห่างไกลจากภยัคุกคามทางไซเบอร ์เช่น แนวทางการใหค้วามรูด้า้นดจิทิลัแก่ผูใ้ชอ้นิเทอร์เน็ต และการพฒันา
มาตรการใหม่ ๆ เพื่อแก้ไขปัญหาการใชอ้นิเตอร์เน็ต และในตอนทา้ยเป็นการแสดงใหเ้หน็ถงึทศิทางในอนาคตของ
เทคโนโลยทีีม่ตี่อจติวทิยาไซเบอร ์และการรบัมอื 
ค าส าคญั: จติวทิยาไซเบอร,์ จติวทิยาอนิเทอรเ์น็ต, ความปลอดภยัทางไซเบอร,์ พฤตกิรรมการใชอ้นิเตอรเ์น็ต 
 

Abstract 
The Internet has become an integral part of various technologies and innovations, whether for 

personal use, business and industrial applications, or energy and the environment. At the same time, the 
Internet has a significant psychological impact on us. This article provides a basic overview of cyber 
psychology and its implications for cybersecurity. This article is related to understanding cyber psychology to 
mitigate the risk of cyberattacks from malicious actors. The article presents various methods and techniques 
used in studying cyber psychology, such as survey research, experimental research, and observation. 
Additionally, it suggests strategies for managing cyber psychology to keep society safe from cyber threats, 
such as digital literacy for internet users and the development of new measures to address internet-related  
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issues. Lastly, it highlights the future direction of technology's impact on cyber psychology and coping 
mechanisms. 
 
Keywords: Cyberpsychology, Internet Psychology, Cybersecurity, Online Behavior   
 
1. Introduction  

The internet has become an integral part of modern life. We use it for communication, entertainment, 
and business. According to Statista, approximately 5 billion people, or 63.1%, were active the internet users 
as of April 2022. Among these, around 4.7 billion or 59 percent of the world's population used social media 
[1]. The creation and sharing of information and ideas through social media has become a primary form of 
communication and information exchange [2][3]. Now we have a “technological intimacy” with many devices, 
carrying and using them wherever we go. This rapid growth of new technologies and an increasingly 
interconnected world leads to many psychological issues that are unique to the online world [4].  
Internet psychology, or so called cyberpsychology, is as an interdisciplinary field that studies the human 
mind and behavior [5] that is drawn from psychology, sociology, and computer science. It is the psychological 
processes that covers all aspects and features of technology that interconnected human behavior [6]. 
Cyberpsychology seeks to understand how the internet and other digital technologies changes the way we 
think, feel, and behave and how to manage our online behaviors properly, such as understanding internet 
addiction, online identity, cyberbullying, and online privacy. 
 1. Internet Addiction: This behavior is concerned with the excessive and inappropriate use of the 
internet that interferes with daily life. It is a type of behavioral addiction that is similar to gambling addiction 
and other impulse control disorders [7]. 
 1.2 Online Identity: This behavior is concerned with the way that people present themselves online, 
including their name, profile picture, and other personal information. It also includes the study of online social 
networking and the impact of online identity on offline relationships [8].  
 1.3 Cyberbullying: This behavior is concerned with the use of the internet and other digital 
technologies to harass, intimidate, or harm others. It includes the study of both the perpetrators and the 
victims of cyberbullying, as well as the various forms it can take, such as mean comments, spreading rumors, 
and sharing embarrassing photos [9]. 
 1.4 Online Privacy: This behavior is concerned with the collection, use, and dissemination of personal 
information online, and the related concerns of confidentiality, security, and consent [10]. 
 
2. Cyberpsychology and Cybersecurity 

Cybersecurity is the protection against unauthorized access to data centers and other computerized 
systems, and it is also considered to be within cyberpsychology [11]. Cyberattack, especially social 
engineering, aims 
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to exploit its victims by taking specific information or password of their bank accounts. These ordeal 
experiences can cause long-term negative psychological impacts on these internet users.  

On the other hand, cyberattack can be caused by human behaviors. Almost 90% of cyberattacks are 
caused by behavior or human error. This number corresponds to many studies which confirmed that human 
errors are still the main cause of many data breaches [12]. For example, exploiting people psychologically to 
gain sensitive information (e.g., account credentials) remains the primary vehicle used by cybercriminals to 
gain unauthorized access to IT systems. Many organizations with the best security solutions such as Firewalls, 
Intrusion Detection Systems, anti-virus, and multi-factor authentication, organizations remain incapable of 
preventing their employees from becoming victims of social engineering attacks. 

Psychologists are now utilizing their understanding of people behavior in cyberspace to develop 
cultural and behavioral measures to enhance cybersecurity defense for individuals through: 
 1. Understand how people perceive online risks and what motivates them to become more security 
conscious. For example, psychologists can identify social situations (e.g., informal conversations such as 
talking on social media or a casual conversation outside the work) when people tend to reveal sensitive 
information.  
 2. Using psychology, patters of criminal's and other related online malicious activities can be identified 
and used later by security providers to enhance security solutions to stop cyberattacks before it develops and 
become a threat.  
 3. Psychologists can raise public awareness about cybersecurity risks and consequently encourage 
them to become more privacy-aware by using targeted campaigns through social media networks and other 
traditional media channels such as TV and newspapers. 
 
3. Methodologies for Studying Cyberpsychology 

There are many methodologies to study and understand cyberpsychology, such as perform survey 
studies, experiments, or observations. 
 1. Surveys: Surveys are a useful method for studying online behaviors and attitudes in the field of 
cyberpsychology, and they can provide valuable insights into the ways in which people use and experience 
the internet. They are a widely used method in cyberpsychology, and they can be administered online or in 
person. Surveys can be used to collect information about internet use, online behaviors, and attitudes towards 
the internet [13]. There are several different types of surveys that can be used in cyberpsychology, including: 
  1.1 Self-report surveys: Self-report surveys are a type of survey in which individuals are 
asked to report on their own behaviors, attitudes, and experiences. This type of survey is commonly used in 
cyberpsychology to study internet use, online behaviors, and attitudes towards the internet. 
  1.2 Structured Interviews: Structured interviews involve asking a series of predetermined 
questions to individuals in order to gather information about their behaviors, attitudes, and experiences. This 
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type of survey can be used in cyberpsychology to study more in-depth topics, such as online identity or 
cyberbullying. 
  1.3 Focus Groups: Focus groups involve bringing together a small group of individuals to 
discuss a specific topic or issue in an open and unstructured way. This type of survey can be useful for 
gathering qualitative data about online behaviors and attitudes, and it can provide a more nuanced 
understanding of complex topics. 
  
 To conduct a survey in cyberpsychology, researchers need to consider a number of factors, including 
the research question, the target population, the type of survey being used, and the sampling and data 
collection methods. It is also important for researchers to ensure that their surveys are well-designed, reliable, 
and valid in order to obtain accurate and meaningful results. 
 2. Experiments: Experiments are a useful method for studying the effects of variables on online 
behaviors in the field of cyberpsychology, and they can provide valuable insights into the ways in which 
different factors influence online behavior. They are a common method in psychology, and they can be 
adapted for use in cyberpsychology. For example, an experiment might manipulate the level of anonymity in 
an online forum to study the effect on social behaviors [14]. There are several different types of experiments 
that can be used in cyberpsychology, including: 
  2.1 Laboratory Experiments: Laboratory experiments involve manipulating variables in a 
controlled environment, such as a laboratory or computer lab, in order to study the effects on online behaviors. 
This type of experiment allows researchers to control for extraneous variables and to study specific behaviors 
or phenomena in a more controlled setting. 
  2.2 Field Experiments: Field experiments involve manipulating variables in a naturalistic 
setting, such as an online forum or social media platform, in order to study the effects on online behaviors. 
This type of experiment allows researchers to study online behaviors as they occur naturally, and it can be 
useful for studying behaviors that are difficult to replicate in a laboratory setting. 
  2.3 Quasi-experiments: Quasi-experiments involve manipulating variables in a non-
randomized way, such as by assigning participants to groups based on their preexisting characteristics. This 
type of experiment is useful for studying online behaviors in a more realistic setting, and it can provide valuable 
insights into the ways in which variables interact in the real world. 
 In order to conduct an experiment in cyberpsychology, researchers need to consider a number of 
factors, including the research question, the variables being studied, the experimental design, and the data 
collection and analysis methods. It is also important for researchers to ensure that their experiments are 
ethical and respectful of the privacy and confidentiality of online users. 
 3. Observations: Observation studies can be a useful method for understanding and studying online 
behaviors in the field of cyberpsychology. They are a common method used in the study of cyberpsychology, 
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and they can be used to study online behaviors in real-time or to analyze the content of online interactions. 
There are several different types of observation studies that can be used in cyberpsychology, including: 
  3.1 Naturalistic Observations: Naturalistic observations involve observing online behaviors 
as they occur in the natural environment, without any manipulation or intervention. This type of observation 
allows researchers to study online behaviors as they occur naturally, and it can be useful for studying 
behaviors that are difficult to replicate in a laboratory setting. 
  3.2 Structured Observations: Structured observations involve observing online behaviors in 
a more controlled environment, with specific guidelines and protocols in place. This type of observation can 
be useful for studying specific behaviors or phenomena, and it allows researchers to control for extraneous 
variables. 
  3.3 Content Analysis: Content analysis is a type of observation study that involves analyzing 
the content of online interactions, such as posts, comments, or messages. This type of observation can be 
used to study the language and communication patterns of online users, as well as the themes and topics 
that are discussed. 
 In order to conduct an observation study in cyberpsychology, researchers need to consider a number 
of factors, including the research question, the population being studied, the type of observation being used, 
and the data collection and analysis methods. It is also important for researchers to ensure that their 
observations are ethical and respectful of the privacy and confidentiality of online users. 
 
4. Cyberpsychology Implications for Society 

To keep the society safe from cyber perpetrators, this article offers two cyberpsychology implications 
for dealing with the problems, they are: to provide digital literacy education to society and to develop new 
interventions to address online problem. 
 1 .  Digital Literacy Education: One of the key implications of cyberpsychology for society is the 
importance of digital literacy education. Digital literacy refers to the skills and knowledge needed to use digital 
technologies effectively, including the ability to access and evaluate information, communicate with others, 
and solve problems. Digital literacy is becoming increasingly important in today's digital world, as more and 
more aspects of our lives are conducted online. This includes everything from banking and shopping to 
education and entertainment. As such, it is important for individuals to have the necessary digital literacy skills 
to participate fully in society. There are several ways in which digital literacy education can be promoted, 
including:  
  1.1 School-based programs: Many schools now include digital literacy education as part of 
their curriculum, teaching students how to use technology safely and effectively.  
  1.2 Community programs: There are also many community-based programs that offer digital 
literacy education, including libraries, community centers, and non-profit organizations. 
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  1.3 Online resources: There are also many online resources available for individuals to learn 
about digital literacy, including websites, blogs, and video tutorials. 
 2. Developing New Interventions to Address Online Problem: Another implication of cyberpsychology 
for society is the need for new interventions to address online problems, such as internet addiction, 
cyberbullying, and online privacy. These interventions can take many forms, Counseling and therapy. 
Counseling and therapy can be an effective intervention for individuals struggling with online problems, such 
as internet addiction or cyberbullying. These interventions can help individuals develop healthier online 
 
5. Future of Cyberpsychology 

The field of cyberpsychology is still in its early stages, and it is rapidly evolving as the internet and 
other digital technologies continue to transform the way we think, feel, and behave. In the coming years, it is 
likely that cyberpsychology will continue to grow and expand, as more and more aspects of our lives become 
digital. 

One of the key areas of focus for the future of cyberpsychology will be the impact of artificial 
intelligence (AI) and machine learning on online behavior [15]. As AI becomes more advanced and 
sophisticated, it is likely that it will increasingly be used to personalize and tailor online experiences, including 
the content that we see and the recommendations that we receive. This has the potential to significantly 
influence our online behaviors and decision-making, and it will be important for cyberpsychologists to 
understand these impacts and develop strategies to manage them. 

Another area of focus for the future of cyberpsychology will be the development of new interventions 
to address online problems, such as internet addiction, cyberbullying, and online privacy [16].  As the internet 
becomes increasingly central to our lives, it is likely that the prevalence of these problems will also continue 
to grow. Cyberpsychologists will need to work with policymakers, educators, and other stakeholders to develop 
effective interventions to address these issues. 

In addition, the future of cyberpsychology will also likely involve the study of new and emerging online 
behaviors, such as virtual reality (VR) and augmented reality (AR). These technologies have the potential to 
significantly change the way we interact with the online world, and it will be important for cyberpsychologists 
to understand their impacts and develop strategies to manage them. 

Overall, the future of cyberpsychology is likely to be characterized by continued growth and expansion 
as the internet and other digital technologies continue to evolve and transform our lives. As such, it will be 
important for cyberpsychologists to stay current on the latest research and developments in the field in order 
to effectively understand and manage online behaviors. 

 
6. Conclusion 

In conclusion, the field of cyberpsychology is a rapidly growing and evolving field that is concerned 
with understanding and managing online behaviors. It is an interdisciplinary field that draws from psychology, 
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sociology, and computer science, and it seeks to understand how the internet and other digital technologies 
are changing the way we think, feel, and behave. 

Over the past few decades, cyberpsychology research has made significant contributions to our 
understanding of internet addiction, online identity, cyberbullying, and online privacy, among other topics. This 
research has helped to identify the various factors that contribute to these behaviors, as well as the 
consequences and impacts on individuals and society. 

Looking to the future, it is likely that the field of cyberpsychology will continue to grow and expand, 
as more and more aspects of our lives become digital. Some of the key areas of focus for future research 
will include the impact of artificial intelligence and machine learning on online behavior, the development of 
new interventions to address online problems, and the study of new and emerging online behaviors, such as 
virtual reality and augmented reality. 

Overall, the field of cyberpsychology has much to offer in terms of understanding and managing 
online behaviors, and it will continue to be an important area of research in the coming years. 
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