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Abstract

Information technology (IT) risk management plays an important role in controlling
security and building confidence in using IT system services. Many organizations have focused
on risk management for IT security. In this study the committee of sponsoring organizations of
the treadway commission (COSO) enterprise risk management (ERM) was used in risk
management by identifying risk factors in accordance with the requirements of COBIT 5 areas
that need to be controlled. In addition, 2 experiments were conducted with 3 government
organizations and 3 business organizations in order to evaluate the performance of IT security
control. The first experiment identified the risk levels with risk assessment, which provided the
risk levels that need risk response in accordance with COBIT 5 framework implementation life
cycle. From the second experiment, it was found that the risk management using all 7 phases
of the COBIT 5 implementation life cycle decreased the risk levels for both government and
business organizations. However, moderate and low risk levels were still observed which need
to be managed in order to keep them at a very low level. In addition, it was found that the
risks of government and Business organizations were different, which was a result of
differences in obstacles and the context of the problems encountered in risk management. The
findings of this study provide the guidelines for developing a framework for IT risk
management in the future.
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Introduction

In a globalized world, business competition due to both domestic and international
factors affects the changes and drives the workflow of both government and business
organizations. In order to speed up the operations of the organizations, reduce workloads and
increase operational performance (Tangprasert, 2019), IT systems have been used for data
storage, communication, operations including providing services to outsiders. In addition to the
benefits, on the other hand, there are many risks (Prasetyo & Sucahyo, 2014) affecting the
operations, information, and services of the organization. In order to gain confidence and
acceptance of IT services, it is necessary to manage the risks (Wijanarka, 2014), such as risks
from human error, employee compliance violation, losing important data and IT system
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disruption and so on. The risks mentioned above negatively affect the image and also
result in loss of budget and

business opportunity. This study therefore adopted the COSO-ERM (COSO, 2004) principle to
define the risk criteria for risk assessment and risk response. This research applied COBIT 5
areas for determining guidelines and topics in risk assessment (Su & Zhao, 2011) which is
applicable and consistent with information technology risk management of both government
and Business organizations (Khrisna & Harlili, 2014). This research has been experimental with
3 government organizations and 3 Business organizations with experimental twice. The 1%
experimental for risk assessment of information technology in accordance with the framework
of COBIT 5 areas. After the organization was reported the risk of information technology and
risk management in accordance with the principles of risk response, then performed the 2™
experimental to assess the result of risk change. The aim of this study to determine the
valuation of issues, effects and solutions to be a guideline for indicating the conclusions from
this research to continue developing the technology risk prevention framework for government
and Business organizations.

IT risk management

IT risk management is a risk management process that involves the use of IT systems
to identify threats, find the guidelines for preventing the impact of system errors, data
retention, and securing and getting the organization ready to deal with the problems all the
time whether it is hardware, software, or data problems (Tangprasert, 2019). These problems
are related to personnel at all levels in the organization, from operators, managers to top
executives. Everyone must be involved in the organization's operations to ensure standardized
processes in order to achieve work performance and the objectives of the organization (Foley,
2009). The important risk management principles of COSO-ERM (COSO, 2004) are as follows
(Fang, 2005):

Risk identification

Risk identification or event identification is a process of identifying events in which the
organization considered that they may hold potential risks (Islam & Dong, 2008) and may affect
the strategic plans and work processes and cause damage to the organization. In risk
identification, both external risk factors (Zhu etal., 2012) such as technological changes,
competitive conditions, customers, trading partners, economic conditions, inflation, politics and
law and internal risk factors such as management policies, employee performance, work
processes and IT systems used must be analyzed.

Risk assessment

Risk assessment or risk analysis is an assessment or analysis of the likelihood and
impact of the potential events in the organization's operations. Each event affects the
organization at a different level and with a different probability of occurrence (Roberts, 2017).
Therefore, the risk matrix consists of 2 dimensions (Xiaosong etal., 2009). Dimension 1 is
likelihood which considers the probability level of occurrence. Dimension 2 is impact which
involves an analysis of the Ivel of impact of an event. The risk matrix in this study is shown in
Figure 1.
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Figure 1. Risk Matrix

Dimension 1 Likelihood: level 1 = rare, the event has almost no chance of occurring
or the event likely to occur once in 1-2 years; level 2 = unlikely, the event can occur at some
time or likely to occur once in 6-12 months; level 3 = possible, the event might occur several
times or likely to once in 3-6 months, level 4 = likely, the event will probably occur on a
monthly basis and level 5 = very likely, the event is likely to occur on a daily or weekly basis.

Dimension 2 Impact: level 1 = negligible, very small damage, the impact may not be
observed, or affects or only results in unreasonable waste of resources; level 2 = minor, minor
damage causing slight delay in minutes in work or little budget damage; level 3 = moderate,
moderate damage causing 1-2 hour delay in work and damage to the budget at an extent that
need to be acknowledge or approved by the management; level 4 = major, critical damage
causing delays in work for more than 1-2 hours or a day or more or causing damage to the
budget at an extent that needed to be acknowledged or approved by the management, or the
organization loses business opportunities and potential benefits; level 5 = severe or
catastrophic, disaster, damage is very high causing system disruption for many days or
permanent disruption which is unable to continue or very difficult for recover.

From the risk matrix, the risk can be classified into 5 levels, consisting of 1 - 3 = very
low, 4 - 6 = low, 7 - 10 = moderate, 11 - 16 = high and 17 - 25 = extreme to provide a basis
for risk identification and further organization's risk response.

Risk response

In risk response and management, the actions that should be taken to manage the
risks are chosen according to the risk assessment results (Jing etal., 2014), considering the
level of risk occurring and the value of risk management to the risk tolerance level (Jung & Kim,
2015). There are 4 risk response strategies (Gonen, 2011) as follows:

1) Risk avoidance involves managing an extremely high-level risk that is
unacceptable and decision must be made in the operations, such as canceling the project or
activity, purchasing new materials as replacement and using other alternative processes and so
on.
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2) Risk sharing involves distributing or transferring the risk to others in order to share
responsibility.

3) Risk Reduction involves improving work systems or designing the new working
methods in order to reduce the chance of occurrence or the impact to an acceptable level of
the organization.

4) Risk acceptance involves accepting the risk because it is not worthwhile to
manage, control or prevent the risk, since it is likely to happen less and has little effect
(Dhukaram etal., 2011).

COBIT 5 areas

The Cobit 5 Framework is an internationally accepted guideline for control and IT
organization management to achive organization objectives that help enterprises optimum
value from IT management by balancing of risk and benefit to make the most of resource.
(ISACA, 2012) The benefit of Cobit 5 Framework are applicable to almost every organization
including government and business organization that different in process and business scale.

The COBIT 5 framework is the business framework for IT governance that aims to
supervise and manage the organization's IT systems and to reduce the potential risks of IT
Systems (Susanti & Sucahyo, 2016). It can facilitate the IT security management and increase
performance to maximize benefits (Wolden etal., 2015). The COBIT 5 framework defines the
scope of control with COBIT 5 areas as follows (ISACA, 2012):

Area 1 align, planning and organize (APO): Corporate planning and management
allows corporate executives to align IT and business strategies, encourages workers to gain
knowledge and understanding of IT risks and management strategies for potential IT risks in
the organization.

Area 2 build, acquire and implement (BAI): The provision and installation of IT
projects to be developed or implemented which can be used to solve problems or support the
operations of the organization on time according to the specified budget.

Area 3 deliver, service and support (DSS): Delivery and maintenance of the new
information system to be used so that they can work efficiently and meet the organization's
needs and to effectively control changes that may affect the operations of the organization.

Area 4 monitor, evaluate and assess (MEA): Monitoring of IT services can support
operations in accordance with the goals and mission of the organization so that IT systems can
be used in the operations of the organization for better performance and safety, including
confidentiality, integrity and availability.

Area 5 evaluate, direct and monitor (EDM): The evaluation of IT system
performance can detect potential problems before occurrence and can support the
organization’s mission. Control, compliance, and performance risks are monitored and reported
to the top executives.

All COBIT 5 areas allows the organization to assess their operations, supervision and
management of IT systems in order to identify the risks that need to be controlled to keep
them at the risk tolerance (Jung & Kim, 2015). This results in effective and safe use of IT
systems for the benefit of all stakeholders and organization (ISACA, 2012).

Experimental design

This study is an experimental research for assessing the risks of information security
management system in order to ensure the reliable and comprehensive survey results. The
tools used in this study included interview, observation and record to find facts according to
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predetermined objectives (Park et al., 2007). For the diversity of risk assessment and for the
purposes of comparison to find the guidelines for risk management, 6 organizations including 3
government organizations and 3 business organizations. To show the various the organization
culture and different processes in both of government and business including the number of
staff that effect the organization risk and problem solving. In addition, period of time and
budget are the important factors on risk management in the different employee scale that
selected in range 1) 100 people 2) 100-500 people 3) 500 people respectively from 1) office
level, 2) division level and 3) department level of ministry respectively. This study conducted
the same method in government and business organization namely 1) limited partnership, 2)
company limited (DBD, 2019) and 3) the public limited company (PLC) (SET, 2019)
respectively. They were selected in this study using purposive sampling. Interview and data
collection were performed with 5 people from each of these 6 organizations, a total of 30
people.

The sample consisted of personnel who were involved in the management and
supervision of IT systems at different levels such as chief information officer (CIO), IT
consultant, IT manager, system engineer, system administrator and IT support. Two
experiments were conducted, the fist experiment was conducted in the second quarter of 2018
and the second experiment was conducted in the second quarter of 2019. The experiments
were conducted using 3 methods: 1) interview, 2) observation and 3) survey based on
empirical evidence as an experimental framework for this study. Risk assessment was
conducted by 3 people; researcher, IT external auditor and IT manager of each organization.

The implementation life cycle (Youssfi etal., 2014)

In the first experiment, COBIT 5 areas were used for risk identification in order to cover
the scopes of COBIT 5 areas and risk assessment was also performed to determine risk level of
the organization and to manage the risk response using appropriate strategies. COBIT 5
implementation life cycle was used in order to apply the risk response strategies to control
existing risks. After completion of the first experiment, the second experiment was carried out
with the same experimental process as the first experiment. COBIT 5 implementation life cycle
consists of 7 phases (ISACA, 2012) as shown in Figure 2.

7.
Review
6. Realize\l
benefits
-~ 5 3.
Execute \ Define
plan \

\

‘-.! '

Figure 2. COBIT 5 framework implementation life cycle (ISACA, 2012)
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Phase 1: The starting point for raising awareness and building a consensus in the
need to solve problems at both the management and the operator levels.

Phase 2: Defining the scope of operations as a framework for achieving organizational
goals and IT goals.

Phase 3: Setting targets for improvement, specify details that can be used as a
comprehensive and rapid solution to problems

Phase 4: Planning an integrated problem-solving process to put into action by defining
the projects that are in line with the organization’ business, as well as having backup plans for
dealing with changes.

Phase 5: The comprehensive resolution process after consideration is established as a
daily operation.

Phase 6: For sustainable operations, measures, evaluations and monitoring of
operations must be defined in accordance with the organization’ business.

Phase 7: Review of the overall success of the implementation initiative, specify the
supervision and management of IT systems that should be added and promoted for continuous
development.

The multiple iterations of the processes in this cycle will lead to effective IT governance
and management.

Experimental results

Risk assessment was conducted by 3 risk management experts without the personnel
of the organization in order to prevent prejudice and bias which might affect the assessment.
The average risk levels of each organization and the overall average risk levels across these 3
organizations were also determined using the results from all 3 experts. Risk assessment in the
first experiment provided the risk levels of each organization. The risk levels of these
organization were calculated by average risk from researcher, IT external auditor and IT
manager as shown in table 1.

Table 1. The risk assessment results in the first experiment

COBIT 5 Government organizations Business organizations

areas A B C X SD. Risk D E F X SD. Risk

1: APO 93 7.7 103 9.1 1.7 Moderate 15.7 15.7 20.3 17.2 3.1 Extreme

2. BAI 9.0 87 83 8.7 0.7 Moderate 20.0 23.3 20.3 21.2 3.8 Extreme

3. DSS 14.3 12.3 10.7 124 2.2 High 13.3 15.7 18.7 159 2.8 High

4. MEA 20.3 21.7 23.3 21.8 3.1 Extreme 93 93 9.0 9.2 2.5 Moderate

5. EDM 21.7 23.3 25.0 23.3 24 Extreme 14.3 12.3 15.7 141 2.4 High

According to the risk assessment in the first experiment, government and business
organizations had different risk levels in each area due to many factors and difference in
operating processes as follows:

Area 1 align, planning and organize (APO): The government organizations in this
study had distinct organization chart and IT master plan defining development plans, problem
prevention, or the use of IT systems over the long term of 3-5 years. However, they still lack
concrete implementation and there was no an annual IT action plan in accordance with such
long-term policy plan. In addition, there was an IT security plan which could identify the risks
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affecting IT systems but there was no business continuity management (BCM) operation to
prevent risks and to provide a framework for operations in case of system errors or disruptions.
In addition, it was found these organizations had no IT policies that specify rules, regulations,
including penalties for the use of IT systems, resulting in the moderate level of risk with an
average of 9.1. For business organizations, it was found that the risk level was higher than
to those of the government organizations because most of them had organization charts, but
they had not been updated, making it difficult to determine the chain of command and there
was no policy related to complete IT systems. In addition, the policies were not complete,
including the IT master plan, IT action plan, IT security plan, BCM and IT Policy, resulting in
the extreme level of risk with an average of 17.2.

Area 2 build, acquire and implement (BAI): According to the results, the
government organizations had drafted the terms of reference (TOR), procurement of IT
projects and specifications and installation procedures were clearly defined in the TOR.
However, budget requests and TOR assignments were often delayed and unable to keep up
with rapidly changing IT systems, resulting in the moderate level of risk with an average of 8.7.
As for the business organizations, the risk observed was a result of procurement due to unclear
specifications and some projects did not have an agreement covering the services of vendor. As
a result, the installation of IT Systems was not in line with the objectives, additional costs and
longer installation time than scheduled. This resulted in the extreme level of risk with an
average of 21.2.

Area 3 deliver, service and support (DSS): For the government organizations in
this study, the deliveries were inspected by the commission under the terms of the TOR,
making them met the specifications. However, personnel and budgets were inadequate to
maintain the system and the maintenance contracts for many systems expired and the contract
has not been renewed. This resulted in the high level of risk with an average of 12.4. However,
the opposite findings were observed for the business organizations. As there was no specific
delivery committee appointed, and there was no documentation for inspecting the
completeness of the delivery. However, with the use of this system, the person responsible for
monitoring, problem solving and maintenance were appointed so that IT Systems could meet
the operational needs of the organization. This resulted in the high level of risk with an average
of 15.9.

Area 4 monitor, evaluate and assess (MEA): 1t was found that in the government
organizations in this study, IT services were not monitored and evaluated. In addition, these
organizations used the file sharing system but there was no data classification policy specifying
the type and priority of the data etc. This resulted in an extreme level of risk with an average of
21.8. On the other hand, as for the business organizations, key performance indicators (KPI) or
objectives and key results (OKR) were defined for assessing the information services. However,
there was still a problem with data classification policy as the government organizations. This
resulted in the moderate level of risk with an average of 9.2.

Area 5 evaluate, direct and monitor (EDM): The government organizations in this
study did not periodically monitor the IT systems to ensure their availability. In addition, the
established IT security plan had not been used to control the risks in concrete, and there was
no BCM plan including business continuity plan (BCP) testing which led to lack of confidence
that the system will work when problems or errors actually occur. This resulted in the extreme
level of risk with an average of 2 3.3 . For private sector organizations, IT systems were
monitored regularly and there was also the preventive maintenance (PM). Risk management
and BCM were also the problems as government organizations. This resulted in the high level of
risk with an average of 14.1.
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The first risk assessment was performed with the real situation to show the problem
issue and risk in these organizations. Before assessment, baseline study was recored and
applied COBIT 5 areas as a guideline of IT software management. After the risk assessment in
the first experiment, the organization managed their risk response by selecting the appropriate
strategies in each area using the COBIT 5 implementation life cycle in order to apply such risk
response strategies in controlling the existing risks. After the completion of all operations, the
second experiment was conducted and the results by the risk levels of these organization were
calculated by average risk from researcher, IT external auditor and IT manager as shown in
table 2.

Table 2. The risk assessment results in the second experiment

COBIT 5 Government organization Business organization

areas A B C X S.D. Risk D E F X S.D. Risk

1: APO 43 23 23 3.0 12 Verylow 53 47 57 52 09 Low

2. BAI 23 23 27 24 1.2 Verylow 10.7 8.7 9.7 9.7 1.5 Moderate

3. DSS 57 7.7 43 59 1.7 Low 57 47 53 52 06 Low

4. MEA 7.7 93 11.3 94 1.8 Moderate 2.7 33 23 28 09 Verylow

5. EDM 83 6.7 7.7 7.6 17 Moderate 43 2.7 47 39 1.2 Low

Area 1 align, planning and organize (APO): For the government organizations,
the annual IT action plan was prepared and implemented in accordance with the IT master
plan. BCM was also implemented and IT policy was established. An average risk level of the
government organizations decreased by 3.0 and was at very low level. For the business
organizations, it was found that the organization chart was reviewed and updated and with
various IT policies. However, some policies were incomplete and did not comply with actual
operations. An average risk level of the business organizations decreased by 5.2 and was at a
low level.

Area 2 build, acquire and implement (BAI): For the government organizations,
after an annual IT action plan was established and in line with the IT master plan, each
organization could plan its budget requests and establish TOR in time. An average risk level of
the government organizations decreased by 2.4 and was at a very low level. For the business
organizations, it was found that the contract with the vendors was entered into but there was
still a clear specification as well as the output from the operation in accordance with the
organization's objectives. An average risk level of the business organizations decreased by 9.7
and was at a moderate level.

Area 3 deliver, service and support (DSS): For the government organizations, it
was found that the workload was assigned to the personnel for the maintenance of information
systems. However, it did not cover all existing systems. An average risk level decreased of the
government organizations by 5.9 and was at a low level. The business organizations defined
the clear delivery criteria and the inspection committees were assigned for the high-value
projects. An average risk level of the business organizations decreased by 5.2 and was at a low
level.

Area 4 monitor, evaluate and assess (MEA): The government organizations
defined the IT service assessment criteria and data classification policies. However, in the
implementation, the lack of cooperation from management and the lack of enforcement with
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the operators were observed. An average risk level of the government organizations decreased
by 9.4 and was at a moderate level. The similar results were observed for the business
organizations in this study. It was found that the business organizations defined the data
classification polity, but the management gave priority to this policy and instructed the operators
to strictly comply with the new policy. An average risk level of the business organizations
decreased by 2.8 and was at a very low level.

Area 5 Evaluate, Direct and Monitor (EDM): 1t was found that the government
organizations in this study assigned the person responsible for periodic system monitoring.
However, the lack of cooperation and implementation were observed in risk control according
to IT security plan and business continuity plan. An average risk level of the government
organizations decreased by 7.6 and was at a moderate level. The business organizations
monitored their IT system and risk prevention and BCM has been implemented but not yet
complete. An average risk level the business organizations decreased by 3.9 and was at a low
level.

Discussions and conclusions

From both experiments, before and after using COBIT 5 framework implementation life
cycle according to the requirements of the COBIT 5 framework in all 5 areas, the comparison of
risk assessment results between government and business organizations is shown in figure 3.

Comparison of risk assessment results between government and
Risk private organizations

25.0 233

20.0

15.0

10.0 +21

5.0 —

0.0 -
1: APO 2. BAI 3. DSS 4. MEA 5. EDM 1: APO 2. BAI 3. DSS 4. MEA 5. EDM

Government organizations Private organizations

Figure 3 the comparison of risk assessment results between government and
business organizations

The study of IT risk management in government and business organizations in Thailand

using COSO-ERM based on COBIT 5 framework showed that the use of COBIT 5
implementation life cycle in risk control reduced organizational risks. In the first experiment, the
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author observed that management and personnel in all 6 organizations recognized the
importance of IT risk management. However, they lacked knowledge and understanding of IT
system risk management in order to prevent the potential risks caused by errors or omissions
of IT governance and to enhance the organization’s business performance. After COBIT 5 areas
were used to determine the extent of control along with the risk assessment in the first
experiment, the government organizations showed a lower risk level in area 1 APO than that of
the business organization. This is because government policies require government
organizations to establish and prepare regulations, policies and plans, unlike business
organizations that do not focus on policies, resulting in an extreme level of risk. For area 2 BAI,
it was found that the government organization defined TOR with the qualifications and
delivery, while the business organization did not define a clear TOR and scope of IT system
development, resulting in an extreme level of risk and higher than that of the government
organization. For area 3 DSS, both government and business organizations showed a high
level of risk. The government organizations had IT delivery inspection, but the system
administrator was not assigned. While the business organization did not have IT delivery
inspection, but the system administrator was assigned. For area 4 MEA, it was found that IT
service in the government organizations was monitored and evaluated, however there was no
data classification police, resulting in an extreme level of risk. On the other hand, the business
organizations focused on evaluation of performance of personnel at all levels and IT service
with clear measures using KPI or OKR. For area 5 EDM, it was found that the government and
business organizations had different levels of risk. The government organizations showed
extreme level of risk because IT systems in these organization were not evaluated and there
was no periodic system monitoring. In addition, the BCM was not given priority and awareness.
While the business organizations gave priority to IT system monitoring and preventive
maintenance (PM) and took regular actions.

From the second experiment, it was found that, the risk management using all 7
phases of the COBIT 5 implementation life cycle decreased the risk levels of both government
and business organizations. However, it can be seen that there are still moderate and low levels
of risk that need to be managed and controlled. The risk tolerance of all these 6 organizations
should be at very low level for all areas or at low level for some areas. In this study, the
differences in problems encountered by the government organizations were observed. In the
initial stage of IT system development, the moderate level of risk was observed in area 1 APO
and area 2 BAIL. After the development of IT systems, there was no maintenance management,
raising awareness of cooperation in the inspection and audit and surveillance for potential
problems, resulting in an extreme level of risk in area 4 MEA and area 5 EDM. This is different
from the business organizations which encountered problems in the initial stage of IT system
procurement and development project. However, person in charge was assigned and the IT
system maintenance was performed periodically, as can be seen from the extreme risk levels in
area 1 APO and area 2 BAIL. At the completion of IT system development, the risk levels in area
3 DSS, area 4 MEA and area 5 EDM decreased. The related factors consist of personnel who
are ready to solve problems and sufficient time and budget for risk management. These 3
factors are very important factors allowing the organization to decide in risk response to keep
the level of risk at its risk tolerance.

From risk identification in risk management indicated the different of organization scale
has effected on the different risk management results which appeared on the cooperation and
risk management acceptance especially small organization could manage and solve easier than
large organization because of the good employee communication in a smaller group. The
benefit of organization after applied risk management brought IT security system in that
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organization. IT General Control was controlled by IT Governance who implement IT policy
especially the confidence of director staff and other institutions related IT problem and business
continuity management.

Future work

Risk assessment of government and business organizations reveals obstacles and
context of the problems encountered in risk management and also provides the guidelines for
developing the framework to be used in risk management in the future.
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