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Abstract

Contingency planning to support organization information
assurance is the preparation for unexpected events that might
threaten the security of information resources and assets of
an organization. It is important for organizations to consider
different scenarios as particular plans in place may not respond
effectively to certain problems. This article focuses on the
essential areas of information assurance contingency planning
and possible solutions. Moreover, it also explains steps of
planning derived from NIST SP 800-34 and describes
components of this particular planning technique, which are
1) Business Impact Analysis: BIA, 2) Incident Response
Plan: IRP, 3) Disaster Recovery Plan: DRP, and 4) Business
Continuity Plan: BCP. In addition, possible testing processes
of this contingency plan are also described in detail. Finally,
examples of real scenarios set in both Thailand and abroad

combined with this technique are presented.
Keywords: Information Assurance, Contingency Planning.
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