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Abstract

Nowadays, One Time Password (OTP) is very significant
to provide an authentication process that is secure against
attacks based on replaying captured reusable password. S/key
OTP has been proposed as one of the OTP standards.
However, the length of S/key OTP is still not appropriate. So, in
this paper, we have proposed a new design of OTP based on
the S/key OTP and a BASE64 data encodement. Furthermore,
the new BASE64 S/key OTP has been compared with the
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S/Key OTP, HOTP, and TOTP. The evaluation results have
demonstrated a more effectiveness of our BASE64 S/key OTP.

Keyword: One Time Password, Password, Brute-force Attack
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