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Abstract

Password is the most popular authentication factor used
for web application login. To protect the web application
against data eavesdropping, Secure Socket Layer (SSL)
protocol has been widely utilized. However, there have been
several techniques (such as SSL strip, SSL decode) to attack
SSL. Therefore, even with SSL, the password may be snooped.
In this paper, we propose a design to prevent against the
password eavesdropping by using an OTP (One Time
Password) together with a CAPTCHA-key cryptographic

a a s . . ! Aa o ¢ .
319 @3IUae (Nattavut Sriwiboon)* ez guiin WINIANNE (Somnuk Puangpronpitag)*

technique. An implementation of the design has also been
prototyped and experimented on. The experimental results

have shown an effectiveness and efficiency of the design.
Keyword: SSL, OTP, CAPTCHA, cryptographic.
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