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Abstract

The SSL stripping technique has been proposed since 2009
to attack HTTPS (SSL on HTTP). Till now, this technique is
still a serious threat to web applications (such as e-commerce,
online banking, webmail and so on). Several previous studies
have done to evaluate and fix the problems. However, almost
all previous solutions are ineffective; some are too complex

for users to collaborate. Hence, this paper proposes a new
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solution as a browser extension program (named Click2En-
force). From the experiments, Click2Enforce can be effective

and very user friendly in tackling the problem.

Keyword: Web Application Attack, SSL Stripping, Man in
the Middle Attack, HTTPS, SSL.
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