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Abstract
Recently, SSL stripping attacks have been deployed by

several hackers to break the security of online banking

services, e-commerce webs and other web applications.
Several studies have done to investigate the attacking
techniques, and several solutions have also been proposed.
However, the proposed solutions have not been investigated
seriously, and still very questionable. This paper aims at
evaluating extensively the previous proposed solutions using
an experimental test-bed. Effectiveness, user-friendliness,
script-kiddy-only limitation, platform coverage are our
proposed evaluation criteria. The experimental results from
this work can direct to the design of a new effective solution

for the SSL stripping attacks.

Keyword: SSL Stripping Attack, HTTPS Attack, Man in the
Middle Attack, Web Application Attack.
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3) 3zuuﬂ§ﬁ'€mﬁﬁ1°§maau 13znauaiy Microsoft
Windows 7 (PC Desktop), Back Track 5 R3 (Notebook),
Android 4.0.4 (Sony Arc S) ez 10S 6.1.2 (iPhone 4S)
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SET RemoveTag = null
SET data = null

READ(all tag in HTML, data)
IF data !=null THEN
SET PositionOfJavaScriptTag
IF PositionOfJavaScriptTag !=null THEN
RemoveTag = RE.COMPILE(PositionOfJavaScriptTag)
IF RemoveTage !=null THEN
data = RemoveTag.SUB(null, data)
END
END
END

RETURN data

AN 5 danassuiilolunsland HTTPS Enforcer

removeTag = re.compile(r‘<script.*?isan-httpsenforcer
.js”></script>’, re.IGNORECASE)
data = removeTag.sub(*’, data)

return data

A 6 laanlmiatanszuunistadni

lunmInesauaziin Regular Expression Operations (re)
[17] 2097181 Python ¥lw Sedumrdanslandes
sanestulunmnd 5 uaarinmadeulaanisn Python
U lwlnaflslumsieneluganiugswinesues
SSL Strip 4 Back Track R3 @Tamwﬁ 6

3.7 uIAAIWNATY SSL StripGuard

\iloley Wireshark #naU Packet Tuszwangnsdossh
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gauUMTlaNALE39F s WU ITuezBNnlnaa
advertise.html %%N'ILLEWN ﬁauﬁ%g’] EJV&‘L:’]LWGJ (Redirect)
11679 acis2.html Lﬁ@i@lﬁ;ﬁ%ﬂanﬂu Check uaziilanan
ﬁﬂ;w uslusunsuazzunlusslwg check2 himl 1oas2a
BRM %dﬁ'lﬂﬂﬂiﬁma@:’m SSL Stripping Attack %ﬁﬁLWﬁ)ﬁ]”
On Redirect 14 El\‘le‘Na strip2.html LWE]LGIE]%DII%’JI’]VLN
Ut LL(?IE]’]VL&JVL@]QﬂIﬁ]N@mﬁ]wY]’m’I‘E Redirect 107
secure. html unt tiaussntasass lagaunundawly
mIaTaFeUda M3 request MWSaEsnesfimnualn
131 SSL Server (https://guarded-wave-5813.herokuapp.com/
StripGuard) @T\imwﬁ 7 f;/’lﬁ Response AL N’I’Jl’lﬁ
mma &30 EliJu HTTPS azugasnieiannsdamnussansis
Luﬂmmﬂawu HTTP fazuastdaninaiannsla
Usoany
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+ Ethernet II, Src: Apple 3e:e8:7d (5c:95:ae:3e:eB:7d), Dst: HonHalPr c1:07:16 (e4:d5;]
+| Internet Protocol Version 4, Src: 192.168.1.3 (192.168.1.3), Dst: 23.23.133.251 (23|
+| Transmission Control Protocol, Src Port: 58336 (58336), Dst Port: http (8@), Seq: 1,
- Hypertext Transfer Protocol

GET /StripGuard/acis2.html HTTP/1.1\r\n
Host: guarded-wave-5813.herokuapp.com\r\n
Connection: keep-alive\r\n
Accept-Encoding: gzip, deflate\r\n
User-Agent: SSLSTRIPGuard/1.02 CFNetwork/609.1.4 Darwin/13.6.0\r\n
Accept-Language: en-us\r\n
Accept: */*\r\n
Ar\n

I W47 45 54 20 27 55
64 2f 61 63 69 73 32 2e
56 2f 31 2e 31 od eajEr]
72 64 65 64 2d 77 61 76

O Textitem (text), 37 bytes

0040
0050
0060
00760

74 72 ©5 76 47 73 01 7
68 74 6d 6c 20 48 54 5
6f 73 74 3a 20 67 75 61

65 2d 35 38 31 33 2e 68 rded-wav e-5813.h

Packets: 220 Displayed: 9 Marked: 0 Dropped: 0
[root@bt: ~]

E ServerConnectio...

[ yinmdosauudu . [sslstrip - File Br..

AN 7 SSL StripGuard §aaa [1/ei SSL Server IFNA1a

lunﬁiﬂ@aaﬂw?\%maaﬂ%’uﬂﬁ;alﬁau"lmslumsgiw
2849 Python Script 1nal lastaasln SSL Strip innnsdaa
HTTPS aaneuUna waluﬂ'm]auq@mwaamﬂwﬁa:
IR IRATIFFAVUINATING URL N@3INU SSL
A YA A ! &< a2 o A !
Server wgn’lmwamnaaumavlu INBWIIINNITAUA
970 HTTP 30w HTTPS ana3dtaniz URL Va9 SSL
Server # LN@WAULRS (Bypass) b1 SSL StripGuard 9533
- asd Ao p s
RAUWLINTMI ALY TI9zaaIun LU NT WA DT
7 A g ¥ o a & Sl
v e blunsznununitland@iiuloadn uas
¥ @ a A ' & .
ﬂaanumimmaiauﬂvlugw (Loop) Iulu Python Script
g * A o o Al A A
Alaland asaanaIsunuaadlunIng 8

SET BypassTag = null
SET data = null

READ(all tag in HTML, data)
IF data !=null THEN
SET URL Of SSLServer
SET NewURL = “https://”+URL_Of SSLServer
IF URL_Of SSLServer !=null THEN
BypassTag = RE.COMPILE(URL_Of SSLServer)
IF BypassTage !=null THEN
data = BypassTag. SUB(NewURL, data)
END
END
END

RETURN data

A il 8 dana3sulwlun3land SSL StripGuard
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A a ! & YYo= 7 ! '
faarafadywinmmalandulanwivlsauuluaylu
.oo4A ' A & A & =
Preload List Sywunmativauniuloadwn ldluszuud
anzlulasuanumuiionnyls mwnzlanugsnn
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uwan1lwanuriuile wliasfian99eFUNa “htps://” #ia
EV-SSL 88uaY @aui HSTS Adludanumunoningls
aszniniadywinazlanidune danuwidsues tigydl
AIYAL ULAZANIN WIWIATING [13] NNINA 10 Uaa
1A AWIMIFING “https://” W38 EV-SSL 91nanyby

319 HSTS

(1) Notice "https:/"

3 Guddionsuy Facebook - +

= cl m.facebookcom

SCB Easy Net x (2) Notice "EV-SSL"

* C' || & The Siam Commercial Bank Public Company Limited [TH https://www.scbeasy.com/1st_pg.htm

[ chrome://net-intemals/#! x \

« C | [ chrome://net-internals/£hsts

Capturing network events (253) [Ef 2

Capture

. HSTS is HTTPS Strict Transport Security: a way for sites to elect to always use HTTP
XpO

Import Add domain

FREY] Input a domain name to add it to the HSTS set:
Events

Tirmeli Domain:
imeline Include subdomains: [

DNS Public key fingerprints:

AN 10 NIFINA “https://” W38 EV-SSL Uag HSTS

INMNINAFALAIY KLM WUIA AL 1% HSTS 1
ﬁéwgmﬁﬁ%‘%‘lu usaslnfiuniiionasmynnulasast
Tuwnmslosuiu Lo mMsRuw “hitps:/” wazles Bookmark
drazanuAzitnA9mInemlanen HSTS lagnawas
AINAROUITLAAILD mﬁy'wmﬁgﬂl%‘lumi@h Wiu

NANTINUH Google Chrome AIANTN 1

M15197 1 NaNINAROUYIANTNINA83D KLM

bypass = re.compile(r‘http://guard’, re.IGNORECASE) Tuti -
data = bypass.sub(‘https://guard’, data) ROUL Lo N ey
return data Use “https://” 6.4
i 9 laafilzlunsglamie Bypass szuy Bookmark 14.9
HSTS 19
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4.2 Han13U521w32UY ISAN-HTTPS Enforcer
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P

ewi-source:https://isan.msu.ac.th/mscclass/index2.ph

2 | Call ISAN-HT TPSEnforce

-

r.Js for enforce HTTPS connection

| 4| <script type="text/javascript” src="ISAN-HTTPSEnforcer. "> </script>

A view-source:isan.msu.ac.th) X

(¢ ] view-soLrceisan.msu.ac.th/ms:

-
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