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Abstract
Firewall is an important system to control the access of

networks. The firewall performance depends significantly on
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firewall rule management. Bad firewall rule management
(causing by firewall rule anomalies such as conflict, duplicate,
redundant) can badly affect the efficiency of both firewall &
network. So, in this paper, we design and develop a new
prototype firewall that can completely eliminate firewall
anomalies by proposing a Single Domain Decision (SDD)
Firewall concept. According to the SDD, the firewall can
freely swap the rules with no effect to the overall rule
meaning. Experimental results have demonstrated that our
proposed design can get rid of firewall rule’s anomalies

completely.

Keyword: Firewall rule management, Firewall rule anomaly,

Firewall rule verification.
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Rule S ip D ip S port|D port|PRO| Action
1 [192.168.1.0/24 All All All TCP Deny
2 192.168.1.10 All All 80 TCP | Accept
3 All All All All All Deny

2.2.2 Correlation Anomaly fo ﬂﬁi“?lﬂgﬂ@ﬂ il
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Rule S ip D _ip S port|D port| PRO| Action
1 ]192.168.1.0/24 All All 80 TCP | Deny
2 All 172.16.100 All 80 TCP | Accept
3 All All All All All | Deny

10 a0u92 nInga - SuNa 2557
Vol. 10, No. 2, July - December 2014



g

2.2.3 Generalization Anomaly Ao ﬂ’]iﬁﬂgl@*”]
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ARAUU Rule2 M9gaIngInannszrifiuanansiu
G014 3

a & e o Y
13191 3 ﬂg'ﬂaﬂ??’\/??aﬂﬂ?’l‘ﬂﬂuﬂduﬂﬂ Generalization

Rule S ip D ip S _port|D _port/ PRO| Action
1 192.168.5.10 All All 21 TCP Deny
2 |192.168.5.0/24 All All 21 TCP | Accept
3 All All All All All Deny

2.2.4 Redundancy Anomaly fa ﬂﬂiﬁﬂgl@"]
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A15197 4 NV IWS1988NTAULIUUY Redundancy

Rule S ip D ip S port|D _port| PRO| Action
1 | 192.168.5.10 All All 21 TCP | Deny
2 [192.168.5.0/24 All All 21 TCP | Deny
3 All All All All All Deny
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4.3 NISALBWNITUY SDD
A A N A s 3 & S A
Walmstivuwsaaunguadinsieas IWsioasazd
N13A32IFOUNLHAILALNARMIFIING laglnaana3ty
v d g a
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Algorithm 1: SDD inserting

1: SET X = Firewall Rule /*set of fields that want to insert*/
2: SET Fwr = Insert Rule (Rule) /*any firewall rule®/

3: LOOP 1: for every element i in X

4: IF (INTERSECT (X(i), Fwr)) THEN

5:  IF (X(i) != Fwr) THEN

6: S1,,., < min(X@),, ., Fwr, )

7: IF (X(1),,,, = FA,,,) THEN

8: S1,,., < min(X(@),,.., erdat o)1

9: 82, < min(X(),, ., Fwr, )

10: ELSE THEN

11: S1,,., < min(max(X(i),,.., Fwr,.))—1
12: 82, < min(max(X(i),,.., Fwry..)
13: END

14: 82 < max(X(),.,» FWry,.»)

15: IF (INTERSECT (X(i),S1)) AND (INTERSECT
(X(1),S2)) THEN

16: X(D) g1 < S0

17: Add S2 in X

18: ELSE IF( INTERSECT (S2, X(i))) THEN
19: Add S1in X

20: END

21: IF (82, S1,.,!=0) THEN

22: Fwr, < min(X(®),,.Fwr,.) +1

23: Fwr, e max(X(),, .FWwr,..)

24: ELSE STOP

25: END

26: END

27: END

28: IF (Fwr is not Empty) THEN

29: ADD Fwrin X

30: END

31: SORT (X)
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Algorithm 2: INTERSECT (set 1, set 2)

1:IF ((setl  >=set2 ) AND (setl  <=set2  )) OR
((setl, ,>=set2, )AND (setl,  <=set2, )) THEN
RETURN TRUE
2: ELSE RETURN FALSE
3: END

Algorithm 3: SDD deleting

1: SET X = Firewall Rule

2: SET Fwr = Delete Rule (Rule)
3: FA is Sub-member of X

4: IF (X(i)!=Fwr) THEN

50 IF (X(i),,, = ) THEN

dtl

X(i)d,tal<—er i T 1
7.  ELSEIF (X(i),,,, == fwr,, ., THEN
8: X)Wy — 1
9: ELSE THEN
10: S1,,.,<Temp
11: X(1) a2 W g — 1
12: Sl <Fwr, 1
13: Add ST in X
14: END
15: ELSE

16:  Remove Fwr from X

17: SORT (X)

o e v ¥
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T99zludanaiTy Timsort lun13i3usvays Tad
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A [
AAINERVYBY Khummanee et al [13]
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203105088 9w 4 lesdneazdoadinelui

™ |

Module 2
Performance Evaluate

A &
Module 1
Packet Generator

Module 2
Firewall Testing
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1) Packet Generator i@ miqmayaﬁauﬁmﬂmﬁa
lrlunsasameuanivnsessuuuluy TaguRamnad
ﬁiavlﬁvl@iymﬂmsq}u{a%mﬁ”‘mm 100,000 wwaLn® luaan
Usznavmasuieinafiasliazdsenonluaas SA, DA, SP.
DP uaz PRO Wialalunsinlszansmwnsvinauaas
lWsa088

2) Firewall Testing A8 Nsnagaudsz@nTninaes
IWs1e8auUUaILEY Uaz SDD Imvl,wgaaaga:ﬁﬂmiéu
npTuunana 1 — 16,384 ng wazrmIasagaung
ﬁim%umﬂuiy’umu Packet Generator Lﬁﬂﬂiuﬁ%
UIe/NDTA N

3) Performance Evaluate fa MUz IUNaNIIN®
wa9lW088 d9lauvsoanidn 2 sugasainiu Ao
sz Alslum eI W088 (Sorting Time + Insert Time)
Auszezna Al rlunInIagaLy B4R (Verification Time)
F5laesunsluivensly
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