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Abstract

Nowadays, Information Technology and Internet networking
have changed and developed rapidly. These changes can lead
organizational workflows are in risks of the new types of threats.
This literature study reviews conceptual frameworks, theories,
models, research work and situations related to Cybersecurity.
The paper discusses about guidelines to enhancing organizational
readiness in Cybersecurity. Five elements of the guidelines
include 1) Appling a recognized security framework
2) Appointing managers or corporate cybersecurity committee
3) Developing cybersecurity plan 4) Improving the awareness
of personnel in cybersecurity 5) Providing knowledge and

skills about using technology to maintain cyber security.

Keywords: Cybersecurity, Organizational Preparation
Readiness Guideline, Enhancing Organizational Cybersecurity,

Personal Awareness.

1. UNHI
ﬂﬁ]ﬁ;u”ul,‘nﬂiuiaﬁmiawmﬂ LAZLAS AT BN
= A A A v o A o o ' Aa &
HulaIasdlan ladrandunundanegnsddansdny
1 A v 1 v 4 Qs 1 4 1 v
NNAAEIH FIR NG L TLATadaaInaNa T 01w
U =1 ' s I} <) v
TendSoulunisuasin laidnazidu mslssuuansawne
Lﬂmmu%é’ﬂlumsaﬁuaguﬁammmaoaaﬁm
A & ° '
mil,ﬂaﬂuLLﬂaagﬂﬂaqﬂﬁgﬂuuumsmmu L 1
31U Work from Home TagmaBansan waunasiia
LNBLTIAINTNEINTVDIBIANT LHaIanUSUNVad
AAdaA o ' ' A 2 o s
A luladNINITNMWIaL1IAaLHEY FIFINALRDIANT
o = o o ° A o @ A
@a3in15UTuaIN I mINa B WA T U Rl 89
P X o
manalulaffifiatuetngmais (Disruptive Technology) [1]
< X A Ao o o = & A o
mumil,ﬂaﬂuu,ﬂmﬂmmyanﬂs:mu%mmnmqnmu
& ' A o o A
malmues luguuuln 9 feveddleenn ussdnanszny
' - a o
gmmmaaaﬁﬂimnmu nﬂqﬂmumd"l,smua‘fmmlﬂu
Bashmelugaassgiaddna innzisgnanuaana?
= A ' @ & A A & AVLq,ul
WA UREIA DM WAN DL RS TOLRESVDIBIANTN RIRNIN
Wunamaed [2] aiudUTwnT wiaamenITumIuivg
luTatudssuldanudmdnydenisuinisenuifes

1 19 24501 1 un1Ax - w18 2566
Vol. 19, No. 1, January - June 2023



ra

ILAUBIANT MIANATBITBYRFIUYAAR UAZNIIRTS
anuaniniduloweilinuasdns (3], [4]
WUGUATMIIRULE wau. myshmeasitadaansiy
Teuad w.a. 2562 auanasf 49 WM ssasswignn
TasaaaNug @A Ye U IawNG (Critical Information
Infrastructure: CII) U3Nauds @1uaNaUAIT95
@IBNITUINIIAN ﬂfgﬁﬁﬁﬂ”ﬁg AIUNITLIBNITTUIANT
wnaluladaIawng LazlnIauwaN a1V UE
uazladadng dunasnuuazanmnllng summaogy
Wazdu 9 anafimufinmenssunsdszniainLiy
i lningaunmesy wazmaensuaalinnudian
AumynsanusuesUseastlmuesluesdnsachedotiu
(5], [6] PaHannuamsanmn uazmIdszduanunion
1umﬁ‘uﬁammL?ﬂa@iaﬁﬂqnmwma%m aTwaLngy
W Cll auwhenwmasy dearlasdminn
anensIMTTEeATesanst oo uvema Ena.)
T .61, 2564 WL CIT HRzUaies s 335 Azuui
PMNATUUWLAN 5 ATUB lasn1TUszidunann NIST
Cyber Security Framework (NIST CSF) Usznauengsnumaszy
(Identify) 3.4 A=K ANWNIT 9N (Protect) 3.7 AL
AMWNITATIIIL (Detect) 3.29 AZUKL AIWNIIADLRWE
(Response) 3.2 AL LLﬂ:ﬁ’mﬂ’ﬁfiﬁu (Recovery) 3.15 aclibib
s1088aa U W 1 lagwiigann CII NSazwun
FIFA 3 BUALUIN AD WIDBNUMUMITUMITUANT
e luladansaunauazInIaNIAN LaLFUATYUE
uazlada@ns aunin mwuﬁﬁmuuumﬁm‘ﬁq@ 3 auaL
g0y A AUIITITURY FuaNTuAI1845]
LLa:ﬁmmiﬁmimﬂ%‘gﬁﬁﬂ Aty [7] INNAN1IU 2L
Faarnuannsalunissudesaiwnisainielowes
AN ARSI CIT 3 duALFAYNEAzDIINMILNIEAL
nssneanuduasdseadisloiuesadioisain
LﬁaLflumm%'ﬂummw%au‘lumﬁﬁﬁammL%"m@iaﬁﬂqﬂmu
nslaiuainaunazsinalfodousifaaddns
LLa:mﬂLﬁ@mqmitﬁmo"lfmuaﬁu S9N TN NUENINTD
Tumsaauausssomslandldasnimais iwnedaani
ﬁ%‘l,uﬂmgu”u wazauwInnaIRnIlaNNIududasvinlw
FUURIRWNATANINNUMUdaAugnAINNIS liuas
gﬂLLUUI%ﬁ 9 BHARIALIN imﬁamiﬁ%‘uﬂgauhm £

1 19 240N 1 anax - Awren 2566
Vol. 19, No. 1, January - June 2023

unaaizIns: undPredlagraduszuuidsuwimemaielounsanvasesdng

Wasnszaumsinmanuiuaslasans lowes

wazuwirljudainariuduaslaaans laiuas

LLﬂZIﬁﬂ’NN@i:%ﬁﬂiﬂyuuﬂﬂﬁﬂiﬂﬁ le%@dﬁ(ﬂia tnadaLiha

KudaKnsiAu
5

4
3.15

KUDQKL
msUovniu

KUDQKL
nsasuauav

3.7 32

3.4 3.29

KUDQKLN1SS:Y KUDQKLN1SASIDIU

AT 1 mamsUEdudermuaansalumssnanuie
vasane lmuasvas Cll Ussnalng 310 d1sines
AmENIIUNITNITINHIAI IV A a8 A Y
lmyasunsn @ @nu,)

2. NOBf wazewIsefitiaadas

2.1 BYVNANY (Definition)

myws uaz myd [8] ldafursfivarnuwilon
LAZANLANENITBIRI ANNTHAIUsaAREETRUNA
(Information Security: IS) UaxmMIUTerwaNusuaIaans
F1IRWLNA (Information Assurance: 1A) 1371 1S waz 1A
dnafilwanudanldinisdnaslassaafiugiu
F1ITARNAVBIBIANT NIRANIAINAANUTIFDITo
ﬁm’mL%"auTmﬂumﬁuﬁaﬂ”un”sjqﬂmwﬁﬁl,l,uﬂﬁushwa@ia
ANULDUEIUG MIYNINTZUURIRUNG LL&ZﬂﬂQﬂfﬁl‘ﬁ
lunssudenudsgnanueingt?

UnANNaIna laatunaanuranevad 1A T3l
33n1slunnssanisiisanunisltauansawine
MIMAUAUA (Governance) L8ZNITUSAITANLFL S
(Enterprise Risk Management) @mamumsa’mﬂaq‘nf
LLazLquauﬂi:umeﬁam”uLﬂﬁiaugiﬁwaaaaﬁﬂs
l#Tauiuasdasands du 1S (luuuirdlfoa
aninluiimIinam wisenszaue3asie nalulsd

Information Technology Journal

sarsaluladarsawineg




v

JLUURITRULNGA LAUNRLATH WATNTZLINANT TIND
maliemaaszingiuaumeluasdn WiolviRaeaiung
ﬂaa@n”mmuyimmi UM IA Use IS mmzﬁm‘sﬁan@ﬂ%
WNAUUSUNUR989AnT izl uesdnsrmaLan nand
wialna aseaaunmwuaununminfienusufiaseu
mamu‘l,uaaﬁml,ﬁiaaﬁnmmmimquﬁlumsﬁﬂﬂad
AIRUNAIINANULTLI T FINR A O FIIRULNE

2.2 ngumswanianedsanaianinalulad
(Technology Threat Avoidance Theory: TTAT)

wqwﬁmwﬁmﬁmﬁﬂqﬂmwmﬂIuIaﬁmmwmﬂ
Lﬂuﬂqwﬁmﬁaﬁm §T9NIZLIWMNS WAzl VBN AnTTN
mwﬁﬂLﬁ"mﬁ'ﬂqﬂmwaaﬁ’ﬂqﬂmwma walulad
SIRWNANLE LTI (Users) Lo dasmauaasliinuds
mztumymetygnuesuysd moldaniwauesrbnan
LAZNNTIZYA LLﬂsﬁugmlumsﬂs:Lﬁu‘ﬂ'@mmmmsa
M3TdannAuANANaINGT?

H. Liang, W82 Y. Xue. [9] "Lﬁﬁmi”umnmiw”@ummwﬁ TTAT
Tagluztuuuvasuuudnaeinszuaums (Process Theory)

¥
1 a A a

AN WLIIINNT] )

e

uuwms i ldisasliiruialage
ﬁdwa@iam:mumwﬁmﬁmﬁaqﬂmm”dna'n
warhaadilangdnssunismaniaosvasgldnu
FLUURITRULNGA ;j"?'ﬂ”ﬂ’idvlﬁﬁmmusmmsmmﬁ LL‘JGQGI’%
WWatlaanulsa (Protection Motivation Theory: PMT)
(RefPMT) LazWA8 NI BINUMTIATIZAA NN
(Risk Analysis Research) [10], [11], [12] e tNalA
g TTAT MunTnszyfaiuisinadonuauWus
. e o ,

AOMIRANLALIN BANANUNNDIUL uazlud 2010 H. Liang,
W Y. Xue [13] Vl,ﬁﬁﬂmiw”wmuuuﬁmadwq@mim
mananigesthawslasldngw TTAT NUNFNAIBENS
wnAnwIaLSaNes NSV Uminasnigalim
° A ' o a & o

U 152 an smLﬂuﬂqwqﬂmmﬂawmLmaim"l,ﬂ
(Non-IT User) bazNaRaUFNNATIUNIFDAMIBUUILIRE
RUNIILATIFTIINLINMUUINRDIAINENITNUAZLD YA
ANNNIWA 2 RINITDATUNLANNAI L LNITHANLA L
ammns{maoﬂf,jué’aasmvlﬁﬁ%aUaz 56 WRTWOANITY

a n:i {n:itv a U
lumnaniagsatansnseuas 21 snau1nasunsladn
a n:l' L% a 6 ') £ weR

lunsdingldnunauiamaimldmusnaszwinldns

[ a a n&/ Rt = & A a
nsqnmumn@muﬂummad a:umwmﬂﬂumimma N

Information Technology Journal

ﬁ Msarsnalnladarsawineg

uneNaIzns: undrelagraduszuuidisuwimenisieIsunsanvasasdns

WWaunTEaumMssnanuiuaslasanslouas

fuanany Lwiaahdvl,iﬁmumﬂ@%&mﬁiwmuﬁﬁ%mﬁuﬁa
ﬂv‘]_mvzlﬂﬂmN@qﬁﬂﬁﬁ’JﬁﬂﬂNﬂﬁﬁ’Jﬁ]WU’i’]mj&l@ﬁﬂF_h\i@]q:iﬂdﬂ

A a a o A a X
Laaﬂﬂ‘ﬂ:l,wmﬁm@]aﬂUQﬂﬂ’]&l‘ﬂLﬂWﬂ% [13]

Perceived
Severity

e

R?=.33
Perceived
10 Threat
.26**
-1

R’ = .56 R*=.21
Perceived = : Avoidance | 43** Avoidance
Susceptibilit -18 ~7] Motivation Behavior
33+
Safeguard
effectiveness [ _ 14+
Safeguard E Note: ** p_;_.61;*p<.05 i
cost 19*

;
: :
H ;
H Interaction |
: :
H :

Self-Efficacy

a2 2 Spyware Avoidance Behavior Hypothesis Testing

with Structural Equation Modeling
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Tolerance ——p Hypothesis of the study

Note: 1) **p<0.01; *p<0.05; 2) we report R square without/with moderating effect — — —» Hypothesis tested previously

AN 3 Wishful Thinking Hypothesis Testing with Structural

Equation Modeling
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AN 5 NIST Framework Core Structure
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Tulasea319ad National Cybersecurity Working Force
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The National Initiative for Cybersecurity Education (NICE) Workforce Framework
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Structure of the Framework

Category

P AN

Strategy Strategy Strategy
Area Area Area

Aalyse  Collectand  Investigate

perate
©00

Operateand  Overseeand  Protect and
Maintzin Govem Defend

Securely
Provision

e SN N
Work Work Work Work
52 Work Roles Role Roe Role Role
7N\ /N /N /N
T K T K T K T K

Tasks, knowledge,
skills and abilities

SOURCE: Nice Framework

AN 6 NICE Framework Structure
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5.3

-------------------------------------------------- Cyber Security Action Plan

*  Review Critical Assets

*  Vulnerabilities Assessment

*  Penetration Testing

*  Risk Assessment

*  Risk Treatment Planning and
Security Control Assessment

«  Cyber Security Policy and Practices
Revision

Cyber Security e T ask/S|
Activities Planning Development Plan

52 ’,

Establish Cyber
!| Security Department

National Framework

Align with Context
of Organization

B 2

Define Work Roles

N 5.4-5.5 |+ Security Awareness Maturity
Cyber Security

Awareness Training

* Define Training Measurement

* Define Top Human Risk Issues

«+ Manage Human Risk via Training
by Scenario Based

* Security Technologies Training
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