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Abstract
The purposes of this research were 1) to create a cyber
resilience framework for cloud computing services and 2) to

develop an evaluating method of cyber resilience for cloud
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computing services. The qualitative and applied researches
were methodologies that underlied both in related theories
and the NIST cybersecurity framework. The research focused
on both in-depth interviews and focus group with cybersecurity
experts include with collecting data from cloud service
providers. With the data analysis process, it found that cyber
attacks became more violent, sophisticated and smart attacks.
However, researchers synthesized and developed cyber resilience
framework for cloud computing services. In addition,
application was developed for cloud computing service
providers that they could adopt to self- evaluation in order to
improve and develop on cybersecurity level for cloud

computing services and cyber resilience in the future.

Keywords: Cloud Computing Services, Cybersecurity, Cyber

Resilience.
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LUD192L8% CSA Consensus Assessment Initiative (CAD
%38 Cloud Control Matrix (CCM) 2) STAR Certification/
Attestation: A9INIWNNTUTLH 1S027001 W30 AICPA
SOC2 INNUIWNAUUEN WAL 3) STAR Continuous:
aasdmsanaseuuazlszinanulaaasiuuasszuy
A81A ae9naLfias

2.2.3 The Statement on Standards for Attestation
Engagement (SSAE18) tiu38911 n13djudaung
52D uU0989ANIALABITIRDNNTUSANT FaI0E
E?I%U%ﬂ’]il,l,‘]_l‘]_lﬂm’s@; l%ilﬂi’]mﬂuiﬁ;’] Service Organization
Controls (SOC) w111 3 s1am 6799t SOC 1 1895
Lﬁmﬁ'u{a;&amagmmiﬁu, SOC 2 luwmenul szl
ﬂi:?{w%mwmimumewﬂ"umﬁaa@ﬁngwu
aluladasswnanioluasans laglonanms Trust
Services 13znavely 5 1309 Aa anusuaIUsaasy,
e nnsanloan, mi%‘ﬂmmwgﬂ@iyawm
FUABUNNTALTIUG, MFTNHANUTY U8z MIFNE
Jagamﬁmﬂuﬁmqﬂﬂa %I SOC 3 azdunan
msUszifimanizanuanudualaaads, nsine
anwnsanlrn wazNITNEIANNEY T9EN0Ta
LNEJLLW?I;;}EHF]?N:VLGT

2.2.41SO/IEC27001 L%aNa3g1%ana ANUITUY
WBwImasnmanuduaslaoas waa{aga (Information
Security Management Systems — ISMS) “fﬁ ﬁ{aﬁﬁﬁa @Q;:G LL@i
MIBUAWINIZUL, MR, TNITNUNIL mytuLly
08N9A0Li09 FIFIAARBINTULIIAAVIINGNINT PDCA
(Plan-Do-Check-Act)

2.2.5 ISO/IEC ISO 27002 2uyfisvansufiialu
msmuawmwﬁ’umﬂaa@ﬁwaagﬂga finanua 133
W18 agﬂﬁa ISO/IEC 27001 waz ISO/IEC 27002

Information Technology Journal

MsaIsnalnlag@arsaning




ga

wuanuidnlubes “sruumsusmssans laod
Pafnuafifsl foalumsinmanuduasaaaitas
?j”aya Welnlasumsiusesanasgu uiainualng
mﬁ@ﬁnLmu%‘uﬁaL%@;q‘,mauﬁawLﬁ@%mm:m"l,;%a
mwmmsalumi@ﬁLﬁuﬁqiﬁavl,@iyasm@ial,ﬁaa 3]

2.2.6 ISO/IEC 27017 1Juana3g uana a1y
mysamsanuiuasUasaisssmslnuinsaaie &9
"I,ﬂmmaﬂgmmamu 41911 150 27002 lasiiuva§iia
muﬂmmﬂawmm (Cloud Computing Service Set)
Lwamqumim‘ﬂm‘nLLa:mwmuw@mau‘lmiad
mié'f@ﬂﬁmwﬁumﬂaa@ﬁwadgaga%wﬁ‘u 3R
;Jl%ua:é‘lﬁu’%miﬂmmr Gradt 1) ;Esl"gu%miﬂmm:@?m
vl,(r;,%/‘]_lﬂi’]&lgllﬂiadLLa‘”VL@T%‘U%Yl%ELuﬂ’]iL?T’]ﬁ\‘liﬁﬂﬁﬂm’m(
amwmau 1uamwLn@aamLamauﬂlmwnuﬂmﬁ%
mmﬁwaue] 2)°uammuummiﬂgumm (Operation
Logs) WAz mauaaauu‘nmmaaﬂ (Logs) luszuuusns
LUUARIA @lﬂd&lin‘Uﬂ’]i’ﬂﬂﬂ’]i‘ﬂﬂﬂ(ﬂﬂdmlﬂ CHETEE
3) NMISANTANULFLITLALITLNTI N BTN
ﬂaa@ﬁﬂ"ﬁva;&auuﬂan@; Togfluaanasnssulsein
MIUIANT (SLA) s:%iwé‘lﬁu’%miﬁ‘u ;J%’uu’%mi TuiSa
maamﬁ‘nmmmﬁ"umﬂaa@ﬁ'ﬂmaa"ﬂagamwmﬂuém
qﬂﬂaﬁlﬁuﬁlm:uu

2.2.7 393 ISO/EC 27018 iuuuinsdJus
N é’nﬁ%‘upﬁﬁu%mis:ummn@i(mmsm: lagane
Liad ﬂ’ﬁﬂﬂﬂﬂ«ﬁﬂ‘]ﬂ’]%ﬂﬂﬂﬁ?%ﬂﬂﬂa (Personal Identifiable
Information) FIWaEH mamaﬂmmmiwumumamad
t}dl?ﬁ_liﬂ’]i LLa:LmamImVLaJma_qlﬂﬂﬂI@qﬂﬂa%uauuLﬂsa
ane'la onfi 3o ﬁa%i vangLaaInsawn wia Buwa iuan

2.3 nsaunwrnnanaanaslasanslsiuad
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Management Strategy) (ID.RM)
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2.3.3 Information Security Forum (ISF) Juaue
F9HewANN T AU e A F sRRINAINNLTEINA
§anqe FaNFNUINN 500 HIBIHANYTANAAN
mlan lagfigadszasaiieimuiniaizin qile
Touuzin wazuwidfuafaniunnuiualasais
liuas IS vL@TﬁWﬂ’]iLLli«iﬁilﬂﬂﬂﬂ%JLLaﬁf‘ﬁ%/‘]JﬁE]‘ﬂN@T’m
anuduastaaenslouas 3 seau [9] 1) ANNTHA
UnaanarITeUwLNe (Information Security) %38 Known
CIA fa ms%‘uﬁaﬁ‘ﬂqﬂmuﬁéwammuﬁ’uL’%f'aa CIA
sulauniias n133N®IANNEY (Confidentiality),
mmauyszﬁmaa{aga (Integrity) sz ANuwsawls
(Availability) 2) anusiuastaaass loiwes (Cybersecurity)
fa mﬁ‘uﬁaﬁ’ﬂqﬂmulm:é’uﬁﬁNaﬂi:‘ﬂu;umaﬂiﬂ
09 C1A 3) myauanwlaas loiwas (Cyber Resilience)
ﬁami%’@ﬂﬁﬁ‘uﬁmqﬂmmﬁ‘lﬂmﬂﬁﬁﬂgmﬁau
waasuaazszauly asmwi 2

Cyber Resilience

(Unknown, unpredictable, uncertain,
unexpected)

Cybersecurity

(Known non-CIA)

Information
Security

(Known CIA)

AN 2 Cybersecurity and Cyber Resilience Model.

2.3.4 Cyber Security Resilience Complete Self-
Assessment Guide L‘ﬂugjﬁaﬂsuﬁumwﬁ"umﬁaa@ﬁﬂ
wazmsduanwlamsloues lanansdean uwanjia
UAZIATZI [10] Lﬁalﬁaoh{mmminﬂiuﬁmmaﬂ@;
aen9mais luvauiaa 7 Sas ﬂa mimmum(Recogmze)
ﬂﬁm%um‘ﬁﬂgm (Define), mmmmnﬂ@m (Measure),
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