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Application of a fuzzy Analytic Hierarchy
Process to Select the Level of a Cyber Resilient
Capability Maturity Model in Digital Supply

Chain Systems
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ABSTRACT: Cyber resilience has emerged over the past few years because
traditional cybersecurity measures are no longer enough to protect organizations
from persistent attacks. The cyber-resilient capability maturity model is a crucial
element within an effective digital supply chain with six components: identify,
protect, detect, respond, recover, and continuity, which affect the cybersecurity of
the organization. To measure the maturity level requires a holistic approach, the
analytic hierarchy process (AHP) method, which allows both for using multiple
criteria and also for simultaneous evaluation. Generally, the factors affecting cyber
resilience in digital supply chains have non-physical structures. Therefore, the real
problem is represented in a better way by using fuzzy numbers instead of constant
numbers to evaluate these factors. In this study, a fuzzy AHP approach is proposed
to determine the cyber resilient capability maturity level in the digital supply chain.
The proposed method is applied in 9 SME companies to test the assessments. In
the application, factors are weighted with fuzzy triangular numbers in pairwise
comparisons. The result indicates that the weight factors from comparing the
relationship of all factors put the importance of the identify factors first, followed
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by protect, detect, respond, recover, and continuity, respectively.
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1. INTRODUCTION

Cyberattacks and cybercrime are a part of cyber
risk that is evident for today [1], [2]. As a result of
the use of advanced information and communication
technology, especially the danger that comes from
communicating through the Internet, various forms
of cyber threats have also increased. The severity
and complexity of these attacks have serious business
consequences [3], [4], [5], [6], [7].

It is necessary to standardize business processes
through the activities that occur in the supply chain
under the digital infrastructure, including the need
to increase communication between them [8]. The re-
sult of this operation causes risks to the supply chain
[9]. The risks which most often occur are threats,

vulnerabilities, impacts, and the likelihood that one
of these will occur in the entire supply chain. The
attacks come from corrupt persons who exploit a vul-
nerability or weaknesses in the system when attack-
ing. The organization must also be robust, agile, and
able to continue to work despite experiencing unex-
pected cyber threats. It needs guidelines for prepar-
ing the organization to be able to prevent, resist, de-
tect, and respond to intrusion, espionage, or decep-
tion that could damage the organization. Here, it is
called cyber resilience. So, the cyber resilience of the
digital supply chain can be used to avoid, or at least
reduce cyber risks and maintain the continuous and
sustainable operations of business organizations.

In recent years, a variety of security maturity mod-
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els have been proposed for overall security manage-
ment. These come in the form of a maturity model.
In 1989, Humphrey presented a maturity model for
software quality evaluation [10]. Subsequently, this
model was adopted as a basis and modified to be
used for more cybersecurity work for many reasons:
1) This security capability maturity model is used ef-
fectively in many fields such as information technol-
ogy and business; 2) The maturity model has a com-
plete management process to manage a business for
cybersecurity; and 3) This capability maturity model
can be extended to cover all aspects of the security
domain. In addition, we can see that the maturity
model also is used in crucial traditional cybersecurity
environments such as e-Government, e-Commerce, e-
Education, and health. It is also especially important
for critical national infrastructures such as electricity,
water supply, oil, and transportation [11]. However,
there are few people who are interested in cyber re-
silience for the digital supply chain [12], [13].

The Cyber Resilient Capability Maturity Model
in Digital Supply Chain Systems presented by the re-
searchers aims to find a way to deal with the threats
to digital supply chains. The model was developed
based on the NIST Cyber Security Framework with
identify, protect, detect, respond, recover, and con-
tinuity to prepare organizations to respond to new
cyber threats that can occur all the time. Effec-
tiveness is measured with the development of indi-
cators, assessment criteria, and assessment tools used
for evaluation to help the organization conduct a self-
assessment. But each evaluation process has different
concepts and methods of measurement, with personal
conditions and reasons. Therefore, the researcher
uses the Analytic Hierarchy Process (AHP) technique
for multi-criteria decision making.

Another limitation is the difficulty in assessing
the capability maturity level of each indicator that
will affect the overall maturity level. This assess-
ment causes the results of the measurement process
to be unable to measure the results with an accu-
rate and neutral indicator [14], [15], [16]. A fuzzy
logic approach using approximate reasoning should
be adopted. It differs from the logical thinking of
right /wrong, yes/no, used by classical logic in or-
der to simulate the assessor’s decisions that can solve
complex problems.

Thus, the objectives of this paper are threefold.
First, to apply the capability maturity model assess-
ment to SMEs. Second, to evaluate the level of the
cyber resilient capability maturity model of the dig-
ital supply chain in SMEs. Finally, to use the fuzzy
AHP approach to determine the cyber resilient ca-
pability maturity level in the digital supply chain in
the case of non-physical structures and to address the
real problem factors that affect SMEs.

2. LITERATURE REVIEW
2.1 Analytic Hierarchy Process: AHP

AHP is a method used to determine important
weights developed by Thomas L. Saaty in the 1970s
as a technique for choosing or sorting alternatives for
a multi-criteria decision problem. AHP creates a de-
cision model with a hierarchical structure using the
information obtained from experts’ opinions to ana-
lyze and summarize suitable alternatives. The pro-
cess of the AHP method consists of three steps which
are described next.

1. Decomposition is in the form of a hierarchical
structure (Hierarchy Structure). Each level consists
of the criteria for making decisions related to that
problem. The top-level is called the goal, and overall,
there is only one factor. Level 2 is called the criteria.
It may have many factors, depending on how many
levels of the chart there are. Most importantly, the
elements at the same level must be equally important.
If they are of very different importance, the less es-
sential factors should be separated to place them on
the next level. An example of an AHP structure chart
is shown in Fig.1

Goal

N

Criteria#1 Criteria#2 Criteria#3 Criteria#4

==

Alternative#1 Alternative#2 Alternative#3

Fig.1: Hierarchy Structure.
Source:Boonsita Kitisrivorapot [17]

2. Prioritization is done by comparing the rela-
tionships one by one based on structural factors using
the principle of hierarchic composition method. The
diagnosis is expressed in the form of a numeric sat-
isfaction level (ranging from 1 to 9) in the matrix
table. The matrix table is the most suitable tool to
compare pairs of factors. In addition to helping ex-
plain the comparison, the matrix table can also test
the consistency of the diagnosis. It can be used to
analyze the sensitivity of the priority when the diag-
nosis is changed.

3. Synthesis is done by considering all priorities
from the comparison of chosen alternatives. It begins
by analyzing the matrix and mean with mathematical
methods.

2.2 Fuzzy Set Theory

Fuzzy set theory is a mathematical science that has
become more active in the field of computer research
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and has been employed in many applications, such as
medical, military, business, industrial, etc. [18]
1. Fuzzy Logic Concept

Fuzzy logic is a tool that helps you make subjective
decisions under data instability by allowing for flexi-
bility. This is accomplished by using logic that is sim-
ilar to mimicking the convoluted thinking of humans.
Fuzzy logic is different from Boolean logic. Fuzzy
logic has an extension of partially true. In contrast,
Boolean logic only has true and false, as shown in
Fig.2.

False
False

Extension

True

True

Boolean logic

Fuzzy logic

Fig.2: Boolean logic and Fuzzy logic.
Source: Phayung Meesad [18]

2. Membership Function The membership
function is a function that determines the member-
ship level of the variable that one needs to use. It
starts by replacing it with an agent that is unclear,
unpredictable, and ambiguous. This is an integral
part of fuzzy’s features or operations because the
shape of the membership function is essential to the
processes of thinking and problem-solving. The mem-
ber functions can be asymmetric or symmetric in all
respects. For this study, the triangular membership
function was selected, with triangular membership
numbers that have to be converted and the rating
of the assessors averaged according to the Triangu-
lar Fuzzy Number function. In this paper, [19] [20]
methods are used. Table 1 shows the triangular mem-
bership numbers.

Table 1: Triangular Fuzzy Number.

Fuzzy Number | Triangular Fuzzy Number

1

OO [ O | W| N

2.3 Fuzzy AHP Analysis

In this study, the research uses Chang’s extent
analysis method because the steps of this approach
are more comfortable than the other fuzzy AHP ap-
proaches [21] [22].The definition of the triangular
fuzzy number and the steps of Chang’s extent analy-
sis method are given next.

2.3.1 The description of the triangular fuzzy num-
ber and the operation laws of the triangular
fuzzy number [20]

The membership function M(z) : R — [0,1] of
triangular Fuzzy number M (x) = (I, m,u) defined on
R is equal to

T l

m—1 m—1
x U
M(z) = -

m—-u

m—u’
0, Otherwise,

where [ < m < wu, m is the possible value of the
fuzzy number M ,and [ and u are the lower and upper
bounds, respectively. According to Zadeh’s extension
principle, given two fuzzy triangular numbers M, =
(ll,ml,ul) and Mg = (lz,mg, UQ),(ZQ and lQ 2 O)7 the
operators can be defined with Equations 2, 3 and 4.
1.The extended addition defined as

Ml@M21(11+12,m1 -+ mao, Uy +UQ) (2)
2.The extended multiplication defined as
Ml @Mg = (lllg,mlmg,ulm). (3)

3. The inverse of a triangular fuzzy number defined
o 1 1 1
M '~ (—,—, ). 4
1 (Ul ’ my ’ ll ) ( )

2.3.2 Chang’s fuzzy AHP Method

Let X = {04,04,...,0,} be an object set, and
let U ={g;,92,---,9,} be a goal set. According
to the method of Chang’s extent analysis, each ob-
ject is considered one by one, and for each object, the
analysis is carried out for each of the possible goals,
gi;- Therefore, m extent analysis values for each ob-
ject are obtained and shown in equation 5.

M2, ... M™

gi7 L) gi7

My;.,
All of the Mél(j =1,2,...,m) are all fuzzy trian-

gular numbers. The membership function of the tri-

angular fuzzy number is dented by M (z). The steps

of Chang’s extent analysis are given next.

Step 1: The value of fuzzy synthetic extent concerning

the i*? object is defined as

i=1,2,....n (5)
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m n m . .1—1
Sim Y g > > | (6)

where ® denotes the extended multiplication of
two fuzzy numbers. To obtain Z;”:l M gi perform the
fuzzy addition operation of m extent analysis values
for a particular matrix such that

Z:; Mgi - (Z;nﬂ > Z:; My Z;nzl uj) ’

To obtain [377, >0, ]\ngi]_l, perform the fuzzy ad-
dition operation of Mgi(j =12,...
that

,m) values such

Zi:l Zj:l M;i - (Zi=1 b, Zi:l i, Zi:l ui)
(8)
and then compute the inverse of the vector in Eq.(7)
such that

n m .11 1 1 1
j\/[]] = ; m ; m .
{Z"’Zl Zj:l g (Z?; g Y mi Y )

i1 bi

(9)
_ Step 2: The degree of possibility of
My = (la,ma,ug) > Mi(lh, mq,uq) is defined as
V(N > M) = sup [min(Va (), Ma(y)] (1)

and can be equivalently expressed as follows:

l27ug

1
= 0
(mo—u2)—(m1—11).

Hya

Fig.3: The intersection between Ml and Mg .

Fig. 3 illustrates V(Mg > Ml), for the case

mo < l7 < us < mq, where d is the abscissa value
corresponding to the highest crossover point D be-
tween M, and M. To ‘compare M; and Mg, we need
both of the values V(M > Mz) and V(Ma > M).
Step 3: The degree possibility for a convex fuzzy num-
ber to be higher than kconvex fuzzy numbers

M;(i =1,2,...,k) can be defined by Equation 12.

V(M > My, My,...,My) =minV(M > M) i=1,2,...,k.

Step 4: Finally,

W=(minV(S; > Si),min V(Sy > Si),...,V (S, > Si))T

is the weight vector for k =1,2,...,n .

3. METHODOLOGY

3.1 Study of Cyber resilient model in the dig-
ital supply chain for digital business con-
tinuity management

To study the cyber resilient capability maturity
model in digital supply chain systems for manag-
ing digital business continuity management, the re-
searchers conducted a study based on the cybersecu-
rity framework of the United States National Insti-
tute of Standards and Technology (NIST), consisting
of 5 main functions and 23 categories [23]. Each of
the main functions is divided into smaller functions
which are described in reference documents such as
CIS CSC, COBIT 5, ISA 62443-2- 1:2009, ISA 62443-
3-3:2013, ISO/IEC 27001:2013 and NIST SP 800-53
Rev. 4. Researchers have studied and used these con-
cepts to create the cyber-resilient capability maturity
model in digital supply chain systems for managing
digital business continuity management.

3.2 Component analysis of cyber resilient
model for the digital supply chain for dig-
ital business continuity management

In this research, the researchers conducted a study
of additional standards for enabling the development
of a cyber resilient model for digital supply chain
systems for digital business continuity management.
Those standards consist of:

1. The ISO/IEC 27001:2013 information security
management system (ISMS) is the standard for infor-
mation security management. [24],[25]

2. The ISO/IEC 27002:2013 is the practical means
for supporting ISO 2700. It specifies best practices for
initiating, developing, and maintaining ISMS. [26]

3. The ISO/IEC 27005:2018 contains cyber risk
management standards, which consist of information
technology, security techniques, and information se-
curity management systems. [27]

4. The 1S0O22301:2012 business continuity man-
agement systems are the standards that enable orga-
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nizations to plan and respond to disasters, especially
cyber-attacks, systematically. [28],[29],[30]

5. The ISO/IEC 27032:2012 is an extension of ISO
27001 that is involved in confidentiality, integrity, and
availability of assets such as hardware, software, in-
formation, and services, including virtual assets such
as reputation, etc. [31]

6. The ISO/IEC 28000 is a standard that defines
the requirements of the supply chain security man-
agement system and provides the management model
for the organization that wants to implement this sys-
tem. The objective is to effectively manage risks by
organizing the security activities of the digital supply
chain organization under the same system as other
management systems [32] [33] [34].

7. The ISO 31000:2009 provides standards for en-
terprise risk management [35] [36].

These standards used in this study are inter-
national standards used for cybersecurity systems.
They are necessary to develop the cyber-resilient
model for the digital supply chain, as shown in Fig
4. Moreover, using them results in the organization’s
work process under the digital supply chain. It en-
ables a business to work safely in the current digital
environment by working with clear procedures and
allows them to be ready with effective cybersecurity
in the digital supply chain [37] [38]. It can build trust
with partners under the digital supply chain.

From the study of the above information, the re-
searchers can present a cyber-resilient model for the
digital supply chain that has been developed, as
shown in Fig.4.

Identify Protect | Detect | Response Continuity
Asset Management ccess Control Anomalies and Response Supply Chain
Events Planning Sustainability
Business
Environment Training Security Continuous Communication Dependability of
Monitoring Supply Chain
Governance Info Protection s
Process and Detection Processes Analysis s
Procedures Continuity Plan
Risk Assessment Mitigation Robust Strategy ¢
Cvber Intelligence
Supply Chain Improvements
Risk
Protection
Technology .
Supply Chain
Supply Chain i
Security Strategy
Privacy
Fig.4: Cyber Resilience Model for Digital Supply
Chain.

Source: Naris and Prasong [39]

The details of the cyber-resilient model for digital
supply chain can divided into 6 functions and 32 cate-
gories. We can explain the main functions as follows:

1. Identify: It identifies and understands the vari-
ous contexts of supply chain cyber risk management,
which has added a new category, supply chain secu-
rity strategy, based on ISO 28000 and ISO 31000.

2. Protect: It sets standards and controls to pro-
tect the organization’s systems against the cyber risk
of the digital supply chain, which added a new cat-

egory, privacy, based on ISO 27001, ISO 27002, and
ISO 27032.

3. Detect: It defines procedures and processes to
detect abnormal situations, which added a new cat-
egory cyber intelligence, based on ISO 27001, ISO
27002, and ISO 27005.

4. Respond: It describes methods and processes to
deal with unusual situations that occur, which added
a new category, supply chain agility [39].

5. Recover: It determines the steps and processes
to restore the system to normal, which added a new
category, robust strategy [39].

6. Continuity: It implements the various stages
and procedures to enable the business to continue,
which is a new function based on ISO 22301, includ-
ing 4 categories: supply chain sustainability, depend-
ability of supply chain, business continuity plan, and
business continuity assessment.

From the development of the cyber-resilient model
for the digital supply chain, the researchers developed
the hierarchical structure of the AHP process used in
this study, as shown in Fig. 5.

I [ I I l |

[ Identify } { Protect Detect } [ Respond ] ‘ Recover J {Cominuity}

—— | —— ]
| | | | |
3 &

(o (| e
Fig.5: Hierarchical structure of the assessmentof

capability maturity level of the assessor.

3.3 Questionnaire developed and data collec-
tion

After obtaining the components that will be used
to assess the cyber resilient capability maturity model
for the digital supply chain, the researchers created
a questionnaire following the criteria and gave it to
the assessor for an option. The researchers invited 9
SME companies to test the cyber-resilient capability
maturity model in digital supply chain with a con-
venient sampling methodology. The researchers also
explained and checked the understanding of the asses-
sors about how to answer the questionnaire at their
offices. The 12 assessors from 9 SME companies are
shown in Table 2.
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Table 2: List of 12 assessors from 9 companies.

Position
Managing Director
Digital Marketing Manager
IT Senior Officer
Senior IT Support
Assistant IT Section Manager
IT Manager
Operation Merchandising
Parcel Support Manager
Human Resource Manager
Account Manager
Senior Programmer
Application Support Manager
Programmer

No | Company

=

©| 00| N[O U x| W N

OO ©O|©|0 N [O U k| W | —

The researchers used Kappa statistics to assess the
conformity of assessors, to learn whether the assessors
agree. As there were more than 3 evaluators, the re-
searcher used Fleiss’s Kappa statistics as a test to
confirm the consistency of the data obtained Fleiss,
(1971) [40]. Fleiss’s Kappa statistic (Kp) can be cal-
culated by

[A{F — pa B f)e
1-P,
when P, = %Z§:1 zj, P, = 522:1 p?

1 q 2 q _

m(m—1) (i L7 Y1) and p; =

(13)

where z; =
T 2oi1 Mij

Based on the data obtained from the survey of 12
assessors, it is possible to calculate the Kappa statis-
tic with a value of 0.848. From the criteria for deter-
mining the degree of conformity of the Kappa statistic
according to Fleiss Levin and Paik guidelines [41], the
appraisal was found to the practically acceptable.

In this research, AHP using fuzzy logic was applied
to define the weight of each assessor’s opinion. All
criteria were considered with a pairwise comparison
matrix. In place of a numeric value, the Fuzzy AHP
is a range of values that are combined to evaluate
the weight of criteria [42]. The fuzzy prioritization
method uses this scale in Parkash’s study [43]. The
fuzzy conversion scale is presented in Table 3.

Table 3: Triangular fuzzy scale (TFS).

Importance Importance

Intensity TFS Intensity TES
1 (1,1,1) 1/1 (1,1,1)
2 (1,2,3) 1/2 (1/3,1/2,1/1)
3 (2,3,4) 1/3 (1/4,1/3,1/2)
4 (3,4,5) 1/4 (1/5,1/4,1/3)
5 (4,5,6) 1/5 (1/6,1/5,1/4)
6 (5,6,7) 1/6 (1/7,1/6,1/5)
7 (6,7,8) 1/7 (1/8,1/7,1/6)
8 (7,8,9) 1/8 (1/9,1/8,1/7)
9 (9,9,9) 1/9 (1/9,1/9,1/9)

The researchers determined that respondents
choose to evaluate the weight of the factors. It must
be compared in pairs for all elements, starting from

the top and going to the bottom of the chart. The
number of pairs used for comparison is equal to:

Number of pairs in comparison = I (14)
where n = number of factors to compare.

In this research, we know from the hierarchical
structure of the assessment of the maturity level of
the assessors that there are a total of 6 factors, so the
number can be found in the comparison as follows:

62 —6
2
= 15Pairs.

Number of pairs in comparison =

4. RESULTS

4.1 Application of Fuzzy AHP techniques
to create evaluation models for cyber-
resilient capability maturity model in dig-
ital supply chain

After collecting the information, the researchers
took the data from the questionnaire to analyze the
weight of factors that influence the assessment of the
cyber resilient capability maturity model for digital
supply chain for managing digital business continuity
management according to the Fuzzy AHP technique
for decision-making processes, and the researchers
performed an analysis with the following steps:

Step 1: Change actual numbers into ambiguity
numbers.

Step 2: Put fuzzy numbers in the matrix using the
Pairwise Comparison.

Step 3: Calculate the weight for each rule accord-
ing to Chang’s extent analysis.

Step 4: Calculate the weight of alternatives from
the weighted values of each criterion for the best
assessment of the cyber-resilient capability maturity
levels of the assessors.

From the steps mentioned above, the researchers
created the Pairwise Comparison Matrix shown in Ta-
ble 4.

With a pairwise comparison of each factor, we can
calculate the weight of the factors using the princi-
ples of Chang’s extentanalysis. The values can be
calculated as follows:
S1r=(9.49,12.16,13.18)®(1/54.95, 1/48.12, 1/40.48

~ (0.17,0.26,0.33),

Spr =(10.33,12.10,14.22) ®(1/54.95, 1/48.12, 1/40.48
~ (0.19,0.25,0.35),

Spr = (6.69,8.12,9.48) @ (1/54.95, 1/48.12, 1/40.48)
~ (0.12,0.17,0.23),

Srir = (5.97,6.94,9.22) @ (1/54.95, 1/48.12, 1/40.48
~ (0.11,0.14,0.23),

Sror = (3.92,4.30,4.87) & (1/54.95, 1/48.12, 1/40.48)
~ (0.07,0.09,0.12),
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Table 4: Pairwise Comparison Matrixz of Factors.

Identify Protect Detect Respond Recover Continuity
Identify (1,1,1) (1.58,2.83,2.42) | (3.08,3.67,4.25) | (1.33,1.75,2.17) | (1.75,2.08,2.42) | (0.75,0.83,0.92)
Protect (0.41,0.35,0.63) (1,1,1) (2.00,2.33,2.67) | (0.92,1.17,1.42) | (3.17,4.00,4.83) | (2.83,3.25,3.67)
Detect (0.24,0.27,0.32) | (0.37,0.43,0.50) (1,1,1) (1.25,1.67,2.08) | (2.00,2.50,3.00) | (1.83,2.25,2.58)
Respond (0.46,0.57,0.75) | (0.70,0.85,1.09) | (0.48,0.60,0.80) (1,1,1) (2.50,2.92,3.33) | (0.83,1.00,1.17)
Recover (0.41,0.48,0.57) | (0.21,0.25,0.32) | (0.33,0.40,0.50) | (0.39,0.34,0.40) (1,1,1) (1.58,1.83,2.08)
Continuity | (1.09,1.20,1.33) | (0.27,0.31,0.35) | (0.39,0.44,0.55) | (0.85,1.00,1.20) | (0.48,0.55,0.63) (1,1,1)

Scr = (4.08,4.50,5.06) & (1/54.95, 1/48.12, 1/40.48)
~(0.07,0.10,0.13).

Using these vectors,

V(SIF > SPF) = 1.00, V(SIF ZSDF) =1.00,
V(Sip > SCF) = 1.00,
Min V(Sir >Sir,Spr,Sr1F,Sr2F,Scr)=1.00

V(SPF > SIF) = 0.95, V(SPF ZSDF) =1.00,
V(SPF > SRIF) = 1.00, V(SPF > SRQF =1.00,
V(SPF > SCF) = 1.00,

Min V(Spr >Sir,Spr,SR1F,SR2F,SCF)=0.95

V(SDF > SIF) = 0.40, V(SDF ZSPF) = 0.33,
V(Spr > SCF) = 1.00,
Min V(Spr >Sir,Spr,Sr1F,SR2F,Scr)=0.33

V(SRlF > SIF) = 0.33, V(SRlF ZSPF) = 0.27,
V(Srir > Spr) = 0.79, V(Srir > Sror =1.00,
Min V(Srir >Sir,Spr,Spr,Sr2r,Scr)=0.27

V(SRQF > SIF) = (.56, V(SRQF > SPF) = 0.33,
V(SRQF > SDF) = 0.67, V(SRQF > Srir = 0.17,
V(Srer > Scr) = 0.83,

Min V(Srzr >Sir,Spr,SpF,Sr1F,5cF)=0.17

V(Scr > Sir) = 0.33, V(Scr > Spr) = 040,
V(SCF > SDF) = 0.13, V(SCF > Srir = 0.33,
Min V(Scr >Sir,Spr,Spr.Sr1r,5cF)=0.13

are obtained. Thus, the weight vector from Table 4
is calculated as:

W = (1.00,0.95,0.33,0.27,0.17,0.13)

Wractors = (0.35,0.33,0.12,0.09,0.06,0.05).

4.2 Weight factor for the importance of key
criteria

The result from the analysis of the factors/criteria
that affect the evaluation of the cyber-resilient capa-
bility maturity model in digital supply chain is the
weight of factors for importance criteria. Once the
weight of factors of importance has been obtained, a
model could be selected to find the outcome of the

cyber-resilient capability maturity assessment in dig-
ital supply chain.

%
38%

35% 3%
30%
25%
20%

50
1% 12%
10% i

6% 5

N IIII IIII

%

Detect Response Recover c

%
Identify Protect ontinuity

¥ Weight Factors

Weight Factors

Cyber-Resilience Functions

Fig.6: Weight factors for the importance of key cri-
teria.

From Fig. 6, by using the fuzzy AHP technique,
the results of weight factors comparing the relation-
ship of all 6 factors from 12 respondents show that
the importance of Identify factors was the highest,
followed by Protect, Detect, Respond, Recover and
Continuity with weight factors of 35%, 33%, 12%,
9%, 6%, and 5%, respectively

5. PRACTICAL APPLICATION

The results of the study were used by the re-
searchers to assess the cyberresilient capability ma-
turity model in digital supply chain. There will be
cases where the assessment system will be used for
evaluation in the company. The management of that
organization may require an assessment as follows:

1. There is only one assessor, and the company will
get 1 evaluation result.

2. There are many assessors, and the company will
get many evaluation results.

3. There is a group of assessors, and the company
will get 1 evaluation result.

There is no problem with the evaluation result in
cases no. 1 and no. 3, but a problem exists for case
no. 2. The management wants to get the best eval-
uation result from the assessors. Therefore, the re-
searchers adopted the result from section 4 (weight
factor for the importance of key criteria) to evaluate
the best selection in the case of many assessors.

In the 9" SME company, there are 4 assessors with
various positions as follows:
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Assessorfl Account Manager

Assessort2 Senior Programmer
Assessorf3 Application Support Manager
Assessorf4 Programmer

The result of the evaluation is shown in Tables 5
and Fig. 7.

Table 5: Assessment result from 4 assessors.

Maturity Score

Aspect i) D) Y 73 7

Identify 3.69 | 3.98 | 3.16 | 2.72
Protect 293 | 2.70 | 2.64 | 2.70
Detect 2.83 | 2.84 | 2.72 | 2.93
Respond 3.16 | 2.95 | 2.89 | 2.92
Recover 3.21 | 3.39 | 2.87 | 3.21
Continuity 1.84 | 2.54 2.26 2.72

identify

Continuity Protect

Recover Detect

Respond

—— assessor#4

— # = — #2 #3

Fig.7: (Maturity level from 4 assessors.

From the weight factors of important criteria found
in section 4, the assessment can be calculated. Re-
sults were chosen according to the assessors and are
displayed in Tables 6 — 7.

Table 6: Weight factors for the importance of key
criteria .

Criteria | Weight Factor

Identify 0.351

Protect 0.332

Detect 0.116

Respond 0.095

Recover 0.060

Continuity 0.046

Table 7: The result of evaluating the maturity level
from the assessor from the weight factor.

Maturity Score
Aspect 7T ) 3 A
- (3.69x0.351) | (3.98%0.351) | (3.16x0.351) | (2.72X0.351)
Identify =1.295 =1.397 =1.109 =0.955
Protoct (2.93x0.332) | (2.70x0.332) | (2.64x0.332) | (2.72x0.332)
=1.028 =0.948 =0.927 =0.948
Dotoot (2.83x0.116) | (2.84%0.116) | (2.72x0.116) | (2.93X0.116)
=0.993 =0.997 =0.955 =1.028
(3.16x0.095) | (2.95x0.095) | (2.89x0.095) | (2.92x0.095)
Respond =1.109 =1.035 =1.014 =1.025
Rocove (3.21x0.060) | (3.39%X0.060) | (2.87x0.060) | (3.21X0.060)
ecover =1.127 =1.190 =1.007 =1.127
. (1.84x0.046) | (2.564%0.046) | (2.26x0.046) | (2.72X0.046)
Continuity =1.127 =1.190 =1.007 =1.127
Total 6.199 6.458 5.806 6.037

As shown in Table 7, the 2°9 assessor of this com-
pany has the highest maturity score of 6.458, which
is followed by the 15¢, 4*h and 3¢ assessors with ma-
turity scores of 6.199, 6.037, and 5.806, respectively.
Therefore, it is possible to select the assessment from
the 2" assessor because it has the highest maturity
score. This company can use this cyber-resilient ca-
pability maturity level in digital supply chain to be
a guideline for further development of the company’s
cyber attack protection system

6. CONCLUSION

In this study, a model was developed to determine
the cyber-resilient capability maturity model in dig-
ital supply chains. This model is based on learning
the most crucial factors that may cause cyber risk in
the company and taking precautions to correct these
factors. In this study, a fuzzy AHP method is used
to determine the degree of importance of the fac-
tors in the model. Chang’s extent analysis method
which is used in this paper has proved to be sim-
pler, less time consuming, and have lower computa-
tion expense compared to other existing fuzzy AHP
methods. This method can capture the ambiguity of
the human thinking style and effectively solve multi-
criteria decision-making problems.

The proposed model allows the evaluation of the
results of the functional point of view. With the fac-
tor weights found by using fuzzy AHP, it can be de-
termined which factors cause more cyber risk in the
digital supply chain. In addition, the cyber-resilient
capability maturity level can be identified. Although
the model was developed and tested for use in one
particular company, it can also be used, with slight
modification, in any company.

For further study, more methodological work is
needed to determine how to apply the cyber resilient
capability maturity model in digital supply chain for
small and medium enterprises. The researchers have
also modified the capability maturity assessment sys-
tem for evaluating the level of the cyber-resilient ca-
pability maturity model of digital supply chain in ac-
tual practice.
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